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ɺɺɽɼɽʅʀɽ 

 

ɸʢʪʫʘʣʴʥʦʩʪʴ ʪʝʤʳ ʠʩʩʣʝʜʦʚʘʥʠʷ. ʀʥʪʝʥʩʠʚʥʦʝ ʨʘʟʚʠʪʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʚʨʝʤʝʥ-

ʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʀʂʊ) ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʮʠʬʨʦʚʦʡ ʠʥʬʦʨʤʘ-

ʮʠʠ ʧʨʠʚʝʣʠ ʢ ʩʝʨʴʝʟʥʳʤ ʢʘʯʝʩʪʚʝʥʥʳʤ ʠʟʤʝʥʝʥʠʷʤ ʚ ʵʢʦʥʦʤʠʯʝʩʢʦʡ, ʩʦʮʠʘʣʴʥʦ-ʧʦʣʠʪʠʯʝʩʢʦʡ 

ʠ ʜʫʭʦʚʥʦʡ ʩʬʝʨʘʭ ʞʠʟʥʠ ʦʙʱʝʩʪʚʘ. ʕʪʦʪ ʬʝʥʦʤʝʥ ʙʦʣʴʰʦʡ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʀʂʊ ʠ ʠʭ ʨʝʟʢʦ 

ʚʦʟʨʘʩʪʘʶʱʝʛʦ ʚʣʠʷʥʠʷ ʥʘ ʬʦʨʤʠʨʦʚʘʥʠʝ ʮʠʬʨʦʚʦʛʦ ʦʙʱʝʩʪʚʘ XXI ʚʝʢʘ ʙʳʣ ʚʧʝʨʚʳʝ ʦʪʤʝʯʝʥ 

ʚ çʆʢʠʥʘʚʩʢʦʡ ʍʘʨʪʠʠ ʛʣʦʙʘʣʴʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʱʝʩʪʚʘè, ʧʨʠʥʷʪʦʡ ʚ 2000 ʛ. ʣʠʜʝʨʘʤʠ 

çʚʦʩʴʤʝʨʢʠè [1]. ɺ 2016 ʛ. ʚ çɼʦʢʪʨʠʥʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè 

ʪʘʢʞʝ ʦʪʤʝʯʘʣʦʩʴ, ʯʪʦ ʵʪʠ ʪʝʭʥʦʣʦʛʠʠ çʧʨʠʦʙʨʝʣʠ ʛʣʦʙʘʣʴʥʳʡ ʪʨʘʥʩʛʨʘʥʠʯʥʳʡ ʭʘʨʘʢʪʝʨ ʠ ʩʪʘ-

ʣʠ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʚʩʝʭ ʩʬʝʨ ʜʝʷʪʝʣʴʥʦʩʪʠ ʣʠʯʥʦʩʪʠ, ʦʙʱʝʩʪʚʘ ʠ ʛʦʩʫʜʘʨʩʪʚʘè [2].  

ɺ ʈʦʩʩʠʠ ʚ ʨʘʤʢʘʭ ʨʝʘʣʠʟʘʮʠʠ ʋʢʘʟʘ ʇʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ˉ 204 çʆ ʥʘ-

ʮʠʦʥʘʣʴʥʳʭ ʮʝʣʷʭ ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʟʘʜʘʯʘʭ ʨʘʟʚʠʪʠʷ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ (ʈʌ) ʥʘ ʧʝʨʠʦʜ ʜʦ 

2024 ʛʦʜʘè [3] ʙʳʣʘ ʧʨʠʥʷʪʘ ʅʘʮʠʦʥʘʣʴʥʘʷ ʧʨʦʛʨʘʤʤʘ çʎʠʬʨʦʚʘʷ ʵʢʦʥʦʤʠʢʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝ-

ʨʘʮʠʠè [4], ʦʜʥʘ ʠʟ ʪʨʝʭ ʮʝʣʝʡ ʢʦʪʦʨʦʡ ï çʩʦʟʜʘʥʠʝ ʫʩʪʦʡʯʠʚʦʡ ʠ ʙʝʟʦʧʘʩʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʡ ʧʝʨʝʜʘʯʠ, ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ 

ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ, ʜʦʩʪʫʧʥʦʡ ʜʣʷ ʚʩʝʭ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʜʦʤʦʭʦʟʷʡʩʪʚè. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʝʝ ʨʝʰʝʥʠʷ ʚ ʅʘʮʠʦʥʘʣʴʥʳʡ ʧʨʦʝʢʪ ʚʢʣʶʯʝʥ ʌʝʜʝʨʘʣʴʥʳʡ ʧʨʦʝʢʪ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩ-

ʥʦʩʪʴè, ʢʦʪʦʨʳʡ ʧʦʣʥʦʩʪʴʶ ʩʦʛʣʘʩʫʝʪʩʷ ʩ ʥʘʧʨʘʚʣʝʥʠʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦ-

ʧʘʩʥʦʩʪʠ (ʀɹ) ʚ ʦʙʣʘʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʠ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʌ, ʩʬʦʨʤʫʣʠʨʦʚʘʥ-

ʥʳʤ ʚ [2] ʢʘʢ çʧʦʚʳʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘ-

ʩʪʨʫʢʪʫʨʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʮʝʣʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʫʩʪʦʡʯʠʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨ-

ʛʘʥʦʚ, ʥʝʜʦʧʫʱʝʥʠʷ ʠʥʦʩʪʨʘʥʥʦʛʦ ʢʦʥʪʨʦʣʷ ʟʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝʤ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ, ʦʙʝʩʧʝʯʝ-

ʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ, ʫʩʪʦʡʯʠʚʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʝʜʠʥʦʡ ʩʝʪʠ ʵʣʝʢʪʨʦʩʚʷʟʠ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʧʦ 

ʥʝʡ ʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè. 

ɺ ʦʩʥʦʚʝ ʥʘʟʚʘʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʣʝʞʠʪ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘ ̫ʩʠʩʪʝʤʘ 

[5], ʢʦʪʦʨʘ ̫ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ (ʀʊʂʉ) ï ʪʝʭʥʦʣʦʛʠ-

ʯʝʩʢʦʡ ʩʠʩʪʝʤʝ (ʊʉ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʡ ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʠʥʬʦʨʤʘʮʠʠ, ʜʦʩʪʫʧ ʢ ʢʦ-

ʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʨʝʜʩʪʚ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʠ (ʉɺʊ) [6, ʩʪʘʪʴʷ 2]. 

ʉʦʛʣʘʩʥʦ ʌʝʜʝʨʘʣʴʥʦʤʫ ʟʘʢʦʥʫ ˉ 187-ʌɿ çʆ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè, ʢ ʦʙʲʝʢʪʘʤ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥ-

ʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ) ʦʪʥʦʩʷʪʩʷ ʀʊʂʉ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (ʀʉ), ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ 

ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ (ɸʉʋ) ʩʫʙʲʝʢʪʦʚ ʂʀʀ, ʘ ʪʘʢʞʝ ʩʝʪʠ ʵʣʝʢʪʨʦʩʚʷʟʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʨʛʘ-

ʥʠʟʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ. ʉʫʙʲʝʢʪʳ ʂʀʀ ï ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʳ ʠ ʫʯʨʝʞʜʝ-
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ʥʠʷ, ʨʦʩʩʠʡʩʢʠʝ ʶʨʠʜʠʯʝʩʢʠʝ ʣʠʮʘ ʠ (ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʧʨʠʥʠʤʘʪʝʣʠ (ʜʘʣʝʝ ï 

ʆʈɻɸʅʀɿɸʎʀʗ), ʢʦʪʦʨʳʤ ʥʘ ʧʨʘʚʝ ʩʦʙʩʪʚʝʥʥʦʩʪʠ, ʘʨʝʥʜʳ ʠʣʠ ʥʘ ʠʥʦʤ ʟʘʢʦʥʥʦʤ ʦʩʥʦʚʘʥʠʠ 

ʧʨʠʥʘʜʣʝʞʘʪ ʀʉ, ʀʊʂʉ, ɸʉʋ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʝ ʚ ʨʘʟʣʠʯʥʳʭ ʩʬʝʨʘʭ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʦʙʣʘʩ-

ʪʷʭ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʨʦʩʩʠʡʩʢʠʝ ʶʨʠʜʠʯʝʩʢʠʝ ʣʠʮʘ ʠ (ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʧʨʠ-

ʥʠʤʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʫʢʘʟʘʥʥʳʭ ʩʠʩʪʝʤ ʠʣʠ ʩʝʪʝʡ [7, ʩʪʘʪʴʷ 2]. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʜʣʷ ʀʊʂʉ ʢʘʢ ʥʝʦʪ̡ ʝʤʣʝʤʦʡ ʯʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʥʝ-

ʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʠ ʀɹ ʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ. 

ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʚ ʧʦʩʣʝʜʥʝʝ ʜʝʩʷʪʠʣʝʪʠʝ ʨʠʩʢʠ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʙʲʝʢʪʦʚ 

ʂʀʀ, ʚʢʣʶʯʘʷ ʀʊʂʉ ʝʝ ʩʫʙʲʝʢʪʦʚ, ʧʨʠʦʙʨʝʣʠ ʩʪʘʪʫʩ ʢʦʤʧʦʥʝʥʪʦʚ ʩʠʩʪʝʤʥʦʛʦ ʨʠʩʢʘ. ɺ ʢʘʯʝʩʪ-

ʚʝ ʦʩʥʦʚʥʳʭ ʧʨʠʯʠʥ ʜʘʥʥʦʡ ʪʝʥʜʝʥʮʠʠ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, ʩʣʦʞʥʦʩʪʴ ʠ ʨʘʟʥʦ-

ʨʦʜʥʦʩʪʴ ʀʊʂʉ ʨʘʟʥʳʭ ʩʫʙʲʝʢʪʦʚ ʧʦ ʬʫʥʢʮʠʷʤ, ʩʪʨʫʢʪʫʨʝ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦ-ʧʨʘʚʦʚʳʤ ʬʦʨ-

ʤʘʤ, ʨʘʩʪʫʱʫʶ ʨʦʣʴ ʨʘʟʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʫʩʣʫʛ ʠ ʚʩʝ ʙʦʣʴʰʫʶ ʟʘʚʠʩʠʤʦʩʪʴ 

ʧʦʩʣʝʜʥʠʭ ʦʪ ʠʤʝʶʱʠʭ ʨʘʟʣʠʯʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʀʂʊ, ʫʩʠʣʠʚʘʶʱʫʶʩʷ ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʴ ʤʝʞ-

ʜʫ ʚʩʝʤʠ ʫʯʘʩʪʥʠʢʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ, ʘ ʪʘʢʞʝ ʨʦʩʪ ʩʣʦʞʥʦʩʪʠ, ʰʠʨʦʢʦʡ ʥʘ-

ʧʨʘʚʣʝʥʥʦʩʪʠ ʠ ʨʘʟʥʦʦʙʨʘʟʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʢʘʪʝʛʦʨʠʡ ʟʣʦʫʤʳʰʣʝʥ-

ʥʠʢʦʚ ʠ ʮʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʩʣʝʜʫʶʪ. ʄʥʦʛʦʯʠʩʣʝʥʥʳʝ ʝʞʝʛʦʜʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠ ̫ʚ ʦʙʣʘʩʪʠ 

ʀɹ ʀʊʂʉ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʩʪʨʘʪʝʛʠʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʢʦʪʦʨʳʝ ʪʨʘʜʠʮʠʦʥʥʦ ʙʳʣʠ ʦʩʥʦʚʘʥʳ ʥʘ 

ʩʦʙʣʶʜʝʥʠʠ ʥʦʨʤʘʪʠʚʥʳʭ ʠ ʧʨʘʚʦʚʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʦʛʨʘʥʠʯʠʚʘʣʠʩʴ ʣʠʰʴ çʟʘʱʠʪʦʡ ʧʝʨʠʤʝʪ-

ʨʘè, ʥʝ ʫʩʧʝʚʘʶʪ ʟʘ ʨʘʩʪʫʱʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʠ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʤʝʪʦʜʘʤʠ, ʧʨʠʤʝʥʷʝʤʳʤʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. ɺ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʦʚ ʧʦʜʦʙʥʦʡ ʪʝʥʜʝʥʮʠʠ ʤʦʞʥʦ ʧʨʠʚʝʩʪʠ ʘʪʘʢʠ ʥʘ ʩʠʩ-

ʪʝʤʳ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (ʘʥʛʣ. Internet of Things, IoT) ʠ APT-ʘʪʘʢ (ʘʥʛʣ. Advanced Persistent 

Threats, APTs), ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʮʝʣʠ ʦʧʨʝʜʝʣʝʥʥʦʡ ʢʘʪʝʛʦʨʠʠ (ʢʘʢ ʧʨʘʚʠʣʦ, ʜʝʣʦʚʦʛʦ ʠʣʠ ʧʦ-

ʣʠʪʠʯʝʩʢʦʛʦ ʭʘʨʘʢʪʝʨʘ), ʧʨʦʤʳʰʣʝʥʥʳʡ ʰʧʠʦʥʘʞ ʠ ʢʨʘʞʫ ʙʠʟʥʝʩ-ʠʥʬʦʨʤʘʮʠʠ. ʏʘʩʪʦ ʟʣʦ-

ʫʤʳʰʣʝʥʥʠʢʠ ʩʥʘʯʘʣʘ ʧʦʣʫʯʘʪʁ ʜʦʩʪʫʧ ʢ ʧʣʦʭʦ ʟʘʱʠʱʝʥʥʳʤ ʩʝʨʚʝʨʘʤ ʠ ʢʦʤʧʴʶʪʝʨʘʤ ʧʦʣɹ-

ʟʦʚʘʪʝʣʝʡ, ʘ ʟʘʪʝʤ ʩ ʥʠʭ ʧʨʦʠʟʚʦʜʷʪ ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʳ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. ʆʥʠ ʫʤʝʶʪ ʦʩʪʦʨʦʞʥʦ 

ʪʝʩʪʠʨʦʚʘʪʴ ʟʘʱʠʪʫ ʀʊʂʉ, ʠʟʙʝʛʘʷ ʦʙʥʘʨʫʞʝʥʠʷ, ʠ, ʥʘʡʜʷ ʫʷʟʚʠʤʦʩʪʠ, ʠʩʧʦʣʴʟʫʶʪ ʠʭ ʜʣʷ ʜʦʩ-

ʪʠʞʝʥʠʷ ʩʚʦʠʭ ʮʝʣʝʡ. ʅʘʧʨʠʤʝʨ, ʧʨʠʙʝʛʘʶʪ ʢ ʮʝʣʝʚʦʤʫ ʬʠʰʠʥʛʫ (ʘʥʛʣ. spear phishing) ʚ ʦʪʥʦ-

ʰʝʥʠʠ ʛʨʫʧʧ rʧʦʣɹʟʦʚʘʪʝʣʝʡ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʭʦʜʩʪʚʦʤ ʠ, ʢʘʢ ʨʝʟʫʣʴʪʘʪ, ʥʝʟʘʢʦʥʥʳʤ ʧʫʪʝʤ 

ʧʦʣʫʯʘʶʪ ʥʝʦʙʭʦʜʠʤʫ  ʁʠʥʬʦʨʤʘʮʠ ʁʦʪ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʡ. ɼʣʷ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʢʦʜʘ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ, ʪʘʢ ʠ ʩʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ (ʘʥʛʣ. social 

engineering). ʅʘʧʨʠʤʝʨ, ʩʪʘʪʠʩʪʠʢʘ ʘʪʘʢ ʟʘ 2020 ʛ. ʦʪ ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʢʦʤʧʘʥʠʠ Hackmaggedon 

ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ ʩʚʷʟʘʥʳ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ (ʇʆ) (39,3 %), ʧʦʭʠʱʝʥʠʝʤ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (16,7 %), ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤʠ ʘʪʘʢʘ-

ʤʠ (10,7 %), ʚʥʝʜʨʝʥʠʝʤ ʚʨʝʜʦʥʦʩʥʳʭ ʩʢʨʠʧʪʦʚ (3,7 %), ʩʧʘʤʦʤ (1,8 %), DDoS-ʘʪʘʢʘʤʠ (ʘʥʛʣ. 
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Distributed Denial of Service) (1,7 %), ʩʦʟʜʘʥʠʝʤ ʧʦʜʜʝʣʴʥʳʭ ʩʪʨʘʥʠʮ (1,5 %) ʠ ʥʝʚʝʨʥʳʭ ʢʦʥʬʠ-

ʛʫʨʘʮʠʡ (1,1 %) [8]. 

ʆʜʥʦʚʨʝʤʝʥʥʦ ʩ ʵʪʠʤ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʯʠʩʣʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʪʦʯʝʢ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ 

ʀʊʂʉ, ʧʦ ʢʦʪʦʨʳʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʥʦʩʷʪ çʪʦʯʝʯʥʳʝ ʫʜʘʨʳè, ʧʨʠʚʦʜʷʱʠʝ ʢ ʫʪʝʯʢʝ ʢʦʥʬʠ-

ʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʟʘʛʨʫʟʢʝ ʧʨʠʣʦʞʝʥʠʡ ʯʝʨʝʟ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, ʥʝʩʘʥʢʮʠʦʥʠʨʦ-

ʚʘʥʥʦʤʫ ʧʝʨʝʚʦʜʫ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ ʠ ʪ.ʜ. ʉʠʩʪʝʤʦʪʝʭʥʠʯʝʩʢʘʷ ʦʩʥʦʚʘ ʩʦʚʨʝʤʝʥʥʳʭ ʀʊʂʉ 

ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʵʣʝʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ʩʠʩʪʝʤ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ (ʩʠʩʪʝʤ ʦʙʣʘʯ-

ʥʳʭ ʚʳʯʠʩʣʝʥʠʡ, ʨʘʟʣʠʯʥʳʭ ʭʨʘʥʠʣʠʱ ʠ ʮʝʥʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ (ʎʆɼ) ʩ ʤʥʦʞʝʩʪʚʦʤ ʀʉ ʠ 

ʪ.ʧ.), ʯʪʦ ʥʝʩʝʪ ʧʦʚʳʰʝʥʥʫʶ ʫʛʨʦʟʫ ʝʝ ʀɹ. ʇʨʦʛʨʘʤʤʠʨʫʝʤʳʝ ʩʝʪʠ, ʫʧʨʘʚʣʷʝʤʳʝ ʇʆ, ʘ ʥʝ ʘʧ-

ʧʘʨʘʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ, ʦʙʣʘʜʘʶʪ ʨʷʜʦʤ ʫʷʟʚʠʤʦʩʪʝʡ, ʘ ʪʘʢʞʝ ʩʦʟʜʘʶʪ ʟʘʜʝʨʞʢʠ ʚ ʦʙʨʘʙʦʪʢʝ 

ʪʨʘʬʠʢʘ ʫʧʨʘʚʣʝʥʠʷ ʧʝʨʝʜʘʯʝʡ ʜʘʥʥʳʭ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ ʥʘ 

ʫʨʦʚʥʝ ʇʆ. ʇʷʪʦʝ ʧʦʢʦʣʝʥʠʝ ʤʦʙʠʣʴʥʳʭ ʩʝʪʝʡ (ʩʝʪʠ 5G), ʢʘʢ ʠ ʣʶʙʦʝ ʥʦʚʰʝʩʪʚʦ, ʢʨʦʤʝ ʧʦʣʴʟʳ 

ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʤʥʦʞʝʩʪʚʦ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, 

ʠ ʪ.ʧ. ʇʨʦʠʣʣʶʩʪʨʠʨʫʝʤ ʦʜʠʥ ʘʩʧʝʢʪ ʥʝʟʘʱʠʱʝʥʥʦʩʪʠ ʦʙʣʘʯʥʳʭ ʭʨʘʥʠʣʠʱ, ʦʪʢʨʳʚʘʶʱʠʡ ʧʫʪʴ 

ʢ ʘʪʘʢʘʤ ʠ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʦʙʟʦʨʝ ʟʘ 2020 ʛ. ʢʦʤʧʘʥʠʝʡ Verizon [9]: 22 % ʥʘʨʫʰʝʥʠʡ ʙʳʣʠ 

ʩʚʷʟʘʥʳ ʩ ʦʙʣʘʯʥʳʤʠ ʘʢʪʠʚʘʤʠ, ʘ 43 % ï ʩ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʤʠ, ʚ 71 % ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʠʥ-

ʮʠʜʝʥʪʦʚ ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ ʣʦʢʘʣʴʥʳʝ ʘʢʪʠʚʳ; 70 % ʘʪʘʢ ʙʳʣʦ ʩʦʚʝʨʰʝʥʦ ʚʥʝʰʥʠʤʠ ʥʘʨʫʰʠʪʝ-

ʣʷʤʠ, ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʧʨʝʩʪʫʧʥʦʩʪʴ ʠʤʝʣʘ ʦʪʥʦʰʝʥʠʝ ʢ 55 % ʠʟ ʥʠʭ; 81 % ʥʘʨʫʰʝʥʠʡ ʙʳʣʠ ʦʙ-

ʥʘʨʫʞʝʥʳ ʚ ʪʝʯʝʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʜʥʝʡ ʠʣʠ ʨʘʥʴʰʝ; ʫ 58 % ʞʝʨʪʚ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʣʠʯ-

ʥʳʝ ʜʘʥʥʳʝ; 86 % ʥʘʨʫʰʝʥʠʡ ʠʤʝʣʠ ʬʠʥʘʥʩʦʚʳʝ ʤʦʪʠʚʳ.  

ɺ ʮʝʣʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʩʦʟʜʘʥʠʶ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ ʠ ʦʙʝʩʧʝʯʝʥʠʶ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, ʫʪʚʝʨʞʜʝʥʥʳʤʠ ʬʝʜʝʨʘʣʴʥʳʤ ʦʨʛʘʥʦʤ 

ʠʩʧʦʣʥʠʪʝʣʴʥʦʡ ʚʣʘʩʪʠ, ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ʈʌ, ʩʫʙ̡-

ʝʢʪ ʂʀʀ ʩʦʟʜʘʝʪ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ [7, ʩʪʘʪʴʷ 

10]. ʇʨʠ ʵʪʦʤ ʙʝʟʦʧʘʩʥʦʩʪʴ ʂʀʀ, ʚʢʣʶʯʘʶʱʝʡ ʀʊʂʉ ʨʘʟʥʳʭ ʩʫʙʲʝʢʪʦʚ ï ʵʪʦ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠ-

ʱʝʥʥʦʩʪʠ ʂʀʀ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʚ ʦʪʥʦʰʝ-

ʥʠʠ ʥʝʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ [7, ʩʪʘʪʴʷ 2]. ʅʘʨʘʚʥʝ ʩ ʟʘʢʦʥʥʦʩʪʴʶ, ʢ ʧʨʠʥʮʠʧʘʤ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ʦʪʥʦʩʷʪʩʷ ʥʝʧʨʝʨʳʚʥʦʩʪʴ ʠ ʢʦʤʧʣʝʢʩʥʦʩʪʴ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʠ ʧʨʠʦʨʠʪʝʪ ʧʨʝ-

ʜʦʪʚʨʘʱʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ [7, ʩʪʘʪʴʷ 4]. 

ʈʝʘʣʠʟʫʝʤʳʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʝʘʢʪʠʚʥʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʁ ʩ ʮʝʣʴʶ ʤʠʥʠʤʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ (ʜʣʠʪʝʣʴ-

ʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ) ʧʦʩʣʝ ʧʨʝʨʳʚʘʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʜʚʘ-

ʪʨʠ ʜʝʩʷʪʠʣʝʪʠʷ ʥʘʟʘʜ. ɺ 2005-2006 ʛʛ. ʢʦʤʧʘʥʠʝʡ Cisco Systems ʙʳʣʘ ʚʧʝʨʚʳʝ ʦʟʚʫʯʝʥʘ ʠʜʝʷ 

ʨʘʟʨʘʙʦʪʢʠ ʮʝʥʪʨʘ ʤʦʥʠʪʦʨʠʥʛʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʎʄɹ) (ʘʥʛʣ. Security Operations Center, SOC) 

[10-12], ʢʦʪʦʨʦʤʫ ʚ ʨʫʩʩʢʦʷʟʳʯʥʳʭ ʧʫʙʣʠʢʘʮʠʷʭ ʜʦʣʛʦʝ ʚʨʝʤʷ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʠ ʨʘʟʥʳʝ ʪʝʨʤʠʥʳ 
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ʪʠʧʘ çʩʠʩʪʝʤʘ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹè, ʠʣʠ çʮʝʥʪʨ ʢʦʦʨʜʠʥʘʮʠʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ 

ʀɹè [13], çʢʦʦʨʜʠʥʠʨʫʶʱʠʡ ʮʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹè ʠʣʠ çʩʠʪʫʘʮʠʦʥʥʳʡ ʮʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ 

ʀɹè (ʥʘʧʨʠʤʝʨ, [14, 15]). ʆʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʨʘʟʚʦʨʘʯʠʚʘʥʠʷ ʎʄɹ Cisco ʦʧʨʝʜʝʣʠʣ ʫʧʨʘʚʣʝʥʠʝ 

ʩʨʝʜʩʪʚʘʤʠ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉɿʀ) ʚ ʩʝʪʷʭ (ʥʘʧʨʠʤʝʨ, ʚʠʨʪʫʘʣʴʥʳʤʠ ʯʘʩʪʥʳʤʠ ʩʝʪʷʤʠ, 

ʤʝʞʩʝʪʝʚʳʤʠ ʵʢʨʘʥʘʤʠ, ʩʠʩʪʝʤʘʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ, ʩʠʩʪʝʤʘʤʠ ʦʪ-

ʨʘʞʝʥʠʷ DDoS-ʘʪʘʢ, ʨʝʰʝʥʠʷʤʠ ʜʣʷ ʙʦʨʴʙʳ ʩ ʚʨʝʜʦʥʦʩʥʳʤ ʢʦʜʦʤ, ʚʠʨʫʩʘʤʠ ʠ ʰʧʠʦʥʩʢʠʤʠ 

ʧʨʦʛʨʘʤʤʘʤʠ) ʠ ʤʦʥʠʪʦʨʠʥʛ ʠʭ ʩʦʩʪʦʷʥʠʷ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʘ ʪʘʢʞʝ ʘʥʘʣʠʟ ʟʘʧʠʩʝʡ 

ʚ ʞʫʨʥʘʣʘʭ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ [16], ʩʚʝʜʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʝʩʫʨʩʘʭ ʠ ʧʨʝ-

ʜʫʧʨʝʞʜʝʥʠʡ ʦʙ ʦʧʘʩʥʦʩʪʠ.  

ɺ ʪʦʞʝ ʚʨʝʤʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʠʪʠʷ ʪʨʝʙʫʝʪ ʢʘʯʝʩʪʚʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʴʶ ʚ ʎʄɹ, ʧʦʩʢʦʣʴʢʫ ʦʥʦ ʩʫʱʝʩʪʚʝʥʥʦ ʦʪʩʪʘʝʪ ʦʪ ʪʨʝʙʫʝʤʦʛʦ ʩʝʛʦʜʥʷ ʫʨʦʚʥʷ ï ʎʄɹ ʧʝʨʚʦʛʦ 

ʧʦʢʦʣʝʥʠʷ ʥʝ ʙʳʣʠ ʨʘʩʩʯʠʪʘʥʳ ʥʘ ʩʣʦʞʥʫʶ ʢʦʨʨʝʣʷʮʠʶ ʠ ʘʥʘʣʠʪʠʢʫ ʚʩʝʭ ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ 

ʀʊʂʉ ʩʦʙʳʪʠʡ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʢʦʥʪʝʢʩʪʝ ʢʘʢ ʦʩʥʦʚʳ ʧʦʣʥʦʮʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ, ʘ ʥʝ ʧʨʦʩʪʦ 

ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ. ʈʝʟʫʣʴʪʘʪʦʤ ʷʚʣʷʝʪʩʷ ʥʝʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʦʝ ʚʨʝʤʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ 

ʀɹ. ʂ ʩʦʞʘʣʝʥʠʶ, ʝʜʠʥʦʡ ʦʙʱʝʤʠʨʦʚʦʡ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʝʛʦ ʦʮʝʥʢʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ ï ʜʘʥʥʳʝ ʚ ʦʪ-

ʯʝʪʘʭ ʨʘʟʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʢʦʤʧʘʥʠʡ ʩʫʱʝʩʪʚʝʥʥʦ ʨʘʟʣʠʯʘʶʪʩʷ. ʅʦ ʦʙʱʠʝ ʪʝʥʜʝʥʮʠʠ ʚʳ-

ʷʚʠʪʴ ʤʦʞʥʦ. ʊʘʢ, ʥʘʧʨʠʤʝʨ, ʠʟʚʝʩʪʥʳʡ ʚ ʤʠʨʝ ʀɹ ʮʝʥʪʨ Ponemon Institute (ʉʐɸ) ʚ ʦʪʯʝʪʝ              

2019 ʛ. ʦʪʤʝʯʘʝʪ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʥʝʦʙʭʦʜʠʤʦ ʚ ʩʨʝʜʥʝʤ 276 ʜʥʝʡ (ʧʨʦʪʠʚ 197 ʚ 2018 ʛ.) ʜʣʷ ʚr -

ʷʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ [17]. ʅʝʢʦʪʦʨʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʢʘʟʳʚʘʶʪ, 

ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʠʥʩʘʡʜʝʨʩʢʠʭ ʘʪʘʢ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʚ ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʤʠʥʫʪ (22 % ʦʧʨʦ-

ʰʝʥʥʳʭ), ʯʘʩʦʚ (28 %) ʠʣʠ ʦʜʥʦʛʦ ʜʥʷ (26 %) (ʉrowd Research Partners 2018 Insider Threat 

Report, [18]). ɼʨʫʛʦʡ ʦʪʯʝʪ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʪʘʢʦʛʦ ʥʘʨʫʰʝʥʠʷ ʪʨʝʙʫʝʪʩʷ ʦʪ ʥʝ-

ʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ (30 % ʦʧʨʦʰʝʥʥʳʭ) ʜʦ ʥʝʩʢʦʣʴʢʠʭ ʣʝʪ (40 %) (Verizon 2019 Insider Threat 

Report: Executive Summary, [19]). ʀ ʵʪʦ ʧʨʠ ʪʦʤ, ʯʪʦ, ʩʦʛʣʘʩʥʦ Website hacking statistics of 2020 

[20], ʭʘʢʝʨʳ ʘʪʘʢʫʶʪ ʢʘʞʜʳʝ 39 ʩʝʢʫʥʜ, ʚ ʩʨʝʜʥʝʤ 2244 ʨʘʟʘ ʚ ʜʝʥʴ; ʢʨʘʜʫʪ 75 ʟʘʧʠʩʝʡ ʢʘʞʜʫʶ 

ʩʝʢʫʥʜʫ (ʠʩʪʦʯʥʠʢ: Breach Level Index); ʚ ʩʨʝʜʥʝʤ ʚʟʣʘʤʳʚʘʶʪ 30000 ʥʦʚʳʭ ʚʝʙ-ʩʘʡʪʦʚ ʢʘʞʜʳʡ 

ʜʝʥʴ (ʠʩʪʦʯʥʠʢ: Forbes). ʆʥʠ ʝʞʝʜʥʝʚʥʦ ʩʦʟʜʘʶʪ 300000 ʥʦʚʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ (ʠʩʪʦʯ-

ʥʠʢ: McAfee). 73 % ʭʘʢʝʨʦʚ ʟʘʷʚʠʣʠ, ʯʪʦ ʪʨʘʜʠʮʠʦʥʥʳʡ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʠ ʘʥʪʠʚʠʨʫʩʥʘʷ ʟʘ-

ʱʠʪʘ ʥʝʘʢʪʫʘʣʴʥʳ ʠʣʠ ʫʩʪʘʨʝʣʠ (ʠʩʪʦʯʥʠʢ: Thycotic.com).  

ʀʟ ʚʳʰʝ ʠʟʣʦʞʝʥʥʦʛʦ ʦʯʝʚʠʜʝʥ ʚʳʚʦʜ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʘʢʪʫʘʣʝʥ ʧʦʠʩʢ ʨʝʰʝʥʠʷ 

ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʮʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ (ʮʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ), 

ʟʘ ʩʯʝʪ ʢʦʪʦʨʦʛʦ ʜʦʩʪʠʛʘʝʪʩʷ ʩʦʙʣʶʜʝʥʠʝ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʪʨʝʙʦ-

ʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʝʝ ʀɹ (ʥʘʧʨʠʤʝʨ, ʜʣʷ ʩʫʙʲʝʢʪʘ ʂʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʠʩʚʦʝʥʥʦʡ ʝʤʫ 

ʢʘʪʝʛʦʨʠʝʡ ʟʥʘʯʠʤʦʩʪʠ [21]). ʊʘʢʦʝ ʨʝʰʝʥʠʝ ʦʙʝʩʧʝʯʠʪ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ï ʪʘʢʫʶ ʝʝ ʩʧʦʩʦʙʥʦʩʪʴ, ʧʨʠ ʢʦʪʦʨʦʡ ʚ ʝʜʠʥʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʧʨʦʩʪʨʘʥʩʪʚʝ 
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(ɽʀʇ) ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʟʜʘʥʘ ʘʜʝʢʚʘʪʥʘʷ ʟʘʱʠʱʝʥʥʘʷ ʩʨʝʜʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʀɹ ʜʣʷ ʧʦʣʫʯʝʥʠʷ (ʧʦʠʩʢʘ ʠ ʩʙʦʨʘ), ʦʙʨʘʙʦʪʢʠ, ʭʨʘʥʝ-

ʥʠʷ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ (ʧʝʨʝʜʘʯʠ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ) ʠ ʫʥʠʯʪʦʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. ʆʙʦʙʱʠʚ ʦʧ-

ʨʝʜʝʣʝʥʠʷ ʠʟ [2, 5-7, 22], ʦʧʨʝʜʝʣʠʤ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʝʥʥʦʩʪʠ 

ʊʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʠ ʧʝʨʝʜʘʯʠ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʠʥʬʦʨʤʘ-

ʮʠʠ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦ-

ʣʦʛʠʡ (ʀʊ), ʉɺʊ ʠ ʩʨʝʜʩʪʚ ʩʚʷʟʠ, ʚʢʣʶʯʘʶʱʝʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʨʝ-

ʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʠ ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠ-

ʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦ-

ʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʇʨʠ ʵʪʦʤ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʥʘʨʫʰʝʥʠʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʠʩʧʦʣʴʟʦ-

ʚʘʥʠʝʤ ʀʊʂʉ ʠ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʥʘʨʫʰʝʥʠʷ ʩʚʦʡʩʪʚ ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʀʊʂʉ ʥʘ ʚʩʝʭ 

ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʧʨʠʝʤʣʝʤʳ ʢʘʢ ʜʣʷ ʠʭ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʘʢ ʠ ʚʣʘʜʝʣʴʮʘ. ɿʘʱʠʱʝʥ-

ʥʦʩʪʴ ʜʦʩʪʠʛʘʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝʤ ʩʦʚʦʢʫʧʥʦʩʪʠ ʩʚʦʡʩʪʚ ʀɹ ï ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ, 

ʜʦʩʪʫʧʥʦʩʪʠ, ʧʦʜʣʠʥʥʦʩʪʠ, ʧʦʜʦʪʯʝʪʥʦʩʪʠ, ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ, ʧʨʠʦʨʠʪʝʪʥʦʩʪʴ 

ʢʦʪʦʨʳʭ ʦʧʨʝʜʝʣʷʝʪʩʷ ʟʥʘʯʠʤʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʠʥʪʝʨʝʩʦʚ (ʮʝʣʝʡ) ʆʈɻɸʅʀɿɸʎʀʀ. 

ʊʨʝʙʫʝʤʦʝ ʨʝʰʝʥʠʝ ʜʦʣʞʥʦ ʦʙʝʩʧʝʯʠʪʴ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʘ ʦʩʥʦʚʝ ʧʨʝʜʦʩʪʘʚ-

ʣʝʥʠʷ ʩʣʝʜʫʶɦ ʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ: 

1) ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʦʝ (ʝʜʠʥʦʝ) ʫʧʨʘʚʣʝʥʠʝ ʀɹ ʀʊʂʉ ʜʣʷ ʥʝʜʦʧʫʱʝʥʠʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦ-

ʚʘʥʥʳʭ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʛʦ 

ʤʦʞʝʪ ʙʳʪʴ ʥʘʨʫʰʝʥʦ ʠ (ʠʣʠ) ʧʨʝʢʨʘʱʝʥʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ; 

2) ʥʝ ʪʦʣʴʢʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʥʝʧʨʘʚʦʤʝʨʥʳʭ ʜʝʡʩʪʚʠʡ (ʜʦʩʪʫʧ, ʫʥʠʯʪʦʞʝʥʠʝ, ʤʦʜʠʬʠ-

ʮʠʨʦʚʘʥʠʝ, ʙʣʦʢʠʨʦʚʘʥʠʝ ʠ ʪ.ʧ.) ʩ ʠʥʬʦʨʤʘʮʠʝʡ, ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʀʊʂʉ, ʥʦ ʠ ʫʧʨʝʞʜʘʶʱʝʝ 

ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ, ʦʩʥʦʚʘʥʥʦʝ ʥʘ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʡ ʚ ʦʪʥʦʰʝʥʠʠ ʚʦʟ-

ʤʦʞʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʜʦ ʠʭ ʧʨʦʷʚʣʝʥʠʷ, ʥʘʧʨʘʚʣʝʥʥʦʤ ʥʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠ ʤʠʥʠʤʠʟʘʮʠʶ 

ʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʟʘ ʩʯʝʪ ʧʦʩʪʦʷʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʢʦʥʪʝʢʩʪʝ ʚʩʝʭ 

ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʳʭ (ʩʦʚʤʝʩʪʥʦ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʠ ʘʥʘʣʠʟʠʨʫʝʤʳʭ) ʜʘʥʥʳʭ ʦ ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ 

ʀʊʂʉ ʩʦʙʳʪʠʷʭ, ʠʤʝʶʱʠʭ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ, ʧʨʦʛʥʦʟʠʨʦʚʘʥʠ ̫ʨʘʟʚʠʪʠʷ ʩʠʪʫʘʮʠʠ ʠ ʩʚʦʝʚʨʝ-

ʤʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ çʙʘʨʴʝʨʦʚ ʟʘʱʠʪʳè ʥʘ ʧʫʪʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʪʘʢʠʭ ʜʝʡʩʪʚʠʡ; 

3) ʦʙʝʩʧʝʯʝʥʠʝ ʥʝʦʪ̡ ʝʤʣʝʤʦʛʦ ʩʚʦʡʩʪʚʘ ʀʊʂʉ ï ʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʢʘʢ 

ʩʧʦʩʦʙʥʦʩʪʠ ʨʝʛʫʣʠʨʦʚʘʪʴ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩ ʮʝʣʴʶ ʧʦʜʜʝʨʞʘʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʦʧʝʨʘʮʠʡ ʧʨʠ 

ʦʞʠʜʘʝʤʳʭ ʫʩʣʦʚʠʷʭ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʞʝʩʪʦʯʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ, ʥʘʨʫʰʝʥʠʡ ʠ ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ ʦʙ-

ʩʪʦʷʪʝʣʴʩʪʚ çʚ ʤʘʣʦʤè, ʢʦʛʜʘ ʜʦʩʪʘʪʦʯʥʦ ʤʘʣʦʝ ʦʪʢʣʦʥʝʥʠʝ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʦʪ ʠʩʭʦʜʥʦʛʦ (ʫʩʪʘ-

ʥʦʚʠʚʰʝʛʦʩʷ) ʩ ʪʝʯʝʥʠʝʤ ʚʨʝʤʝʥʠ ʫʤʝʥʴʰʘʝʪʩʷ ʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʠʩ-

ʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ, ʠ çʚ ʙʦʣʴʰʦʤè, ʢʦʛʜʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ, ʧʦʣʫʯʠʚ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴ-
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ʰʦʝ ʥʘʯʘʣʴʥʦʝ ʦʪʢʣʦʥʝʥʠʝ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʠʩʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ ʧʦʩʣʝ ʧʨʝʢʨʘʱʝʥʠʷ ʜʝʡʩʪʚʠʷ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʠ [23, 24]; 

4) ʥʝʧʨʝʨʳʚʥʦʝ ʠ ʧʨʦʜʫʢʪʠʚʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʠʩʪʝʤʦʡ ʦʙʥʘʨʫʞʝ-

ʥʠʷ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝ-

ʩʫʨʩʳ ʈʌ (ɻʦʩʉʆʇʂɸ [25]). 

ɸʢʪʫʘʣʴʥʦʩʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʵʬʬʝʢʪʠʚʥʦʛʦ ʠ ʨʝʟʫʣʴʪʘ-

ʪʠʚʥʦʛʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʦʤʧʴʶʪʝʨʥʳʤ ʘʪʘʢʘʤ ʚ ʀʊʂʉ, ʤʘʩʰʪʘʙ ʠ ʩʣʦʞʥʦʩʪʴ ʢʦʪʦʨʳʭ ʧʦʩʪʦ-

ʷʥʥʦ ʨʘʩʪʝʪ ʧʨʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʠ ʩʧʦʩʦʙʦʚ ʨʝʘʣʠʟʘʮʠʠ ʩ ʫʯʝʪʦʤ ʨʘʟʚʠʪʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʀʂʊ), ʢʦʛʜʘ ʧʨʠ ʧʨʠʤʝʥʝʥʠʠ ʪʨʘʜʠʮʠʦʥʥʳʭ ʩʪʨʘʪʝʛʠʡ ʠ ʩʠʩ-

ʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʧʨʠʥʮʠʧʝ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʘ ʥʝ ʫʧʨʝʞʜʝʥʠʷ ʫʛʨʦʟ ʠ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ, ʥʝʚʦʟʤʦʞʥʦ ʦʙʝʩʧʝʯʠʪʴ ʪʨʝʙʫʝʤʳʡ ʫʨʦʚʝʥʴ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʇʨʦʚʝʜʝʥʥʳʡ ʘʥʘʣʠʟ ʧʦʢʘʟʳʚʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪ ɹ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʨʘʟʨʘʙʦʪʢʠ ʥʘʫʯʥʦ 

ʦʙʦʩʥʦʚʘʥʥʦʡ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦ-ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ. ʇʦʵʪʦʤʫ ʦʙʲʝʢʪʦʤ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʘ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʚʘʞʥʝʡʰʠʡ ʦʙʲʝʢʪ ʩʫʙʲʝʢʪʦʚ ʂʀʀ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʘʱʠʪʳ 

ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ (ʩʦʟʜʘʥʠʷ, ʩʙʦʨʘ, ʦʙʨʘʙʦʪ-

ʢʠ, ʥʘʢʦʧʣʝʥʠʷ, ʭʨʘʥʝʥʠʷ, ʧʦʠʩʢʘ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʫʥʠʯʪʦʞʝʥʠʷ).  

ɼʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʥʦʚʝʡʰʠʭ ʤʝʪʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. ʊʦʣʴʢʦ ʧʨʠ ʪʘʢʦʤ ʧʦʭʦʜʝ ʫʜʘʩʪʩʷ ʦʙʝʩ-

ʧʝʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʩʠʥʪʝʟʠʨʦʚʘʪʴ ʥʦʚʳʝ ʟʥʘʥʠʷ ʦ ʙʫʜʫʱʠʭ ʫʛʨʦʟʘʭ ʀɹ ʜʣʷ ʀʊʂʉ ʠ ʦʙʦʩʥʦ-

ʚʘʥʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʨʘʟʚʠʪʠʝ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ. ʕʪʦ ʠ ʦʧʨʝʜʝʣʷʝʪ ʧʨʝʜʤʝʪ ʠʩ-

ʩʣʝʜʦʚʘʥʠʷ ï ʧʦʩʪʨʦʝʥʠʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʮʝʥʪʨʦʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ 

ʟʘʱʠʱʝʥʥʦʩʪʴ ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʪʘʢʠʤ ʩʝʪʷʤ ʜʘʥʥʳʭ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʀʊʂʉ 

ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʘ ʪʘʢʞʝ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʪʢʘʟʦʚ ʚ ʨʘʙʦʪʝ, 

ʪʨʝʙʫʶʱʠʭ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʩʠʩʪʝʤʦʪʝʭʥʠʯʝʩʢʦʡ ʩʦʩʪʘʚʣʷʶʱʝʡ ʀʊʂʉ, ʟʘ ʩʯʝʪ ʩʦʟʜʘʥʠʷ ʚ ʝʝ 

ʩʦʩʪʘʚʝ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʪʠʧʦʚʦʛʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥ-

ʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ï çʎʝʥʪʨʘ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶè 

(ʎʀʋʉɹ). ʇʝʨʚʦʦʯʝʨʝʜʥʦʡ ʮʝʣʴʶ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʎʀʋʉɹ ʷʚʣʷʝʪʩʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʧʨʝʨʳʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ, ʚr -

ʷʚʣʝʥʠʷ ʠ ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʦʙʳʪʠʷ ʀɹ, ʧʨʦʠʩʭʦʜʷʱʠʝ ʚ ʀʊʂʉ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝ-

ʤʝʥʠ, ʘ ʪʘʢʞʝ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʶ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʟʘʱʠʱʘʝʤʳʝ ʦʙʲʝʢ-

ʪʳ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʥʘ ʦʩʥʦʚʝ ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ 

ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ ʦʙ ʵʪʠʭ ʩʦʙʳʪʠʷʭ ʠ ʚʳʷʚʣʝʥʥʳʭ ʪʨʝʙʫʶʱʠʭ ʥʝʤʝʜʣʝʥʥʦʡ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʪʝʥ-

ʜʝʥʮʠʡ ʚ ʫʨʦʚʥʝ ʀɹ ʀʊʂʉ ʚ ʩʨʘʚʥʝʥʠʠ ʩ ʟʘʜʘʥʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ. 

ʇʨʦʚʝʜʝʥʥʳʝ ʚ ʨʘʙʦʪʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʨʝʰʘʶʪ ʥʘʫʯʥʫ ʁʧʨʦʙʣʝʤʫ, ʩʦʩʪʦʷʱʫʶ ʚ ʬʦʨʤʠʨʦ-
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ʚʘʥʠʠ ʥʘʫʯʥʦʡ ʦʩʥʦʚʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡ-

ʯʠʚʦʩʪʠ ʩʣʦʞʥʳʭ ʩʠʩʪʝʤ ʢʣʘʩʩʘ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ 

ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩ-

ʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʦ ʚ ʨʝʟʫʣʴ-

ʪʘʪʝ ʨʘʟʨʘʙʦʪʢʠ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝ-

ʤʝʥʪʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ï ʎʀʋʉɹ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ 

ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ 

ʟʘ ʩʯʝʪ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʨʘʟʚʠʪʠʷ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ ʠ ʧʨʠʤʝʥʝʥʠʷ ʚ ʎʀʋʉɹ ʜʣʷ 

ʜʦʩʪʠʞʝʥʠʡ ʵʪʠʭ ʮʝʣʝʡ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ 

ʀʊʂʉ ʜʘʥʥʳʭ. ʅʝʧʨʝʤʝʥʥʳʤ ʫʩʣʦʚʠʝʤ ʨʝʟʫʣʴʪʘʪʠʚʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʎʀʋʉɹ ʜʣʷ ʦʧʝʨʘ-

ʪʠʚʥʦʡ ʢʦʨʨʝʢʮʠʠ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʝʛʦ ʦʙʷ-

ʟʘʪʝʣʴʥʦʝ ʚʭʦʞʜʝʥʠʝ ʚ ʩʦʩʪʘʚ ʦʙʱʝʡ ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʉʆʀɹ). ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡ-

ʰʘʷ ʯʘʩʪʴ ʜʦʣʞʝʥ ʙʳʪʴ ʞʝʩʪʢʦ ʩʚʷʟʘʥ ʩ ʉʆʀɹ ʀʊʂʉ ʠ ʚʣʠʷʪʴ ʥʘ ʝʝ ʨʘʟʚʠʪʠʝ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦ-

ʚʘʥʠʝ, ʜʣʷ ʯʝʛʦ ʪʨʝʙʫʝʪʩʷ ʢʦʤʧʣʝʢʩʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ ʨʘʟʨʘʙʦʪʢʘ ʦʙ-

ʨʘʟʦʚʘʪʝʣʴʥʳʭ ʘʩʧʝʢʪʦʚ ʚ ʯʘʩʪʠ ʦʙʫʯʝʥʠʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠ ʧʝʨʩʦʥʘʣʘ ʎʀʋʉɹ ʪʦʤʫ, ʢʘʢ ʢʚʘʣʠ-

ʬʠʮʠʨʦʚʘʥʥʦ ʩʦʟʜʘʚʘʪʴ, ʚʥʝʜʨʷʪʴ ʠ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʎʀʋʉɹ. ɺʥʝʜʨʝʥʠʝ ʎʀʋʉɹ ʧʦʟʚʦʣʠʪ ʫʩʪ-

ʨʘʥʠʪʴ ʠʤʝʶʱʝʝʩʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʩʪʨʦʝ ʧʨʦʪʠʚʦʨʝʯʠʝ ʤʝʞʜʫ, ʩ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʥʝʚʦʟ-

ʤʦʞʥʦʩʪʴʶ ʠʟʙʝʞʘʪʴ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʚ ʀʊʂʉ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʠʩʢʫʰʝʥʥʳʤʠ ʟʣʦʫʤʳʰ-

ʣʝʥʥʠʢʘʤʠ, ʠʤʝʶʱʠʤʠ ʜʦʩʪʫʧ ʢ ʥʦʚʝʡʰʠʤ ʀʂʊ, ʫʯʠʪʳʚʘʷ ʪʝʥʜʝʥʮʠʶ ʢ ʧʦʩʪʦʷʥʥʦʤʫ ʨʦʩʪʫ 

ʤʘʩʰʪʘʙʘ ʠ ʩʣʦʞʥʦʩʪʠ ʵʪʠʭ ʘʪʘʢ, ʠ ʩ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚ ʵʪʠʭ ʫʩʣʦʚʠʷʭ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʦʜʠʥʘʢʦʚʦ ʚʳʩʦʢʦʤ ʫʨʦʚʥʝ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʩʦʚʨʝʤʝʥʥʳʭ ʀʊʂʉ ʫʩʪʘʨʝʚʰʠʭ ʩʪʨʘʪʝʛʠʡ ʠ ʉʆʀɹ, ʦʩʥʦʚʘʥʥʳʭ 

ʥʘ ʧʨʠʥʮʠʧʝ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʘ ʥʝ ʫʧʨʝʞʜʝʥʠʷ ʫʛʨʦʟ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʠ, ʢʘʢ ʩʣʝʜʩʪʚʠʝ, ʦʙʝʩʧʝ-

ʯʠʚʘʶʱʠʭ ʥʝʜʦʩʪʘʪʦʯʥʳʡ ʫʨʦʚʝʥʴ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʉʪʝʧʝʥʴ ʨʘʟʨʘʙʦʪʘʥʥʦʩʪʠ ʧʨʦʙʣʝʤʳ. ʈʘʩʩʤʘʪʨʠʚʘʝʤʘʷ ʧʨʦʙʣʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʷʭ ʥʘʭʦʜʠʪʩʷ ʚ ʮʝʥʪʨʝ ʚʥʠʤʘʥʠʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʫʞʝ ʦʢʦʣʦ 40 ʣʝʪ, ʩ ʤʦʤʝʥʪʘ 

ʧʦʷʚʣʝʥʠʷ ʠʥʪʝʨʥʝʪ-ʧʨʦʪʦʢʦʣʘ (ʘʥʛʣ. Internet Protocol, IP) ʚ ʢʘʯʝʩʪʚʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʝʪʝʚʦʛʦ 

ʧʨʦʪʦʢʦʣʘ ARPANET ʩ 1982 ʛ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʟʚʝʩʪʥʳ ʧʦʜʭʦʜʳ ʠ ʣʫʯʰʠʝ ʧʨʘʢʪʠʢʠ ʢ 

ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʩʝʪʝʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʚʟʷʪʳ ʟʘ ʦʪʧʨʘʚʥʫʶ ʪʦʯʢʫ ʜʘʥʥʦʡ ʨʘʙʦʪʳ. 

ʀʩʩʣʝʜʦʚʘʥʠʷʤʠ ʚ ʦʙʣʘʩʪʠ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʉ ʠ ʩʠʩʪʝʤ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʟʘʥʠʤʘʣʠʩʴ ʪʘ-

ʢʠʝ ʦʪʝʯʝʩʪʚʝʥʥʳʝ ʠ ʟʘʨʫʙʝʞʥʳʝ ʫʯʝʥʳʝ, ʢʘʢ ʇ.ɼ. ɿʝʛʞʜʘ, ʆ.ɹ. ʄʘʢʘʨʝʚʠʯ, ɸ.ɸ. ʄʘʣʶʢ, ɽ.ɹ. 

ɹʝʣʦʚ, ɺ.ɺ. ʈʦʤʘʥʦʚ, ɸ.ɺ. ʃʫʢʘʮʢʠʡ, ɸ.ʂ. ʉʢʫʨʘʪʦʚ, ʀ.ɺ. ʑʝʨʙʘʢʦʚʘ, ɸ.ɺ. ɸʥʜʨʦʥʦʚ, ɸ.ɺ. ʄʘ-

ʤʘʝʚ, ɸ.ɸ. ʃʘʚʨʦʚ, ʂ.ɻ. ɸʙʨʘʤʦʚ, ʉ.ʖ. ʀʩʭʘʢʦʚ, ɸ.ɺ. ɻʠʨʠʢ, ʉ.ʀ. ʐʪʝʨʝʥʙʝʨʛ, ʊ.ʈ. ʂʘʰʘʝʚ, 

ɸʚʘʜ ʄʘʨʢʘʜ ʃʝʙʥʘʥ, M. Basseville, A. Benveniste, R. Bidou, M. Bishop, H.R. Debar, L.A. Johnson, 

R. Marchan, J. Myers, V. Paxson, D. Shin, F.W. Feather, M. Thottan, C. Ji G. Wang, H. Zhang ʠ ʜʨʫ-
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ʛʠʝ. ʅʘʠʙʦʣʝʝ ʙʣʠʟʢʠʤʠ ʢ ʪʝʤʝ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʨʘʙʦʪʳ:  

ð ʧʦ ʤʝʪʦʜʠʯʝʩʢʦʤʫ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʘʥʘʣʠʪʠʯʝʩʢʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ 

ʜʣʷ ʩʠʪʫʘʮʠʦʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʱʝʥʥʦʩʪʴʶ ɸʉ ʠ ʩʠʪʫʘʮʠʦʥʥʦ-ʘʥʘʣʠʪʠʯʝʩʢʠʭ ʮʝʥʪʨʦʚ ï 

ʉʦʣʦʚʴʝʚ ʉ.ɺ. [26], ʃʘʤʦʥʦʚ ɸ.ɺ. [27], ʃʫʢʘʰʠʥ ɸ.ɸ. [28], ʇʦʧʦʚ ɺ.ʄ. [29] ʠ ɻʣʫʭʦʚ ɸ.ʇ. [30]; 

ð ʧʦ ʚʦʧʨʦʩʘʤ ʘʜʘʧʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠ ̫ʀɹ ï ʂʘʣʠʥʠʥ ʄ.ɺ. [31], ʀʩʘʝʚ ɸ.ʉ. [32], ʎr -

ʛʘʥʢʦʚ ɸ.ʉ. [33], ʋʰʘʢʦʚ ɼ.ɺ. [34] ʠ ʃʘʚʨʦʚʘ ɼ.ʉ. [35]; 

ð ʧʦ ʧʨʠʤʝʥʝʥʠʶ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʀɹ ï ʄʘʰʢʠʥʘ ʀ.ɺ. [36], 

ɼʝʤʠʜʦʚ ʈ.ɸ. [37] ʠ ʂʘʨʘʡʯʝʚ ɻ.ɺ. [38]. 

ʎʝʥʪʨʳ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ (SOC) ʧʝʨʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʫʧʦʤʠʥʘʶʪʩʷ ʚʩʝʛʦ ʚ ʜʚʫʭ ʨʘʙʦʪʘʭ: 

ʀ.ɸ. ʐʝʣʫʜʴʢʦ (çʈʘʟʨʘʙʦʪʢʘ ʠ ʠʩʩʣʝʜʦʚʘʥʠʝ ʩʠʩʪʝʤʳ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʝʪʝʚʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦ-

ʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠè) (2004 ʛ.) [39] ʠ ɼ.ʆ. ʂʦʚʘʣʝʚʘ (çɺʳʷʚʣʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʜʘʥʥʳʤ ʤʦʥʠʪʦʨʠʥʛʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡè)               

(2011 ʛ.) [40]. 

ɸʥʘʣʠʟ ʧʦʢʘʟʘʣ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʦʙʣʝʤʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʜʦ ʩʠʭ ʧʦʨ ʦʩʪʘʸʪʩʷ ʜʦ ʢʦʥʮʘ ʥʘʫʯʥʦ ʥʝ ʨʝʰʝʥʥʦʡ, ʘ 

ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ ʥʘ ʦʩʥʦʚʝ ʩʦʟʜʘʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ʚ ʩʦ-

ʩʪʘʚʝ ʀʊʂʉ ʨʘʥʝʝ ʥʝ ʙʳʣʦ ʪʝʤʦʡ ʩʧʝʮʠʘʣʴʥʦʛʦ ʢʦʤʧʣʝʢʩʥʦʛʦ ʥʘʫʯʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ. 

ʎʝʣʴ ʠʩʩʣʝʜʦʚʘʥʠʷ: ʨʘʟʨʘʙʦʪʢʘ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʦʡ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦ-

ʩʪʨʦʝʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ʀʊʂʉ ï ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʚ ʩʦʩʪʘʚʝ 

ʉʆʀɹ ʀʊʂʉ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʧʨʠ 

ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʚ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʝʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʟʘ ʩʯʝʪ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʨʘʟʚʠ-

ʪʠʷ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ ʠ ʧʨʠʤʝʥʝʥʠʷ ʚ ʎʀʋʉɹ ʜʣʷ ʜʦʩʪʠʞʝʥʠʡ ʵʪʠʭ ʮʝʣʝʡ ʠʥʪʝʣʣʝʢ-

ʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ. ʇʨʠ ʵʪʦʤ ʚʩʝ ʧʨʦʮʝʩ-

ʩʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʎʀʋʉɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ ʥʘʠʙʦʣʝʝ 

ʨʝʟʫʣʴʪʘʪʠʚʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʦʧʝʨʘʮʠʦʥʥʳʝ (ʪʝʢʫʱʠʝ), ʪʘʢʪʠʯʝʩʢʠʝ (ʚ ʙʣʠʞʘʡʰʝʡ 

ʧʝʨʩʧʝʢʪʠʚʝ) ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ (ʚ ʦʪʜʘʣʝʥʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ) ʟʘʜʘʯʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʙʫʜʫʪ 

ʯʝʪʢʦ ʦʧʨʝʜʝʣʝʥʳ ʠ ʙʫʜʫʪ ʨʝʰʘʪʴʩʷ ʥʘ ʚʟʘʠʤʦʧʦʜʜʝʨʞʠʚʘʶʱʝʡ ʦʩʥʦʚʝ ʚ ʨʘʤʢʘʭ ʉʆʀɹ ʀʊʂʉ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʮʝʣʠ ʙʳʣʠ ʧʦʩʪʘʚʣʝʥʳ ʠ ʨʝʰʝʥʳ ʩʣʝʜʫʶʱʠʝ ʟʘʜʘʯʠ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʦʧ-

ʨʝʜʝʣʠʚʰʠʝ ʩʪʨʫʢʪʫʨʫ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ ʨʘʙʦʪʳ: 

1. ʆʙʦʩʥʦʚʘʪ ɹ ʚʢʣʶʯʝʥʠʝ ʚ ʀʊʂʉ ʢʘʢ ʦʩʥʦʚʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ (ʦʙʲʝʢʪʦʚ ʂʀʀ) ʥʦʚʦʛʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ, ʧʨʝʜʥʘ-

ʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʝʝ 

ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ, ʚʳʷʚʠʚ ʧʨʦʪʠʚʦʨʝʯʠʝ ʤʝʞʜʫ ʫʩʣʦʞʥʠʚʰʠʤʩʷ ʭʘʨʘʢʪʝʨʦʤ ʩʦʚʨʝʤʝʥʥʳʭ ʩʝ-

ʪʝʚʳʭ ʘʪʘʢ ʠ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʧʦʜʭʦʜʘʤʠ ʠ ʩʨʝʜʩʪʚʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

2. ʇʨʦʚʝʩʪʠ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʫ  ʁʩʪʨʫʢʪʫʨʠʟʘʮʠ ʁʧʦʥʷʪʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥ-
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ʥʦʩʪʠ ʀʊʂʉ ʠ ʦʧʠʩʘʥʠʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢʩʪʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʚ 

ʚʠʜʝ ʝʜʠʥʦʡ ʪʘʢʩʦʥʦʤʠʠ, ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʢʦʥʢʨʝʪʠʟʘʮʠʠ ʪʨʝʙʦʚʘʥʠʡ ʢ ʎʀʋʉɹ, ʢʦʪʦʨʘʷ ʧʦ-

ʟʚʦʣʠʪ ʧʦʣʫʯʠʪʴ ʥʘʫʯʥʫʶ ʩʠʩʪʝʤʘʪʠʟʘʮʠʶ ʠ ʩʦʚʦʢʫʧʥʦʩʪʴ ʢʣʘʩʩʠʬʠʢʘʮʠʡ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥ-

ʥʳʭ ʠʝʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ (ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ: çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ 

ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè). 

3. ʀʩʩʣʝʜʦʚʘʪʴ ʦʩʥʦʚʥʳʝ ʧʦʜʭʦʜʳ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʨʘʟʨʘʙʦʪʘʪʴ ʠ 

ʬʦʨʤʘʣʠʟʦʚʘʪʴ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ (ʇʋʀʀɹ) ʜʣʷ ʝʛʦ ʨʝʘʣʠʟʘʮʠʠ ʚ ʎʀʋʉɹ 

ʢʘʢ ʢʣʶʯʝʚʦʡ ʩʪʨʫʢʪʫʨʳ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ, ʘ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʠ 

ʉʆʀɹ ʀʊʂʉ. 

4. ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʥʝʜʦʩʪʘʪʢʦʚ ʠʟʚʝʩʪʥʳʭ ʚʠʜʦʚ ʮʝʥʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʦʙʦʩʥʦʚʘʪʴ ʧʨʠʤʝʥʠʤʦʩʪʴ ʢʦʥʮʝʧʮʠʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʨʘʩʰʠʨʝʥʥʦʡ ʙʠʟʥʝʩ-

ʣʦʛʠʢʦʡ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʤ ʪʠʧʦʚʦʤ ʎʀʋʉɹ, ʘ ʪʘʢʞʝ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʪʨʝ-

ʙʦʚʘʥʠʷ ʢ ʥʝʤʫ. 

5. ʈʘʟʨʘʙʦʪʘʪʴ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʫʶ ʤʝʪʦʜʦʣʦʛʠʶ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ, ʚʢʣʶʯʘʷ ʨʝʰʝʥʠʝ ʟʘʜʘʯ ʨʘʟʨʘʙʦʪʢʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ, ʘʨʭʠʪʝʢʪʫʨʳ ʦʙʨʘ-

ʙʦʪʢʠ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʜʘʥʥʳʭ ʠ ʘʨʭʠʪʝʢʪʫʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʩʪʚʝʥʥʦʡ ʀɹ ʎʀʋʉɹ ʩ SIEM-

ʩʠʩʪʝʤʦʡ ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʝʛʦ ʷʜʨʘ ʠ ʠʩʩʣʝʜʦʚʘʥʠʝ ʚʦʧʨʦʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʝʛʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʢʘʜʨʦʚʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

6. ɺʥʝʜʨʠʪʴ ʦʩʥʦʚʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦ ʜʚʫʤ ʥʘʧʨʘʚʣʝʥʠ-

ʷʤ: ʚ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʈʦʩʩʠʠ, ʚʢʣʶʯʘʷ ʤʝʪʦʜʦʣʦʛʠʶ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʠ ʬʫʥʢʮʠʦ-

ʥʠʨʦʚʘʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʠ ʚ ʚʝʜʫʱʠʭ ʫʥʠʚʝʨʩʠʪʝʪʘʭ ʈʦʩʩʠʠ, ʚʢʣʶʯʘʷ ʦʙʨʘʟʦʚʘʪʝʣʴʥʫʶ 

ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʧʦʜʛʦʪʦʚʢʝ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, 

ʚʥʝʜʨʝʥʠʷ, ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʎʀʋʉɹ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ. 

ʄʝʪʦʜʦʣʦʛʠʷ ʠ ʤʝʪʦʜʳ ʠʩʩʣʝʜʦʚʘʥʠʡ. ɺ ʦʩʥʦʚʫ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʣʦʞʝʥʳ ʦʙʱʘʷ ʤʝʪʦ-

ʜʦʣʦʛʠʷ ʧʦʩʪʨʦʝʥʠʷ ʩʠʩʪʝʤ, ʦʙʱʘʷ ʪʝʦʨʠʷ ʩʠʩʪʝʤ, ʪʝʦʨʠʷ ʦʪʢʨʳʪʳʭ ʩʠʩʪʝʤ, ʪʝʦʨʠʷ ʫʧʨʘʚʣʝʥʠʷ, 

ʪʝʦʨʠʷ ʩʚʷʟʠ, ʧʝʨʝʜʘʯʠ, ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʪʝʦʨʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ, ʪʝʦʨʠʷ ʀɹ, ʘ ʪʘʢʞʝ ʀʊ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ ʠ ʙʣʦʢʯʝʡʥʘ. 

ʇʨʠʤʝʥʠʤʳʝ ʢ ʠʩʩʣʝʜʦʚʘʥʠʶ ʤʝʪʦʜʳ ʠʩʩʣʝʜʦʚʘʥʠʷ: ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʧʦʜʭʦʜʳ, ʘ ʠʤʝʥʥʦ ʩʠʩʪʝʤ-

ʥʳʡ ʘʥʘʣʠʟ ʦʙʲʝʢʪʘ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʧʦʟʚʦʣʷʶʱʠʡ ʧʨʦʚʝʩʪʠ ʝʛʦ ʚʳʩʦʢʦʫʨʦʚʥʝʚʦʝ ʤʦʜʝʣʠʨʦʚʘ-

ʥʠʝ; ʧʦʠʩʢʦʚʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʘʥʘʣʠʟ, ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʠ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʪʠʧʠʯʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ 

ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʫʛʨʦʟ ʀɹ, ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ; ʧʨʦʮʝʩʩʥʳʡ ʧʦʜʭʦʜ, ʠʩʧʦʣʴʟʫʝʤʳʡ 

ʜʣʷ ʦʧʠʩʘʥʠʷ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʚʢʣʶʯʘʷ ʤʦʥʠʪʦʨʠʥʛ ʀɹ, ʩʦʚʨʝʤʝʥʥʳʭ ʩʝʪʝʡ; ʘʥʘʣʠʪʠʯʝʩʢʦʝ ʠʩ-

ʩʣʝʜʦʚʘʥʠʝ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ ʧʨʝʜʤʝʪʘ ʠʩʩʣʝʜʦʚʘʥʠʷ; ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʜʚʫʭ ʧʦʢʦʣʝʥʠʡ 

ʎʋɹ ʠ SIEM-ʩʠʩʪʝʤ; ʩʠʥʪʝʟ ʪʨʝʙʦʚʘʥʠʡ ʢ ʥʦʚʦʡ ʩʪʨʫʢʪʫʨʥʦʡ ʝʜʠʥʠʮʝ ʀʊʂʉ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝ-

ʥʠʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʝʝ ʀɹ ʩ ʫʯʝʪʦʤ ʦʩʥʦʚʥʳʭ ʧʦʣʦʞʝʥʠʡ ʪʝʦʨʠʠ ʫʧʨʘʚʣʝʥʠʷ ʠ 
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ʚʳʷʚʣʝʥʠʷ ʙʣʠʞʘʡʰʠʭ ʘʥʘʣʦʛʦʚ; ʩʠʥʪʝʟ ʪʨʝʙʦʚʘʥʠʡ ʢ ʩʣʝʜʫʶʱʝʤʫ ʧʦʢʦʣʝʥʠʶ SIEM-ʩʠʩʪʝʤ ʢʘʢ 

ʷʜʨʫ ʎʀʋʉɹ, ʤʝʪʦʜʳ ʥʝʯʝʪʢʠʭ ʤʥʦʞʝʩʪʚ, ʣʠʥʛʚʠʩʪʠʯʝʩʢʠʭ ʧʝʨʝʤʝʥʥʳʭ (ʥʝʩʪʨʦʛʦʡ ʤʘʪʝʤʘʪʠ-

ʢʠ), ʥʝʬʦʨʤʘʣʴʥʦʛʦ ʦʮʝʥʠʚʘʥʠʷ, ʥʝʬʦʨʤʘʣʴʥʦʛʦ ʧʦʠʩʢʘ ʦʧʪʠʤʘʣʴʥʳʭ ʨʝʰʝʥʠʡ; ʦʮʝʥʢʘ ʨʘʟʨʘ-

ʙʦʪʘʥʥʦʡ ʢʦʥʮʝʧʮʠʠ ʎʀʋʉɹ; ʤʝʪʦʜ ʢʘʨʪ ʧʨʦʮʝʩʩʦʚ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ; ʨʘʟʨʘʙʦʪʢʘ ʛʣʦʩʩʘʨʠʷ ʦʩʥʦʚʥʳʭ ʧʦʥʷʪʠʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʠʩʩʣʝʜʦʚʘʥʠʠ. 

ʆʩʥʦʚʥʳʝ ʧʦʣʦʞʝʥʠʷ ʠ ʨʝʟʫʣʴʪʘʪʳ, ʚʳʥʦʩʠʤʳʝ ʥʘ ʟʘʱʠʪʫ: 

1. ʅʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʘʷ ʤʝʪʦʜʦʣʦʛʠʷ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʝʛʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ, ʚʢʣʶʯʘʷ ʦʙʝʩʧʝʯʝʥʠʝ ʩʦʙʩʪʚʝʥʥʦʡ ʀɹ 

ʎʀʋʉɹ, ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʥʘ ʦʩʥʦʚʝ ʚʳʷʚʣʝʥʠʷ ʥʝʜʦʩʪʘʪʢʦʚ ʩʫʱʝʩʪʚʫʶʱʠʭ ʮʝʥʪʨʦʚ. 

2. ʊʘʢʩʦʥʦʤʠʷ, ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʩʠʩʪʝʤʘʪʠʟʘʮʠʶ ʠ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʩʫʱʥʦʩʪʝʡ, ʙʘʟʦʚʳʭ 

ʧʦʥʷʪʠʡ ʀɹ, ʪʘʢʠʭ ʢʘʢ çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè, ʧʦʟʚʦ-

ʣʷʶʱʘʷ ʨʝʛʣʘʤʝʥʪʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʦʧʨʝʜʝʣʝʥʠʷ ʫʨʦʚʥʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ, 

ʦʧʠʩʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʨʝʙʫʶʱʝʡ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘ-

ʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ, ʠ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʜʦʢʫʤʝʥʪʘʮʠʦʥʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʝʝ ʀɹ ʥʘ 

ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʀʊʂʉ. 

3. ɼʝʪʘʣʴʥʦʝ ʠ ʬʦʨʤʘʣʠʟʦʚʘʥʥʦʝ ʦʧʠʩʘʥʠʝ ʦʩʥʦʚʥʳʭ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚ-

ʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʪʨʝʙʫʶʱʠʭ ʧʝʨʚʦʦʯʝʨʝʜʥʦʡ ʨʝʘʣʠʟʘʮʠʠ ʚ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ, ʩ 

ʧʨʠʤʝʥʝʥʠʝʤ ʨʘʩʰʠʨʝʥʥʦʛʦ ʤʝʪʦʜʘ ʩʦʩʪʘʚʣʝʥʠʷ ʢʘʨʪ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠ-

ʨʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʨʦʮʝʩʩʳ ʧʫʪʝʤ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠʟʙʳʪʦʯʥʳʭ ʜʝʡʩʪʚʠʡ ʠ ʚʳʷʚʣʝʥʠʷ ʨʠʩ-

ʢʦʚ ʠʭ ʫʩʧʝʰʥʦʡ ʨʝʘʣʠʟʘʮʠʠ. 

4. ɹʠʟʥʝʩ-ʣʦʛʠʢʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʨʘʩʰʠʨʝʥʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʳʤʠ 

ʛʨʫʧʧʘʤʠ ʤʦʜʫʣʝʡ, ʦʪʚʝʯʘʶʱʠʤʠ ʟʘ ʦʙʨʘʪʥʫʶ ʩʚʷʟʴ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʴʶ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʚʢʣʶʯʘʷ ʦʧʝʨʘʪʠʚʥʦʝ ʠʟʤʝʥʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ 

ʉɿʀ ʚ ʜʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʶʱʝʡʩʷ ʩʨʝʜʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʠʩʪʦʯ-

ʥʠʢʘʤʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʥʜʝʥʮʠʷʭ ʚ ʦʙʣʘʩʪʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (Threat Intelligence).  

5. ɿʘʱʠʱʝʥʥʦʝ ʧʦ ʩʚʦʝʤʫ ʜʠʟʘʡʥʫ ʥʘ ʦʩʥʦʚʝ ʪʝʭʥʦʣʦʛʠʡ ʙʣʦʢʯʝʡʥʘ ʩʨʝʜʩʪʚʦ ʙʣʦʢʠʨʦʚʘ-

ʥʠʷ ʧʦʧʳʪʦʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʤʘʩʩʠʚʘ ʥʘʢʘʧʣʠʚʘʝʤʳʭ ʚ ʎʀʋʉɹ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʩʦʩʪʘʚʝ ʨʝʢʦʤʝʥʜʫʝʤʦʡ ʚ ʢʘʯʝʩʪʚʝ ʷʜʨʘ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ SIEM-

ʩʠʩʪʝʤʳ 3.0, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʵʪʦʛʦ ʤʘʩʩʠʚʘ. 

6. ʋʪʦʯʥʝʥʥʘ̫ ʠ ʩʫʱʝʩʪʚʝʥʥʦ ʨʘʩʰʠʨʝʥʥʘ̫ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʠʩʧʦʣʴʟʫʝʤʦʡ ʚʨʝʤʝʥʥʘʷ 

ʰʢʘʣʘ ʧʦʷʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʥʘ-

ʛʣʷʜʥʦ ʦʪʩʣʝʞʠʚʘʪʴ ʵʚʦʣʶʮʠʶ ʩʫʱʝʩʪʚʫʶʱʠʭ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦ ʬʠʢʩʠʨʦʚʘʪʴ ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ. 

7. ɻʣʦʩʩʘʨʠʡ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ, ʦʪʚʝʯʘʶʱʠʡ ʩʫʱʝʩʪʚʫʶʱʝʡ ʥʦʨʤʘʪʠʚʥʦʡ ʠ ʧʨʘʚʦʚʦʡ ʙʘʟʘʤ ʠ ʚʢʣʶʯʘʶʱʠʡ 205 ʪʝʨ-
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ʤʠʥʦʚ ʠ ʨʘʩʰʠʨʷʶʱʠʡ ʪʝʨʤʠʥʦʣʦʛʠʶ ʜʝʡʩʪʚʫʶʱʝʛʦ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-1-2011 çʀʥ-

ʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʩʝʪʝʡ. ʏʘʩʪʴ 1. ʆʙʟʦʨ ʠ ʢʦʥʮʝʧʮʠʠè.  

ʉʦʚʦʢʫʧʥʦʩʪʴ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʠ ʪʝʦʨʝʪʠʯʝʩʢʠʭ ʧʦʣʦʞʝʥʠʡ, ʩʬʦʨʤʫʣʠʨʦʚʘʥ-

ʥʳʭ ʚ ʭʦʜʝ ʧʨʦʚʝʜʝʥʠʷ ʥʘʫʯʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʤʦʞʥʦ ʢʚʘʣʠʬʠʮʠʨʦʚʘʪʴ ʢʘʢ ʟʥʘʯʠʪʝʣʴʥʦʝ ʥʘ-

ʫʯʥʦʝ ʜʦʩʪʠʞʝʥʠʝ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʨʘʙʦʪʝ ʨʝʰʝʥʘ ʢʨʫʧʥʘʷ ʥʘ-

ʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʘʷ ʧʨʦʙʣʝʤʘ, ʠʤʝʶʱʘʷ ʙʦʣʴʰʦʝ ʥʘʨʦʜʥʦ-ʭʦʟʷʡʩʪʚʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʠ ʟʘʢʣʶʯʘʶ-

ʱʘʷʩʷ ʚ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʦʤ ʚʳʙʦʨʝ ʢʦʥʢʨʝʪʥʳʭ ʤʝʪʦʜʦʚ, ʧʨʠʥʮʠʧʦʚ, ʩʧʦʩʦʙʦʚ ʠ ʩʨʝʜʩʪʚ ʧʦ-

ʩʪʨʦʝʥʠʷ ʎʀʋʉɹ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʪʨʝʙʫʝʤʦʛʦ ʫʨʦʚʥʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ. 

ɺʥʝʜʨʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʘʢʪʘʤʠ. 

ʉʪʝʧʝʥʴ ʦʙʦʩʥʦʚʘʥʥʦʩʪʠ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʥʘʫʯʥʳʭ ʧʦʣʦʞʝʥʠʡ, ʚʳʚʦʜʦʚ ʠ ʨʝʢʦʤʝʥ-

ʜʘʮʠʡ. ʈʝʟʫʣʴʪʘʪʳ ʠʩʩʣʝʜʦʚʘʥʠʷ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʪʚʝʨʞʜʝʥʥʳʭ ʚ ʫʩʪʘʥʦʚ-

ʣʝʥʥʦʤ ʧʦʨʷʜʢʝ ʨʦʩʩʠʡʩʢʠʭ ɻʆʉʊʦʚ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʪʘʥʜʘʨʪʦʚ. ʀʩʩʣʝʜʦʚʘʥʠʝ ʧʨʦʚʦʜʠʣʦʩʴ 

ʩ ʫʯʝʪʦʤ ʤʘʪʝʨʠʘʣʦʚ ʥʘʫʯʥʦ-ʧʨʘʢʪʠʯʝʩʢʠʭ ʢʦʥʬʝʨʝʥʮʠʡ ʠ ʧʫʙʣʠʢʘʮʠʡ ʚ ʧʝʨʠʦʜʠʯʝʩʢʦʡ ʧʝʯʘʪʠ, 

ʩʦʙʣʶʜʘʷ ʧʨʠʥʮʠʧʳ ʥʘʫʯʥʦʡ ʧʨʝʝʤʩʪʚʝʥʥʦʩʪʠ ʩ ʧʨʝʜʰʝʩʪʚʫʶʱʠʤʠ ʨʘʙʦʪʘʤʠ ʧʦ ʜʘʥʥʦʡ ʧʨʦ-

ʙʣʝʤʘʪʠʢʝ, ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʠ ʧʦʣʫʯʝʥʥʳʭ ʚ ʜʠʩʩʝʨʪʘʮʠʠ ʨʝʟʫʣʴʪʘʪʦʚ ʩ ʦʩʥʦʚʥʳʤʠ ʪʝʦʨʝʪʠʯʝ-

ʩʢʠʤʠ ʧʦʣʦʞʝʥʠʷʤʠ, ʘ ʪʘʢʞʝ ʢʦʤʧʣʝʢʩʥʦʩʪʠ ʠ ʩʠʩʪʝʤʥʦʩʪʠ. ʀʩʩʣʝʜʦʚʘʥʠʝ ʦʧʠʨʘʣʦʩʴ ʢʘʢ ʥʘ 

ʦʙʱʝʥʘʫʯʥʳʝ ʤʝʪʦʜʳ ʧʦʟʥʘʥʠʷ (ʘʥʘʣʠʟ ʠ ʩʠʥʪʝʟ, ʩʨʘʚʥʝʥʠʝ ʠ ʦʙʦʙʱʝʥʠʝ, ʥʘʫʯʥʘʷ ʘʙʩʪʨʘʢʮʠʷ, 

ʬʦʨʤʘʣʴʥʘʷ ʣʦʛʠʢʘ), ʪʘʢ ʠ ʥʘ ʩʧʝʮʠʘʣʴʥʳʝ ʤʝʪʦʜʳ ʥʘʫʯʥʦʛʦ ʧʦʟʥʘʥʠʷ ʷʚʣʝʥʠʡ ʠ ʧʨʦʮʝʩʩʦʚ: 

ʩʠʩʪʝʤʥʳʡ, ʩʪʨʫʢʪʫʨʥʳʡ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʡ ʘʥʘʣʠʟʳ, ʛʨʘʬʠʯʝʩʢʠʝ, ʵʢʩʧʝʨʪʥʳʝ ʤʝʪʦʜʳ, ʤʦʜʝ-

ʣʠʨʦʚʘʥʠʝ ʠ ʪ.ʜ. ʈʝʟʫʣʴʪʘʪʳ ʠʩʩʣʝʜʦʚʘʥʠʷ ʪʘʢʞʝ ʧʦʜʪʚʝʨʞʜʝʥʳ ʬʦʨʤʘʣʴʥʳʤʠ ʚʳʚʦʜʘʤʠ ʦʩ-

ʥʦʚʥʳʭ ʫʪʚʝʨʞʜʝʥʠʡ, ʩʬʦʨʤʫʣʠʨʦʚʘʥʥʳʭ ʚ ʨʘʙʦʪʝ, ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʟʚʝʩʪʥʳʭ ʧʨʦʚʝʨʝʥʥʳʭ ʥʘ 

ʧʨʘʢʪʠʢʝ ʤʝʪʦʜʦʚ ʠ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʩʦʦʪʚʝʪʩʪʚʠʝʤ ʧʨʝʜʣʦʞʝʥʥʳʭ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʡ ʦʙʱʠʤ 

ʘʨʭʠʪʝʢʪʫʨʥʳʤ ʧʨʠʥʮʠʧʘʤ ʧʦʩʪʨʦʝʥʠʷ ʩʠʩʪʝʤ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ ʠ ʉʆʀɹ, ʘʧʨʦʙʘʮʠʝʡ ʚ 

ʧʝʯʘʪʠ ʠ ʥʘ ʥʘʫʯʥʳʭ ʢʦʥʬʝʨʝʥʮʠʷʭ, ʘ ʪʘʢʞʝ ʧʨʘʢʪʠʢʦʡ ʠʭ ʚʥʝʜʨʝʥʠʷ. 

ʅʦʚʠʟʥʘ ʥʘʫʯʥʳʭ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ. ʅʘʫʯʥʘʷ ʥʦʚʠʟʥʘ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ 

ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʠʭ ʥʘʫʯʥʘʷ ʮʝʥʥʦʩʪʴ ʟʘʢʣʶʯʘʪʁʩʷ ʚ ʩʣʝʜʫʶʱʝʤ: 

1. ʆʙʦʩʥʦʚʘʥʦ ʚʢʣʶʯʝʥʠʝ ʚ ʀʊʂʉ (ʦʙʲʝʢʪ ʂʀʀ) ʥʦʚʦʛʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨ-

ʥʦʛʦ ʵʣʝʤʝʥʪʘ ï ʎʀʋʉɹ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʝʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʢʘʢ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ ʉʆʀɹ 

ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ (ʩʫʙʲʝʢʪ ʂʀʀ). 

2. ʈʘʟʨʘʙʦʪʘʥʳ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʘʷ ʤʝʪʦʜʦʣʦʛʠʷ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ (ʚʢʣʶʯʘʷ ʢʦʨʨʝʣʷʮʠʦʥʥʳʡ, ʢʦʥʪʝʢʩʪʥʳʡ, 

ʧʦʚʝʜʝʥʯʝʩʢʠʡ ʠ ʩʪʨʫʢʪʫʨʥʳʡ ʘʥʘʣʠʟ) ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʜʘʥʥʳʭ ʜʣʷ ʫʧʨʝ-

ʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ.  



18 

 

 

3. ʇʨʦʚʝʜʝʥʘ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʘʷ ʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʧʦʥʷʪʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥ-

ʥʦʩʪʠ ʀʊʂʉ ʠ ʦʧʠʩʘʥʠʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢʩʪʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ 

ʝʜʠʥʘʷ ʪʘʢʩʦʥʦʤʠʷ, ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʢʦʥʢʨʝʪʠʟʘʮʠʠ ʪʨʝʙʦʚʘʥʠʡ ʢ ʎʀʋʉɹ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ 

ʧʦʣʫʯʠʪʴ ʥʘʫʯʥʫʶ ʩʠʩʪʝʤʘʪʠʟʘʮʠʶ ʠ ʩʦʚʦʢʫʧʥʦʩʪʴ ʢʣʘʩʩʠʬʠʢʘʮʠʡ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʠʝ-

ʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ (ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ: çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ ʀɹè, çʩʝ-

ʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè). 

4. ʅʘ ʦʩʥʦʚʝ ʦʙʦʙʱʝʥʠʷ ʦʧʳʪʘ ʧʦʩʪʨʦʝʥʠʷ ʀʊʂʉ ʩ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ ʦʙʨʘʙʦʪʢʦʡ ʠ ʭʨʘ-

ʥʝʥʠʝʤ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ ʨʘʟʨʘʙʦʪʘʥʳ ʦʩʥʦʚʥʳʝ ʧʨʠʥʮʠʧʳ ʠ ʙʘʟʦʚʳʝ ʘʨʭʠʪʝʢʪʫʨʥʳʝ 

ʨʝʰʝʥʠʷ ʧʦʩʪʨʦʝʥʠʷ ʧʝʨʩʧʝʢʪʠʚʥʳʭ ʎʀʋʉɹ ʜʣʷ ʦʙʲʝʢʪʦʚ ʂʀʀ ʚ ʫʩʣʦʚʠʷʭ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝ-

ʨʘʮʠʠ, ʘ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦʝ ʨʘʩʰʠʨʝʥʠʝ ʦʨʠʛʠʥʘʣʴʥʦʡ ʙʠʟʥʝʩ-ʣʦʛʠʢʠ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʧʨʠ ʫʧʨʘʚʣʝʥʠʠ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

5. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʥʘʢʘʧʣʠʚʘʝʤʳʭ ʚ ʎʀʋʉɹ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ 

ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʩʦʩʪʘʚʝ ʨʝʢʦʤʝʥʜʫʝʤʦʡ ʚ ʢʘʯʝʩʪʚʝ ʷʜʨʘ ʎʀʋʉɹ SIEM-ʩʠʩʪʝʤʳ 3.0 

ʦʙʦʩʥʦʚʘʥʦ ʠ ʩʧʨʦʝʢʪʠʨʦʚʘʥʦ ʩʨʝʜʩʪʚʦ ʙʣʦʢʠʨʦʚʘʥʠʷ ʧʦʧʳʪʦʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʪʝʭʥʦʣʦʛʠʡ ʙʣʦʢʯʝʡʥʘ. 

6. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʚ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ ʜʝʪʘʣʴʥʦ ʨʘʟʨʘʙʦʪʘʥʳ ʠ ʬʦʨʤʘʣʠʟʦʚʘʥʳ ʩ 

ʧʨʠʤʝʥʝʥʠʝʤ ʨʘʩʰʠʨʝʥʥʦʛʦ ʤʝʪʦʜʘ ʩʦʩʪʘʚʣʝʥʠʷ ʢʘʨʪ (ʩ ʜʦʙʘʚʣʝʥʠʝʤ ʪʘʙʣʠʯʥʦʛʦ ʦʧʠʩʘʥʠʷ) ʦʩ-

ʥʦʚʥʳʝ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʝ ʧʨʦʮʝʩʩʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ. 

7. ɼʣʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʀɹ-ʘʥʘʣʠʪʠʢʠ ʠ ʩʠʥʪʝʟʘ ʥʦʚʳʭ ʟʥʘʥʠʡ ʦʙ ʀɹ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʣʷ ʝʝ ʫʧʨʝʞʜʘʶʱʝʡ ʟʘʱʠʪʳ ʦʙʦʩʥʦʚʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʥʮʝʧʮʠʠ 

ʦʟʝʨ ʜʘʥʥʳʭ ʧʨʠ ʦʨʛʘʥʠʟʘʮʠʠ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʩʚʷʟʘʥʥʳʭ ʩ 

ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ. 

8. ʋʪʦʯʥʝʥʘ ʠ ʩʫʱʝʩʪʚʝʥʥʦ ʨʘʩʰʠʨʝʥʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʠʩʧʦʣʴʟʫʝʤʦʡ ʚʨʝʤʝʥʥʘʷ ʰʢʘʣʘ 

ʧʦʷʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʥʘʛʣʷʜʥʦ ʦʪ-

ʩʣʝʞʠʚʘʪʴ ʵʚʦʣʶʮʠʶ ʩʫʱʝʩʪʚʫʶʱʠʭ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦ ʬʠʢʩʠʨʦʚʘʪʴ ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʪʝʭʥʦʣʦ-

ʛʠʡ ʠ ʩʨʝʜʩʪʚ. 

9. ʈʘʟʨʘʙʦʪʘʥ ʛʣʦʩʩʘʨʠʡ ʚʟʘʠʤʦʩʦʛʣʘʩʦʚʘʥʥʳʭ ʪʝʨʤʠʥʦʚ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʚʝʯʘʶʱʠʡ ʩʫʱʝʩʪʚʫʶʱʝʡ ʥʦʨʤʘʪʠʚʥʦʡ ʠ ʧʨʘʚʦʚʦʡ ʙʘʟʘʤ ʠ ʨʘʩ-

ʰʠʨʷʶʱʠʡ ʪʝʨʤʠʥʦʣʦʛʠʶ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-1-2011. 

10. ʇʨʘʢʪʠʯʝʩʢʠʝ ʚʥʝʜʨʝʥʠʷ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʥʘʫʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʧʦʜʪʚʝʨʜʠ-

ʣʠ ʠʭ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ. 

ʃʠʯʥʳʡ ʚʢʣʘʜ ʘʚʪʦʨʘ. ʈʘʙʦʪʘ ʚʳʧʦʣʥʝʥʘ ʘʚʪʦʨʦʤ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ɸʚʪʦʨʫ ʧʨʠʥʘʜʣʝ-

ʞʠʪ ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʠʩʩʣʝʜʦʚʘʥʠʡ ʧʦ ʚʩʝʤ ʚʳʰʝ ʧʝʨʝʯʠʩʣʝʥ-

ʥʳʤ ʟʘʜʘʯʘʤ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ. ɺ ʨʘʙʦʪʝ ʠʩʧʦʣʴʟʦʚʘʥʳ ʤʘʪʝʨʠʘʣʳ, ʧʦʣʫʯʝʥʥʳʝ 

ʣʠʯʥʦ ʘʚʪʦʨʦʤ, ʘ ʪʘʢʞʝ ʚ ʩʦʘʚʪʦʨʩʪʚʝ. 
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ʃʠʯʥʳʡ ʚʢʣʘʜ ʄʠʣʦʩʣʘʚʩʢʦʡ ʅ.ɻ. ʚ ʨʘʙʦʪʘʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʚ ʩʦʘʚʪʦʨʩʪʚʝ, ʩʦʩʪʘʚʣʷʶʪ 

ʩʣʝʜʫʶʱʠʝ ʨʝʟʫʣʴʪʘʪʳ: 

ð ʚ ʨʘʙʦʪʝ [41] ï ʬʦʨʤʫʣʠʨʦʚʘʥʠʝ ʠ ʢʦʥʢʨʝʪʠʟʘʮʠʷ ʟʘʜʘʯʠ ʧʦ ʟʘʱʠʪʝ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ; ʚʳʜʝʣʝʥʠʝ ʩʚʷʟʘʥʥʳʭ ʩ ʀɹ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʤʠ ʥʝʦʙʭʦʜʠʤʦ ʫʧʨʘʚʣʷʪʴ; ʩʣʦ-

ʚʝʩʥʦʝ ʦʧʠʩʘʥʠʝ ʟʘʱʠʱʝʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʦʡ ʩ ʀɹ 

(ʜʘʣʝʝ ʵʪʠ ʨʝʟʫʣʴʪʘʪʳ ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʎʀʋʉɹ; 

ð ʚ ʨʘʙʦʪʘʭ [42, 43] ï ʫʯʘʩʪʠʝ ʚ ʨʘʟʨʘʙʦʪʢʝ ʩʦʜʝʨʞʘʥʠʷ ʠ ʫʯʝʙʥʦʛʦ ʧʣʘʥʘ ʦʙʨʘʟʦʚʘʪʝʣʴ-

ʥʦʡ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʤʘʛʠʩʪʨʦʚ çʆʙʝʩʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʝʧʨʝʨʳʚʥʦʩʪʠ 

ʙʠʟʥʝʩʘè ʥʘʧʨʘʚʣʝʥʠʷ 10.04.01 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè; ʨʘʟʨʘʙʦʪʢʘ ʩʦʙʩʪʚʝʥʥʳʭ ʜʠʩ-

ʮʠʧʣʠʥ ʜʣʷ ʧʨʦʛʨʘʤʤʳ; 

ð ʚ ʨʘʙʦʪʝ [44] ï ʠʜʝʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʠ ʙʣʦʢʯʝʡʥʘ ʜʣʷ ʟʘʜʘʯ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ 

ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʩʦʜʝʨʞʘʥʠʷ ʪʨʘʥʟʘʢʮʠʠ; 

ð ʚ ʨʘʙʦʪʝ [45] ïʨʘʟʨʘʙʦʪʢʘ ʢʨʠʪʝʨʠʝʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʣʷ ʪʘʢʩʦʥʦʤʠʠ ʫʛʨʦʟ ʀɹ, ʫʷʟʚʠ-

ʤʦʩʪʝʡ, ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ; ʧʨʠʤʝʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʝʜʣʦʞʝʥʥʦʡ ʪʘʢʩʦʥʦʤʠʠ; 

ð ʚ ʨʘʙʦʪʝ [46] ï ʩʦʚʤʝʩʪʥʘʷ ʨʘʟʨʘʙʦʪʢʘ ʪʝʨʤʠʥʦʣʦʛʠʠ ʜʣʷ ʪʝʦʨʠʠ ʀɹ ʠ ʩʠʩʪʝʤʥʳʭ 

ʢʣʘʩʩʠʬʠʢʘʮʠʡ ʫʛʨʦʟ ʀɹ; 

ð ʚ ʨʘʙʦʪʝ [47] ï ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ ʠ ʧʦʜʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʮʝ-

ʣʦʤ ʠ ʚ ʪʘʙʣʠʯʥʦʡ ʬʦʨʤʝ;  

ð ʚ ʨʘʙʦʪʝ [48] ï ʜʝʤʦʥʩʪʨʘʮʠʷ ʨʦʣʠ ʩʠʩʪʝʤ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʠ SIEM-ʩʠʩʪʝʤ ʚ ʨʝʰʝʥʠʠ 

ʟʘʜʘʯ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʀɹ, ʢʦʪʦʨʫʶ ʪʨʝʙʫʝʪʩʷ 

ʚʠʟʫʘʣʠʟʠʨʦʚʘʪʴ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ;  

ð ʚ ʨʘʙʦʪʝ [49] ï ʩʨʘʚʥʝʥʠʝ ʧʦʥʷʪʠʡ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ, ʙʳʩʪʨʳʭ ʜʘʥʥʳʭ ʠ ʦʟʝʨ ʜʘʥʥʳʭ ʠ 

ʦʧʠʩʘʥʠʝ ʠʭ ʚʟʘʠʤʦʩʚʷʟʠ ʚ ʦʪʥʦʰʝʥʠʠ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʀɹ;  

ð ʚ ʨʘʙʦʪʝ [50] ï ʠʜʝʷ ʠ ʦʙʱʝʝ ʦʧʠʩʘʥʠʝ ʎʀʋʉɹ; ʦʧʠʩʘʥʠʝ ʨʝʘʣʠʟʘʮʠʠ ʎʀʋʉɹ ʚ 

ʄʀʌʀ ʥʘ ʢʘʬʝʜʨʝ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʙʘʥʢʦʚʩʢʠʭ ʩʠʩʪʝʤè;  

ð ʚ ʨʘʙʦʪʝ [51] ï ʜʘʣʴʥʝʡʰʝʝ ʨʘʟʚʠʪʠʝ ʢʦʥʮʝʧʮʠʠ ʎʀʋʉɹ ʚ ʦʪʥʦʰʝʥʠʠ ʧʨʠʤʝʥʝʥʠʷ ʠ 

ʠʟʫʯʝʥʠʷ ʚ ʥʝʤ DLP-ʩʠʩʪʝʤ;  

ð ʚ ʨʘʙʦʪʝ [52] ï ʠʜʝʷ ʩʦʟʜʘʥʠʷ ʧʨʘʢʪʠʯʝʩʢʠʭ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ ʜʣʷ ʦʙʫʯʝʥʠʷ ʙʫʜʫ-

ʱʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʎʀʋʉɹ; ʩʦʜʝʨʞʘʥʠʝ ʠ ʟʘʜʘʥʠʷ ʜʣʷ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ; ʚʳʙʦʨ ʩʧʝʮʠʘʣʠʟʠ-

ʨʦʚʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪʘʭ;  

ð ʚ ʨʘʙʦʪʝ [53] ï ʦʧʠʩʘʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʧʨʠʤʝʥʠʤʳ ʢ ʧʦʜʛʦʪʦʚʢʝ ʚʳʩʦʢʦʢʚʘ-

ʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʢʘʜʨʦʚ ʜʣʷ ʎʀʋʉɹ; 

ð ʚ ʨʘʙʦʪʝ [54] ï ʘʥʘʣʠʟ ʩʦʚʨʝʤʝʥʥʳʭ ʉɿʀ. 

ɺʩʝʤ ʩʦʘʚʪʦʨʘʤ ʚʳʨʘʞʘʶ ʛʣʫʙʦʢʫʶ ʙʣʘʛʦʜʘʨʥʦʩʪʴ ʟʘ ʧʦʤʦʱʴ ʠ ʧʦʜʜʝʨʞʢʫ. 

ʊʝʦʨʝʪʠʯʝʩʢʘʷ ʠ ʧʨʘʢʪʠʯʝʩʢʘʷ ʟʥʘʯʠʤʦʩʪʴ ʨʘʙʦʪʳ. ʊʝʦʨʝʪʠʯʝʩʢʘʷ ʟʥʘʯʠʤʦʩʪʴ ʧʦʣʫ-
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ʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʠʩʩʣʝʜʦʚʘʥʠʷ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ: 

1. ʆʙʦʩʥʦʚʘʥʘ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʩʦʚʨʝʤʝʥʥʳʭ ʧʦʜʭʦʜʦʚ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀɹ ʩʦʚʨʝʤʝʥʥʳʭ ʩʝʪʝʡ, ʢʦʪʦʨʳʝ ʥʝ ʩʧʨʘʚʣʷʶʪʩʷ ʩ ʦʙʨʘʙʦʪʢʦʡ ʚʩʝʭ ʧʦʩʪʫʧʘʶʱʠʭ ʠʟ ʛʝʪʝʨʦʛʝʥ-

ʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ ʦ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʠ ʫʩʣʦʞʥʠʚʰʠʭʩʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢʘʭ ʜʣʷ ʨʝʘʛʠ-

ʨʦʚʘʥʠʷ ʚ ʨʝʞʠʤʝ ʞʝʩʪʢʦʛʦ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ (ʦʙʲ-

ʝʢʪʘ ʂʀʀ). 

2. ʈʘʟʨʘʙʦʪʘʥʳ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʘʷ ʤʝʪʦʜʦʣʦʛʠʷ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʦʙʲʝʜʠʥʝʥʠʷ ʎʀɹ ʠ ʉʆʎ, ʯʪʦ ʚʥʦʩʠʪ ʟʥʘʯʠʪʝʣʴʥʳʡ ʪʝʦʨʝʪʠʯʝ-

ʩʢʠʡ ʚʢʣʘʜ ʚ ʧʦʜʭʦʜʳ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊʂʉ ʦʙʲʝʢʪʦʚ ʂʀʀ, ʧʦʩʢʦʣʴʢʫ 

ʦʥʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʨʝʰʝʥʠʝ ʧʨʦʙʣʝʤʳ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʪʝʭʥʠʯʝʩʢʦʛʦ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ ʧʨʠ ʦʜʥʦʚʨʝʤʝʥʥʦʡ ʠʥʪʝʥʩʠʬʠʢʘʮʠʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʂʊ ʚ ʈʦʩʩʠʠ. 

3. ʈʘʟʨʘʙʦʪʘʥʘ ʪʘʢʩʦʥʦʤʠʷ ʢʘʢ ʥʘʫʯʥʘʷ ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʠ ʩʦʚʦʢʫʧʥʦʩʪʴ ʢʣʘʩʩʠʬʠʢʘʮʠʡ 

ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʠʝʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ, ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ, ʘ 

ʠʤʝʥʥʦ çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè, ʢʦʪʦʨʘʷ ʚʥʦʩʠʪ ʩʫʱʝʩʪ-

ʚʝʥʥʳʡ ʚʢʣʘʜ ʚ ʨʘʟʚʠʪʠʝ ʪʝʦʨʠʠ ʀɹ, ʢ ʥʘʩʪʦʷʱʝʤʫ ʚʨʝʤʝʥʠ ʜʦ ʢʦʥʮʘ ʧʦʢʘ ʥʝ ʩʬʦʨʤʠʨʦʚʘʚʰʝʡ-

ʩʷ ʚ ʢʘʯʝʩʪʚʝ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʡ ʪʝʦʨʠʠ. 

4. ʈʘʟʨʘʙʦʪʘʥʘ ʦʙʦʙʱʝʥʥʘʷ ʤʦʜʝʣʴ ʧʨʦʮʝʩʩʦʚ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʢʦ-

ʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʥʝ ʪʦʣʴʢʦ ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʎʀʋʉɹ, ʥʦ ʠ ʢ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʠ ʚ ʨʘʤʢʘʭ ʵʪʦʡ ʤʦʜʝʣʠ ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʟʘʜʘʯʠ ʘʥʘʣʠʟʘ, ʪʦ ʝʩʪʴ ʦʧʨʝʜʝʣʠʪʴ 

ʟʥʘʯʝʥʠʷ ʧʦʢʘʟʘʪʝʣʝʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʚ ʎʀʋʉɹ, ʩʠʥʪʝʟʘ ʠ ʫʧʨʘʚʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠ-

ʝʤ ʀɹ ʚ ʎʀʋʉɹ. 

5. ɼʣʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʨʘʟʨʘʙʦʪʘʥʘ ʘʨʭʠʪʝʢʪʫʨʘ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʚ ʨʝʞʠʤʝ ʞʝʩʪ-

ʢʦʛʦ ʠ ʤʷʛʢʦʛʦ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʙʦʣʴʰʠʭ ʠ ʙʳʩʪʨʳʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ, ʦʩʥʦ-

ʚʘʥʥʘʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʟʝʨ ʜʘʥʥʳʭ ʠ ʦʨʠʝʥʪʠʨʦʚʘʥʥʘ̫ ʥʘ ʧʨʠʤʝʥʝʥʠʝʤ ʚ ʎʀʋʉɹ ʧʨʝʜʣʦ-

ʞʝʥʥʦʛʦ ʚ ʨʘʤʢʘʭ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʨʦʮʝʩʩʘ ʀɹ-ʘʥʘʣʠʪʠʢʠ ʠ ʩʠʥʪʝʟʘ ʥʦʚʳʭ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨʤʘ-

ʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʣʷ ʝʝ ʫʧʨʝʞʜʘʶʱʝʡ ʟʘʱʠʪʳ. 

6. ʉ ʧʨʠʤʝʥʝʥʠʝʤ ʨʘʩʰʠʨʝʥʥʦʛʦ (ʩ ʜʦʙʘʚʣʝʥʠʝʤ ʪʘʙʣʠʯʥʦʛʦ ʦʧʠʩʘʥʠʷ) ʤʝʪʦʜʘ ʩʦʩʪʘʚʣʝ-

ʥʠʷ ʢʘʨʪ ʧʨʦʮʝʩʩʦʚ ʨʘʟʨʘʙʦʪʘʥʳ ʠ ʬʦʨʤʘʣʠʟʦʚʘʥʳ ʦʩʥʦʚʥʳʝ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʝ ʧʨʦʮʝʩʩʳ ʚ ʨʘʤ-

ʢʘʭ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ. 

7. ʇʨʝʜʩʪʘʚʣʝʥ ʦʙʟʦʨ ʦʩʥʦʚʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʀɹ-ʘʥʘʣʠʪʠʢʠ ʠ ʚʳʜʝʣʝʥʳ ʧʨʝʠʤʫʱʝʩʪʚʘ 

ʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠ ʨʝʰʝʥʠʠ ʟʘʜʘʯ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

8. ʆʙʦʩʥʦʚʘʥʘ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʨʘʟʨʘʙʦʪʢʠ SIEM-ʩʠʩʪʝʤʳ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʜʣʷ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʷ ʚ ʪʠʧʦʚʦʤ ʎʀʋʉɹ ʠ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʪʝʭʥʦʣʦʛʠʡ ʙʣʦʢʯʝʡʥʘ ʩʦ ʩʚʝʨʪʢʦʡ ʚ ʩʦʩʪʘʚʝ SIEM-

ʩʠʩʪʝʤʳ 3.0 ʨʘʟʨʘʙʦʪʘʥʦ ʩʨʝʜʩʪʚʦ ʙʣʦʢʠʨʦʚʘʥʠʷ ʧʦʧʳʪʦʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʤʘʩʩʠʚʘ ʥʘʢʘʧʣʠʚʘʝ-
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ʤʳʭ ʚ ʎʀʋʉɹ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

9. ʈʘʟʨʘʙʦʪʘʥ ʛʣʦʩʩʘʨʠʡ ʚʟʘʠʤʦʩʦʛʣʘʩʦʚʘʥʥʳʭ ʪʝʨʤʠʥʦʚ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʩʪʘʪʴ ʦʩʥʦʚʦʡ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʰʠʨʝʥʠʷ. 

10. ʈʘʟʨʘʙʦʪʘʥʘ ʩʪʨʫʢʪʫʨʥʦ-ʣʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ ʧʨʦʚʝʜʝʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʥʘʛʣʷʜʥʦ ʧʦ-

ʢʘʟʳʚʘʶʱʘʷ ʧʨʝʝʤʩʪʚʝʥʥʦʩʪʴ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʨʘʥʝʝ ʩʫʱʝʩʪʚʦʚʘʚʰʠʤ 

ʠ ʠʭ ʟʥʘʯʠʤʦʩʪʴ ʜʣʷ ʵʚʦʣʶʮʠʠ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʘʢʪʠʯʝʩʢʘʷ ʟʥʘʯʠʤʦʩʪʴ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʜʠʩʩʝʨʪʘʥʪʦʤ ʠ ʚʥʝ-

ʜʨʝʥʥʳʭ ʚ ʧʨʦʤʳʰʣʝʥʥʫʶ ʵʢʩʧʣʫʘʪʘʮʠʶ, ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ:  

1. ʇʦʩʪʨʦʝʥ ʪʠʧʦʚʦʡ ʎʀʋʉɹ, ʦʧʠʩʘʥʘ ʤʝʪʦʜʦʣʦʛʠʷ ʝʛʦ ʧʦʩʪʨʦʝʥʠʷ ʠ ʨʘʩʩʤʦʪʨʝʥʳ ʚʦ-

ʧʨʦʩʳ ʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʇʋʀʀɹ, ʯʪʦ ʛʦʪʦʚʦ ʢ ʜʦʨʘʙʦʪʢʝ ʧʦʜ ʢʦʥʢʨʝʪʥʳʡ 

ʚʥʝʰʥʠʡ ʠ ʚʥʫʪʨʝʥʥʠʡ ʢʦʥʪʝʢʩʪ ʣʶʙʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʣʘʜʝʶʱʠʡ ʀʊʂʉ ʠ ʞʝʣʘʶʱʠʡ ʨʝʟʫʣʴʪʘ-

ʪʠʚʥʦ ʫʧʨʘʚʣʷʪʴ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʀʊʂʉ. 

2. ʇʨʝʜʣʦʞʝʥʳ ʚʝʨʙʘʣʴʥʳʝ ʦʧʠʩʘʥʠʷ ʢʣʶʯʝʚʳʭ ʪʠʧʦʚʳʭ ʧʨʠʟʥʘʢʦʚ (ʠʥʜʠʢʘʪʦʨʦʚ), ʭʘ-

ʨʘʢʪʝʨʠʟʫʶʱʠʭ ʪʠʧʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʭ ʦʙ ʫʜʘʣʝʥʥʳʭ ʩʝ-

ʪʝʚʳʭ ʘʪʘʢʘʭ ʥʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʦʞʝʥʳ ʚ ʦʩʥʦʚʫ ʨʘʟʨʘʙʦʪʢʠ 

ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IoC) ʜʣʷ ʠʩʪʦʯʥʠʢʦʚ Threat Intelligence. 

3. ɺ ʩʚʷʟʠ ʩ ʦʪʩʫʪʩʪʚʠʝʤ ʚ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʠ ʦʪʝʯʝʩʪʚʝʥʥʦʡ ʥʦʨʤʘʪʠʚʥʳʭ ʙʘʟʘʭ ʯʝʪʢʠʭ 

ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʨʝʝʩʪʨʘ (ʢʣʘʩʩʠʬʠʢʘʪʦʨʘ) ʨʠʩʢʦʚ ʀɹ, ʧʨʝʜʣʦʞʝʥ rʚʠʜ ʨʝʝʩʪʨʘ 

ʨʠʩʢʦʚ ʀɹ ʜʣʷ ʀʊʂʉ, ʧʦʩʪʨʦʝʥʥʳʡ ʥʘ ʦʩʥʦʚʝ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ, ʠ 

ʧʨʠʤʝʨʥʘʷ ʪʠʧʦʚʘʷ ʩʪʨʫʢʪʫʨʘ ʯʘʩʪʥʦʡ ʇʦʣʠʪʠʢʠ ʀɹ ʜʣʷ ʵʣʝʤʝʥʪʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

4. ʇʨʠʚʝʜʝʥʳ ʧʨʠʤʝʨʳ ʧʦʩʪʦʷʥʥʦʡ ʠ ʚʨʝʤʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʜʣʝʞʘʱʝʡ ʩʙʦʨʫ ʧʨʠ 

ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

5. ʋʩʪʘʥʦʚʣʝʥʳ ʦʩʦʙʝʥʥʦʩʪʠ ʚʠʟʫʘʣʠʟʘʮʠʠ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʀɹ ʠ ʪʦ, ʢʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦʙ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦʜʣʝʞʠʪ ʚʠʟʫʘʣʠʟʘʮʠʠ ʚ ʎʀʋʉɹ ʜʣʷ ʧʨʠʥʷʪʠʷ ʦʙʦʩʥʦʚʘʥʥʳʭ 

ʨʝʰʝʥʠʡ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʦʙʦʙʱʝʥʥʦ ʧʦ ʚʩʝʡ ʀʊʂʉ ʠʣʠ ʧʦ ʦʪʜʝʣʴʥʳʤ 

ʩʦʙʳʪʠʷʤ ʀɹ.  

6. ʆʧʨʝʜʝʣʝʥʳ ʪʠʧʳ ʢʦʥʪʝʢʩʪʘ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʧʨʦʚʦʜʠʪʴʩʷ ʀɹ-ʘʥʘʣʠʪʠʢʘ 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʘʥʥʳʭ. 

7. ɼʣʷ ʟʦʥʘʣʴʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ ʎʀʋʉɹ ʫʢʘʟʘʥʳ ʧʨʠʤʝʥʠʤʳʝ ʤʝʨʳ ʠ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʟʘʱʠʪʳ ʎʀʋʉɹ ʧʫʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʝʛʦ ʩʝʪʝʚʦʡ ʠʥʬʨʘ-

ʩʪʨʫʢʪʫʨʳ, ʬʫʥʢʮʠʡ ʫʩʪʨʦʡʩʪʚ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʜʘʥʥʳʭ, ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝ-

ʣʷʤʠ ʠ ʪ.ʜ., ʩ ʫʢʘʟʘʥʠʝʤ ʠʭ ʨʘʩʧʦʣʦʞʝʥʠʷ ʚ ʟʦʥʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʎʀʋʉɹ. 

8. ɺʚʝʜʝʥʦ ʧʦʥʷʪʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʎʀʋʉɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʚ 

ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ, ʚ ʫʩʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥ-

ʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ ʢʘʢ ʘʢʪʠʚʥʦʡ ʬʦʨʤʳ ʫʩʪʦʡʯʠʚʦ-
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ʩʪʠ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʩʠʩʪʝʤʳ, ʯʪʦ ʜʦʣʞʥʦ ʙʳʪʴ ʠʟʥʘʯʘʣʴʥʦ ʚʩʪʨʦʝʥʦ ʚ ʧʨʦʝʢʪ ʎʀʋʉɹ, ʢʘʢ ʠ 

ʩʠʩʪʝʤʘ ʦʮʝʥʢʠ ʫʨʦʚʥʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʎʀʋʉɹ ʧʦʩʣʝ ʥʘʨʫ-

ʰʝʥʠʡ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ (ʜʣʷ ʥʝʝ ʧʨʠʚʝʜʝʥ ʥʘʯʘʣʴʥʳʡ ʥʘʙʦʨ ʧʦʢʘʟʘʪʝʣʝʡ), ʘ ʪʘʢʞʝ ʧʝʨʝʯʠʩʣʝʥʳ 

ʦʩʥʦʚʥʳʝ ʤʝʨʦʧʨʠʷʪʠʷ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʝ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩ-

ʪʦʡʯʠʚʦʩʪʴʶ ʎʀʋʉɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. 

9. ʆʧʨʝʜʝʣʝʥ ʧʨʠʤʝʨʥʳʡ ʩʦʩʪʘʚ ʢʘʜʨʦʚʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʢʦʪʦʨʳʡ 

ʦʙʳʯʥʦ ʜʝʣʠʪʩʷ ʥʘ ʪʨʠ-ʯʝʪʳʨʝ ʣʠʥʠʠ. ɼʣʷ ʢʘʞʜʦʡ ʣʠʥʠʠ ʫʢʘʟʘʥʳ ʪʠʧʦʚʳʝ ʪʨʫʜʦʚʳʝ ʬʫʥʢʮʠʠ 

ʧʝʨʩʦʥʘʣʘ ʠ ʠʭ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʢʦʤʧʝʪʝʥʮʠʠ. 

10. ʂʨʘʪʢʦ ʦʧʠʩʘʥ ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʦʧʳʪ ʨʘʟʨʘʙʦʪʢʠ ʜʦʢʫʤʝʥʪʦʚ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʭ ʢʦʤ-

ʧʝʪʝʥʮʠʠ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʀɹ, ʘ ʪʘʢʞʝ ʨʘʩʩʤʦʪʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʨʦʩʩʠʡʩʢʦʡ ʩʠʩʪʝ-

ʤʳ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʚ ʬʦʨʤʫʣʠʨʦʚʘʥʠʠ ʪʘʢʠʭ ʢʦʤʧʝʪʝʥʮʠʡ. ʂʨʘʪʢʦ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʥʦ, 

ʢʘʢ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʦ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ. 

11. ʈʝʟʫʣʴʪʘʪʳ ʜʠʩʩʝʨʪʘʮʠʠ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʫʥʠʢʘʣʴʥʦʡ ʚ ʈʦʩʩʠʠ ʠ ʤʠʨʝ 

ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʡ ʧʨʦʛʨʘʤʤʳ ʧʦʜʛʦʪʦʚʢʠ ʤʘʛʠʩʪʨʦʚ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʆʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦ-

ʩʪʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʠʟʥʝʩʘè ʚ ʨʘʤʢʘʭ ʥʘʧʨʘʚʣʝʥʠʷ ʧʦʜʛʦʪʦʚʢʠ 10.04.01 çʀʥ-

ʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè. 

12. ʇʨʘʢʪʠʯʝʩʢʠʝ ʚʥʝʜʨʝʥʠʷ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʥʘʫʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʧʦʜʪʚʝʨʜʠ-

ʣʠ ʠʭ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʠʟʣʦʞʝʥʳ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʳʝ ʪʝʭ-

ʥʠʯʝʩʢʠʝ, ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʠʣʠ ʠʥʳʝ ʨʝʰʝʥʠʷ, ʚʥʝʜʨʝʥʠʝ ʢʦʪʦʨʳʭ ʚʥʦʩʠʪ ʟʥʘʯʠʪʝʣʴʥʳʡ ʚʢʣʘʜ 

ʚ ʨʘʟʚʠʪʠʝ ʥʘʫʯʥʦʡ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʧʘʩʧʦʨʪʫ ʩʧʝʮʠʘʣʴʥʦʩʪʠ. ʊʝʤʘ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʧʦʣʫʯʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ 

ʩʦʦʪʚʝʪʩʪʚʫʪʁ ʦʙʣʘʩʪʷʤ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʠʟʣʦʞʝʥʥʳʤ ʚ ʧʫʥʢʪʘʭ 1-3, 5-8, 12-15 ʧʘʩʧʦʨʪʘ ʩʧʝʮʠ-

ʘʣʴʥʦʩʪʠ 05.13.19 çʄʝʪʦʜʳ ʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè. 

ɺʥʝʜʨʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʨʘʙʦʪʳ. ʈʝʟʫʣʴʪʘʪʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʦʚʘʥʳ 

ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʉʆʀɹ ʜʣʷ ɹʘʥʢʘ ʈʦʩʩʠʠ (ʘʢʪ ʛʦʣʦʚʥʦʛʦ ʠʩʧʦʣʥʠʪʝʣʷ ʨʘʙʦʪ ï ʨʦʩʩʠʡʩʢʦʡ ʢʦʤʧʘ-

ʥʠʠ çɽʉ-ʣʠʟʠʥʛè), ʧʨʠ ʩʦʟʜʘʥʠʠ ʨʝʰʝʥʠʡ ʜʣʷ ʎʀʋʉɹ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʨʝʛʠʦʥʘʭ ɺʦʩʪʦʯʥʦʡ ɽʚ-

ʨʦʧʳ, ʂʘʚʢʘʟʘ ʠ ʎʝʥʪʨʘʣʴʥʦʡ ɸʟʠʠ (ʘʢʪ ʛʦʣʦʚʥʦʛʦ ʠʩʧʦʣʥʠʪʝʣʷ ʨʘʙʦʪ ï ʢʦʤʧʘʥʠʠ Qualys), ʧʨʠ 

ʤʦʜʝʨʥʠʟʘʮʠʠ ʉʠʪʫʘʮʠʦʥʥʦʛʦ ʮʝʥʪʨʘ ʉʣʫʞʙʳ ʀɹ ɻʘʟʧʨʦʤʙʘʥʢʘ, ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ ʚ ʅʀʗʋ ʄʀʌʀ, ʚʢʣʶʯʘʷ ʧʦʜʛʦʪʦʚʢʫ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ 

ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, ʚʥʝʜʨʝʥʠʷ, ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʎʀʋʉɹ, ʚ ʧʨʘʢʪʠʢʝ ʜʝʷʪʝʣʴ-

ʥʦʩʪʠ ʆʆʆ çʃʀʅʉ-ʄè ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʩʨʝʜʩʪʚ ʀɹ ʜʣʷ ɹʘʥʢʘ ʈʦʩʩʠʠ ʠ ʩʪʘʥʜʘʨʪʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ ʜʣʷ ɹʘʥʢʘ ɺʊɹ (ʇɸʆ), ʘ ʪʘʢʞʝ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʠ ʚʥʝʜʨʝʥʠʠ ʥʦʨʤʘʪʠʚʥʳʭ ʧʨʘʚʦʚʳʭ ʠ ʫʯʝʙ-

ʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʜʦʢʫʤʝʥʪʦʚ ʚ ʌʝʜʝʨʘʣʥɹʦʤ ʋʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʦʤ ʦʙʲʝʜʠʥʝʥʠʠ ʚ ʩʠʩʪʝʤʝ 

ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʧʦ ʫʢʨʫʧʥʝʥʥʦʡ ʛʨʫʧʧʝ ʩʧʝʮʠʘʣʴʥʦʩʪʝʡ ʥʘʧʨʘʚʣʝʥʠ̫ ʧʦʜʛʦʪʦʚʢʠ çʀʥ-
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ʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè. ɺʥʝʜʨʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʘʢ-

ʪʘʤʠ.  

ɸʧʨʦʙʘʮʠʷ ʨʘʙʦʪʳ. ʆʩʥʦʚʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ ʨʘʙʦʪʳ ʙʳʣʠ ʜʦʣʦʞʝʥʳ ʥʘ 

ʩʣʝʜʫʶʱʠʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʦʥʬʝʨʝʥʮʠʷʭ: 

ð 3-ʷ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʠʥʪʝʨʥʝʪ-ʪʝʭʥʦʣʦʛʠʷʤ ʠ ʧʨʠʣʦʞʝʥʠʷʤ (3rd 

International Conference on Internet Technologies and Applications), ITA2009, 2009 ʛ., ʈʝʢʩʭʵʤ, ɺʝ-

ʣʠʢʦʙʨʠʪʘʥʠʷ; 

ð 1-ʡ, 3-ʡ ʠ 4-ʡ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʩʠʤʧʦʟʠʫʤ rʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʠ ʠʥʥʦʚʘʮʠʷʤ ʚ ʦʙʣʘʩʪʠ 

ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ (1st, 3rd and 4th International Symposiums on Big Data Research and Innovation), 

BigR&I-2014, 2014 ʛ., ɹʘʨʩʝʣʦʥʘ, ʀʩʧʘʥʠʷ; BigR&I-2016, 2016 ʛ., ɺʝʥʘ, ɸʚʩʪʨʠʷ, BigR&I-2017, 

2017 ʛ., ʇʨʘʛʘ, ʏʝʭʠʷ); 

ð 7-ʷ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʝʪʝʡ (7th 

International Conference on Security of Information and Networks), SIN2014, 2014 ʛ., ɻʣʘʟʛʦ, ɺʝʣʠ-

ʢʦʙʨʠʪʘʥʠʷ; 

ð 4-ʷ ʠ 6-ʷ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʢʦʥʬʝʨʝʥʮʠʠ çʀʥʪʝʨʥʝʪ ʚʝʱʝʡ ʠ ʦʙʣʘʢʘ ʙʫʜʫʱʝʛʦè (4th and 

6th International Conferences çFuture Internet of Things and Cloudè), FiCloud 2016, 2016 ʛ., ɺʝʥʘ, 

ɸʚʩʪʨʠʷ, FiCloud 2018, 2018 ʛ., ʈʠʤ, ʀʪʘʣʠʷ; 

ð 5-ʷ ɺʩʝʤʠʨʥʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʩʠʩʪʝʤʘʤ ʠ ʪʝʭʥʦʣʦʛʠʷʤ (5th World 

Conference on Information Systems and Technologies), WorldCIST-2017, 2017 ʛ., ʦʩʪʨʦʚ ʇʦʨʪʫ-

ʉʘʥʪʫ, ʇʦʨʪʫʛʘʣʠʷ; 

ð 8-ʷ ʝʞʝʛʦʜʥʘʷ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʙʠʦʣʦʛʠʯʝʩʢʠ ʚʜʦʭʥʦʚʣʝʥʥʳʤ ʢʦʛʥʠ-

ʪʠʚʥʳʤ ʘʨʭʠʪʝʢʪʫʨʘʤ (8th Annual International Conferenceʠ on Biologically Inspired Cognitive Ar-

chitectures), BICA 2017, 2017 ʛ., ʄʦʩʢʚʘ, ʈʦʩʩʠʷ; 

ð 8-ʷ, 10-ʷ ʠ 11-ʷ ɺʩʝʤʠʨʥʳʝ ʢʦʥʬʝʨʝʥʮʠʠ ʧʦ ʦʙʨʘʟʦʚʘʥʠʶ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (8th, 10th and 11th World Conferences on Information Security Education), WISE8, 

2013 ʛ., ʆʢʣʝʥʜ, ʅʦʚʘʷ ɿʝʣʘʥʜʠʷ, WISE10, 2017 ʛ., ʈʠʤ, ʀʪʘʣʠʷ, WISE11, 2018 ʛ, ʇʦʟʥʘʥʴ, 

ʇʦʣʴʰʘ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʜʝʥʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʙʳʣʠ ʪʘʢʞʝ ʜʦʣʦʞʝʥʳ ʥʘ ʇʣʝʥʫʤʘʭ ʋʯʝʙʥʦ-

ʤʝʪʦʜʠʯʝʩʢʦʛʦ ʦʙʲʝʜʠʥʝʥʠʷ (ʋʄʆ) ʧʦ ʦʙʨʘʟʦʚʘʥʠʶ ʚ ʦʙʣʘʩʪʠ ʀɹ (ʄʦʩʢʚʘ, 2011 ʛ, ʀʨʢʫʪʩʢ, 

2014 ʛ., ʊʘʛʘʥʨʦʛ, 2015 ʛ., ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛ, 2017 ʛ., ʊʦʤʩʢ, 2018 ʛ.), ɺʩʝʨʦʩʩʠʡʩʢʠʭ ʥʘʫʯʥʦ-

ʪʝʭʥʠʯʝʩʢʠʭ ʢʦʥʬʝʨʝʥʮʠʷʭ çʇʨʦʙʣʝʤʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʠʩʪʝʤʝ ʚʳʩʰʝʡ ʰʢʦ-

ʣʳè (ʄʦʩʢʚʘ, 2008-2011 ʛʛ.), ʢʦʥʬʝʨʝʥʮʠʷʭ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè (ʂʨʘʩʥʦʷʨʩʢ, 2008 

ʛ., ʊʘʛʘʥʨʦʛ, 2008 ʛ.), ʦʙʱʝʨʦʩʩʠʡʩʢʦʡ ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʦʡ ʢʦʥʬʝʨʝʥʮʠʠ çʄʝʪʦʜʳ ʠ ʪʝʭʥʠʯʝ-

ʩʢʠʝ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠè (ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛ, 2008 ʛ.) ʠ ʥʘ ʥʘʫʯʥʳʭ 

ʩʝʤʠʥʘʨʘʭ ʢʘʬʝʜʨʳ çʀʥʬʦʨʤʘʮʠʦʥʥʘ ̫ʙʝʟʦʧʘʩʥʦʩʪ ɹʙʘʥʢʦʚʩʢʠʭ ʩʠʩʪʝʤè ʅʀʗʋ ʄʀʌʀ (ʄʦʩʢ-



24 

 

 

ʚʘ, 2009-2020 ʛʛ.). 

ʇʫʙʣʠʢʘʮʠʠ. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʜʠʩʩʝʨʪʘʮʠʠ ʦʧʫʙʣʠʢʦʚʘʥʦ ʝʜʠʥʦʣʠʯʥʦ ʠ ʚ ʩʦʘʚʪʦʨʩʪʚʝ        

56 ʥʘʫʯʥʳʭ ʠ ʫʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʨʘʙʦʪ, ʚ ʪʦʤ ʯʠʩʣʝ 21 ʥʘʫʯʥʘʷ ʩʪʘʪɹ̫, ʠʟ ʥʠʭ 16 ʦʧʫʙʣʠʢʦ-

ʚʘʥʳ ʚ ʞʫʨʥʘʣʘʭ, ʚʭʦʜʷʱʠʭ ʚ ʇʝʨʝʯʝʥʴ ʨʝʮʝʥʟʠʨʫʝʤʳʭ ʥʘʫʯʥʳʭ ʞʫʨʥʘʣʦʚ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʭ 

ɺɸʂ ʈʌ ʜʣʷ ʧʫʙʣʠʢʘʮʠʠ ʦʩʥʦʚʥʳʭ ʥʘʫʯʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʜʠʩʩʝʨʪʘʮʠʡ ʥʘ ʩʦʠʩʢʘʥʠʝ ʫʯʝʥʳʭ 

ʩʪʝʧʝʥʝʡ, ʠ 5 ʚ ʠʥʦʩʪʨʘʥʥʳʭ ʞʫʨʥʘʣʘʭ ʥʘ ʘʥʛʣʠʡʩʢʦʤ ʷʟʳʢʝ, ʠ 24 ʧʦʣʥʦʪʝʢʩʪʦʚʳʭ ʜʦʢʣʘʜʘ          

11 ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʦʥʬʝʨʝʥʮʠʡ ʥʘ ʘʥʛʣʠʡʩʢʦʤ ʷʟʳʢʝ. ɼʠʩʩʝʨʪʘʥʪʦʤ ʠʟʜʘʥ ʚ ʩʦʘʚʪʦʨʩʪʚʝ          

1 ʫʯʝʙʥʠʢ ʩ ʛʨʠʬʦʤ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʥʘʫʢʠ ʈʌ, 8 ʫʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʧʦʩʦʙʠʡ ʩ 

ʛʨʠʬʦʤ ʋʄʆ ʧʦ ʦʙʨʘʟʦʚʘʥʠʶ ʚ ʦʙʣʘʩʪʠ ʀɹ, 1 ʫʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʩ ʛʨʠʬʦʤ ʋʄʆ çʗʜʝʨʥʘʷ ʬʠʟʠ-

ʢʘ ʠ ʪʝʭʥʦʣʦʛʠʠè ʠ 1 ʛʣʘʚʘ ʚ ʫʯʝʙʥʠʢʝ ʜʣʷ ʩʪʫʜʝʥʪʦʚ ɽʚʨʦʧʝʡʩʢʦʛʦ ʩʦʦʙʱʝʩʪʚʘ ʥʘ ʘʥʛʣʠʡʩʢʦʤ 

ʷʟʳʢʝ. 28 ʧʫʙʣʠʢʘʮʠʡ ʧʦ ʪʝʤʝ ʜʠʩʩʝʨʪʘʮʠʠ ʧʨʦʠʥʜʝʢʩʠʨʦʚʘʥ rʚ ʙʘʟʘʭ Scopus ʠ WebofScience 

(ʝʱʝ ʦʜʥʘ ʨʘʙʦʪʘ ʦʞʠʜʘʝʪ ʠʥʜʝʢʩʘʮʠʠ).  

ʆʙʲʝʤ ʠ ʩʪʨʫʢʪʫʨʘ ʜʠʩʩʝʨʪʘʮʠʠ. ʉʪʨʫʢʪʫʨʘ ʜʠʩʩʝʨʪʘʮʠʠ ʧʦʜʯʠʥʝʥʘ ʣʦʛʠʢʝ ʠʩʩʣʝʜʦʚʘ-

ʥʠʷ. ʄʘʪʝʨʠʘʣʳ ʜʠʩʩʝʨʪʘʮʠʠ ʠʟʣʦʞʝʥʳ ʥʘ 461 ʩʪʨʘʥʠʮʝ ʤʘʰʠʥʦʧʠʩʥʦʛʦ ʪʝʢʩʪʘ ʠ ʚʢʣʶʯʘʶʪ 

ʚʚʝʜʝʥʠʝ, ʰʝʩʪʴ ʛʣʘʚ, ʟʘʢʣʶʯʝʥʠʝ, ʩʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ (307 ʠʩʪʦʯʥʠʢʦʚ, ʠʟ ʢʦʪʦʨʳʭ 165 ʦʪʝʯʝ-

ʩʪʚʝʥʥʳʭ ʠ 142 ʠʥʦʩʪʨʘʥʥʳʭ ʘʚʪʦʨʦʚ) ʠ ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʛʣʦʩʩʘʨʠʡ ʠʟ 205 ʪʝʨʤʠʥʦʚ. ʈʘʙʦʪʘ ʩʦ-

ʜʝʨʞʠʪ 20 ʪʘʙʣʠʮ, 57 ʨʠʩʫʥʢʦʚ, 12 ʩʪʨʘʥʠʮ ʧʨʠʣʦʞʝʥʠʡ. 

ɺ ʧʝʨʚʦʡ ʛʣʘʚʝ ʩ ʮʝʣʴʶ ʧʦʩʪʘʥʦʚʢʠ ʥʘʫʯʥʦʡ ʧʨʦʙʣʝʤʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʝʛʦ ʛʨʘʥʠʮ ʥʘ ʦʩʥʦʚʝ ʢʨʠʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʧʦʣʦʞʝʥʠʷ ʜʝʣ ʧʦ ʠʩʩʣʝʜʫʝʤʦʤʫ ʚʦ-

ʧʨʦʩʫ ʠ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ ʚʳʙʠʨʘʝʪʩʷ ʠ ʦʧʠʩʳʚʘʝʪʩʷ ʦʙʲʝʢʪ ʠʩʩʣʝʜʦʚʘʥʠʷ ï ʪʠʧʦʚʘʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʚʚʦʜʷʪʩʷ ʦʩʥʦʚʳ ʪʝʨʤʠʥʦʣʦʛʠʯʝʩʢʦʛʦ ʘʧʧʘʨʘʪʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʙʦʪʝ, ʘ 

ʪʘʢʞʝ ʚʳʜʝʣʷʶʪʩʷ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨ-

ʩʦʚ ʀʊʂʉ ʚ ʫʩʣʦʚʠʷʭ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʜʣʷ ʯʝʛʦ ʧʨʦʩʣʝʞʠʚʘ-

ʝʪʩʷ ʵʚʦʣʶʮʠʷ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʯʠʥʘʷ ʩ 70-ʭ ʛʦʜʦʚ XX ʚʝʢʘ ʠ ʧʦ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. ɺʳʙʠʨʘʝʪʩʷ ʥʦʨʤʘʪʠʚʥʘʷ ʠ ʧʨʘʚʦʚʘʷ ʙʘʟʘ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʚʟʷʪʘʷ ʟʘ 

ʦʩʥʦʚʫ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʠʩʩʣʝʜʦʚʘʥʠʷ. ɺ ʟʘʢʣʶʯʝʥʠʠ ʧʝʨʚʦʡ ʛʣʘʚʳ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʮʝʣʴ ʠ ʟʘʜʘ-

ʯʠ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʠʚʦʜʷʪʩʷ ʦʩʥʦʚʥʳʝ ʚʳʚʦʜʳ ʧʦ ʛʣʘʚʝ.  

ɺʦ ʚʪʦʨʦʡ ʛʣʘʚʝ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʪʘʢʩʦʥʦʤʠʷ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ ï ʙʘʟʦʚʳʭ ʧʦ-

ʥʷʪʠʡ ʀɹ (çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè) ʜʣʷ ʀʊʂʉ, ʥʝʦʙʭʦʜʠ-

ʤ ʭr ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ 

ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʩʚʦʝʚʨʝʤʝʥʥʦ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʠʣʠ ʫʩʪʨʘʥʷʪʴ, ʝʩʣʠ ʦʥʠ ʫʞʝ ʩʦʩʪʦʷʣʠʩʴ ʠ ʙʳʣʠ 

ʚʳʷʚʣʝʥʳ. ʅʘʧʠʩʘʥʠʝ ʘʜʝʢʚʘʪʥʳʭ ʉʪʨʘʪʝʛʠʠ ʠ ʇʦʣʠʪʠʢ ʀɹ, ʦʙʦʩʥʦʚʘʥʥʘʷ ʨʘʟʨʘʙʦʪʢʘ ʩʠʩʪʝʤʳ 

ʠ ʚʳʙʦʨ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʘʧʨʷʤʫʶ ʟʘʚʠʩʠʪ ʦʪ 

ʧʦʣʥʦʪʳ ʠ ʢʘʯʝʩʪʚʘ ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʪʘʢʩʦʥʦʤʠʠ ʠ ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʢʣʘʩʩʠʬʠʢʘʮʠʡ. ɺ ʟʘʢʣʶʯʝ-

ʥʠʠ ʛʣʘʚʳ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʦʩʥʦʚʥʳʝ ʚʳʚʦʜʳ. 
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ɺ ʪʨʝʪʴʝʡ ʛʣʘʚʝ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʦʩʥʦʚʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ ʦʧʨʝʜʝʣʷʶʪʩʷ ʧʦʥʷʪʠʷ çʧʨʦʮʝʩʩè, çʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʧʨʦʮʝʩʩʘè, çʵʬʬʝʢʪʠʚ-

ʥʦʩʪʴ ʧʨʦʮʝʩʩʘè, çʦʙʝʩʧʝʯʝʥʠʝ ʀɹè, çʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʟʘʱʠʱʝʥʥʦʩʪʴè, çʉʆʀɹè, çʫʧʨʘʚʣʝʥʠʝ 

ʀɹè, çʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹè, çʤʦʥʠʪʦʨʠʥʛ ʀɹè ʠ ʜʨʫʛʠʝ. ʅʘ ʵʪʦʡ ʦʩʥʦʚʝ ʜʝʪʘʣʴʥʦ ʦʧʠʩʳʚʘ-

ʶʪʩʷ ʧʨʦʮʝʩʩʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʧʦʢʘʟʳʚʘʝʪʩʷ ʠʭ ʚʟʘʠʤʥʘʷ ʩʚʷʟʴ ʠ ʜʘʶʪʩʷ ʦʧʨʝ-

ʜʝʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʨʠʚʦʜʪ̫ʩʷ 

ʨʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʵʚʦʣʶʮʠʠ ʦʩʥʦʚʥʳʭ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʇʝʨʝ-

ʯʠʩʣʷʶʪʩʷ ʦʩʥʦʚʥʳʝ ʧʨʦʮʝʩʩʳ ʧʨʦʚʝʨʢʠ ʀɹ ʩ ʦʩʦʙʳʤ ʚʥʠʤʘʥʠʝʤ ʢ ʧʨʦʮʝʩʩʫ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʦʩʥʦʚʳ ʚʳʷʚʣʝʥʠʷ ʩʦʙʳʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʝʝ ʀɹ, ʚ ʨʘʤʢʘʭ ʬʫʥʢʮʠʦ-

ʥʠʨʦʚʘʥʠʷ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʦʜʨʦʙʥʦ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʷʚʣʷʶʱʠʡʩʷ ʦʩʥʦʚʦʡ ʜʝʷʪʝʣʴ-

ʥʦʩʪʠ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ ʩ ʜʝʪʘʣʴʥʳʤ 

ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ ʢʘʨʪ ʝʛʦ ʧʨʦʮʝʩʩʦʚ ʠ ʠʭ ʦʧʠʩʘʥʠʝʤ. ɺ ʟʘʢʣʶʯʝʥʠʠ ʨʘʟʜʝʣʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʤʝʩʪʦ 

ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʎʀʋʉɹ ʩʨʝʜʠ ʩʠʩʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʢʘʯʝ-

ʩʪʚʝ ʬʫʥʜʘʤʝʥʪʘ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ ʠ ʜʝʣʘʶʪʩʷ ʚʳʚʦʜ rʧʦ ʛʣʘʚʝ. 

ɺ ʯʝʪʚʝʨʪʦʡ ʛʣʘʚʝ ʚʚʦʜʠʪʩʷ ʠ ʧʦʜʨʦʙʥʦ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʧʦʥʷʪʠʝ ʷʚʣʷʶʱʝʡʩʷ ʷʜʨʦʤ ʎʄɹ 

ʠ ʎʀɹ SIEM-ʩʠʩʪʝʤʳ ʢʘʢ ʦʩʥʦʚʳ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʧʦʩʪʨʦʝʥʠʷ ʎʀʋʉɹ, ʫʩʪʨʘʥʷʶʱʝʡ ʦʛʨʘʥʠ-

ʯʝʥʥʦʩʪʴ ʩʚʦʠʭ ʧʨʝʜʰʝʩʪʚʝʥʥʠʢʦʚ. ʇʦʷʩʥʷʝʪʩʷ ʢʦʥʮʝʧʮʠʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(ʘʥʛʣ. Security Intelligence), ʧʦʣʦʞʝʥʥʘʷ ʚ ʦʩʥʦʚʫ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʎʀʋʉɹ. ɸʥʘʣʠʟʠʨʫʶʪʩʷ 

ʜʚʘ ʚʠʜʘ ʎʋɹ: ʎʄɹ, ʦʩʫʱʝʩʪʚʣʷʶʱʝʛʦ ʪʦʣʴʢʦ ʤʦʥʠʪʦʨʠʥʛ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʠ ʎʀɹ, ʩʧʦʩʦʙʥʦʛʦ 

ʫʧʨʘʚʣʷʪʴ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʀʊʂʉ. ɼʣʷ ʎʀɹ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʨʘʩʰʠʨʝʥʥʘʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

ʦʨʠʛʠʥʘʣʴʥʦʡ ʙʠʟʥʝʩ-ʣʦʛʠʢʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʜʣʷ ʝʝ ʜʘʣʴʥʝʡʰʝʛʦ ʧʨʠʤʝʥʝʥʠʷ ʚ ʪʠʧʦʚʦʤ 

ʎʀʋʉɹ. ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʨʘʟʣʠʯʥʳʝ ʤʦʜʝʣʠ ʟʨʝʣʦʩʪʠ ʎʋɹ. ɻʣʘʚʘ ʟʘʚʝʨʰʘʝʪʩʷ ʬʦʨʤʫʣʠʨʦʚʘ-

ʥʠʝʤ ʦʙʱʠʭ ʠ ʩʧʝʮʠʘʣʴʥʳʭ ʪʨʝʙʦʚʘʥʠʡ, ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʩʦʙʩʪʚʝʥʥʦʡ ʀɹ ʎʀʋʉɹ, ʘ 

ʪʘʢʞʝ ʦʩʥʦʚʥʳʤʠ ʚʳʚʦʜʘʤʠ. 

ɺ ʥʘʯʘʣʝ ʧʷʪʦʡ ʛʣʘʚʳ ʧʦʷʩʥʝʥʘ ʭʨʦʥʦʣʦʛʠʷ ʩʦʙʳʪʠʡ, ʢʘʩʘʶʱʠʭʩʷ ʠʜʝʠ ʘʚʪʦʨʘ ʠʩʩʣʝʜʦ-

ʚʘʥʠʷ ʨʘʟʨʘʙʦʪʘʪʴ ʪʠʧʦʚʦʡ ʎʀʋʉɹ ʠ ʩʦʩʪʦʷʥʠʷ ʵʪʦʛʦ ʚʦʧʨʦʩʘ ʚ ʦʪʝʯʝʩʪʚʝʥʥʦʡ ʠ ʟʘʨʫʙʝʞʥʦʡ 

ʥʘʫʢʝ. ɼʘʣʝʝ ʠʟʣʘʛʘʝʪʩʷ ʨʘʟʨʘʙʦʪʘʥʥʘʷ ʤʝʪʦʜʦʣʦʛʠ ̫ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʩʣʝ ʯʝʛʦ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʦʩʥʦʚʥʳʝ ʧʨʠʥʮʠʧʳ ʝʛʦ ʧʦʩʪʨʦʝʥʠʷ. ʇʨʝʜʩʪʘʚʣʷ-

ʝʪʩʷ ʦʩʥʦʚʥʘʷ ʠʜʝʷ ʧʦʩʪʨʦʝʥʠʷ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʢʘʢ ʮʝʥʪʨʘ, 

ʦʙʲʝʜʠʥʷʶʱʝʛʦ ʚʩʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʎʀɹ ʀ ʉʆʎ ʚ ʦʜʥʦʤ ʤʝʩʪʝ ʆʈɻɸʅʀɿɸʎʀʀ ʜʣʷ ʮʝʥʪʨʘʣʠ-

ʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʇʋʀʀɹ. ʈʘʩʩʤʦʪʨʝʥʳ ʚʦʧʨʦʩʳ ʚʠʟʫʘʣʠʟʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʪʠʧʦʚʦʤ ʎʀʋʉɹ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ 

ʀʊʂʉ. ʉ ʫʯʝʪʦʤ ʪʨʝʙʦʚʘʥʠʡ, ʠʟʣʦʞʝʥʥʳʭ ʚ ʯʝʪʚʝʨʪʦʡ ʛʣʘʚʝ, ʜʣʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʨʘʟʨʘʙʘʪʳ-

ʚʘʶʪʩʷ ʪʨʠ ʦʩʥʦʚʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ ï ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ, ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʠ ʙʳʩʪʨʳʭ ʦʪʥʦʩʷ-

ʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʩʪʚʝʥʥʦʡ ʀɹ. ʂʨʦʤʝ ʵʪʦʛʦ, ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 
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ʥʘʟʚʘʥʥʳʭ ʜʘʥʥʳʭ, ʧʦʩʪʫʧʘʶʱʠʭ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʚ SIEM-ʩʠʩʪʝʤʫ ʎʀʋʉɹ, ʧʨʝʜʩʪʘʚʣʝʥ ʧʨʦʝʢʪ 

SIEM-ʩʠʩʪʝʤʳ 3.0 ʩ ʥʦʚʳʤ ʵʣʝʤʝʥʪʦʤ, ʧʦʩʪʨʦʝʥʥʳʤ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʪʝʭʥʦʣʦʛʠʡ ʙʣʦʢʯʝʡʥʘ. 

ɿʘʚʝʨʰʘʝʪ ʛʣʘʚʫ ʨʘʩʩʤʦʪʨʝʥʠʝ ʚʦʧʨʦʩʦʚ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʎʀʋʉɹ ʚ ʰʪʘʪʥʦʤ ʨʝ-

ʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʘʜʨʦʚʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʎʀʋʉɹ ʚʳʩʦʢʦ-

ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʤʠ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʠ ʜʝʤʦʥʩʪʨʘʮʠʷ ʚʳʧʦʣʥʝʥʠʷ ʚ ʨʘʟʨʘʙʦʪʘʥʥʦʤ ʪʠʧʦʚʦʤ 

ʎʀʋʉɹ ʩʬʦʨʤʫʣʠʨʦʚʘʥʥʳʭ ʚ ʯʝʪʚʝʨʪʦʡ ʛʣʘʚʝ ʪʨʝʙʦʚʘʥʠʡ. ɺ ʟʘʢʣʶʯʝʥʠʠ ʛʣʘʚʳ ʧʨʠʚʦʜʷʪʩʷ ʦʩ-

ʥʦʚʥʳʝ ʚʳʚʦʜʳ. 

ɺ ʰʝʩʪʦʡ ʛʣʘʚʝ ʧʨʠʚʝʜʝʥʦ ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʚʥʝʜʨʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ 

ʨʘʙʦʪʳ ʧʨʠ ʤʦʜʝʨʥʠʟʘʮʠʠ ʉʠʪʫʘʮʠʦʥʥʦʛʦ ʮʝʥʪʨʘ ʉʣʫʞʙʳ ʀɹ ɻʘʟʧʨʦʤʙʘʥʢʘ, ʚ ʧʨʦʝʢʪʥʦ-

ʢʦʥʩʪʨʫʢʪʦʨʩʢʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʨʦʩʩʠʡʩʢʦʡ ʢʦʤʧʘʥʠʠ çɽʉ-ʣʠʟʠʥʛè ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʉʆʀɹ ʜʣʷ 

ɹʘʥʢʘ ʈʦʩʩʠʠ ʠ ʢʦʤʧʘʥʠʠ Qualys ʚ ʨʝʛʠʦʥʘʭ ɺʦʩʪʦʯʥʦʡ ɽʚʨʦʧʳ, ʂʘʚʢʘʟʘ ʠ ʎʝʥʪʨʘʣʴʥʦʡ ɸʟʠʠ 

ʧʨʠ ʩʦʟʜʘʥʠʠ ʨʝʰʝʥʠʡ ʜʣʷ ʎʋɹ ʦʨʛʘʥʠʟʘʮʠʡ-ʟʘʢʘʟʯʠʢʦʚ, ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʚ 

ʅʀʗʋ ʄʀʌʀ, ʚ ʧʨʘʢʪʠʢʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʆʆ çʃʀʅʉ-ʄè ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʉʆʀɹ ʜʣʷ ɹʘʥʢʘ ʈʦʩ-

ʩʠʠ ʠ ʩʪʘʥʜʘʨʪʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ɹʘʥʢʘ ɺʊɹ (ʇɸʆ), ʘ ʪʘʢʞʝ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʠ ʚʥʝʜʨʝʥʠʠ 

ʥʦʨʤʘʪʠʚʥʳʭ ʧʨʘʚʦʚʳʭ ʠ ʫʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʜʦʢʫʤʝʥʪʦʚ, ʨʝʛʫʣʠʨʫʶʱʠʭ ʚʳʩʰʝʝ ʦʙʨʘʟʦʚʘ-

ʥʠʷ ʚ ʦʙʣʘʩʪʠ ʀɹ, ʚ ʌʝʜʝʨʘʣʴʥʦʤ ʋʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʦʤ ʦʙʲʝʜʠʥʝʥʠʠ ʚ ʩʠʩʪʝʤʝ ʚʳʩʰʝʛʦ ʦʙʨʘ-

ʟʦʚʘʥʠʷ ʧʦ ʫʢʨʫʧʥʝʥʥʦʡ ʛʨʫʧʧʝ ʩʧʝʮʠʘʣʴʥʦʩʪʝʡ ʧʦʜʛʦʪʦʚʢʠ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè ʠ 

ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, ʚʥʝʜʨʝʥʠʷ, ʩʦ-

ʧʨʦʚʦʞʜʝʥʠʷ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʎʀʋʉɹ ʚ ʀʀʂʉ ʅʀʗʋ ʄʀʌʀ. ɻʣʘʚʫ ʟʘʚʝʨʰʘʶʪ ʦʩʥʦʚʥʳʝ 

ʚʳʚʦʜʳ. 

ɺ ʟʘʢʣʶʯʝʥʠʠ ʚʳʜʝʣʝʥʳ ʦʩʥʦʚʥʳʝ ʧʦʣʦʞʝʥʠʷ ʠ ʨʝʟʫʣʴʪʘʪʳ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʚʳʥʦʩʠʤʳʝ ʥʘ 

ʟʘʱʠʪʫ, ʦʙʦʙʱʝʥʳ ʠ ʧʝʨʝʯʠʩʣʝʥʳ ʦʩʪʘʣʴʥʳʝ ʧʦʣʫʯʝʥʥʳʝ ʪʝʦʨʝʪʠʯʝʩʢʠʝ ʠ ʧʨʘʢʪʠʯʝʩʢʠʝ ʨʝ-

ʟʫʣʴʪʘʪʳ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʥʳ ʚʦʟʤʦʞʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʜʘʣʴʥʝʡʰʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʨʝʰʝʥʘ ʥʘʫʯʥʘʷ ʧʨʦʙʣʝʤʘ, ʠʤʝʶʱʘʷ 

ʚʘʞʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʩʦʟʜʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʫʩʪʦʡʯʠʚʦʡ ʠ ʟʘʱʠʱʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʡ ʧʝʨʝʜʘʯʠ, ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ 

ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ, ʜʦʩʪʫʧʥʦʡ ʜʣʷ ʚʩʝʭ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʜʦʤʦʭʦʟʷʡʩʪʚ ʈʦʩʩʠʠ ʠ ʟʘʢʣʶ-

ʯʘʶʱʘʷʩʷ ʚ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʦʤ ʨʘʮʠʦʥʘʣʴʥʦʤ ʚʳʙʦʨʝ ʢʦʥʢʨʝʪʥʳʭ ʤʝʪʦʜʦʚ, ʧʨʠʥʮʠʧʦʚ, ʩʧʦ-

ʩʦʙʦʚ ʠ ʩʨʝʜʩʪʚ ʧʦʩʪʨʦʝʥʠʷ ʪʦʛʦ ʛʣʘʚʥʦʛʦ, ʦʪ ʯʝʛʦ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʟʘʚʠʩʠʪ ʜʦʩʪʠʞʝʥʠʝ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʀʊʂʉ, ʠ ʠʟʣʦʞʝʥʳ ʥʘʫʯʥʦ ʦʙʦʩʥʦ-

ʚʘʥʥʳʝ ʪʝʭʥʠʯʝʩʢʠʝ, ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʠ ʢʘʜʨʦʚʳʝ ʨʝʰʝʥʠʷ, ʚʥʝʜʨʝʥʠʝ ʢʦʪʦʨʳʭ ʚʥʦʩʠʪ ʟʥʘʯʠ-

ʪʝʣʴʥʳʡ ʚʢʣʘʜ ʚ ʨʘʟʚʠʪʠʝ ʩʪʨʘʥʳ ʠ ʥʘʫʯʥʦʡ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ.  
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ɻʃɸɺɸ 1. ɸʅɸʃʀɿ ʊɽʂʋʑɽɻʆ ʉʆʉʊʆʗʅʀʗ ʆɹɽʉʇɽʏɽʅʀʗ 

ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ ɹɽɿʆʇɸʉʅʆʉʊʀ ʀʅʌʆʈʄɸʎʀʆʅʅʆ-

ʊɽʃɽʂʆʄʄʋʅʀʂɸʎʀʆʅʅʓʍ ʉɽʊɽʁ 

 

ɺ ʛʣʘʚʝ ʩ ʮʝʣʴʶ ʧʦʩʪʘʥʦʚʢʠ ʥʘʫʯʥʦʡ ʧʨʦʙʣʝʤʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʦʧʨʝ-

ʜʝʣʝʥʠʷ ʝʛʦ ʛʨʘʥʠʮ ʥʘ ʦʩʥʦʚʝ ʢʨʠʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʧʦʣʦʞʝʥʠʷ ʜʝʣ ʧʦ ʠʩʩʣʝʜʫʝʤʦʤʫ ʚʦʧʨʦʩʫ ʠ 

ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ ʚʳʙʠʨʘʝʪʩʷ ʠ ʦʧʠʩʳʚʘʝʪʩʷ ʦʙʲʝʢʪ ʠʩʩʣʝʜʦʚʘʥʠʷ ï ʪʠʧʦʚʘʷ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʝʪʴ (ʀʊʂʉ) ʆʈɻɸʅʀɿɸʎʀʀ, ʚʚʦʜʪ̫ʩʷ ʦʩʥʦʚ rʪʝʨʤʠʥʦʣʦʛʠʯʝʩʢʦ-

ʛʦ ʘʧʧʘʨʘʪʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʙʦʪʝ, ʘ ʪʘʢʞʝ ʚʳʜʝʣʷʶʪʩʷ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʀɹ) ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʀʊʂʉ ʚ ʫʩʣʦʚʠʷʭ 

ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʫʛʨʦʟ ʀɹ ʚ ʝʜʠʥʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ (ɽʀʇ) ʆʈɻɸʅʀɿɸʎʀʀ, ʜʣʷ 

ʯʝʛʦ ʧʨʦʩʣʝʞʠʚʘʝʪʩʷ ʵʚʦʣʶʮʠʷ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʯʠʥʘʷ ʩ 70-ʭ ʛʦʜʦʚ 

XX ʚʝʢʘ ʠ ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. ɺʳʙʠʨʘʝʪʩʷ ʥʦʨʤʘʪʠʚʥʘʷ ʠ ʧʨʘʚʦʚʘʷ ʙʘʟʘ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ, ʚʟʷʪʘʷ ʟʘ ʦʩʥʦʚʫ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʠʩʩʣʝʜʦʚʘʥʠʷ. ɺ ʟʘʢʣʶʯʝʥʠʠ ʛʣʘʚʳ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʮʝʣʴ ʠ 

ʟʘʜʘʯʠ ʠʩʩʣʝʜʦʚʘʥʠʷ. 

 

1.1. ɸʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ ʢʘʢ ʦʩʥʦʚʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ 

ʚ ʝʜʠʥʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʦʨʛʘʥʠʟʘʮʠʡ 

1.1.1. ʆʩʦʙʝʥʥʦʩʪʠ ʩʦʚʨʝʤʝʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ 

ʩʝʪʝʡ 

 

ʉʦʚʨʝʤʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʥʳʭ ʨʘʟʤʝʨʦʚ, ʩʬʝʨ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʪʠʧʦʚ (ʛʦʩʫʜʘʨʩʪʚʝʥ-

ʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, ʢʦʤʤʝʨʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ, ʥʝʢʦʤʤʝʨʯʝʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ) ʠ ʠʭ ʨʘʙʦʪʥʠʢʠ ʠʩ-

ʧʦʣʴʟʫʶʪ ʨʘʟʣʠʯʥʳʝ ʩʝʪʝʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ ʧʦʚʩʝʜʥʝʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʦʙʫ-

ʯʝʥʠʷ, ʦʨʛʘʥʠʟʘʮʠʠ ʜʝʣʦʚʳʭ ʤʝʨʦʧʨʠʷʪʠʡ, ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʘʤʠ ʠ ʪ.ʜ., ʯʪʦ 

ʧʨʝʜʧʦʣʘʛʘʝʪ ʘʢʪʠʚʥʳʡ ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʚ ʛʣʦʙʘʣʴʥʦʤ ʤʘʩʰʪʘʙʝ ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʦʩʪʘʚʣʝ̫-

ʤʳʭ ʜʠʩʪʘʥʮʠʦʥʥʦ ʫʩʣʫʛ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʪʦʨʳʭ ʥʝ ʛʘʨʘʥʪʠʨʦʚʘʥʘ ʠ ʥʝ ʜʦʢʘʟʘʥʘ. ɼʝʷʪʝʣʴʥʦʩʪʴ 

ʵʪʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʛʝʪʝʨʦʛʝʥʥʳʭ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʩʝʪʝʚʳʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘʭ, ʧʨʝʜ-

ʣʘʛʘʶʱʠʭ ʧʦʪʨʝʙʠʪʝʣʷʤ ʨʘʟʣʠʯʥʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʠ ʫʩʣʫʛʠ. ʇʦʜʢʣʶʯʝʥʠʝ ʢ ʢʦʤ-

ʧʴʶʪʝʨʥʳʤ ʩʝʪʷʤ ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʠʟ ʣʶʙʦʛʦ ʤʝʩʪʘ ʧʣʘʥʝʪʳ ʚ ʣʶʙʦʝ ʚʨʝʤʷ. ʆʙʣʘʯʥʳʝ 

ʪʝʭʥʦʣʦʛʠʠ, ʠʥʩʪʨʫʤʝʥʪʳ ʚʠʨʪʫʘʣʠʟʘʮʠʠ, ʤʦʙʠʣʴʥʳʝ (ʙʝʩʧʨʦʚʦʜʥʳʝ) ʩʝʪʠ, ʜʦʤʘʰʥʠʝ ʦʬʠʩʳ, 

ʨʦʫʤʠʥʛ, ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʧʝʨʩʦʥʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʪ.ʧ. ʩʪʘʣʠ ʦʙʳʯʥʦʡ ʨʝʘʣʴʥʦʩʪʴʶ, ʨʘʟʤʳ-

ʚʘʶʝɦʡ ʧʝʨʠʤʝʪʨ ʩʝʪʝʡ ʦʨʛʘʥʠʟʘʮʠʡ. ʃʦʢʘʣʴʥʳʝ (ʘʚʪʦʥʦʤʥʳʝ) ʢʦʤʧʴʶʪʝʨʳ ʧʨʘʢʪʠʯʝʩʢʠ ʫʰʣʠ 

ʚ ʧʨʦʰʣʦʝ, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʣʶʙʘʷ ʩʝʪʴ ʥʘʯʠʥʘʝʪʩʷ ʠʣʠ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʥʘ ʣʶʙʦʤ ʧʦʜʢʣʶʯʝʥ-
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ʥʦʤ ʢ ʥʝʡ ʫʩʪʨʦʡʩʪʚʝ. ɼʣʷ ʨʘʟʣʠʯʥʳʭ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʪʨʝʙʫʝʪʩʷ ʙʝʩʧʝʨʝʙʦʡʥʘʷ ʨʘʙʦʪʘ ʠ 

ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʝ ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ. ʐʠʨʦʢʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʪʝʥʝʚʳʭ ʩʝʪʝʡ (ʪʠʧʘ 

Tor, DarkNet) ʠ ʩʨʝʜʩʪʚ ʨʘʙʦʪʳ ʚ ʥʠʭ ʜʦʙʘʚʣʷʝʪ ʥʝʛʘʪʠʚʥʳʭ ʢʨʘʩʦʢ ʚ ʵʪʫ ʢʘʨʪʠʥʫ. ʇʨʠ ʵʪʦʤ 

ʮʝʥʥʦʩʪʴ ʢʦʤʤʝʨʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʧʣʘʪʝʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʪ.ʧ. ʚʦʟ-

ʨʘʩʪʘʝʪ ʜʝʥʴ ʦʪʦ ʜʥʷ ï ʜʘʚʥʦ ʩʪʘʣʦ ʠʩʪʠʥʦʡ ʪʦ, ʯʪʦ ʪʝ, ʢʪʦ ʚʣʘʜʝʝʪ ʠʥʬʦʨʤʘʮʠʝʡ, ʚʣʘʜʝʶʪ ʤʠ-

ʨʦʤ. ʊʘʢʞʝ ʨʘʩʪʝʪ ʢʦʣʠʯʝʩʪʚʦ ʚʦʚʨʝʤʷ ʥʝ ʫʩʪʨʘʥʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʚʝʙ-ʪʝʭʥʦʣʦʛʠʷʭ, ʧʨʦ-

ʛʨʘʤʤʥʦʤ (ʇʆ) ʠ ʘʧʧʘʨʘʪʥʦʤ (ɸʆ) ʦʙʝʩʧʝʯʝʥʠʠ. ʅʝʚʝʨʥʦ ʥʘʩʪʨʦʝʥʥʳʝ ʩʠʩʪʝʤ rʟʘʱʠʪʳ, ʦʪʩʫʪ-

ʩʪʚʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʧʦʣʠʪʠʢ, ʨʫʢʦʚʦʜʩʪʚ ʠ ʨʝʛʣʘʤʝʥʪʦʚ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʀɹ), ʠʟʙʳʪʦʯʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ï ʜʘʣʝʢʦ ʥʝ ʚʩʝ ʪʠʧʠʯʥʳʝ ʧʨʦʙʣʝʤʳ, ʠʩʧʦʣʴ-

ʟʫʝʤʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʢʘʢ ʧʨʦʩʪʝʡʰʠʭ, ʪʘʢ ʠ ʩʣʦʞʥʳʭ ʠ ʨʘʟʨʫʰʠʪʝʣʴʥʳʭ 

ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (ʀʉ), ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʩʝʪʷʤ. ʂʨʦʤʝ ʪʦʛʦ 

ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʚʦʠʭ ʙʠʟʥʝʩ-ʮʝʣʝʡ ʠ ʧʦʜʜʝʨʞʘʥʠʷ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ, ʟʘʱʠʪʳ ʢʣʠʝʥʪʦʚ 

ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʥʝ ʪʦʣʴʢʦ ʚʥʫʪʨʠ, ʥʦ ʠ ʚʥʝ ʩʘʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʜʣʷ ʥʝʝ ʚʘʞʥʦ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ 

ʤʥʦʞʝʩʪʚʫ ʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰʥʠʭ ʪʨʝʙʦʚʘʥʠʡ.  

ʊʠʧʦʚʘʷ ʩʭʝʤʘ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠ (ʠʥʪʨʘʥʝʪʘ), ʦʙʝʩʧʝ-

ʯʠʚʘʶʱʝʡ ʨʘʟʥʳʤ ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠ ʩʦʚʤʝʩʪʥʳʡ ʜʦʩʪʫʧ ʢ ʫʩʣʫʛʘʤ, 

ʧʨʦʮʝʩʩʘʤ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʘʤ, ʥʘʭʦʜʷʱʠʤʩʷ ʚ ʨʘʟʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ, ʫʧʨʦʱʝʥʥʦ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. 1 [55]. ʆʥʘ ʦʪʣʠʯʘʝʪʩʷ ʩʫʱʝʩʪʚʝʥʥʦʡ ʥʝʦʜʥʦʨʦʜʥʦʩʪʴʶ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ 

ʨʘʟʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ ɸʆ ʠ ʇʆ ʠ ʠʥʪʝʛʨʘʮʠʝʡ ʵʪʠʭ ʛʝʪʝʨʦʛʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ ʝʜʠʥʫʶ ʩʠʩ-

ʪʝʤʫ, ʨʘʟʣʠʯʥʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦʪʨʝʙʠʪʝʣʝʡ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʢ ʦʙʱʝʡ 

ʩʝʪʠ, ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʛʦ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʪʜʝʣʴʥʳʭ ʛʨʫʧʧ ʧʦʣʴʟʦ-

ʚʘʪʝʣʝʡ ʠ ʚʩʝʤʠ ʨʘʥʝʝ ʧʝʨʝʯʠʩʣʝʥʥʳʤʠ ʦʩʦʙʝʥʥʦʩʪʷʤʠ. 

ʇʨʝʜʩʪʘʚʣʝʥʥʦʝ ʧʦʚʝʨʭʥʦʩʪʥʦʝ ʦʧʠʩʘʥʠʝ ʩʦʟʜʘʝʪ ʜʘʣʝʢʦ ʥʝ ʧʦʣʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʩʦ-

ʚʨʝʤʝʥʥʦʤ ʤʠʨʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʠ ʥʘʩʫʱʥʦʡ ʧʦʪʨʝʙʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʟʘʱʠʪʝ ʠʭ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʫʩʣʫʛ. 

 

1.1.2. ʆʧʨʝʜʝʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʉʦʛʣʘʩʥʦ ʌʝʜʝʨʘʣʴʥʦʤʫ ʟʘʢʦʥʫ ˉ 187-ʌɿ ʦʪ 26.07.2017 çʆ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʩʝʪʠ (ʀʊʂʉ), ʀʉ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ (ɸʉʋ) 

ʩʫʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ), ʘ ʪʘʢʞʝ ʩʝʪʠ ʵʣʝʢʪʨʦʩʚʷʟʠ, 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ, ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʲʝʢʪʘʤ ʂʀʀ. 

ʇʦʜ ʩʫʙʲʝʢʪʘʤʠ ʂʀʀ ʧʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʳ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, 

ʨʦʩʩʠʡʩʢʠʝ ʶʨʠʜʠʯʝʩʢʠʝ ʣʠʮʘ ʠ (ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʧʨʠʥʠʤʘʪʝʣʠ (ʜʘʣʝʝ ï 
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ʆʈɻɸʅʀɿɸʎʀʗ), ʢʦʪʦʨʳʤ ʥʘ ʧʨʘʚʝ ʩʦʙʩʪʚʝʥʥʦʩʪʠ, ʘʨʝʥʜʳ ʠʣʠ ʥʘ ʠʥʦʤ ʟʘʢʦʥʥʦʤ ʦʩʥʦʚʘʥʠʠ 

ʧʨʠʥʘʜʣʝʞʘʪ ʀʉ, ʀʊʂʉ, ɸʉʋ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʝ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʪʨʘʥʩʧʦʨʪʘ, ʩʚʷʟʠ, 

ʵʥʝʨʛʝʪʠʢʠ, ʥʘʫʢʠ, ʙʘʥʢʦʚʩʢʦʡ ʩʬʝʨʝ ʠ ʠʥʳʭ ʩʬʝʨʘʭ ʬʠʥʘʥʩʦʚʦʛʦ ʨʳʥʢʘ, ʪʦʧʣʠʚʥʦ-

ʵʥʝʨʛʝʪʠʯʝʩʢʦʛʦ ʢʦʤʧʣʝʢʩʘ, ʚ ʦʙʣʘʩʪʠ ʘʪʦʤʥʦʡ ʵʥʝʨʛʠʠ, ʦʙʦʨʦʥʥʦʡ, ʨʘʢʝʪʥʦ-ʢʦʩʤʠʯʝʩʢʦʡ, ʛʦʨ-

ʥʦʜʦʙʳʚʘʶʱʝʡ, ʤʝʪʘʣʣʫʨʛʠʯʝʩʢʦʡ ʠ ʭʠʤʠʯʝʩʢʦʡ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʨʦʩʩʠʡʩʢʠʝ ʶʨʠʜʠʯʝʩʢʠʝ 

ʣʠʮʘ ʠ (ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʧʨʠʥʠʤʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʫʢʘ-

ʟʘʥʥʳʭ ʩʠʩʪʝʤ ʠʣʠ ʩʝʪʝʡ [7, ʩʪʘʪʴʷ 2].  

 

 

ʈʠʩʫʥʦʢ 1 ï ʊʠʧʦʚʘʷ ʩʭʝʤʘ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ 
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ʂʘʢ ʦʧʨʝʜʝʣʷʝʪʩʷ ʚ ʌʝʜʝʨʘʣʴʥʦʤ ʟʘʢʦʥʝ ˉ 149-ʌɿ çʆʙ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʷʭ ʠ ʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠè, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʝʪʴ       

(ʀʊʂʉ) ï ʵʪʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʘʷ ʩʠʩʪʝʤʘ (ʊʉ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ 

ʠʥʬʦʨʤʘʮʠʠ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʨʝʜʩʪʚ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭ-

ʥʠʢʠ (ʉɺʊ) [6, ʩʪʘʪʴʷ 2]. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʊʉ ï ʵʪʦ ʩʦʚʦʢʫʧʥʦʩʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʚʟʘʠʤʦʩʚʷʟʘʥ-

ʥʳʭ ʩʨʝʜʩʪʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʦʩʥʘʱʝʥʠʷ, ʧʨʝʜʤʝʪʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʠʩʧʦʣʥʠʪʝʣʝʡ ʜʣʷ ʚʳʧʦʣ-

ʥʝʥʠʷ ʚ ʨʝʛʣʘʤʝʥʪʠʨʦʚʘʥʥʳʭ ʫʩʣʦʚʠʷʭ ʧʨʦʠʟʚʦʜʩʪʚʘ ʟʘʜʘʥʥʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʧʨʦʮʝʩʩʦʚ ʠʣʠ 

ʦʧʝʨʘʮʠʡ. ɺr ʜʝʣʷʶʪ ʯʝʪʳʨʝ ʠʝʨʘʨʭʠʯʝʩʢʠʭ ʫʨʦʚʥʷ ʪʘʢʠʭ ʩʠʩʪʝʤ: ʦʧʝʨʘʮʠʡ, ʧʨʦʮʝʩʩʦʚ, ʧʨʦʠʟ-

ʚʦʜʩʪʚʝʥʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʠ ʧʨʝʜʧʨʠʷʪʠʡ [56]. ʉɺʊ ï ʵʪʦ ʩʦʚʦʢʫʧʥʦʩʪʴ ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʪʝʭ-

ʥʠʯʝʩʢʠʭ ʵʣʝʤʝʥʪʦʚ ʩʠʩʪʝʤ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʩʧʦʩʦʙʥʳʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʠʣʠ ʚ ʩʦʩʪʘʚʝ ʜʨʫʛʠʭ ʩʠʩʪʝʤ [57]. 

ʉʘʤʳʤ ʧʦʣʥʳʤ ʠ ʜʝʪʘʣʴʥʳʤ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʘʚʪʦʨʘ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʧʠʩʘʥʠʝʤ ʠʥʬʦʨʤʘ-

ʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʀʊʉ), ʚʢʣʶʯʘʶʱʝʡ ʚ ʩʚʦʶ ʘʨʭʠʪʝʢʪʫʨʫ ʀʊʂʉ, ʷʚʣʷ-

ʝʪʩʷ ʦʧʠʩʘʥʠʝ, ʜʘʥʥʦʝ ʄ.ʖ. ʉʝʥʘʪʦʨʦʚʳʤ ʜʣʷ ʀʊʉ ɹʘʥʢʘ ʈʦʩʩʠʠ [58]. ʇʦʵʪʦʤʫ ʠʤʝʥʥʦ ʦʥʦ ʠ 

ʙʳʣʦ ʚʟʷʪʦ ʟʘ ʦʩʥʦʚʫ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʙʱʝʩʠʩʪʝʤʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʪʠʧʦʚʦʡ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. 

ʉʦʚʨʝʤʝʥʥʳʝ ʀʊʂʉ ʤʦʛʫʪ ʙʳʪʴ ʛʣʦʙʘʣʴʥʳʤʠ (ʪʠʧʘ ʠʥʪʝʨʥʝʪʘ), ʣʦʢʘʣʴʥʳʤʠ (ʚ ʦʜʥʦʤ 

ʟʜʘʥʠʠ ʆʈɻɸʅʀɿɸʎʀʀ), ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ (ʜʣʷ ʦʜʥʦʡ ʢʦʨʧʦʨʘʮʠʠ), ʨʝʛʠʦʥʘʣʴʥʳʤʠ (ʚ ʧʨʝʜʝ-

ʣʘʭ ʛʦʨʦʜʦʚ, ʦʙʣʘʩʪʝʡ ʠ ʜʨʫʛʠʭ ʪʝʨʨʠʪʦʨʠʘʣʴʥʳʭ ʝʜʠʥʠʮ), ʚʝʜʦʤʩʪʚʝʥʥʳʤʠ (ʚ ʧʨʝʜʝʣʘʭ ʚʝʜʦʤ-

ʩʪʚʘ) ʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʥʘʟʥʘʯʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ɻɸʉ çɺʳʙʦʨʳè). ʇʨʠ ʵʪʦʤ ʀʉ ʙʦʣʴʰʠʥʩʪʚʘ ʛʦʩʫ-

ʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ ʠ ʢʦʤʤʝʨʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ, ʦʨʛʘʥʠʟʫʶʱʠʝ ʭʨʘʥʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʫ ʠʥ-

ʬʦʨʤʘʮʠʠ ʦ ʢʦʥʢʨʝʪʥʦʡ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ [59], ʩʚʷʟʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʢʦʤʧʴʶʪʝʨʥʳʤʠ ʩʝʪ̫-

ʤʠ. ʀʭ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʤʦʛʫʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʚ ʧʨʝʜʝʣʘʭ ʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ (ʦʨʛʘʥʠʟʘʮʠʠ ɸ 

ʠ ɺ), ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ (ʦʨʛʘʥʠʟʘʮʠʠ ɸ ʠ ʉ) ʠʣʠ ʤʝʞʜʫ ʦʨʛʘʥʠʟʘʮʠʝʡ ʠ ʥʝʦʛ-

ʨʘʥʠʯʝʥʥʳʤ ʢʨʫʛʦʤ ʣʠʮ (ʦʨʛʘʥʠʟʘʮʠʠ ɸ ʠ ʉ) (ʨʠʩ. 2) [60].  

 

1.1.3. ʀʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʝʪʴ ʢʘʢ ʩʠʤʙʠʦʟ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʝʪʝʡ 

 

ʂʘʢ ʩʣʝʜʫʝʪ ʠʟ ʥʘʟʚʘʥʠʷ, ʀʊʂʉ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʠʤʙʠʦʟ ʜʚʫʭ ʚʠʜʦʚ ʩʝʪʝʡ ï ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʦʡ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ [61]. ʕʪʠ ʩʝʪʠ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʳ ʧʦ ʤʝʩʪʫ 

ʨʘʟʤʝʱʝʥʠʷ, ʦʙʲʝʜʠʥʷʶʪ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʘʟʥʦʦʙʨʘʟʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʦʙʨʘʙʦʪʢʠ, 

ʧʝʨʝʜʘʯʠ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʨʘʟʣʠʯʘʶʪʩʷ ʧʦ ʤʘʩʰʪʘʙʫ, ʨʝʰʘʝʤʳʤ ʟʘʜʘʯʘʤ ʠ ʪʠʧʘʤ ʦʙʨʘ-

ʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʩ ʨʘʟʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʘ ʪʘʢʞʝ ʨʝʘʣʠʟʫʶʪ ʩʣʦʞʥʳʝ 

ʨʝʞʠʤʳ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠ ʩʦʚʤʝʱʘʶʪ ʚʳʧʦʣʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 
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ʟʘʧʨʦʩʦʚ ʨʘʟʣʠʯʥʳʭ ʢʘʪʝʛʦʨʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ï ʧʦʪʨʝʙʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʀʊ-ʫʩʣʫʛ (ʫʩʣʫʛ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʀʊ), ʘʥʛʣ. IT services). ʇʨʠ ʵʪʦʤ ʚʩʝ ʩʦʩʪʘʚʣʷʶʱʠʝ ʀʊʂʉ ʜʦʣʞ-

ʥʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʥʝʧʨʝʨʳʚʥʦ ʠ ʫʩʪʦʡʯʠʚʦ ʚ ʫʩʣʦʚʠʷʭ ʚʳʩʦʢʦʡ ʠʥʪʝʥʩʠʚʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠ-

ʦʥʥʳʭ ʧʦʪʦʢʦʚ. 

 

 

ʈʠʩʫʥʦʢ 2 ï ɺʠʜʳ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ 

 

ʊʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʝʪʴ ʚ̫ʣʷʝʪʩʷ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʝʡ ʢʦʤʧʦʥʝʥʪʦʡ ʚ ʦʙʱʝʡ ʘʨʭʠ-

ʪʝʢʪʫʨʝ ʆʈɻɸʅʀɿɸʎʀʀ, ʚʳʧʦʣʥʷʷ ʨʦʣʴ ʠʥʪʝʛʨʘʪʦʨʘ ʧʨʠ ʧʝʨʝʤʝʱʝʥʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝ-

ʩʫʨʩʦʚ, ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʠʟ ʩʝʙʷ ʩʦʚʦʢʫʧʥʦʩʪʴ ʚʟʘʠʤʦʩʚʷʟʘʥʥʦʛʦ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ (ʀʊ-) 

ʦʙʦʨʫʜʦʚʘʥʠʷ ï ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ (ʫʩʪʨʦʡʩʪʚ, ʦʙʦʨʫʜʦʚʘʥʠʷ), ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ 

ʩʝʪʝʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʧʨʠʝʤʘ-ʧʝʨʝʜʘʯʠ ʮʠʬʨʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʪʝʣʝʢʦʤ-

ʤʫʥʠʢʘʮʠʦʥʥʳʭ ʫʩʣʫʛ ʢʦʥʝʯʥʳʤ ʧʦʪʨʝʙʠʪʝʣʷʤ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [62, 63]). ʎʠʬʨʦʚʘʷ 

ʠʥʬʦʨʤʘʮʠʷ (ʘʥʛʣ. digital information) ï ʵʪʦ ʠʥʬʦʨʤʘʮʠʷ, ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʚ ʚʠʜʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴ-

ʥʦʩʪʠ ʮʠʬʨ ʠ ʜʦʩʪʫʧʥʘʷ ʜʣʷ ʦʙʨʘʙʦʪʢʠ, ʧʝʨʝʜʘʯʠ ʠ ʭʨʘʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʠʯʝʩʢʠʭ ʫʩʪʨʦʡʩʪʚ 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʤʝʥʝʥʠʷ ʀʊ. ʂ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʤʦʞʥʦ ʦʪʥʝʩʪʠ ʫʩʣʫʛʠ ʪʨʘʥʩʧʦʨʪʥʳʝ, 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʢʘʥʘʣʦʚ ʩʚʷʟʠ, ʚʢʣʶʯʘʷ ʚʠʜʝʦʩʚʷʟʴ, ʧʨʠʝʤʘ-ʧʝʨʝʜʘʯʠ ʜʦʢʫʤʝʥʪʦʚ ʩ ʠʩʧʦʣʴʟʦ-

ʚʘʥʠʝʤ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʨʝʜʩʪʚ ʠ ʪ.ʧ.  

ʉ ʵʪʠʤʦʣʦʛʠʯʝʩʢʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʪʝʨʤʠʥ çʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʷè, ʦʙʨʘʟʦʚʘʥʥʳʡ ʦʪ ʛʨʝʯ. 

tele (ʜʘʣʝʢʦ, ʚʜʘʣʴ) ʠ ʣʘʪʠʥʩʢʦʛʦ communicatio (ʦʙʱʝʥʠʝ), ʦʟʥʘʯʘʝʪ çʦʙʱʝʥʠʝ ʥʘ ʨʘʩʩʪʦʷʥʠʠè. 

ɺʢʣʘʜʳʚʘʝʤʳʡ ʩʝʛʦʜʥʷ ʚ ʵʪʦʪ ʪʝʨʤʠʥ ʩʤʳʩʣ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʤʥʦʛʦʦʙʨʘʟʠʝ ʩʨʝʜʩʪʚ ʜʠʩʪʘʥ-

ʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ, ʥʘʧʨʠʤʝʨ, ʙʝʩʧʨʦʚʦʜʥʘʷ ʠ ʩʧʫʪʥʠʢʦʚʘʷ ʩʚʷʟʴ, ʪʝʣʝʬʦʥʠʷ ʠ ʧʨ., 
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ʦʩʫʱʝʩʪʚʣʷʝʤʳʝ ʚ ʩʠʥʭʨʦʥʥʦʤ (ʚ ʨʝʘʣʴʥʦʤ ʠʣʠ ʙʣʠʟʢʦʤ ʢ ʨʝʘʣʴʥʦʤʫ ʨʝʞʠʤʝ ʚʨʝʤʝʥʠ) ʠ ʘʩʠʥ-

ʭʨʦʥʥʦʤ (ʩ ʚʨʝʤʝʥʥʦʡ ʟʘʜʝʨʞʢʦʡ) ʨʝʞʠʤʘʭ. 

ʊʨʘʜʠʮʠʦʥʥʦ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʫʶ ʩʝʪʴ ʫʧʨʦʱʝʥʥʦ ʧʨʝʜʩʪʘʚʣʷʶʪ ʠʝʨʘʨʭʠʯʝʩʢʦʡ ʤʦ-

ʜʝʣʴʶ (ʨʠʩ. 3), ʚ ʢʦʪʦʨʦʡ ʚʳʜʝʣʷʶʪ ʪʨʠ ʣʦʛʠʯʝʩʢʠʭ ʫʨʦʚʥʷ [64]:  

ð ʙʘʟʦʚʳʡ ʫʨʦʚʝʥʴ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʙʳʩʪʨʦʡ ʠ ʥʘʜʸʞʥʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʧʨʝʜ-

ʩʪʘʚʣʝʥʥʳʡ ʢʦʤʤʫʪʘʮʠʦʥʥʳʤʠ ʫʟʣʘʤʠ, ʩʦʝʜʠʥʝʥʥʳʤʠ ʢʘʥʘʣʘʤʠ ʧʝʨʚʠʯʥʦʡ ʩʝʪʠ; 

ð ʫʨʦʚʝʥʴ ʨʘʩʧʨʝʜʝʣʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʪʨʘʬʠʢʘ (ʩʦʩʪʦʷʱʝʛʦ 

ʠʟ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ, ʩʧʝʮʠʬʠʯʥʳʭ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʩʝʪʝʚʦʛʦ ʧʨʦʪʦʢʦʣʘ) ʠ ʫʩʪʘʥʦʚʣʝʥʠ ̫ʧʦʣʠ-

ʪʠʢ ʜʦʩʪʫʧʘ ʧʘʢʝʪʦʚ ʢ ʙʘʟʦʚʦʤʫ ʫʨʦʚʥʶ ʠ ʚʢʣʶʯʘʶʱʠʡ ʬʠʟʠʯʝʩʢʫʶ ʩʨʝʜʫ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ;  

ð ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʧʦʪʨʝʙʠʪʝʣʝʡ ʜʘʥʥʳʭ ʢ ʪʨʘʥʩʧʦʨʪʥʦʡ ʩʝʪʠ. 

 

 

ʈʠʩʫʥʦʢ 3 ï ʋʧʨʦʱʝʥʥʘʷ ʠʝʨʘʨʭʠʯʝʩʢʘʷ ʤʦʜʝʣʴ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʝʪʴ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʦʩʫʱʝʩʪʚʣʷʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʧʨʦ-

ʮʝʩʩʦʚ ʚʳʨʘʙʦʪʢʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʩʬʝʨʝ ʝʝ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʆʥʘ ʧʨʝ-

ʜʦʩʪʘʚʣʷʝʪ ʧʦʪʨʝʙʠʪʝʣʷʤ ʧʦ ʟʘʧʨʦʩʫ ʠʣʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʚʨʝʤʝʥʥʳʤʠ ʠʥʪʝʨ-

ʚʘʣʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʫʩʣʫʛʠ, ʚʢʣʶʯʘʷ ʀʊ-ʫʩʣʫʛʠ ï ʩʦʚʦʢʫʧʥʦʩʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞ-

ʥʦʩʪʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ ʥʝʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʘʷ ʢʦʥʝʯʥʳʤ ʧʦʣʴ-

ʟʦʚʘʪʝʣʷʤ ʚ ʢʘʯʝʩʪʚʝ ʫʩʣʫʛʠ (ʥʘʧʨʠʤʝʨ, ʧʝʨʝʜʘʯʘ ʩʦʦʙʱʝʥʠʡ, ʩʝʨʚʠʩ rʬʘʡʣʦʚ ʠ ʧʝʯʘʪʠ, ʙʠʟʥʝʩ-

ʧʨʠʣʦʞʝʥʠʷ, ʩʝʪʝʚʳʝ ʩʝʨʚʠʩ rʠ ʪ.ʜ.) [22].  

ʇʨʠʤʝʨʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʝʪʝʡ ʷʚʣʷʶʪʩʷ ʩʧʨʘʚʦʯʥʳʝ ʠ ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʠʝ ʩʝʪʠ ʠ 

ʠʥʪʝʨʥʝʪ, ʘ ʨʝʟʫʣʴʪʘʪʦʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʀʊ-ʫʩʣʫʛ ï ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ. ʀʥʬʦʨʤʘʮʠʦʥ-

ʥʘʷ ʩʝʪʴ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʩʚʷʟʘʥʥʳʭ ʤʝʞʜʫ ʩʦʙʦʡ ʧʨʦʛʨʘʤʤʥʦ-ʪʝʭʥʠʯʝʩʢʠʤʠ 

ʩʨʝʜʩʪʚʘʤʠ (ʉɺʊ) ʠ, ʚʦʟʤʦʞʥʦ, ʠʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ, ʢʦʪʦʨʳʝ ʫʯʘʩʪʚʫʶʪ ʚ ʧʦʜʜʝʨʞʘʥʠʠ ʚʩʝʛʦ 
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ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʨʝʩʫʨʩʘ ï ʥʘʯʠʥʘʷ ʦʪ ʠʭ ʧʦʣʫʯʝʥʠʷ (ʧʦʠʩʢ ʠ ʩʙʦʨ), ʦʙʨʘ-

ʙʦʪʢʠ, ʭʨʘʥʝʥʠʷ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ (ʧʝʨʝʜʘʯʘ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ) ʠ ʟʘʢʘʥʯʠʚʘʷ 

ʫʥʠʯʪʦʞʝʥʠʝʤ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʣʷ ʢʨʘʪʢʦʩʪʠ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ ʥʘ-

ʟʳʚʘʝʤʳʝ çʦʙʨʘʙʦʪʢʘ, ʧʝʨʝʜʘʯʘ ʠ ʭʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠè.  

ʇʨʦʮʝʩʩʳ ʩʦʟʜʘʥʠʷ, ʩʙʦʨʘ, ʦʙʨʘʙʦʪʢʠ, ʥʘʢʦʧʣʝʥʠʷ, ʭʨʘʥʝʥʠʷ, ʧʦʠʩʢʘ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘʟʳʚʘʶʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʧʨʦʮʝʩʩʘʤʠ, ʨʝʘʣʠʟʫʝʤʳʤʠ ʚ ʨʘʤ-

ʢʘʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʝʪʝʡ [22]. 

ʀʟ ʧʨʠʚʝʜʝʥʥʳʭ ʚʳʰʝ ʨʘʩʩʫʞʜʝʥʠʡ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘ-

ʮʠʦʥʥʳʝ ʩʝʪʠ ʩʝʛʦʜʥʷ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝ ʩʫʱʝʩʪʚʫʶʪ ʦʪʜʝʣʴʥʦ ï ʦʥʠ ʚʟʘʠʤʥʦ ʜʦʧʦʣʥʷʶʪ ʜʨʫʛ 

ʜʨʫʛʘ, ʦʙʨʘʟʫʷ ʦʙʱʫʶ ʀʊʂʉ, ʩʦʩʪʘʚʣʷʶʱʠʤʠ ʢʦʪʦʨʦʡ ʦʥʠ ʠ ʷʚʣʷʶʪʩʷ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʦʚʨʝ-

ʤʝʥʥʳʝ ʀʊʂʉ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ, ʢʘʢ ʧʨʘʚʠʣʦ, ʤʥʦʛʦʫʨʦʚʥʝʚʳʝ ʠʝʨʘʨʭʠʯʝʩʢʠʝ ʩʪʨʫʢʪʫʨʳ, 

ʧʦʩʪʨʦʝʥʥʳʝ ʥʘ ʧʨʠʥʮʠʧʝ ʦʪʢʨʳʪʳʭ ʩʠʩʪʝʤ (ʪʦ ʝʩʪʴ ʦʙʣʘʜʘʶʱʠʝ ʩʚʦʡʩʪʚʘʤʠ ʠʥʪʝʨʦʧʝʨʘʙʝʣʴ-

ʥʦʩʪʠ (ʘʥʛʣ. interoperability) ï ʩʧʦʩʦʙʥʦʩʪʠ ʢ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ ʩ ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ, ʧʝʨʝʥʦʩʠ-

ʤʦʩʪʠ (ʘʥʛʣ. portability) ʚʦ ʚʨʝʤʝʥʠ ʠ ʧʨʦʩʪʨʘʥʩʪʚʝ ʇʆ, ʜʘʥʥʳʭ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʝʞʜʫ ʩʠʩʪʝ-

ʤʘʤʠ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʱʠʝ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʥʳʡ ʥʘʙʦʨ ʨʝʰʝʥʠʡ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

[64]) ʩ ʨʘʟʛʨʘʥʠʯʝʥʠʝʤ ʬʫʥʢʮʠʡ ʠ ʜʦʩʪʫʧʘ ʢ ʥʠʤ ʠ ʚʩʝʤ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʘʤ ʀʊʂʉ ʥʘ 

ʢʘʞʜʦʤ ʫʨʦʚʥʝ ʠʝʨʘʨʭʠʠ.  

 

1.1.4. ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ ʠ ʩʨʝʜʘ ʠʭ 

ʦʙʨʘʙʦʪʢʠ 

 

ʀʊʂʉ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʦʙʲʝʜʠʥʷʝʪ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ ʫʧʦ-

ʨʷʜʦʯʝʥʥʳʝ ʧʦ ʪʠʧʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʠ ʨʘʟʣʠʯʥʳʝ ʀʊ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʧʨʦʮʝʩʩʳ ʠ 

ʨʝʰʝʥʠʷ ʧʦ ʦʙʨʘʙʦʪʢʝ, ʧʝʨʝʜʘʯʝ ʠ ʭʨʘʥʝʥʠʶ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ ʠʝʨʘʨ-

ʭʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʀʀ) (ʘʥʛʣ. information infrastructure) ï ʩʠʩʪʝʤʳ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʩʪʨʫʢʪʫʨ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʠ ʨʘʟʚʠʪʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʧʨʦʩʪʨʘʥʩʪʚʘ ʠ ʩʨʝʜʩʪʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ [65]. 

ʇʦʜ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʦʤ ʪʨʘʜʠʮʠʦʥʥʦ ʧʦʥʠʤʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʘʢʪʠʚ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠʣʠ ʧʦʪʨʝʙʣʷʝʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʥʝʢʦʪʦʨʦʡ 

ʜʝʷʪʝʣʴʥʦʩʪʠ, ʠ ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʝʛʦ ʦʙʨʘʙʦʪʢʠ ʀʀ. ʀʥʬʦʨʤʘʮʠʦʥʥʳʡ ʘʢʪʠʚ (ʘʥʛʣ. information 

asset) ï ʵʪʦ ʠʥʬʦʨʤʘʮʠʷ ʩ ʨʝʢʚʠʟʠʪʘʤʠ, ʧʦʟʚʦʣʷʶʱʠʤʠ ʝʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ, ʠʤʝʶʱʘʷ ʮʝʥ-

ʥʦʩʪʴ ʜʣʷ ʆʈɻɸʅʀɿɸʎʀʀ, ʥʘʭʦʜʷʱʘʷʩʷ ʚ ʨʘʩʧʦʨʷʞʝʥʠʠ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ 

ʥʘ ʣʶʙʦʤ ʤʘʪʝʨʠʘʣʴʥʦʤ ʥʦʩʠʪʝʣʝ ʚ ʧʨʠʛʦʜʥʦʡ ʜʣʷ ʝʝ ʦʙʨʘʙʦʪʢʠ, ʭʨʘʥʝʥʠʷ ʠʣʠ ʧʝʨʝʜʘʯʠ ʬʦʨʤʝ 

[22, 65]. ʇʨʠʤʝʨʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʷʚʣʷʶʪʩʷ ʮʠʨʢʫʣʠʨʫʶʱʠʝ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ 

ʜʘʥʥʳʝ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʙʘʟʳ ʜʘʥʥʳʭ (ɹɼ) ʠ ʙʘʟʳ ʟʥʘʥʠʡ, ʩʧʨʘʚʦʯʥʠʢʠ, ʘʨʭʠʚʳ, ʨʝʟʝʨʚʥʳʝ ʢʦ-
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ʧʠʠ ʠ ʪ.ʧ., ʩʦʜʝʨʞʘʱʠʝ ʫʧʨʘʚʣʝʥʯʝʩʢʫ ,ʁ ʥʦʨʤʘʪʠʚʥʫ,ʁ ʩʧʨʘʚʦʯʥʫ ,ʁ ʧʣʘʪʝʞʥʫ  ʁʠʥʬʦʨʤʘʮʠ,ʁ 

ʠʥʬʦʨʤʘʮʠ ʁʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʩʨʝʜʩʪʚ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉɿʀ) ʠ ʪ.ʧ. ʇʨʠʤʝʨʥʳʡ ʧʝʨʝʯʝʥʴ ʪʠʧʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ, ʢʦʪʦ-

ʨʳʡ ʬʦʨʤʠʨʫʝʪʩʷ ʢʘʞʜʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʥʘ ʦʩʥʦʚʝ ʠʭ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʢʦʪʦʨʳʡ 

ʥʝ ʜʦʣʞʝʥ ʧʨʦʪʠʚʦʨʝʯʠʪʴ ʥʦʨʤʘʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ (ʈʌ), ʤʦʞʝʪ ʩʦʜʝʨ-

ʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʜʚʘ ʦʩʥʦʚʥʳʭ ʪʠʧʘ ʩ ʧʦʜʪʠʧʘʤʠ:  

1) ʦʪʢʨʳʪʘʷ (ʦʙʱʝʜʦʩʪʫʧʥʘʷ) ʠʥʬʦʨʤʘʮʠʷ (ʥʘʧʨʠʤʝʨ, ʦʧʫʙʣʠʢʦʚʘʥʥʘʷ ʥʘ ʚʝʙ-ʩʘʡʪʝ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʠʥʪʝʨʥʝʪʝ, ʠʣʠ ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʚ ʝʝ ʨʝʢʣʘʤʥʳʭ ʨʦʣʠʢʘʭ); 

2) ʠʥʬʦʨʤʘʮʠʷ ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʚʢʣʶʯʘʶʱʘʷ ʚ ʩʝʙʷ: 

ð ʫʧʨʘʚʣʷʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʠʩʧʦʣʴʟʫʝʤʫʶ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʀʊʂʉ, ʠ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʮʝʜʫʨʘʭ ʝʛʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʧʦʜʜʝʨʞʢʠ; 

ð ʪʝʭʥʦʣʦʛʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʚʢʣʶʯʘʷ ʩʠʩʪʝʤʥʫʶ ʜʦʢʫʤʝʥʪʘʮʠʶ, ʨʫʢʦʚʦʜʩʪʚʘ ʘʜ-

ʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʪ.ʧ.; 

ð ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʠ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʵʣʝʤʝʥʪʦʚ 

ʀʊʂʉ; 

ð ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶ ʩʚʝʜʝʥʠʷ, ʩʦʩʪʘʚʣʷʶʱʠʝ ʨʘʟʣʠʯʥʳʝ ʚʠʜʳ ʪʘʡʥ (ʢʦʤʤʝʨʯʝ-

ʩʢʫʶ, ʙʘʥʢʦʚʩʢʫʶ, ʩʪʨʘʭʦʚʫ,ʁ ʥʘʣʦʛʦʚʫ  ʁʠ ʪ.ʧ.); 

ð ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ (ʇɼʥ); 

ð ʧʣʘʪʝʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ; 

ð ʘʥʘʣʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ; 

ð ʠʥʬʦʨʤʘʮʠʶ ʦ ʙʠʟʥʝʩ-ʢʦʥʪʘʢʪʘʭ, ʜʝʣʦʚʦʡ ʧʝʨʝʧʠʩʢʝ, ʢʦʥʪʨʘʢʪʘʭ ʠ ʧʨ. 

ʀʊʂʉ ʩ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʤʦʞʥʦ ʦʧʠʩʘʪʴ ʢʘʢ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʪʝʣʝ-

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ ʠ ʩʝʪʝʡ ʩʚʷʟʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ ʨʘʩ-

ʧʨʝʜʝʣʝʥʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʧʨʠ ʢʦʣʣʝʢʪʠʚʥʦʤ ʦʙʩʣʫʞʠʚʘʥʠʠ ʝʝ ʫʜʘʣʝʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ. ɺ 

ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʦʩʪʘʚʣʷʶʱʘʷ ʀʊʂʉ ʙʫʜʝʪ ʠʥʪʝʨʝʩʥʘ ʢʘʢ 

ʩʨʝʜʘ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ (ʉʆʀɸ) ï ʩʨʝʜʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ (ʠʣʠ) ʵʢʩʧʣʫʘʪʘ-

ʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ, ʚ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʣʫʯʝʥʠʝ (ʧʦʠʩʢ ʠ ʩʙʦʨ), ʦʙʨʘʙʦʪʢʘ, 

ʭʨʘʥʝʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ (ʧʝʨʝʜʘʯʘ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ) ʠ ʫʥʠʯʪʦʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ [66]. ɼʣʷ 

ʉʆʀɸ ʚʳʜʝʣʷʶʪ ʦʙʲʝʢʪʳ ï ʤʘʪʝʨʠʘʣʴʥʳʝ ʦʙʲʝʢʪʳ ʩʨʝʜʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ (ʠʣʠ) ʵʢʩʧʣʫʘʪʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ, ʬʦʨʤʠʨʦʚʘʥʠʝ ʧʝʨʝʯʥʝʡ ʪʠʧʦʚ ʢʦʪʦʨʳʭ ʪʘʢʞʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʆʈɻɸʅʀɿɸʎʀɽʁ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʝʨʘʨʭʠʝʡ ʫʨʦʚʥʝʡ ʝʝ ʀʀ. ʊʘʢ, ʚ [65] ʚr -

ʜʝʣʝʥʳ ʩʝʤʴ ʫʨʦʚʥʝʡ ʀʀ, ʢʦʪʦʨʳʤ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʦʙʲʝʢʪʦʚ ʉʆʀɸ: 

ð ʥʘ ʬʠʟʠʯʝʩʢʦʤ ʫʨʦʚʥʝ ï ʩʝʪʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʣʠʥʠʠ ʩʚʷʟʠ, ʦʙʦʨʫʜʦʚʘʥʠʝ (ʚ ʪʦʤ 

ʯʠʩʣʝ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ), ʘʧʧʘʨʘʪʫʨʘ ʠ ʉɺʊ (ʚ ʪʦʤ ʯʠʩʣʝ ʧʝʨʠʬʝʨʠʡʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʢʣʠʝʥʪʩʢʠʝ 

ʢʦʤʧʴʶʪʝʨʳ), ʥʦʩʠʪʝʣʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʨʦʯʝʝ, ʘ ʪʘʢʞʝ ʧʦʤʝʱʝʥʠʷ, ʟʜʘʥʠʷ, ʩʦʦʨʫʞʝʥʠʷ, ʛʜʝ 
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ʨʘʟʤʝʱʘʶʪʩʷ ʚʩʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ; 

ð ʥʘ ʫʨʦʚʥʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ï ʩʝʪʝʚʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʠ ʘʧʧʘʨʘʪʥʳʝ ʩʨʝʜʩʪʚʘ: 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʢʦʤʤʫʪʘʪʦʨʳ, ʢʦʥʮʝʥʪʨʘʪʦʨʳ, ʩʝʪʝʚʳʝ ʩʝʨʚʝʨʳ, ʩʝʪʝʚʳʝ ʧʨʠʥʪʝʨʳ ʠ ʧʨ.; 

ð ʥʘ ʫʨʦʚʥʝ ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʨʚʠʩʦʚ ï ʩʝʨʚʠʩ ʧʦʜʜʝʨʞʢʠ ʪʦʯʥʦʛʦ ʚʨʝʤʝʥʠ, ʩʠʩ-

ʪʝʤʘ ʜʦʤʝʥʥʳʭ ʠʤʝʥ (ʘʥʛʣ. Domain Name System, DNS), ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ, ʚʝʙ-ʙʨʘʫʟʝʨʳ, ʫʜʘ-

ʣʝʥʥʳʝ ʪʝʨʤʠʥʘʣʳ, ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʠ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʩʝʨʚʠʩ,r ʩʨʝʜʩʪʚʘ ʨʘʟʨʘʙʦʪʢʠ ʠ ʜʨʫ-

ʛʠʝ ʧʨʠʢʣʘʜʥʳʝ ʠ ʦʙʱʝʩʠʩʪʝʤʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ; 

ð ʥʘ ʫʨʦʚʥʝ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (ʆʉ) ï ʧʨʦʮʝʩʩʳ, ʧʦʨʦʞʜʘʝʤʳʝ ʆʉ, ʧʨʠʣʦʞʝʥʠʷ ʆʉ, 

ʧʨʠʢʣʘʜʥʦʝ ʇʆ ʠ ʧʨ.; 

ð ʥʘ ʫʨʦʚʥʝ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ (ʉʋɹɼ) ï ʬʘʡʣʳ ʜʘʥʥʳʭ, ɹɼ, ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʳʭ, ʘʨʭʠʚʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʠ ʧʨ.; 

ð ʥʘ ʫʨʦʚʥʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʧʨʦʮʝʩʩʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ ï ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʠ ʠʥʳʝ ʪʝʭ-

ʥʦʣʦʛʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ, ʩʣʫʞʝʙʥʦ-ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʠ ʪʝʩʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʧʨ.; 

ð ʥʘ ʫʨʦʚʥʝ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʆʈɻɸʅʀɿɸʎʀʀ ï ʙʠʟʥʝʩ-ʧʣʘʥʳ, ʬʠʥʘʥʩʦʚʳʝ ʩʤʝʪʳ, 

ʧʨʦʛʥʦʟʳ, ʘʥʘʣʠʪʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʳʝ ʠʣʠ ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʧʨʦʮʝʜʫʨʳ, 

ʧʣʘʥʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʤʝʨʳ ʧʦ ʥʝʡʪʨʘʣʠʟʘʮʠʠ ʨʠʩʢʦʚ, ʩʠʩʪʝʤʥʘʷ 

ʜʦʢʫʤʝʥʪʘʮʠʷ, ʨʫʢʦʚʦʜʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʙʠʟʥʝʩ-ʢʦʥʪʘʢʪʳ, ʜʝʣʦʚʘʷ ʧʝʨʝʧʠʩʢʘ ʠ ʧʨ. 

 

1.1.5. ʃʦʛʠʯʝʩʢʘʷ ʩʪʨʫʢʪʫʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʆʙʦʙʱʠʚ ʚʳʰʝ ʧʨʝʜʩʪʘʚʣʝʥʥʦʝ, ʣʦʛʠʯʝʩʢʘʷ ʩʪʨʫʢʪʫʨʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠʟʦʙʨʘ-

ʞʝʥʘ ʥʘ ʨʠʩ. 4. ʂʨʦʤʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʝʡ, ʦʥʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʩʠʩʪʝʤʫ ʠʭ ʠʥʪʝʛʨʘʮʠʠ, ʩʠʩʪʝʤʫ ʜʦʩʪʫʧʘ ʠ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʠ ʠʥʬʦʨʤʘʮʠʠ ʧʦʪʨʝʙʠʪʝʣʷʤ, ʘ 

ʪʘʢʞʝ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ ʩʠʩʪʝʤʫ ʦʙʝʩʧʝʯʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ, ʠʤʝʶʱʫʶ ʚ ʩʚʦʝʤ 

ʩʦʩʪʘʚʝ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʚʩʝʡ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʦʪʜʝʣʴʥʳʤʠ ʝʝ ʵʣʝʤʝʥʪʘʤʠ. ʇʦʜʩʠʩʪʝʤʘʤʠ 

ʜʚʫʭ ʧʦʩʣʝʜʥʠʭ ʩʠʩʪʝʤ ʷʚʣʷʶʪʩʷ ʩʠʩʪʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʉʆʀɹ), ʚʢʣʶʯʘʶʱʘʷ ʩʠʩʪʝʤʫ 

ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʉʋʀɹ).  

ʉʆʀɹ ʀʊʂʉ ʦʙʲʝʜʠʥʷʝʪ ʧʦʜʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʛʘʨʘʥʪʠʨʦʚʘʥʥʫʶ ʟʘʱʠʪʫ ʀʊʂʉ ʚ ʮʝʣʦʤ, ʝʝ ʧʦʜʩʠʩʪʝʤ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨ-

ʩʦʚ, ʧʨʦʮʝʩʩʦʚ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʥʘ ʦʩʥʦʚʝ ʧʨʠʤʝʥʝʥʠʷ ʤʥʦʛʦʫʨʦʚʥʝʚʦʛʦ (ʵʰʝʣʦʥʠʨʦ-

ʚʘʥʥʦʛʦ) ʧʦʜʭʦʜʘ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʧʨʦʮʝʩʩʝ ʚʩʝʛʦ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʈʠʩʫʥʦʢ 4 ï ʃʦʛʠʯʝʩʢʘʷ ʩʪʨʫʢʪʫʨʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

ʆʧʨʝʜʝʣʠʤ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ ʩʠʩʪʝʤʫ ʧʦʜʜʝʨʞʘʥʠʷ ʩʦ-

ʩʪʦʷʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ɽʀʇ ʦʨʛʘʥʠʟʘʮʠʠ (ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʀʊ-ʫʩʣʫʛ, ʭʨʘʥʠʣʠʱ ʠʥʬʦʨʤʘʮʠʠ, ʩʨʝʜʩʪʚ ʦʙʨʘʙʦʪʢʠ ʠ ʧʝʨʝʜʘʯʠ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʪ.ʧ.). ʉʆʀɹ ʩʦʩʪʦʠʪ ʠʟ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʉʋʀɹ) ʠ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 

(ʘʥʛʣ. security controls) ʠ ʧʨʦʮʝʩʩʦʚ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ.  

ʉʆʀɹ ʀʊʂʉ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʩʪʨʫʢʪʫʨʫ (ʚ ʢʦʪʦ-

ʨʫʶ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʎʀʋʉɹ ʢʘʢ ʝʝ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʠʡ ʵʣʝʤʝʥʪ, ʯʪʦ ʧʦʢʘʟʘʥʦ ʜʘʣʝʝ), ʧʦʣʠʪʠʢʫ, 

ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ, ʨʦʣʠ ʠ ʦʙʷʟʘʥʥʦʩʪʠ, ʫʩʪʘʥʦʚʠʚʰʠʡʩʷ ʧʦʨʷʜʦʢ, ʧʨʦʮʝʩʩʳ ʠ ʧʨʦʮʝʜʫʨʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʨʝʩʫʨʩʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. ɺ ʪʨʝʪʴʝʡ ʛʣʘʚʝ ʧʦʢʘʟʘʥʦ, ʯʪʦ ʧʨʠ ʵʪʦʤ ʥʝʧʨʝʤʝʥʥʳʤ ʫʩʣʦʚʠʝʤ ʨʝʟʫʣʴʪʘʪʠʚ-

ʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʎʀʋʉɹ ʜʣʷ ʦʧʝʨʘ-

ʪʠʚʥʦʡ ʢʦʨʨʝʢʮʠʠ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʝʛʦ ʦʙʷʟʘʪʝʣʴʥʦʝ ʚʭʦʞʜʝʥʠʝ ʚ ʩʦ-

ʩʪʘʚ ʉʆʀɹ ʀʊʂʉ ï ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʘʷ ʯʘʩʪʴ ʜʦʣʞʝʥ ʙʳʪʴ ʞʝʩʪʢʦ ʩʚʷʟʘʥ ʩ ʉʆʀɹ ʀʊʂʉ 

ʠ ʚʣʠʷʪʴ ʥʘ ʝʝ ʨʘʟʚʠʪʠʝ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ, ʜʣʷ ʯʝʛʦ ʪʨʝʙʫʝʪʩʷ ʢʦʤʧʣʝʢʩʥʘʷ ʤʝʪʦʜʠʢʘ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ ʨʘʟʨʘʙʦʪʢʘ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʘʩʧʝʢʪʦʚ ʚ ʯʘʩʪʠ ʦʙʫʯʝʥʠʷ ʪʦ-

ʤʫ, ʢʘʢ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦ ʩʦʟʜʘʚʘʪʴ, ʚʥʝʜʨʷʪʴ ʠ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʎʀʋʉɹ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʢʦʤʧʣʝʢʩʥʦʤ ʩʠʩʪʝʤʥʦʤ ʧʦʜʭʦʜʝ, ʚʢʣʶʯʘʶʱʝʤ ʦʨʛʘ-

ʥʠʟʘʮʠʦʥʥʫʶ (ʜʦʢʫʤʝʥʪʘʣʴʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ), ʪʝʭʥʠʯʝʩʢʫʶ (ʪʝʭʥʦʣʦʛʠʠ ʠ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ), ʢʘʜʨʦʚʫʶ (ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʧʝʨʩʦʥʘʣ) ʠ ʜʨʫʛʠʝ ʩʦʩʪʘʚʣʷʶʱʠʝ, ʯʪʦ ʙʫ-

ʜʝʪ ʨʘʩʩʤʦʪʨʝʥʦ ʚ ʧʦʩʣʝʜʫʶʱʠʭ ʛʣʘʚʘʭ ʨʘʙʦʪʳ. 
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1.1.6. ʀʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʩʝʪʴ ʢʘʢ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʘʷ ʩʪʨʫʢʪʫʨʘ 

ʝʜʠʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʦʨʛʘʥʠʟʘʮʠʠ 

 

ɺ ʩʦʚʨʝʤʝʥʥʳʭ ʫʩʣʦʚʠʷʭ ʟʥʘʯʠʪʝʣʴʥʘʷ ʯʘʩʪʴ ʨʝʰʘʝʤʳʭ ʟʘʜʘʯ ʠ ʬʫʥʢʮʠʡ ʝʜʠʥʦʛʦ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ (ɽʀʇ) ʬʦʢʫʩʠʨʫʝʪʩʷ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʉ ʵʪʠʭ ʧʦʟʠʮʠʡ 

ʀʉ ʢʘʢ ʙʘʟʦʚʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ ʜʦʣʞʥʳ ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʠ ʢʘʢ ʪʠʧʦʚʳʝ ʵʣʝʤʝʥʪʳ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʆʩʥʦʚʦʡ ʠʭ ʧʦʩʪʨʦʝʥʠʷ ʷʚʣʷʶʪʩʷ ʩʦʚʨʝʤʝʥʥʳʝ ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʝ 

ʧʣʘʪʬʦʨʤʳ, ʚʢʣʶʯʘʶʱʠʝ ʚ ʩʝʙʷ ʤʦʱʥʳʝ ʩʝʨʚʝʨʳ, ʧʨʦʤʳʰʣʝʥʥʳʝ ʉʋɹɼ, ʩʝʪʝʚʳʝ ʤʘʩʩʠʚʳ 

ʜʘʥʥʳʭ, ʆʉ ʠ ʧʨʠʢʣʘʜʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ, ʘ ʠʭ ʘʨʭʠʪʝʢʪʫʨʘ ʦʩʥʦʚʘʥʘ ʥʘ ʧʨʠʤʝʥʝʥʠʠ 

ʩʦʚʨʝʤʝʥʥʳʭ ʤʥʦʛʦʟʚʝʥʥʳʭ ʠ ʢʣʠʝʥʪ-ʩʝʨʚʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩ ʯʘʩʪʳʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʦʯʪʦ-

ʚʦʛʦ ʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʦʚ.  

ɺʳʰʝ ʧʨʠʚʝʜʝʥʥʳʡ ʘʥʘʣʠʟ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʝʪ ʨʘʩʩʤʘʪʨʠ-

ʚʘʪʴʩʷ ʢʘʢ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʘʷ ʩʪʨʫʢʪʫʨʘ ʝʝ ɽʀʇ. ɺ çʂʦʥʮʝʧʮʠʠ ʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʨʘʟʚʠʪʠʷ 

ʝʜʠʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʈʦʩʩʠʠ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚè [67] ɽʀʇ ʦʧʨʝʜʝʣʝʥʦ ʢʘʢ çʩʦʚʦʢʫʧʥʦʩʪʴ ʙʘʟ ʠ ʙʘʥʢʦʚ ʜʘʥʥʳʭ, ʪʝʭʥʦʣʦ-

ʛʠʡ ʠʭ ʚʝʜʝʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ, 

ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʭ ʥʘ ʦʩʥʦʚʝ ʝʜʠʥʳʭ ʧʨʠʥʮʠʧʦʚ ʠ ʧʦ ʦʙʱʠʤ ʧʨʘʚʠʣʘʤ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʤ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʛʨʘʞʜʘʥ, ʘ ʪʘʢʞʝ ʫʜʦʚʣʝʪʚʦʨʝʥʠʝ ʠʭ ʠʥʬʦʨʤʘʮʠ-

ʦʥʥʳʭ ʧʦʪʨʝʙʥʦʩʪʝʡè. ʆʥʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʝʝ:  

1) ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ, ʩʦʜʝʨʞʘʱʠʝ ʜʘʥʥʳʝ, ʩʚʝʜʝʥʠʷ ʠ ʟʥʘʥʠʷ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ 

ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʥʦʩʠʪʝʣʷʭ ʠʥʬʦʨʤʘʮʠʠ; 

2) ʀʀ ʚ ʩʦʩʪʘʚʝ: 

ð ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʠ ʨʘʟʚʠʪʠʝ ɽʀʇ, ʚ 

ʯʘʩʪʥʦʩʪʠ, ʩʙʦʨ, ʦʙʨʘʙʦʪʢʫ, ʭʨʘʥʝʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʧʦʠʩʢ ʠ ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ; 

ð ʩʨʝʜʩʪʚʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʝʛʦ ʫʯʘʩʪʥʠʢʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʨʦʛʨʘʤʤʥʦ-

ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦïʥʦʨʤʘʪʠʚʥʳʝ ʜʦʢʫʤʝʥʪʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʜʦʩʪʫʧ ʢ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʘʤ ʥʘ ʦʩʥʦʚʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʀʊ. 

ɺ ʉʪʘʥʜʘʨʪʝ ɹʘʥʢʘ ʈʦʩʩʠʠ ʉʊʆ ɹʈ ʀɹɹʉ-1.0-2014 [65] ʚʚʝʜʝʥʦ ʧʦʭʦʞʝʝ ʧʦʥʷʪʠʝ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʦʡ ʩʬʝʨ rï çʩʦʚʦʢʫʧʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʩʫʙʲʝʢʪʦʚ, 

ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʩʙʦʨ, ʬʦʨʤʠʨʦʚʘʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʭʨʘʥʝʥʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʬʦʨʤʘ-

ʮʠʠ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʳ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʵʪʦʤ ʦʪʥʦʰʝʥʠʡè. ʕʪʦ ʧʦʥʷʪʠʝ ʩʫʱʝʩʪ-

ʚʝʥʥʦ ʰʠʨʝ, ʯʝʤ ʙʦʣʝʝ çʪʝʭʥʠʯʝʩʢʦʝè ʧʦʥʷʪʠʝ ɽʀʇ, ʧʦʩʢʦʣʴʢʫ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʪʘʢʞʝ ʚʟʘʠʤʦ-

ʜʝʡʩʪʚʫʶʱʠʭ ʚ ʨʘʤʢʘʭ ɽʀʇ ʩʫʙʲʝʢʪʦʚ ʠ ʩʠʩʪʝʤʫ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʵʪʦʤ ʦʪʥʦ-

ʰʝʥʠʡ. ʇʦʵʪʦʤʫ ʚ ʜʘʣʴʥʝʡʰʝʤ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʙʘ ʪʝʨʤʠʥʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʥʪʝʢʩʪʘ 

ʠʭ ʨʘʩʩʤʦʪʨʝʥʠʷ. 
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ʇʨʠʥʠʤʘʷ ʚʦ ʚʥʠʤʘʥʠʝ ʚʳʰʝ ʧʨʠʚʝʜʝʥʥʳʝ ʨʘʩʩʫʞʜʝʥʠʷ, ʩʜʝʣʘʝʤ ʚʳʚʦʜ, ʯʪʦ ʩ ʩʠʩʪʝʤʦ-

ʪʝʭʥʠʯʝʩʢʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʥʦ ʦʧʠʩʘʪʴ ʢʘʢ: 

ð ʦʪʢʨʳʪʫʶ ʩʠʩʪʝʤʫ ʩ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤ ʫʧʨʘʚʣʝʥʠʝʤ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʮʝʥʪʨʘʣʠʟʦ-

ʚʘʥʥʦ-ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤ ʫʧʨʘʚʣʝʥʠʝʤ ʝʝ ʦʪʜʝʣʴʥʳʤʠ ʵʣʝʤʝʥʪʘʤʠ;  

ð ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʚʩʝʭ ʝʝ ʩʦʩʪʘʚʣʷʶʱʠʭ ʚ 

ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ;  

ð ʚʢʣʶʯʘʶʱʫʶ ʠʥʪʝʛʨʠʨʦʚʘʥʥʫʶ ʩʦʚʦʢʫʧʥʦʩʪʴ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʫʶ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʚʩʝʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʬʝʨ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʗ ʠ 

ʵʬʬʝʢʪʠʚʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʫ ʩʚʷʟʠ, ʠʩʧʦʣʴʟʫʶʱʫʶ 

ʩʦʚʨʝʤʝʥʥʳʝ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ ʦʙʤʝʥʘ ʮʠʬʨʦʚʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʫʯʝʪʦʤ 

ʝʝ ʩʨʦʯʥʦʩʪʠ ʠ ʚʘʞʥʦʩʪʠ; 

ð ʦʩʥʦʚʘʥʥʫʶ ʥʘ ʩʣʦʞʥʦʡ ʧʨʦʩʪʨʘʥʩʪʚʝʥʥʦ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʠʝʨʘʨʭʠ-

ʯʝʩʢʦʡ ʯʝʣʦʚʝʢʦ-ʤʘʰʠʥʥʦʡ ʩʠʩʪʝʤʝ, ʚ ʢʦʪʦʨʦʡ ʩʦʯʝʪʘʶʪʩʷ ʤʘʰʠʥʥʘʷ ʦʙʨʘʙʦʪʢʘ ʠʥʬʦʨʤʘʮʠʠ ʩ 

ʧʨʠʤʝʥʝʥʠʝʤ ʉɺʊ ʠ ʩʨʝʜʩʪʚ ʩʚʷʟʠ ʩ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʯʝʣʦʚʝʢʘ, ʚʳʩʪʫʧʘʶʱʝʛʦ ʚ ʢʘʯʝʩʪʚʝ ʧʦʪʨʝ-

ʙʠʪʝʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʫʩʣʫʛ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʀʊʂʉ ʚ ʘʚʪʦʤʘʪʠ-

ʟʠʨʦʚʘʥʥʦʤ ʨʝʞʠʤʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʨʝʛʣʘʤʝʥʪʘʤʠ; 

ð ʠʤʝʶʱʫʶ ʚ ʩʚʦʝʤ ʩʦʩʪʘʚʝ ʢʦʤʧʣʝʢʩʥʫʶ ʉʆʀɹ.  

 

1.2. ʉʦʚʨʝʤʝʥʥʳʝ ʧʨʦʙʣʝʤ rʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʷʭ 

1.2.1. ʊʝʥʜʝʥʮʠʷ ʚʦʟʨʘʩʪʘʥʠʷ ʫʛʨʦʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ 

 

ʇʝʨʝʜʘʯʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʢʘʥʘʣʘʤ ʩʚʷʟʠ ʀʊʂʉ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦ 

ʩʚʦʠʤʠ ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʘʤʠ, ʫʜʘʣʝʥʥʳʤʠ ʦʬʠʩʘʤʠ ʠ ʧʦʪʨʝʙʠʪʝʣʷʤʠ ʷʚʣʷʝʪʩʷ ʦʛʨʦʤʥʳʤ ʜʦʩʪʠ-

ʞʝʥʠʝʤ ʥʦʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʀʂʊ) (ʘʥʛʣ. Information and 

Communication Technology, ICT), ʥʦ ʠ ʚʳʟʳʚʘʝʪ ʚʧʦʣʥʝ ʦʙʦʩʥʦʚʘʥʥʦʝ ʙʝʩʧʦʢʦʡʩʪʚʦ ʪʝʭ, ʢʪʦ ʦʪ-

ʚʝʯʘʝʪ ʟʘ ʧʝʨʝʜʘʚʘʝʤʳʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʜʘʥʥʳʝ ʠʣʠ ʜʦʩʪʫʧʥʦʩʪʴ ʩʘʤʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʀʊʂʉ 

ʩʦ ʚʩʝʤʠ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʨʝʩʫʨʩʘʤʠ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʤʠ ʫʩʣʫʛʘʤ. ʆʪʩʫʪʩʪʚʠʝ ʜʦʣʞʥʦʛʦ 

ʚʥʠʤʘʥʠʷ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʟʥʘʯʠʪʝʣʴʥʳʤ ʫʙʳʪʢʘʤ. 

ʇʘʨʘʣʣʝʣʴʥʦ ʩ ʢʘʨʜʠʥʘʣʴʥʳʤʠ ʠʟʤʝʥʝʥʠʷʤʠ ʚ ʀʊ-ʩʬʝʨʝ, ʧʨʠʚʝʜʰʠʤʠ ʢ ʩʦʟʜʘʥʠʶ ʀʊʂʉ 

ʚ ʨʘʟʥʳʭ ʦʨʛʘʥʠʟʘʮʠʷʭ, ʧʦʩʪʦʷʥʥʦ ʨʘʩʰʠʨʷʝʪʩʷ ʜʠʘʧʘʟʦʥ ʠ ʩʣʦʞʥʦʩʪʴ ʫʛʨʦʟ ʥʘʨʫʰʝʥʠʷ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʀɹ) (ʜʘʣʝʝ ï ʫʛʨʦʟ ʀɹ), ʦʩʦʙʝʥʥʦ ʩʚʷʟʘʥʥʳʭ ʩ ʥʦʚʳʤʠ ʀʂʊ, ʩʝʪʝʚʳ-

ʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ, ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ ʫʩʣʫʛʘʤʠ. ʆʧʨʝʜʝʣʠʤ ʫʛʨʦʟʫ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ 

ʩʦʚʦʢʫʧʥʦʩʪʴ ʬʘʢʪʦʨʦʚ ʠ ʫʩʣʦʚʠʡ, ʩʦʟʜʘʶʱʠʭ ʦʧʘʩʥʦʩʪʴ ʥʘʨʫʰʝʥʠʷ ʀɹ ʀʊʂʉ 
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ʆʈɻɸʅʀɿɸʎʀʀ, ʚʳʟʳʚʘʶʱʫʶ ʠʣʠ ʩʧʦʩʦʙʥʫʶ ʚʳʟʚʘʪʴ ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ (ʫʱʝʨʙ/ʚʨʝʜ) 

ʜʣʷ ʥʝʝ. ʌʦʨʤʦʡ ʨʝʘʣʠʟʘʮʠʠ (ʧʨʦʷʚʣʝʥʠʷ) ʫʛʨʦʟʳ ʀɹ ʷʚʣʷʝʪʩʷ ʥʘʩʪʫʧʣʝʥʠʝ ʦʜʥʦʛʦ ʠʣʠ ʥʝ-

ʩʢʦʣʴʢʠʭ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʧʨʠʚʦʜʷʱʝʛʦ(ʠʭ) ʢ ʥʘʨʫʰʝʥʠʶ 

ʩʚʦʡʩʪʚ ʀɹ ʦʙʲʝʢʪʘ(ʦʚ) ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ [22]. 

ʄʥʦʛʦʯʠʩʣʝʥʥʳʝ ʝʞʝʛʦʜʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦ ʚʦʧʨʦʩʘʤ ʀɹ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʩʪʨʘʪʝʛʠʠ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʢʦʪʦʨʳʝ ʪʨʘʜʠʮʠʦʥʥʦ ʙʳʣʠ ʦʩʥʦʚʘʥʳ ʥʘ ʩʦʙʣʶʜʝʥʠʠ ʥʦʨʤʘʪʠʚʥʳʭ ʠ ʧʨʘʚʦ-

ʚʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʦʛʨʘʥʠʯʠʚʘʣʠʩʴ ʣʠʰʴ çʟʘʱʠʪʦʡ ʧʝʨʠʤʝʪʨʘè (ʘʥʛʣ. perimeter defense) ʢʦʤʧʴʶ-

ʪʝʨʥʳʭ ʩʝʪʝʡ, ʥʝ ʫʩʧʝʚʘʶʪ ʟʘ ʨʘʩʪʫʱʠʤ ʫʨʦʚʥʝʤ ʨʠʩʢʦʚ ʀɹ ʚ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ. ɺ ʦʪʜʝʣʴʥʳʡ 

ʢʣʘʩʩ ʚʳʜʝʣʷʶʪ ʢʠʙʝʨʘʪʘʢʠ, ʩʦʚʝʨʰʘʝʤʳʝ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. ʄʝʪʦʜʳ, ʧʨʠʤʝʥʷʝʤʳʝ ʟʣʦ-

ʫʤʳʰʣʝʥʥʠʢʘʤʠ ʧʨʠ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʯʝʨʝʟ ʫʩʪʘʨʝʚʰʫʶ ʟʘʱʠʪʫ ʧʝʨʠʤʝʪʨʘ, 

ʪʘʢʞʝ ʫʩʣʦʞʥʷʶʪʩʷ ʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ. ɺ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʦʚ ʧʦʜʦʙʥʦʡ ʪʝʥ-

ʜʝʥʮʠʠ ʤʦʞʥʦ ʧʨʠʚʝʩʪʠ ʧʦʷʚʣʝʥʠʝ ʠ ʨʘʟʚʠʪʠʝ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʘʪʘʢ ʥʘ ʩʠʩʪʝʤʳ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ (ʘʥʛʣ. Internet of Things, IoT) ʠ APT-ʘʪʘʢ (ʘʥʛʣ. Advanced Persistent Threats), ʥʘʧʨʘʚʣʝʥ-

ʥʳʭ ʥʘ ʮʝʣʠ ʦʧʨʝʜʝʣʝʥʥʦʡ ʢʘʪʝʛʦʨʠʠ (ʢʘʢ ʧʨʘʚʠʣʦ, ʜʝʣʦʚʦʛʦ ʠʣʠ ʧʦʣʠʪʠʯʝʩʢʦʛʦ ʭʘʨʘʢʪʝʨʘ), 

ʧʨʦʤʳʰʣʝʥʥʳʡ ʰʧʠʦʥʘʞ ʠ ʢʨʘʞʫ ʙʠʟʥʝʩ-ʠʥʬʦʨʤʘʮʠʠ. ʆʜʠʥ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʩʧʦ-

ʩʦʙʦʚ ʘʪʘʢ ʥʘʯʠʥʘʝʪʩʷ ʩ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʥʘʯʘʣʘ ʧʦʣʫʯʘʪʁ ʜʦʩʪʫʧ ʢ ʧʣʦʭʦ ʟʘʠɦ-

ʝɦʥʥʳʤ ʩʝʨʚʝʨʘʤ ʠ ʢʦʤʧʴʶʪʝʨʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʟʘʪʝʤ ʩ ʥʠʭ ʧʨʦʠʟʚʦʜʪ̫ ʘʪʘʢʠ ʥʘ ʀʉ ʧʦ ʚʩʝ-

ʤʫ ʤʠʨʫ. ʆʥʠ ʫʤʝʶʪ ʦʩʪʦʨʦʞʥʦ ʪʝʩʪʠʨʦʚʘʪʴ ʟʘʱʠʪʫ ʩʝʪʝʡ, ʠʟʙʝʛʘʷ ʦʙʥʘʨʫʞʝʥʠʷ, ʠ, ʥʘʡʜʷ ʫʷʟ-

ʚʠʤʦʩʪʠ, ʠʩʧʦʣʴʟʫʶʪ ʠʭ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʚʦʠʭ ʮʝʣʝʡ. ʅʘʧʨʠʤʝʨ, ʧʨʠʙʝʛʘʶʪ ʢ ʮʝʣʝʚʦʤʫ ʬʠ-

ʰʠʥʛʫ (ʘʥʛʣ. spear phishing), ʟʘʢʣʶʯʘʶʱʝʤʫʩʷ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʩʦʦʙʱʝʥʠʡ ʦʪʜʝʣʴʥʦʡ ʛʨʫʧʧʝ 

ʧʦʣɹʟʦʚʘʪʝʣʝʡ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʭʦʜʩʪʚʦʤ ʠ, ʢʘʢ ʨʝʟʫʣʴʪʘʪ, ʧʦʣʫʯʝʥʠʠ ʥʝʟʘʢʦʥʥʳʤ ʧʫʪʝʤ ʥʝʦʙ-

ʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʡ. ɼʣʷ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʤʦʛʫʪ ʠʩ-

ʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ ʠ ʢʘʥʘʣʳ, ʪʘʢ ʠ ʩʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ (ʘʥʛʣ. social 

engineering). ʆʜʥʦʚʨʝʤʝʥʥʦ ʩ ʵʪʠʤ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʯʠʩʣʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʪʦʯʝʢ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ 

ʩʝʪʠ, ʧʦ ʢʦʪʦʨʳʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʥʦʩʷʪ çʪʦʯʝʯʥʳʝ ʫʜʘʨʳè, ʧʨʠʚʦʜʷʱʠʝ ʢ ʫʪʝʯʢʝ ʢʦʥʬʠ-

ʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʟʘʛʨʫʟʢʝ ʧʨʠʣʦʞʝʥʠʡ ʯʝʨʝʟ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, ʥʝʩʘʥʢʮʠʦʥʠʨʦ-

ʚʘʥʥʦʤʫ ʧʝʨʝʚʦʜʫ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ ʠ ʪ.ʜ.  

ʋʪʨʘʪʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʜʦʩʪʫʧʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʥʝʜʦʩʪʫʧʥʦʩʪʴ 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʤʦʞʝʪ ʦʢʘʟʳʚʘʪʴ ʩʫʱʝʩʪʚʝʥʥʦʝ ʥʝʙʣʘʛʦʧʨʠʷʪʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʨʝʧʫʪʘʮʠʶ 

ʠ ʜʝʷʪʝʣʴʥʦʩʪʴ ʆʈɻɸʅʀɿɸʎʀʀ. ʅʘʧʨʠʤʝʨ, ʩʝʢʨʝʪʥʳʝ ʩʚʝʜʝʥʠʷ ʤʦʛʫʪ ʧʦʧʘʩʪʴ ʚ ʨʫʢʠ ʢʦʥʢʫ-

ʨʝʥʪʦʚ, ʰʧʠʦʥʦʚ ʠ ʪʝʭ, ʢʪʦ ʧʦ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʦʦʙʨʘʞʝʥʠʷʤ ʩʤʦʞʝʪ ʠʭ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʠʣʠ 

ʧʦʜʤʝʥʠʪʴ, ʘ ʥʝʜʦʩʪʫʧʥʦʩʪʴ ʚʝʙ- ʠʣʠ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ ʥʝ ʧʦʟʚʦʣʠʪ ʩʚʦʝʚʨʝʤʝʥʥʦ ʧʦʣʫʯʠʪʴ 

ʪʨʝʙʫʝʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʥʘ ʝʝ ʦʩʥʦʚʝ ʧʨʠʥʷʪʴ ʥʝʦʙʭʦʜʠʤʦʝ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʨʝʰʝʥʠʝ. 

ɺ ʢʘʯʝʩʪʚʝ ʠʣʣʶʩʪʨʘʮʠʠ ʧʨʠʚʝʜʝʤ ʩʪʘʪʠʩʪʠʢʫ ʘʪʘʢ ʟʘ 2020 ʛ. ʦʪ ʠʟʚʝʩʪʥʦʡ ʘʥʘʣʠʪʠʯʝ-

ʩʢʦʡ ʢʦʤʧʘʥʠʠ Hackmaggedon, ʢʦʪʦʨʘʷ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ ʩʚʷʟʘʥʳ ʩ ʨʘʩʧʨʦ-
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ʩʪʨʘʥʝʥʠʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (39,3 %), ʧʦʭʠʱʝʥʠʝʤ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (16,7 %), ʮʝʣʝʥʘʧʨʘʚʣʝʥ-

ʥʤrʠ ʘʪʘʢʘʤʠ (10,7 %), ʚʥʝʜʨʝʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʩʢʨʠʧʪʦʚ (ʦʧʠʩʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʷʟʳʢʘ ʧʨʦ-

ʛʨʘʤʤʠʨʦʚʘʥʠʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʜʝʡʩʪʚʠʡ) (3,7 %), ʩʧʘʤʦʤ (ʥʝʟʘʧʨʘʰʠʚʘʝʤʳʭ ʩʦʦʙʱʝʥʠʡ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ) (1,8 %), DDoS-ʘʪʘʢʘʤʠ (ʘʥʛʣ. Distributed Denial of Service) (1,7 %), ʩʦʟʜʘʥʠ-

ʝʤ ʧʦʜʜʝʣʴʥʳʭ ʩʪʨʘʥʠʮ (1,5 %) ʠ ʥʝʚʝʨʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʡ (1,1 %) [8]. 

ʇʦʩʪʝʧʝʥʥʘʷ ʵʚʦʣʶʮʠʷ ʤʝʪʦʜʠʢ ʘʪʘʢʫʶʱʠʭ ʠ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʛʦʪʦʚʦʛʦ 

ʇʆ ʟʘ ʛʦʜʳ, ʥʘʯʠʥʘʷ ʩ 1980 ʠ ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʨʝʟʢʦ ʩʥʠʟʠʣʘ ʫʨʦʚʝʥʴ ʟʥʘʥʠʡ, ʥʝʦʙʭʦʜʠʤʳʭ 

ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʫʩʧʝʰʥʳʭ ʘʪʘʢ. ʇʦ ʤʝʨʝ ʨʘʟʚʠʪʠʷ ʩʝʪʝʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩʣʦʞʥʦʩʪʴ ʘʪʘʢ ʧʦʩʪʦ-

ʷʥʥʦ ʚʦʟʨʘʩʪʘʣʘ ʧʨʠ ʩʥʠʞʝʥʠʠ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʟʥʘʥʠʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʈʠʩ. 5 [55], ʧʝʨʚʦʥʘ-

ʯʘʣʴʥʦ ʦʪʨʘʞʘʶʱʠʡ ʧʝʨʠʦʜ ʩ 1980 ʧʦ 2000 ʛʛ. ʠ ʩʦʟʜʘʥʥʳʡ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ ʂʘʨʥʝʛʠ-ʄʝʣʣʦʥʘ 

(University Carnegie Mellon), ʙʳʣ ʜʦʧʦʣʥʝʥ ʥʘ ʧʝʨʠʦʜ ʜʦ 2014 ʛ. ʅʘʮʠʦʥʘʣʴʥʦʡ ʣʘʙʦʨʘʪʦʨʠʝʡ 

ʫʥʠʚʝʨʩʠʪʝʪʘ ɸʡʜʘʭʦ (University Idaho National Laboratory). ʆʥ ʥʘʛʣʷʜʥʦ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʪʝʥ-

ʜʝʥʮʠʠ ʧʦʩʣʝʜʥʠʭ ʥʝʩʢʦʣʴʢʠʭ ʜʝʩʷʪʠʣʝʪʠʡ, ʢʦʛʜʘ ʯʝʣʦʚʝʢ, ʠʤʝʶʱʠʡ ʜʦʩʪʘʪʦʯʥʫʶ ʤʦʪʠʚʘʮʠʶ, 

ʚʨʝʤʷ ʠ ʤʠʥʠʤʘʣʴʥʳʝ ʨʝʩʫʨʩʳ, ʤʦʞʝʪ ʙʝʟ ʦʩʦʙʳʭ ʧʨʦʙʣʝʤ ʥʘʥʝʩʪʠ ʟʥʘʯʠʪʝʣʴʥʳʡ ʫʱʝʨʙ ʥʝʟʘ-

ʱʠʱʝʥʥʳʤ ʩʝʪʝʚʳʭ ʨʝʩʫʨʩʘʤ. ɺʩʝ ʵʪʦ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʨʠʩʢʠ ʀɹ ʜʣʷ ʦʙʲʝʢ-

ʪʦʚ ʂʀʀ, ʚʢʣʶʯʘʷ ʀʊʂʉ ʝʝ ʩʫʙʲʝʢʪʦʚ, ʧʨʠʦʙʨʝʣʠ ʩʪʘʪʫʩ ʢʦʤʧʦʥʝʥʪʦʚ ʩʠʩʪʝʤʥʦʛʦ ʨʠʩʢʘ. (ʇʦʜ 

ʨʠʩʢʦʤ ʥʘʨʫʰʝʥʠʷ ʀɹ (ʜʣʷ ʢʨʘʪʢʦʩʪʠ ï ʨʠʩʢ ʀɹ) ʙʫʜʝʤ ʧʦʥʠʤʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʫʶ ʚʦʟʤʦʞ-

ʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʘʢʪʠʚʘ/ʛʨʫʧʧʳ ʘʢʪʠʚʦʚ ʢʦʥʢʨʝʪʥʦʡ ʫʛʨʦʟʦʡ ʀɹ ʜʣʷ ʧʨʠʯʠʥʝ-

ʥʠʷ ʫʱʝʨʙʘ ʦʨʛʘʥʠʟʘʮʠʠ. ʀʟʤʝʨʷʝʪʩʷ ʨʠʩʢ ʀɹ ʠʩʭʦʜʷ ʠʟ ʢʦʤʙʠʥʘʮʠʠ ʚʝʨʦʷʪʥʦʩʪʠ ʩʦʙʳʪʠʷ ʠ 

ʝʛʦ ʧʦʩʣʝʜʩʪʚʠʷ [66]). 

ɺ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʦʧʦʣʘʛʘʶʱʠʭ ʧʨʠʯʠʥ ʜʘʥʥʦʡ ʪʝʥʜʝʥʮʠʠ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ, ʚ ʧʝʨʚʫʶ 

ʦʯʝʨʝʜʴ, ʩʣʦʞʥʦʩʪʴ ʠ ʨʘʟʥʦʨʦʜʥʦʩʪʴ ʀʊʂʉ ʨʘʟʥʳʭ ʩʫʙʲʝʢʪʦʚ ʧʦ ʬʫʥʢʮʠʷʤ, ʩʪʨʫʢʪʫʨʝ ʠ ʦʨʛʘ-

ʥʠʟʘʮʠʦʥʥʦ-ʧʨʘʚʦʚʳʤ ʬʦʨʤʘʤ, ʨʘʩʪʫʱʫʶ ʨʦʣʴ ʨʘʟʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʫʩʣʫʛ 

ʠ ʚʩʝ ʙʦʣʴʰʫʶ ʟʘʚʠʩʠʤʦʩʪʴ ʧʦʩʣʝʜʥʠʭ ʦʪ ʀʂʊ, ʫʩʠʣʠʚʘʶʱʫʶʩʷ ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʴ ʤʝʞʜʫ 

ʚʩʝʤʠ ʫʯʘʩʪʥʠʢʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ, ʘ ʪʘʢʞʝ ʨʦʩʪ ʩʣʦʞʥʦʩʪʠ, ʰʠʨʦʢʦʡ ʥʘ-

ʧʨʘʚʣʝʥʥʦʩʪʠ ʠ ʨʘʟʥʦʦʙʨʘʟʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʢʘʪʝʛʦʨʠʡ ʟʣʦʫʤʳʰʣʝʥ-

ʥʠʢʦʚ ʠ ʮʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʩʣʝʜʫʶʪ, ʢʘʢ ʬʘʢʪʦʨ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʥʦʚʳʭ ʫʛʨʦʟ ʀɹ ʦʪ ʨʘʥʝʝ ʥʝ 

ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠ ʫʷʟʚʠʤʦʩʪʝʡ.  

ɺ ʮʝʣʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʫʙʲʝʢʪ ʂʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʩʦʟʜʘ-

ʥʠʶ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ ʠ ʦʙʝʩʧʝʯʝʥʠʶ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, ʫʪʚʝʨʞʜʝʥʥʳ-

ʤʠ ʬʝʜʝʨʘʣʴʥʳʤ ʦʨʛʘʥʦʤ ʠʩʧʦʣʥʠʪʝʣʴʥʦʡ ʚʣʘʩʪʠ, ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ʈʌ, ʩʦʟʜʘʝʪ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʦʛʦ ʦʙʲʝʢʪʘ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʝʝ ʬʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʝ [7, ʩʪʘʪʴʷ 10]. ʇʨʠ ʵʪʦʤ ʙʝʟʦʧʘʩʥʦʩʪʴ ʂʀʀ, ʚʢʣʶʯʘʶʱʝʡ ʀʊʂʉ ʨʘʟʥʳʭ ʩʫʙʲʝʢ-

ʪʦʚ ï ʵʪʦ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʝʥʥʦʩʪʠ ʂʀʀ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ 

ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʝʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ [7, ʩʪʘʪʴʷ 2]. ʇʦʜ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʦʡ 
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(ʘʥʛʣ. computer attack) ʧʦʥʠʤʘʝʪʩʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦʝ ʚʦʟʜʝʡʩʪʚʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʠ (ʠʣʠ) ʘʧʧʘ-

ʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʥʘ ʦʙʲʝʢʪʳ ʂʀʀ, ʩʝʪʠ ʵʣʝʢʪʨʦʩʚʷʟʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʨʛʘʥʠʟʘ-

ʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ, ʚ ʮʝʣʷʭ ʥʘʨʫʰʝʥʠʷ ʠ (ʠʣʠ) ʧʨʝʢʨʘʱʝʥʠʷ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦ-

ʚʘʥʠʷ ʠ (ʠʣʠ) ʩʦʟʜʘʥʠʷ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʪʘʢʠʤʠ ʦʙʲʝʢʪʘʤʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʅʘʨʘʚʥʝ ʩ ʟʘʢʦʥʥʦʩʪʴʶ, ʢ ʧʨʠʥʮʠʧʘʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ʦʪʥʦʩʷʪʩʷ ʥʝʧʨʝʨʳʚʥʦʩʪʴ 

ʠ ʢʦʤʧʣʝʢʩʥʦʩʪʴ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʠ ʧʨʠʦʨʠʪʝʪ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ [7, ʩʪʘʪʴʷ 4]. 

 

ʈʠʩʫʥʦʢ 5 ï ɺʦʟʨʘʩʪʘʥʠʝ ʩʣʦʞʥʦʩʪʠ ʘʪʘʢ ʧʨʠ ʩʥʠʞʝʥʠʠ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʟʥʘʥʠʡ ʟʣʦ-

ʫʤʳʰʣʝʥʥʠʢʦʚ 

 

ʆʩʦʙʦ ʚʳʜʝʣʠʤ, ʯʪʦ ʩʠʩʪʝʤʦʪʝʭʥʠʯʝʩʢʘʷ ʦʩʥʦʚʘ ʩʦʚʨʝʤʝʥʥʳʭ ʀʊʂʉ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ 

ʵʣʝʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ʩʠʩʪʝʤ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ (ʩʠʩʪʝʤ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ 

(ʘʥʛʣ. cloud computing), ʨʘʟʣʠʯʥʳʭ ʭʨʘʥʠʣʠʱ ʠ ʮʝʥʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ (ʎʆɼ, ʘʥʛʣ. Data 

Centers) ʩ ʤʥʦʞʝʩʪʚʦʤ ʀʉ ʠ ʪ.ʧ.), ʯʪʦ ʥʝʩʝʪ ʧʦʚʳʰʝʥʥʫʶ ʫʛʨʦʟʫ ʝʝ ʟʘʱʠʱʝʥʥʦʩʪʠ. ʇʨʦʛʨʘʤʤʠ-

ʨʫʝʤʳʝ ʩʝʪʠ, ʫʧʨʘʚʣʷʝʤʳʝ ʇʆ, ʘ ʥʝ ʘʧʧʘʨʘʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ, ʦʙʣʘʜʘʶʪ ʨʷʜʦʤ ʫʷʟʚʠʤʦʩʪʝʡ, ʘ 

ʪʘʢʞʝ ʩʦʟʜʘʶʪ ʟʘʜʝʨʞʢʠ ʚ ʦʙʨʘʙʦʪʢʝ ʪʨʘʬʠʢʘ ʫʧʨʘʚʣʝʥʠʷ ʧʝʨʝʜʘʯʝʡ ʜʘʥʥʳʭ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʨʝʘ-

ʣʠʟʦʚʳʚʘʪʴ ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ ʥʘ ʫʨʦʚʥʝ ʇʆ. ʇʷʪʦʝ ʧʦʢʦʣʝʥʠʝ ʤʦʙʠʣʴʥʳʭ ʩʝʪʝʡ (5G), ʢʘʢ ʠ 
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ʣʶʙʦʝ ʥʦʚʰʝʩʪʚʦ, ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʟʣʦʫʤʳʰ-

ʣʝʥʥʠʢ, ʠ ʪ.ʧ. ʇʨʦʠʣʣʁʩʪʨʠʨʫʝʤ ʪʦʣʴʢʦ ʦʜʠʥ ʘʩʧʝʢʪ ʥʝʟʘʱʠʱʝʥʥʦʩʪʠ ʦʙʣʘʯʥʳʭ ʭʨʘʥʠʣʠʱ, ʦʪ-

ʢʨʳʚʘʶʱʠʡ ʧʫʪʴ ʢ ʘʪʘʢʘʤ ʠ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʦʙʟʦʨʝ ʟʘ 2020 ʛ. ʢʦʤʧʘʥʠʝʡ Verizon [9]:             

22 % ʥʘʨʫʰʝʥʠʡ ʚ ʵʪʦʤ ʛʦʜʫ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʦʙʣʘʯʥʳʤʠ ʘʢʪʠʚʘʤʠ, ʧʨʠ ʵʪʦʤ ʚ 71 % ʟʘʨʝʛʠʩʪʨʠ-

ʨʦʚʘʥʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ ʣʦʢʘʣʴʥʳʝ ʘʢʪʠʚʳ; 70 % ʘʪʘʢ ʙʳʣʦ ʩʦʚʝʨʰʝʥʦ ʚʥʝʰʥʠʤʠ 

ʥʘʨʫʰʠʪʝʣʷʤʠ, ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʧʨʝʩʪʫʧʥʦʩʪʴ ʠʤʝʣʘ ʦʪʥʦʰʝʥʠʝ ʢ 55 % ʠʟ ʥʠʭ; 81% ʥʘʨʫʰʝʥʠʡ 

ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ ʪʝʯʝʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʜʥʝʡ ʠʣʠ ʨʘʥʴʰʝ; ʫ 58 % ʞʝʨʪʚ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦ-

ʚʘʥʳ ʣʠʯʥʳʝ ʜʘʥʥʳʝ; 86 % ʥʘʨʫʰʝʥʠʡ ʠʤʝʣʠ ʬʠʥʘʥʩʦʚʳʝ ʤʦʪʠʚʳ; 43% ʘʪʘʢ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ 

ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʤʠ. 

 

1.2.2. ɿʘʜʘʯʠ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ 

 

ʇʨʦʙʣʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʝʪʩʷ ʩʣʦʞʥʦʡ ʠ ʤʥʦʛʦʧʣʘʥʦʚʦʡ, 

ʦʭʚʘʪʳʚʘʝʪ ʨʷʜ ʚʘʞʥʳʭ ʟʘʜʘʯ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ 

ʧʨʦʛʨʘʤʤʥʦ-ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ ʠ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʉʆʀɹ ʀʊʂʉ ʧʦʣʦ-

ʞʝʥʠʝ ʫʩʣʦʞʥʷʝʪʩʷ ʪʝʤ, ʯʪʦ ʀʊʂʉ, ʢʘʢ ʧʨʘʚʠʣʦ, ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʧʝʨʠʨʫʝʪ ʢʘʢ ʠʥʬʦʨʤʘʮʠʝʡ ʦʛ-

ʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ï ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ, ʪʘʢ ʠ ʦʪʢʨʳʪʦʡ (ʦʙʱʝʜʦʩʪʫʧʥʦʡ) ʠʥʬʦʨʤʘʮʠʝʡ. ʉ 

ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʥʝʩʤʦʪʨʷ ʥʘ ʨʝʘʣʠʟʘʮʠʶ ʚ ʀʊʂʉ ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʯʠʩʣʦ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʚ ʧʨʦʮʝʩʩʝ ʝʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʥʝ ʪʦʣʴʢʦ ʥʝ 

ʫʤʝʥʴʰʘʝʪʩʷ, ʥʦ ʠ ʧʦʩʪʦʷʥʥʦ ʚʦʟʨʘʩʪʘʝʪ. ʇʦʵʪʦʤʫ ʚ ʉʆʀɹ ʀʊʂʉ ʜʦʣʞʥʳ ʠʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʠ 

ʢʦʤʧʣʝʢʩʥʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪʳ ʦʙʱʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʀɹ, ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ. 

ʅʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʩʣʦʞʥʳʤ ʩʝʪʝʚʳʤ ʘʪʘʢʘʤ ʷʚʣʷʝʪʩʷ ʜʚʠʞʫʱʝʡ ʩʠʣʦʡ 

ʨʘʟʨʘʙʦʪʢʠ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʯʪʦ ʪʨʝʙʫʝʪ ʩʣʦʞʥʳʭ ʩʪʨʫʢʪʫʨ ʠ ʘʜʝʢ-

ʚʘʪʥʳʭ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʀɹ ʥʘ ʨʘʟʣʠʯʥʳʭ ʫʨʦʚʥʷʭ: ʜʣʷ ʯʘʩʪʥʳʭ ʣʠʮ, ʦʨʛʘʥʠʟʘʮʠʡ ʨʘʟ-

ʣʠʯʥʦʛʦ ʨʘʟʤʝʨʘ, ʧʦʜʯʠʥʝʥʥʦʩʪʠ ʠ ʩʬʝʨʳ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʜʣʷ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ï 

ʩʪʨʘʥ ʠ ʩʦʭʨʘʥʝʥʠʷ ʤʠʨʘ ʚ ʮʝʣʦʤ. ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ ʩʫʙʲʝʢʪʳ ʂʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʠʩʚʦʝʥʥʦʡ 

ʝʤʫ ʢʘʪʝʛʦʨʠʝʡ ʟʥʘʯʠʤʦʩʪʠ [21] (ʩʘʤʘʷ ʚʳʩʦʢʘʷ ï ʧʝʨʚʘʷ, ʩʘʤʘʷ ʥʠʟʢʘʷ ï ʪʨʝʪʴʷ) ʠʣʠ ʦʪʩʫʪʩʪʚʠ-

ʝʤ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʠʩʚʦʝʥʠʷ ʢʘʪʝʛʦʨʠʠ ʦʙʷʟʘʥʳ ʩʦʙʣʶʜʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʀʊʂʉ ʠ ʩʦʟʜʘʚʘʪʴ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʩʥʦʚʥʳʤʠ ʟʘʜʘʯʘ-

ʤʠ ʢʦʪʦʨʳʭ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ [7, ʩʪʘʪʴʷ 10]: 

1) ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʥʝʧʨʘʚʦʤʝʨʥʳʭ ʜʝʡʩʪʚʠʡ, ʚʢʣʶʯʘʷ ʜʦʩʪʫʧ, ʫʥʠʯʪʦʞʝʥʠʝ, ʤʦʜʠʬʠʮʠ-

ʨʦʚʘʥʠʝ, ʙʣʦʢʠʨʦʚʘʥʠʝ, ʢʦʧʠʨʦʚʘʥʠʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ, ʦʙʨʘʙʘ-

ʪʳʚʘʝʤʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ; 

2) ʥʝʜʦʧʫʱʝʥʠʝ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʨʝʟʫʣʴ-
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ʪʘʪʝ ʢʦʪʦʨʦʛʦ ʤʦʞʝʪ ʙʳʪʴ ʥʘʨʫʰʝʥʦ ʠ (ʠʣʠ) ʧʨʝʢʨʘʱʝʥʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ; 

3) ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʦʙʝʩʧʝʯʠʚʘʝʤʦʛʦ, ʚ ʪʦʤ 

ʯʠʩʣʝ, ʟʘ ʩʯʝʪ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʵʪʦʛʦ ʠʥʬʦʨʤʘʮʠʠ; 

4) ʥʝʧʨʝʨʳʚʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʠʩʪʝʤʦʡ ʦʙʥʘʨʫʞʝʥʠʷ, ʧʨʝʜʫʧʨʝʞ-

ʜʝʥʠʷ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʈʌ           

(ɻʦʩʉʆʇʂɸ [25]). 

ʈʝʰʝʥʠʝ ʧʝʨʚʦʡ ʟʘʜʘʯʠ ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʦʙʝʩʧʝʯʝʥʠʠ ʚʳʩʦʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʠɦ-

ʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʘʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʪʘʢʘʷ ʝʝ ʩʧʦʩʦʙʥʦʩʪʴ, ʧʨʠ 

ʢʦʪʦʨʦʡ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʟʜʘʥʘ ʘʜʝʢʚʘʪʥʘʷ ʟʘʱʠʱʝʥʥʘʷ ʩʨʝʜʘ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʀɹ ʜʣʷ ʧʦʣʫʯʝʥʠʷ (ʧʦʠʩʢʘ ʠ ʩʙʦʨʘ), ʦʙʨʘʙʦʪʢʠ, ʭʨʘʥʝ-

ʥʠʷ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ (ʧʝʨʝʜʘʯʠ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ) ʠ ʫʥʠʯʪʦʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. ʆʙʦʙʱʠʚ ʦʧ-

ʨʝʜʝʣʝʥʠʷ ʠʟ [2, 5-7, 22], ʚ ʮʝʣʷʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʩʬʦʨʤʫʣʠʨʫʝʤ ʩʣʝʜʫʶʱʝʝ ʧʦʥʷʪʠʝ: 

ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

ʆʈɻɸʅʀɿɸʎʀʀ (ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ) ï ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʝʥʥʦʩʪʠ ʊʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʠ ʧʝʨʝʜʘʯʠ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʠʥʬʦʨʤʘʮʠʠ, 

ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʀʊ, ʉɺʊ ʠ ʩʨʝʜʩʪʚ ʩʚʷʟʠ, 

ʚʢʣʶʯʘʶʱʝʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʠ ʦʙʝʩʧʝʯʠ-

ʚʘʶʱʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩ-

ʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʨʠ ʵʪʦʤ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʥʘʨʫ-

ʰʝʥʠʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʀʊʂʉ ʠ ʫʨʦʚʝʥʴ ʨʠʩʢʘ 

ʥʘʨʫʰʝʥʠʷ ʚʩʝʭ ʩʚʦʡʩʪʚ ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ 

ʮʠʢʣʘ ʧʨʠʝʤʣʝʤʳ ʢʘʢ ʜʣʷ ʠʭ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʘʢ ʠ ʚʣʘʜʝʣʴʮʘ. ɿʘʱʠʱʝʥʥʦʩʪʴ ʜʦʩʪʠʛʘʝʪʩʷ ʦʙʝʩʧʝ-

ʯʝʥʠʝʤ ʩʦʚʦʢʫʧʥʦʩʪʠ ʩʚʦʡʩʪʚ ʀɹ ï ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ, ʜʦʩʪʫʧʥʦʩʪʠ, ʧʦʜʣʠʥʥʦ-

ʩʪʠ, ʧʦʜʦʪʯʝʪʥʦʩʪʠ, ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ, ʧʨʠʦʨʠʪʝʪʥʦʩʪʴ ʢʦʪʦʨʳʭ ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʟʥʘʯʠʤʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʠʥʪʝʨʝʩʦʚ (ʮʝʣʝʡ) ʆʈɻɸʅʀɿɸʎʀʀ.  

ʊʦʛʜʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʚʟʘʠʤʦʫʚʷ-

ʟʘʥʥʳʭ ʧʨʘʚʦʚʳʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ, ʦʧʝʨʘʪʠʚʥʦ-ʨʦʟʳʩʢʥʳʭ, ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʭ, ʢʦʥʪʨʨʘʟʚʝʜʳ-

ʚʘʪʝʣʴʥʳʭ, ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʠʭ, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʘʥʘʣʠʪʠʯʝʩʢʠʭ, ʢʘʜʨʦʚʳʭ, ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʠ 

ʠʥʳʭ ʤʝʨ ʧʦ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʶ, ʦʙʥʘʨʫʞʝʥʠʶ, ʩʜʝʨʞʠʚʘʥʠʶ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ, ʦʪʨʘʞʝʥʠʶ ʫʛ-

ʨʦʟ ʀɹ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʠʭ ʧʨʦʷʚʣʝʥʠʷ ʜʣʷ ʀʊʂʉ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [2]) (ʜʘʣʝʝ 

ʵʪʦ ʧʦʥʷʪʠʝ ʫʪʦʯʥʝʥʦ ʚ ʛʣʘʚʝ 3). ʇʨʠ ʵʪʦʤ ʟʘʱʠʪʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʣʦʢʘʣʴ-

ʥʳʭ ʩʝʛʤʝʥʪʦʚ ʀʊʂʉ ʠ ʦʪʜʝʣʴʥʳʭ ʉɺʊ (ʥʘʧʨʠʤʝʨ, ʢʦʤʧʴʶʪʝʨʦʚ) ʯʝʨʝʟ ʦʪʢʨʳʪʳʝ ʩʝʪʠ ʪʠʧʘ ʠʥ-

ʪʝʨʥʝʪʘ ʤʦʞʥʦ ʩʚʝʩʪʠ ʢ ʢʘʯʝʩʪʚʝʥʥʦʤʫ ʠ ʦʧʝʨʘʪʠʚʥʦʤʫ ʨʝʰʝʥʠʶ ʜʚʫʭ ʙʘʟʦʚʳʭ ʟʘʜʘʯ (ʨʠʩ. 6): 



44 

 

 

1) ʟʘʱʠʪʘ ʜʘʥʥʳʭ ʚ ʧʨʦʮʝʩʩʝ ʧʝʨʝʜʘʯʠ ʧʦ ʦʪʢʨʳʪʳʤ ʢʘʥʘʣʘʤ ʩʚʷʟʠ, ʚʳʩʦʢʘʷ ʨʝʟʫʣʴʪʘ-

ʪʠʚʥʦʩʪʴ ʢʦʪʦʨʦʡ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʘ ʟʘ ʩʯʝʪ ʨʝʘʣʠʟʘʮʠʠ ʩʣʝʜʫʶʱʠʭ ʩʚʷʟʘʥʥʳʭ ʤʝʞʜʫ ʩʦ-

ʙʦʡ ʠ ʜʦʧʦʣʥʷʶʱʠʭ ʜʨʫʛ ʜʨʫʛʘ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʯʪʦ ʩʜʝʣʘʥʦ, ʥʘʧʨʠʤʝʨ, ʚ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘ-

ʩʪʥʳʭ ʩʝʪʷʭ (ɺʏʉ) (ʘʥʛʣ. Virtial  Private Networks, VPN): 

ð ʘʫʪʝʥʪʠʬʠʢʘʮʠ ̫(ʫʩʪʘʥʦʚʣʝʥʠʝ ʧʦʜʣʠʥʥʦʩʪʠ) ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʭ ʩʪʦʨʦʥ;  

ð ʰʠʬʨʦʚʘʥʠʝ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ;  

ð ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʧʦʜʣʠʥʥʦʩʪʠ ʠ ʮʝʣʦʩʪʥʦʩʪʠ ʜʦʩʪʘʚʣʝʥʥʳʭ ʜʘʥʥʳʭ; 

ð ʟʘʱʠʪʘ ʦʪ ʘʪʘʢ ʧʦʚʪʦʨʦʤ (ʘʥʛʣ. replay attack), ʟʘʜʝʨʞʢʠ ʠ ʫʜʘʣʝʥʠʷ ʩʦʦʙʱʝʥʠʡ; 

ð ʟʘʱʠʪʘ ʦʪ ʦʪʨʠʮʘʥʠʷ ʬʘʢʪʦʚ ʦʪʧʨʘʚʣʝʥʠʷ ʠ ʧʨʠʝʤʘ ʩʦʦʙʱʝʥʠʡ; 

2) ʟʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʧʫʙʣʠʯʥʳʤ ʢʘʥʘʣʘʤ ʩʚʷʟʠ ʦʪʜʝʣʴʥʳʭ ʩʝʛʤʝʥʪʦʚ ʀʊʂʉ ʠ ʉɺʊ 

ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʩʦ ʩʪʦʨʦʥʳ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʦʡ ʚʥʝʰ-

ʥʝʡ ʩʨʝʜʳ ʧʫʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʠ ʬʠʣʴʪʨʘʮʠʠ ʜʚʫʩʪʦʨʦʥʥʠʭ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ ï ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦ-

ʜʷʱʝʛʦ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ ʧʦʩʨʝʜʥʠʯʝʩʪʚʘ ʧʨʠ ʦʙʤʝʥʝ ʜʘʥʥʳʤʠ, ʨʝʘʣʠʟʦʚʘʥʥʘʷ ʚ 

ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʘʭ (ʄʕ) (ʘʥʛʣ. Firewalls) ʨʘʟʥʦʛʦ ʫʨʦʚʥʷ, ʩʠʩʪʝʤʘʭ ʦʪʨʘʞʝʥʠʷ ʘʪʘʢ ʪʠʧʘ çʨʘʩ-

ʧʨʝʜʝʣʝʥʥʳʡ ʦʪʢʘʟ ʚ ʦʙʣʫʞʠʚʘʥʠʠè (DDoS-ʘʪʘʢ), ʩʠʩʪʝʤʘʭ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ (ʉʆɺ/ʉʇɺ) (ʘʥʛʣ. Intrusion Detection and Prevention Systems, IDS/IPS) ʠ ʜʨʫʛʠʭ ʩʨʝʜ-

ʩʪʚʘʭ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʪʦʨʘʷ ʠ ʪʨʝʪʴʷ ʟʘʜʘʯʠ ʦʟʥʘʯʘʶʪ, ʯʪʦ ʢ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʝʜʲʷʚʣʷʝʪʩʷ ʪʨʝʙʦʚʘ-

ʥʠʝ ʥʝʧʨʝʨʳʚʥʦ ʦʙʝʩʧʝʯʠʚʘʪʴ ʧʦʜʜʝʨʞʘʥʠʝ ʝʝ ʚʘʞʥʝʡʰʝʛʦ ʠʥʪʝʛʨʘʣʴʥʦʛʦ ʩʚʦʡʩʪʚʘ ï

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ (ʘʥʛʣ. operational resilience) ï ʩʧʦʩʦʙʥʦʩʪʠ ʨʝʛʫʣʠʨʦʚʘʪʴ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩ ʮʝʣʴʶ ʧʦʜʜʝʨʞʘʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʦʧʝʨʘʮʠʡ ʧʨʠ ʦʞʠʜʘʝʤʳʭ ʫʩʣʦʚʠʷʭ ʠ ʚ 

ʫʩʣʦʚʠʷʭ ʫʞʝʩʪʦʯʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ, ʥʘʨʫʰʝʥʠʡ ʠ ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚ [23] (ʩʨʘʟʫ 

ʦʛʦʚʦʨʠʤʩʷ, ʯʪʦ ʜʘʥʥʳʡ ʪʝʨʤʠʥ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ [2] ʚ ʬʦʨʤʫʣʠʨʦʚʢʝ çʫʩʪʦʡʯʠʚʦʩʪʴ ʬʫʥʢʮʠʦʥʠ-

ʨʦʚʘʥʠʷè, ʚ ʪʝʨʤʠʥʦʣʦʛʠʠ ɹʘʥʢʘ ʈʦʩʩʠʠ ʵʪʦ ï çʦʧʝʨʘʮʠʦʥʥʘʷ ʥʘʜʝʞʥʦʩʪʴè, ʭʦʪʷ ʠʥʦʛʜʘ ʚ ʧʫʙ-

ʣʠʢʘʮʠʷʭ ʝʱʝ ʚʩʪʨʝʯʘʝʪʩʷ ʪʝʨʤʠʥ çʦʧʝʨʘʮʠʦʥʥʘʷ ʫʩʪʦʡʯʠʚʦʩʪʴè). ɺ ʩʣʫʯʘʝ ʧʦʪʝʨʠ ʵʪʦʛʦ ʩʚʦʡ-

ʩʪʚʘ ʚʩʝʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠʣʠ ʝʝ ʦʪʜʝʣʴʥʳʤʠ ʵʣʝʤʝʥʪʘʤʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʘʪʘʢ, ʜʣʠʪʝʣʴʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʦʩʣʝ ʥʠʭ ʠʣʠ ʧʦ ʜʨʫʛʠʤ ʧʨʠʯʠʥʘʤ ʟʘʪʨʦʥʫ-

ʪʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʠ ʫʩʣʫʛʠ ʩʪʘʥʦʚʷʪʩʷ ʥʝʜʦʩʪʫʧʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ʉʣʝʜʦʚʘ-

ʪʝʣʴʥʦ, ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʠ ʚʦʟʜʝʡʩʪʚʠʠ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʘʪʘʢ ʜʦʣʞʥʘ ʦʙʝʩʧʝʯʠʚʘʪʴʩʷ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ [24]: çʚ ʤʘʣʦʤè ð ʧʨʠ ʥʝʤ ʜʦʩʪʘʪʦʯʥʦ ʤʘʣʦʝ ʦʪ-

ʢʣʦʥʝʥʠʝ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʦʪ ʠʩʭʦʜʥʦʛʦ (ʫʩʪʘʥʦʚʠʚʰʝʛʦʩʷ) ʩ ʪʝʯʝʥʠʝʤ ʚʨʝʤʝʥʠ ʫʤʝʥʴʰʘʝʪʩʷ ʠ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʠʩʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ ʠ çʚ ʙʦʣʴʰʦʤè ð ʧʨʠ ʥʝʤ ʬʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʝ ʀʊʂʉ, ʧʦʣʫʯʠʚ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʦʝ ʥʘʯʘʣʴʥʦʝ ʦʪʢʣʦʥʝʥʠʝ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʠʩ-

ʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ ʧʦʩʣʝ ʧʨʝʢʨʘʱʝʥʠʷ ʜʝʡʩʪʚʠʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʠ. ʀʊʂʉ ʢʘʢ ʩʣʦʞʥʦʡ ʩʠʩʪʝ-

ʤʝ, ʧʦʚʝʜʝʥʠʝ ʢʦʪʦʨʦʡ ʦʩʥʦʚʘʥʦ ʥʘ ʘʢʪʝ ʨʝʰʝʥʠʷ ï ʚʳʙʦʨʝ ʠʟ ʘʣʴʪʝʨʥʘʪʠʚ, ʧʨʠʩʫʱʘ ʘʢʪʠʚʥʘʷ 
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ʬʦʨʤʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ. ʇʦʚʝʜʝʥʠʝ ʀʊʂʉ ʧʨʠ ʵʪʦʤ ʷʚʣʷʝʪʩʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤ, 

ʧʦʩʢʦʣʴʢʫ ʀʊʂʉ ʩʪʨʝʤʠʪʩʷ ʜʦʩʪʠʛʥʫʪʴ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʛʦ ʜʣʷ ʥʝʝ ʩʦʩʪʦʷʥʠʷ ï ʚʳʧʦʣʥʝʥʠʷ ʮʝ-

ʣʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 

 

ʈʠʩʫʥʦʢ 6 ï ɿʘʜʘʯʠ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

ʂʦʥʢʨʝʪʠʟʘʮʠʷ ʯʝʪʚʝʨʪʦʡ ʟʘʜʘʯʠ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʷʟʘʥʥʦʩʪʝʡ ʩʫʙʲʝʢʪʦʚ ʂʀʀ ʧʨʠʚʦʜʠʪʩʷ 

ʚ [7, ʩʪʘʪʴʷ 9]. ʊʘʢ, ʩʫʙʲʝʢʪʳ ʂʀʀ ʦʙʷʟʘʥʳ: 

1) ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʠʥʮʠʜʝʥ-

ʪʘʭ ʬʝʜʝʨʘʣʴʥʳʡ ʦʨʛʘʥ ʠʩʧʦʣʥʠʪʝʣʴʥʦʡ ʚʣʘʩʪʠ, ʫʧʦʣʥʦʤʦʯʝʥʥʳʡ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʬʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʷ ɻʦʩʉʆʇʂɸ, ʠ, ʝʩʣʠ ʩʫʙʲʝʢʪ ʂʀʀ ʦʩʫʱʝʩʪʚʣʷʝʪ ʜʝʷʪʝʣʴʥʦʩʪʴ ʚ ʙʘʥʢʦʚʩʢʦʡ ʩʬʝ-

ʨʝ ʠ ʚ ʠʥʳʭ ʩʬʝʨʘʭ ʬʠʥʘʥʩʦʚʦʛʦ ʨʳʥʢʘ, ʪʦ ʠ ʎʝʥʪʨʘʣʴʥʳʡ ʙʘʥʢ ʈʌ; 

2) ʦʢʘʟʳʚʘʪʴ ʩʦʜʝʡʩʪʚʠʝ ʜʦʣʞʥʦʩʪʥʳʤ ʣʠʮʘʤ ʬʝʜʝʨʘʣʴʥʦʛʦ ʦʨʛʘʥʘ ʠʩʧʦʣʥʠʪʝʣʴʥʦʡ ʚʣʘ-

ʩʪʠ, ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ɻʦʩʉʆʇʂɸ, ʚ ʦʙʥʘʨʫʞʝʥʠʠ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʫʩʪʘʥʦʚʣʝʥʠʠ ʧʨʠʯʠʥ ʠ ʫʩʣʦ-

ʚʠʡ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʠʥʮʠʜʝʥʪʦʚ; 

3) ʚ ʩʣʫʯʘʝ ʫʩʪʘʥʦʚʢʠ ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ ʩʨʝʜʩʪʚ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʀɹ, ʦʙʝʩʧʝʯʠʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʧʦʨʷʜʢʘ, ʪʝʭʥʠʯʝʩʢʠʭ ʫʩʣʦʚʠʡ ʫʩʪʘʥʦʚʢʠ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʪʘʢʠʭ 

ʩʨʝʜʩʪʚ, ʠʭ ʩʦʭʨʘʥʥʦʩʪʴ. 

ʏʝʪʚʝʨʪʘʷ ʟʘʜʘʯʘ ʤʦʞʝʪ ʙʳʪʴ ʨʝʰʝʥʘ ʥʘʠʙʦʣʝʝ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ ʦʙʨʘʟʦʤ ʟʘ ʩʯʝʪ ʩʦʟʜʘʥʠʷ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʩʪʨʫʢʪʫʨʥʦʡ ʝʜʠʥʠʮʳ, ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʥʘʜʝʣʝʥ-



46 

 

 

ʥʦʡ ʜʦʣʞʥʳʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʠ ʠʤʝʶʱʝʡ ʥʝʦʙʭʦʜʠʤʳʝ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʠ ʢʦʤʧʝ-

ʪʝʥʮʠʠ ʜʣʷ ʥʝʧʨʝʨʳʚʥʦʛʦ ʠ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ɻʦʩʉʆʇʂɸ ʩ ʮʝʣʴʶ ʦʙʥʘ-

ʨʫʞʝʥʠʷ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ 

ʨʝʩʫʨʩʳ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʫʙʲʝʢʪʘ ʂʀʀ. ʕʪʘ ʞʝ ʩʪʨʫʢʪʫʨʥʘʷ ʝʜʠʥʠʮʘ ʜʦʣʞʥʘ ʙʳʪʴ ʩʧʦ-

ʩʦʙʥʘ ʨʝʰʘʪʴ ʠ ʧʝʨʚʳʝ ʪʨʠ ʟʘʜʘʯʠ, ʨʝʘʣʠʟʫʷ ʫʧʨʝʞʜʘʶʱʫʶ ʩʪʨʘʪʝʛʠʶ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ, ʚ ʢʦ-

ʥʝʯʥʦʤ ʩʯʝʪ, ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʫʩʪʦʡʯʠʚʦʩʪ ɹʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʨʠʥʮʠʧ ʫʧʨʝʞʜʘʶʱʝʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʡ ʚ 

ʦʪʥʦʰʝʥʠʠ ʚʦʟʤʦʞʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʜʦ ʠʭ ʧʦʷʚʣʝʥʠʷ, ʥʘʧʨʘʚʣʝʥʥʦʤ ʥʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠ 

ʤʠʥʠʤʠʟʘʮʠʶ ʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʟʘ ʩʯʝʪ ʧʦʩʪʦʷʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ 

ʢʦʥʪʝʢʩʪʝ ʚʩʝʭ ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʳʭ (ʩʦʚʤʝʩʪʥʦ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʠ ʘʥʘʣʠʟʠʨʫʝʤʳʭ) ʜʘʥʥʳʭ ʦ 

ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ ʀʊʂʉ ʩʦʙʳʪʠʷʭ, ʠʤʝʶʱʠʭ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ, ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʨʘʟʚʠʪʠʷ ʩʠʪʫʘ-

ʮʠʠ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ çʙʘʨʴʝʨʦʚ ʟʘʱʠʪʳè ʥʘ ʧʫʪʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʪʘʢʠʭ ʜʝʡʩʪʚʠʡ. 

ʇʦʜ ʩʦʙʳʪʠʝʤ ʀɹ (ʘʥʛʣ. information security event, IS event) ʧʦʥʠʤʘʝʪʩ ̫ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʝ 

ʧʦʷʚʣʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʘʢʪʠʚʘ ʦʨʛʘʥʠʟʘʮʠʠ (ʩʠʩʪʝʤʳ, ʩʝʨʚʠʩʳ ʠʣʠ ʩʝʪʠ), ʫʢʘʟʳ-

ʚʘʶʱʝʛʦ ʥʘ ʚʦʟʤʦʞʥʦʝ ʥʘʨʫʰʝʥʠʝ ʇʦʣʠʪʠʢʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʜʘʣʝʝ ï ʇʦʣʠʪʠʢʠ ʀɹ) ʠʣʠ ʥʘ-

ʨʫʰʝʥʠʷ ʚ ʨʘʙʦʪʝ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ, ʣʠʙʦ ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʦʡ ʩʠʪʫʘʮʠʠ, ʢʦʪʦʨʘʷ 

ʤʦʞʝʪ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ [68]. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʠʥʮʠʜʝʥʪ ʀɹ (ʘʥʛʣ. information security 

incident, IS incident) ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʦʷʚʣʝʥʠʠ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʠʣʠ ʥʝ-

ʦʞʠʜʘʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ, ʠʤʝʶʱʠʭ ʟʥʘʯʠʪʝʣʴʥʫʶ ʚʝʨʦʷʪʥʦʩʪʴ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʙʠʟʥʝʩ-ʦʧʝʨʘʮʠʡ 

ʠ ʫʢʘʟʳʚʘʶʱʠʭ ʥʘ ʩʚʝʨʰʠʚʰʫʶʩʷ, ʧʨʝʜʧʨʠʥʠʤʘʝʤʫʶ ʠʣʠ ʚʝʨʦʷʪʥʫʶ ʨʝʘʣʠʟʘʮʠʶ ʫʛʨʦʟʳ ʀɹ 

ʜʣʷ ʘʢʪʠʚʦʚ ʦʨʛʘʥʠʟʘʮʠʠ [68]. 

 

1.2.3. ʕʚʦʣʶʮʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʈʝʘʣʠʟʫʝʤʳʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʝʘʢʪʠʚʥʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʘʥʛʣ. reactive security 

controls) ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʁ ʩ ʮʝʣʴʶ ʤʠʥʠʤʠʟʘʮʠʠ ʚʨʝʤʝ-

ʥʠ ʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ (ʜʣʠʪʝʣʴʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ) ʧʦʩʣʝ ʧʨʝʨʳʚʘʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʠʥʮʠʜʝʥʪʘʤʠ 

ʀɹ, ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʜʚʘ-ʪʨʠ ʜʝʩʷʪʠʣʝʪʠʷ ʥʘʟʘʜ. ɺ 2005-2006 ʛʛ. ʢʦʤʧʘʥʠʝʡ Cisco Systems ʙr -

ʣʘ ʚʧʝʨʚʳʝ ʦʟʚʫʯʝʥʘ ʠʜʝʷ ʨʘʟʨʘʙʦʪʢʠ ʎʝʥʪʨʘ ʤʦʥʠʪʦʨʠʥʛʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʎʄɹ) (ʘʥʛʣ. Security 

Operations Center, SOC) [10-12], ʢʦʪʦʨʦʤʫ ʚ ʨʫʩʩʢʦʷʟʳʯʥʳʭ ʧʫʙʣʠʢʘʮʠʷʭ ʜʦʣʛʦʝ ʚʨʝʤʷ ʩʦʦʪʚʝʪ-

ʩʪʚʦʚʘʣʠ ʨʘʟʥʳʝ ʪʝʨʤʠʥʳ ʪʠʧʘ çʩʠʩʪʝʤʘ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹè ʠʣʠ çʮʝʥʪʨ ʢʦ-

ʦʨʜʠʥʘʮʠʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʀɹè [13], çʢʦʦʨʜʠʥʠʨʫʶʱʠʡ ʮʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹè ʠʣʠ çʩʠʪʫʘ-

ʮʠʦʥʥʳʡ ʮʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹè (ʥʘʧʨʠʤʝʨ, [14, 15]) ʠʣʠ ʧʨʦʩʪʦ SOC. ʆʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʨʘʟ-

ʚʦʨʘʯʠʚʘʥʠʷ ʎʄɹ Cisco ʦʧʨʝʜʝʣʠʣ ʫʧʨʘʚʣʝʥʠʝ ʉɿʀ ʚ ʩʝʪʷʭ (ʥʘʧʨʠʤʝʨ, ɺʏʉ (VPN), ʄʕ, 

ʉʆɺ/ʉʇɺ (IDS/IPS), ʩʠʩʪʝʤʘʤʠ ʦʪʨʘʞʝʥʠʷ DDoS-ʘʪʘʢ, ʨʝʰʝʥʠʷʤʠ ʜʣʷ ʙʦʨʴʙʳ ʩ ʚʨʝʜʦʥʦʩʥʳʤ 
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ʢʦʜʦʤ, ʚʠʨʫʩʘʤʠ ʠ ʰʧʠʦʥʩʢʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ) ʠ ʤʦʥʠʪʦʨʠʥʛ ʠʭ ʩʦʩʪʦʷʥʠʷ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ, ʘ ʪʘʢʞʝ ʘʥʘʣʠʟ ʟʘʧʠʩʝʡ ʚ ʞʫʨʥʘʣʘʭ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ (ɾʈʉ) (ʘʥʛʣ. log files/audit 

trails/audit logs), ʩʚʝʜʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʝʩʫʨʩʘʭ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʦʙ ʦʧʘʩ-

ʥʦʩʪʠ (ʘʥʛʣ. alert/alarms).  

ʇʝʨʝʯʠʩʣʝʥʥʳʝ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʞʝ ʧʨʦʰʣʠ ʜʦʩʪʘʪʦʯʥʦ 

ʙʦʣʴʰʦʡ ʵʚʦʣʶʮʠʦʥʥʳʡ ʧʫʪʴ ʥʘʯʠʥʘʷ ʩ 1970 ʛ., ʦʩʥʦʚʥʳʝ ʚʝʭʠ ʢʦʪʦʨʦʛʦ ʩ 1984 ʧʦ 2011 ʛʛ. 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʨʘʙʦʪʝ [69]. ʇʦʩʣʝ ʘʥʘʣʠʟʘ ʛʣʘʚʥʳʭ ʪʝʥʜʝʥʮʠʡ ʚ ʦʙʣʘʩʪʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʤʘʪʝʨʠʘʣʦʚ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠ ʥʘ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʦʥʬʝʨʝʥ-

ʮʠʷʭ ʧʦʩʣʝʜʥʝʛʦ ʜʝʩʷʪʠʣʝʪʠʷ, ʵʪʠ ʚʝʭʠ ʙʳʣʠ ʜʦʧʦʣʥʝʥʳ ʠ ʨʘʩʰʠʨʝʥʳ ʜʦ ʥʘʩʪʦʷʱʝʛʦ ʚʨʝʤʝʥʠ 

ʘʚʪʦʨʦʤ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ (ʪʘʙʣ. 1). ɾʠʨʥʳʤ ʰʨʠʬʪʦʤ ʚ ʪʘʙʣʠʮʝ ʧʦʤʝʯʝʥʳ ʜʦʧʦʣʥʝʥʠʷ ʠ 

ʫʪʦʯʥʝʥʠʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ [69]. 

 

ʊʘʙʣʠʮʘ 1 ï ʕʚʦʣʶʮʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʥʘʯʘʣʦ) 

ɻʆɼʓ ʊɽʍʅʆʃʆɻʀʀ ʉʈɽɼʉʊɺɸ 

2018 

XDR (Extended Detection and Response) ʢʘʢ ʩʦ-

ʯʝʪʘʥʠʝ EDR, UEBA, NTA ʠ ʥʝʢʦʪʦʨʳʭ ʜʨʫʛʠʭ 

ʪʝʭʥʦʣʦʛʠʡ, ʛʜʝ X ʦʙʦʟʥʘʯʘʝʪ ʣʶʙʦʡ ʠʩʪʦʯʥʠʢ 

ʜʘʥʥʳʭ, D ï ʦʙʥʘʨʫʞʝʥʠʝ, R ï ʨʝʘʛʠʨʦʚʘʥʠʝ 

ʇʆ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʪʨʫʜʥʠʢʦʚ 

(Employee Monitoring (EM) Moni-

toring Software) 

2017 

ʆʨʢʝʩʪʨʦʚʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʨʝʘʛʠʨʦʚʘʥʠʝ/ ɼʝʡʩʪʚʠʷ, ʘʥʘʣʠʪʠʢʘ ʠ ʦʪʯʝʪ-

ʥʦʩʪʴ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Orchestration, 

and Automated Response / Security Operations, 

Analytics and Reporting, SOAR), ɸʫʜʠʪ ʠ ʟʘʱʠʪʘ, 

ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʜʘʥʥʳʝ (Data-Centric 

Audit and Protection, DCAP), ɸʥʘʣʠʟ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ (Network Traffic Analysis, NTA), 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʜʦʩʪʫʧʦʤ 

(Privileged Access Management, PAM) 

ɹʨʦʢʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʯʥʦʛʦ 

ʜʦʩʪʫʧʘ (Cloud Access Security 

Broker, CASB) 

2015 

ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʫʱʥʦʩʪʝʡ/ 

ɸʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

(User and Entity Behavior Analytics / Security User 

Behavior Analytics, UEBA/SUBA) 

 

2013 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʫʛʨʦʟʳ ʜʣʷ 

ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ (Endpoint Threat Detection and 

Response / Endpoint Detection and Response, 

ETDR/EDR) 

ʇʣʘʪʬʦʨʤʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ((Se-

curity) Incident Response Plat-

form, (S)IRP) 

2011 çʆʭʦʪʘ ʟʘ ʫʛʨʦʟʘʤʠè (Threat Hunting)  

2010 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʟʥʘʥʠʡ ʦ ʢʦʥʪʝʢʩʪʝ (Context 

Awareness) 

ʉʠʩʪʝʤʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝ-

ʥʠʡ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ (Next-

Generation Intrusion Prevention Sys-

tem, NGIPS) 

2008-2009 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʟʥʘʥʠʡ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʠ ʧʨʠʣʦ-

ʞʝʥʠʷʭ (User/Application Awareness) 

ʉʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʩʣʝʜʫʶʱʝʛʦ ʧʦ-

ʢʦʣʝʥʠʷ (Next-Generation), ʄʕ 

ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ (Next-

Generation Firewall, NGFW), ʐʣʁ -

ʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʩʨʝʜʳ (Secure 

Web Gateway, SWG) 
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ʊʘʙʣʠʮʘ 1 ï ʕʚʦʣʶʮʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʦʢʦʥʯʘʥʠʝ) 

2007 ʋʧʨʘʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʦʙʥʦʚʣʝʥʠʷʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (Vulnerability/Patch Management) 

 

2006 ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ (Data Loss 

Prevention, DLP) 

 

2005 ʋʧʨʘʚʣʝʥʠʝ ʫʯʸʪʥʳʤʠ ʜʘʥʥʳʤʠ ʠ ʜʦʩʪʫʧʦʤ 

(Identity and Access Management, IAM), ʋʧʨʘʚ-

ʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʩʦʙʳʪʠʷʤʠ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ (Security Information and Event 

Management, SIEM) 

ʎʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ (Security Operations Center, 

SOC) 

2004 ʊʝʭʥʦʣʦʛʠʷ ʧʦʣʥʦʡ ʠʥʩʧʝʢʮʠʠ ʢʦʥʪʝʥʪʘ (Full 

Content Inspection)  

ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʫʛʨʦʟʘʤʠ 

(Threat Intelligence) 

Cʨʝʜʩʪʚʦ ʫʥʠʬʠʮʠʨʦʚʘʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʫʛʨʦʟʘʤʠ (Unified 

Threat Management, UTM), 

ʇʆ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʤʦʰʝʥ-

ʥʠʯʝʩʪʚʘ (Anti-Fraud Software) 

2002  

URL-ʬʠʣʴʪʨʘʮʠʷ, ʄʕ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʡ (Web Application 

Firewall, WAF) 

2001 

ʂʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ ʢʦʤʤʫʥʠʢʘʮʠʡ (Outbound 

Control), ʊʝʭʥʦʣʦʛʠ ̫çʛʣʫʙʦʢʦʡè ʠʥʩʧʝʢʮʠʠ ʧʘ-

ʢʝʪʦʚ (Deep Packet Inspection, DPI) 

ʉʠʩʪʝʤʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝ-

ʥʠʡ (Intrusion Prevention System, 

IPS), ʉʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʦʪ DDoS-

ʘʪʘʢ (Anti-DDoS), ɺʠʨʪʫʘʣʴʥʳʝ 

ʯʘʩʪʥʳʝ ʩʝʪʠ (Virtual  Private Net-

work, VPN) 

ɹʫʤ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʊʝʭʥʦʣʦʛʠ ̫çʧʦʚʝʨʭʥʦʩʪʥʦʡè ʠʥʩʧʝʢʮʠʠ ʧʘ-

ʢʝʪʦʚ (Shallow Packet Inspection) 
 

1992  
ʉʢʘʥʝʨ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ 

(Security Scanner) 

1991 
ʊʝʭʥʦʣʦʛʠ ̫ʠʥʩʧʝʢʮʠʠ ʧʘʢʝʪʦʚ çʩʨʝʜʥʝʡ 

ʛʣʫʙʠʥʳè (Medium Depth Packet Inspection) 

ʄʕ ï ʧʦʩʨʝʜʥʠʢ ʧʨʠʣʦʞʝʥʠʡ 

(Application Proxy Firewall) 

1988 
ʊʝʭʥʦʣʦʛʠʷ ʠʥʩʧʝʢʮʠʠ ʧʘʢʝʪʦʚ ʥʘ ʦʩʥʦʚʝ ʩʦ-

ʩʪʦʷʥʠʡ (Stateful Packet Inspection, SPI) 
ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ (Firewall) 

1987 ʇʘʢʝʪʥʘʷ ʬʠʣʴʪʨʘʮʠʷ (Packet Filtering)  

1984 ʈʘʩʧʦʟʥʘʚʘʥʠʝ ʩʠʛʥʘʪʫʨ (Signature Detection) 
ʉʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ 

(Intrusion Detection System, IDS)  

1983 
ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʫʨʦʚʥʷ ʩʝʪʠ (Network 

Autentication) 
ɸʥʪʠʚʠʨʫʩ (Anti-Virus) 

1970ʝ 
ʈʘʩʧʦʟʥʘʚʘʥʠʝ ʯʝʣʦʚʝʢʘ ʧʦ ʙʠʦʤʝʪʨʠʯʝʩʢʠʤ 

ʧʨʠʟʥʘʢʘʤ (Biometrics) 
 

 

ɺ 1970-ʝ ʛʦʜʳ ʧʦʷʚʠʣʠʩʴ ʨʘʟʣʠʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʯʝʣʦʚʝʢʘ ʧʦ ʙʠʦʤʝʪʨʠʯʝ-

ʩʢʠʤ ʧʨʠʟʥʘʢʘʤ (ʩʥʘʯʘʣʘ ʧʦ ʣʠʮʫ, ʛʦʣʦʩʫ, ʦʪʧʝʯʘʪʢʘʤ ʧʘʣʴʮʝʚ, ʘ ʧʦʪʦʤ ʠ ʧʦ ʢʣʘʚʠʘʪʫʨʥʦʤʫ ʧʦ-

ʯʝʨʢʫ, ʨʘʜʫʞʥʦʡ ʦʙʦʣʦʯʢʝ ʛʣʘʟʘ ʠ ʪ.ʧ.), ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʩʪʘʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʙʠʦʤʝʪʨʠʯʝ-

ʩʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʠʩʪʝʤ (ʢʨʘʪʢʦʝ ʘʥʛʣ. biometrics) [70]. 

ɺ 1983 ʛ. ʚ ʄʘʩʩʘʯʫʩʝʪʩʢʦʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʠʥʩʪʠʪʫʪʝ (MIT) ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʧʝʨʚʘʷ 

ʚʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ Kerberos, ʩʦʟʜʘʥʥʦʛʦ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʘʥʛʣ. 

network autentication) [71]. 

ʈʘʩʧʦʟʥʘʚʘʥʠʝ ʩʠʛʥʘʪʫʨ (ʪʠʧʠʯʥʳʭ ʧʨʠʟʥʘʢʦʚ) ʧʨʦʩʪʝʡʰʠʤʠ ʚ ʪʦ ʚʨʝʤʷ ʉʆɺ (IDS) [72] 

ʠ ʧʝʨʚʳʤʠ ʘʥʪʠʚʠʨʫʩʘʤʠ (c 1983 ʛ.) [73] ʩʤʝʥʠʣʦʩʴ ʧʘʢʝʪʥʦʡ ʬʠʣʴʪʨʘʮʠʝʡ (ʘʥʛʣ. packet 
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filtering), ʨʝʘʣʠʟʫʝʤʦʡ ʄʕ (1988 ʛ., [74]) (ʧʝʨʚʳʤ ʧʦʷʚʠʣʩʷ DEC Packet Filter Firewall ʦʪ Digital 

Equipment Corporation). ɼʘʣʝʝ ʄʕ ʙʳʣʠ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʳ ʧʨʠʤʝʥʝʥʠʝʤ ʪʝʭʥʦʣʦʛʠʠ ʠʥʩʧʝʢ-

ʮʠʠ ʧʘʢʝʪʦʚ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʩʦʩʪʦʷʥʠʡ (ʘʥʛʣ. Stateful Packet Inspection, SPI) ʠ ʯʫʪʴ ʧʦʟʜʥʝʝ, ʚ 

1991 ʛ., ʧʦʷʚʠʣʩʷ ʄʕ ï ʧʦʩʨʝʜʥʠʢ ʧʨʠʣʦʞʝʥʠʡ (ʘʥʛʣ. Application Proxy Firewall), ʢʨʘʪʢʦ ʥʘʟr-

ʚʘʝʤʳʡ ʄʕ ʧʨʠʣʦʞʝʥʠʡ (ʘʥʛʣ. Application Firewall). ʊʨʝʪʴʝ ʧʦʢʦʣʝʥʠʝ ʄʕ ʙʘʟʠʨʦʚʘʣʦʩʴ ʥʘ 

ʪʝʭʥʦʣʦʛʠʠ ʠʥʩʧʝʢʮʠʠ ʧʘʢʝʪʦʚ çʩʨʝʜʥʝʡ ʛʣʫʙʠʥʳè (ʘʥʛʣ. Medium Depth Packet Inspection) [75]. 

ʉ 1992 ʛ. ʠʟʚʝʩʪʥʳ ʩʠʩʪʝʤʥʳʝ ʠ ʩʝʪʝʚʳʝ ʩʢʘʥʝʨʳ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ (ʉɸɿ) (ʘʥʛʣ. Se-

curity Scanner), ʚʢʣʶʯʘʶʱʠʝ ʩʦʚʨʝʤʝʥʥʳʝ ʩʨʝʜʩʪʚʘ ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

(ʘʥʛʣ. Application security testing, AST) [76]. 

ɺ ʧʝʨʠʦʜ ʩ 1993 ʧʦ 2001 ʛʛ. ʦʪʤʝʯʘʣʩʷ ʦʩʦʙʳʡ ʨʘʩʮʚʝʪ ʨʳʥʢʘ ʉɿʀ. ʅʘʧʨʠʤʝʨ, ʚʪʦʨʦʝ ʧʦ-

ʢʦʣʝʥʠʝ ʄʕ ʨʝʘʣʠʟʦʚʳʚʘʣʦ ʪʝʭʥʦʣʦʛʠʶ çʧʦʚʝʨʭʥʦʩʪʥʦʡè ʠʥʩʧʝʢʮʠʠ ʧʘʢʝʪʦʚ (ʘʥʛʣ. Shallow 

Packet Inspection) ʩ ʢʦʥʮʘ 90-ʭ ʛʦʜʦʚ ʍʍ ʚʝʢʘ [75].ʉ 2001 ʛ. ʚ ʦʩʦʙʳʡ ʢʣʘʩʩ ʚʳʜʝʣʠʣʠʩʴ ʩʨʝʜʩʪ-

ʚʘ ʟʘʱʠʪʳ ʦʪ DDoS-ʘʪʘʢ, ʧʦʷʚʠʣʠʩʴ ʉʇɺ (IPS) [77], ɺʏʉ (VPN) [78] ʠ ʙʳʣʘ ʩʦʟʜʘʥʘ ʪʝʭʥʦʣʦʛʠʷ 

çʛʣʫʙʦʢʦʡè (ʚʩʝʩʪʦʨʦʥʥʝʡ) ʠʥʩʧʝʢʮʠʠ ʧʘʢʝʪʦʚ (ʘʥʛʣ. Deep Packet Inspection, DPI), ʩʪʘʚʰʘʷʩʷ 

ʙʘʟʦʚʦʡ ʜʣʷ ʄʕ ʵʪʦʛʦ ʧʝʨʠʦʜʘ [75]. 

ɼʘʣʝʝ ʚ 2002 ʛ. ʧʦʩʣʝʜʦʚʘʣʘ ʨʘʟʨʘʙʦʪʢʘ ʪʝʭʥʦʣʦʛʠʠ ʢʦʥʪʨʦʣʷ ʚʩʝʭ ʠʩʭʦʜʷʱʠʭ ʢʦʤʤʫʥʠ-

ʢʘʮʠʡ (ʘʥʛʣ. Outbound Control, OC), ʄʕ ʜʣʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ (ʘʥʛʣ. 

Web Application Firewall, WAF), ʨʘʙʦʪʘʶʱʠʝ ʥʘ ʦʩʥʦʚʝ çʙʝʣʳʭè ʠ çʯʝʨʥʭrè ʩʧʠʩʢʦʚ (ʘʥʛʣ. 

whitelists and blacklists), ʠ ʩʨʝʜʩʪʚ ʬʠʣʴʪʨʘʮʠʠ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʭ ʫʢʘʟʘʪʝʣʝʡ ʨʝʩʫʨʩʦʚ (ʘʥʛʣ. 

Uniform Resource Locator, URL) [79]. 

ʉ 2004 ʛ. ʦʩʥʦʚʥʦʡ ʘʢʮʝʥʪ ʟʘʱʠʪʳ ʙʳʣ ʩʜʝʣʘʥ ʥʘ ʧʨʦʚʝʨʢʫ ʢʦʥʪʝʥʪʘ (ʩʦʜʝʨʞʘʥʠʷ), ʠ 

ʚʦʟʥʠʢʣʘ ʪʝʭʥʦʣʦʛʠʷ ʝʛʦ ʧʦʣʥʦʡ ʠʥʩʧʝʢʮʠʠ (ʘʥʛʣ. Full Content Inspection, FCI) [76]. ʇʦʷʚʠʣʠʩʴ 

ʩʨʝʜʩʪʚʘ ʫʥʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʫʛʨʦʟʘʤʠ (ʘʥʛʣ. Unified Threat Management, UTM), ʩʦ-

ʯʝʪʘʶʱʠʝ ʚ ʩʝʙʝ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, ʬʫʥʢʮʠʦʥʘʣ ʄʕ, ʉʇɺ ʠ ʘʥʪʠʚʠʨʫʩʦʚ [80] ʠ ʧʝʨʚʳʝ ʨʝʝh-

ʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ï Anti-Fraud Software. ɺ 2004 ʛ. ʚʧʝʨʚʳʝ ʥʘʯʘʣʠ ʦʙʩʫʞʜʘʪʴʩʷ 

ʚʦʧʨʦʩʳ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʫʛʨʦʟʘʤʠ (ʘʥʛʣ. Threat Intelligence) [81]. 

ɺ 2005 ʛ. ʢʦʤʧʘʥʠʷ Cisco ʧʨʝʜʣʦʞʠʣʘ ʢʦʥʮʝʧʮʠʶ ʎʄɹ (SOC) [10], ʘ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʠ 

ʢʦʥʩʘʣʪʠʥʛʦʚʘʷ ʢʦʤʧʘʥʠʷ Gartner ʚʧʝʨʚʳʝ ʦʧʠʩʘʣʘ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʫʯʸʪʥʳʤʠ 

ʜʘʥʥʳʤʠ ʠ ʜʦʩʪʫʧʦʤ (ʘʥʛʣ. Identity and Access Management, IAM) [82] ʠ ʫʧʨʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠ-

ʝʡ ʠ ʩʦʙʳʪʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʦʪ ʘʥʛʣ. Security Information and Event Management, SIEM) [83]. 

2006 ʛ. ʦʪʤʝʯʝʥ ʚ ʠʩʪʦʨʠʠ ʧʦʷʚʣʝʥʠʝʤ ʧʝʨʚʳʭ ʩʠʩʪʝʤ, ʨʝʘʣʠʟʫʶʱʠʭ ʠʜʝʶ ʧʨʝʜʦʪʚʨʘʱʝ-

ʥʠʷ ʫʪʝʯʢʠ ʜʘʥʥʳʭ (ʘʥʛʣ. Data Loss Prevention, DLP) [84]. 

2008-2009 ʛʛ. ʦʟʥʘʤʝʥʦʚʘʣʠ ʧʦʷʚʣʝʥʠʝ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ (ʘʥʛʣ. 

Next-Generation, NG), ʧʦʥʠʤʘʶʱʠʭ ʨʘʙʦʪʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʨʠʣʦʞʝʥʠʡ (ʘʥʛʣ. Application/User 

awareness) ʠ ʩʧʦʩʦʙʥʳʭ ʬʠʣʴʪʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʥʪʝʢʩʪʘ (ʘʥʛʣ. Context 
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awareness) [69]. ʇʨʠʤʝʨ rʥʦʚʠʥʦʢ ʨʳʥʢʘ ï ʄʕ (ʘʥʛʣ. NGFW) ʠ ʉʇɺ (ʘʥʛʣ. NGIPS) ʥʦʚʦʛʦ ʧʦ-

ʢʦʣʝʥʠʷ ʠ ʰʣʶʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʩʨʝʜʳ (ʘʥʛʣ. Secure Web Gateway, SWG) [70]. ɺ ʵʪʦ ʞʝ ʚʨʝ-

ʤʷ ʘʢʪʠʚʥʦ ʟʘʛʦʚʦʨʠʣʠ ʦ ʧʨʘʢʪʠʢʝ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ (ʘʥʛʣ. Vulnerability Management) ʠ 

ʫʩʪʘʥʦʚʢʦʡ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘʥʛʣ. Patch Management) ʜʣʷ ʠʭ ʫʩʪʨʘʥʝʥʠʷ [85]. 

ɺ ʢʘʯʝʩʪʚʝ ʥʝʙʦʣʴʰʦʛʦ ʦʪʩʪʫʧʣʝʥʠ ̫ʧʨʠʚʝʜʝʤ ʩʪʘʪʠʩʪʠʢʫ ʟʘ 2009-2010 ʛʛ. (ʨʠʩ. 7), ʩʦʙ-

ʨʘʥʥʫʶ ʘʤʝʨʠʢʘʥʩʢʠʤ ʠʥʩʪʠʪʫʪʦʤ Computer Security Institute ʚ 15-ʦʤ ʝʞʝʛʦʜʥʦʤ ʦʙʟʦʨʝ ʧʦ 

ʢʦʤʧʴʶʪʝʨʥʳʤ ʧʨʝʩʪʫʧʣʝʥʠʷʤ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ç2010/2011 CSI Computer Crime and Security Sur-

veyè [86], ʧʦʢʘʟʳʚʘʶʱʫʶ, ʯʪʦ ʩʘʤʳʤʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ ʙʳʣʠ ʘʥʪʠʚʠʨʫʩ, ʄʕ, ʩʨʝʜʩʪʚʘ ʟʘ-

ʱʠʪr ʦʪ ʰʧʠʦʥʩʢʦʛʦ ʇʆ, VPN, ʩʨʝʜʩʪʚʘ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʫʩʪʘʥʦʚʢʦʡ ʦʙʥʦʚʣʝʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʨʝʜʩʪʚʘ ʰʠʬʨʦʚʘʥʠʷ ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʜʘʥʥʳʭ ʠ ʉʆɺ. 

ʇʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʚ 2011 ʛ. ʚʦʟʥʠʢʣʘ ʠʜʝʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʮʠʢʣʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ çʦʭʦ-

ʪʳ ʟʘ ʫʛʨʦʟʘʤʠè (ʘʥʛʣ. Threat Hunting), ʢʦʪʦʨʘʷ ʧʨʠʥʘʜʣʝʞʠʪ ʈ. ɹʝʡʪʣʠʭʫ [87]. 

ɺ 2013 ʛ. ʩʦʪʨʫʜʥʠʢ ʢʦʤʧʘʥʠʠ Gartner ɸ.ʏʫʚʘʢʠʥ ʚʚʝʣ ʪʝʨʤʠʥ çʦʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦ-

ʚʘʥʠʝ ʥʘ ʫʛʨʦʟʳ ʜʣʷ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢè (ʘʥʛʣ. Endpoint Threat Detection and Response/Endpoint De-

tection and Response, ETDR/EDR) [88]. ʕʪʠ ʩʠʩʪʝʤʳ ʪʘʢʞʝ ʠʟʚʝʩʪʥʳ ʧʦʜ ʙʦʣʝʝ ʰʠʨʦʢʠʤ ʥʘʟʚʘ-

ʥʠʝʤ ï çʧʣʘʪʬʦʨʤʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠè (ʘʥʛʣ. (Security) Incident Re-

sponse Platform, (S)IRP), ʢʦʪʦʨʳʝ ʚ 2017 ʛ. ʩʪʘʣʠ ʠʥʪʝʛʨʠʨʦʚʘʪʴʩʷ ʚ SOAR-ʩʠʩʪʝʤʳ (ʘʥʛʣ. Securi-

ty Orchestration, and Automated Response, SOAR).  

ɺ 2015 ʛ. ʢʦʤʧʘʥʠʷ Gartner ʦʧʨʝʜʝʣʠʣʘ ʥʦʚʳʡ ʧʦʜʭʦʜ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʥʘ ɾʈʉ (ʘʥʛʣ. 

log-centric) ʠ ʥʘʟʚʘʥʥʳʡ çʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʫʱʥʦʩʪʝʡè (ʘʥʛʣ. User and Entity 

Behavior Analytics, UɽBA) [89], ʢʦʪʦʨʳʡ ʢʦʤʧʘʥʠʷ Forrester ʦʙʦʟʥʘʯʘʝʪ ʢʘʢ çʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡè (ʘʥʛʣ. Security User Behavior Analytics, SUBA), ʘ ʢʦʤʧʘʥʠʷ IDC 

ʢʘʢ çʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡè (ʘʥʛʣ. User Behavioral Analytics, UBA).  

ɺ 2017 ʛ. ʢʦʤʧʘʥʠʷ Gartner ʚʚʝʣʘ ʪʝʨʤʠʥ çʦʨʢʝʩʪʨʦʚʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʨʝʘʛʠʨʦʚʘʥʠʝè (SOAR; ʟʥʘʯʝʥʠʝ ʧʝʨʚʦʛʦ ʩʣʦʚʘ ʚ ʧʝʨʝʚʦʜʝ ʣʫʯʰʝ ʧʝʨʝʜʘʝʪʩʷ ʧʦ ʩʤʳʩʣʫ ʩʣʦʚʦʤ 

çʠʥʪʝʛʨʘʮʠʷè), ʢʦʪʦʨʳʡ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪʩʷ ʠ ʥʝʩʢʦʣʴʢʦ ʠʥʘʯʝ ï çʜʝʡʩʪʚʠʷ, ʘʥʘʣʠʪʠʢʘ ʠ ʦʪʯʝʪ-

ʥʦʩʪʴ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠè (ʘʥʛʣ. Security Operations, Analytics and Reporting, SOAR) [54, 90]. ʊʘʢʞʝ 

ʚ 2017 ʛ. ʧʦʷʚʠʣʠʩʴ ʩʠʩʪʝʤʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʩ ʫʯʝʪʦʤ ʢʦʥʪʝʢʩʪʘ ʠ ʢʦʥʪʝʥʪʘ ʘʫʜʠʪ ʠ ʟʘʱʠʪʫ, ʦʨʠ-

ʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ ʠ ʥʝʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ (ʘʥʛʣ. Data-Centric Audit 

and Protection, DCAP) [91]. ʉʪʘʣʠ ʦʙʩʫʞʜʘʪʴʩʷ ʩʠʩʪʝʤʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʘʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ 

(ʘʥʛʣ. Network Traffic Analysis, NTA) ʩ ʫʯʝʪʦʤ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʨʠʣʦʞʝʥʠʡ ʠ ʧʦʜ-

ʜʝʨʞʢʦʡ ʪʝʭʥʦʣʦʛʠʠ DPI [92]. ɺ ʦʪʜʝʣʴʥʳʡ ʢʣʘʩʩ ʠʟ IAM ʚʳʜʝʣʠʣʠʩʴ ʩʠʩʪʝʤʳ, ʫʧʨʘʚʣʷʶʱʠʝ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʜʦʩʪʫʧʦʤ (ʘʥʛʣ. Privileged Access Management, PAM) ʩ ʫʯʝʪʦʤ ʢʦʥʪʝʢʩʪʘ 

[93]. ɺ ʵʪʦ ʞʝ ʚʨʝʤʷ ʩʪʘʣʠ ʛʦʚʦʨʠʪʴ ʦ ʙʨʦʢʝʨʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʯʥʦʛʦ ʜʦʩʪʫʧʘ (ʘʥʛʣ. Cloud Ac-

cess Security Broker, CASB) [94]. 
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ʈʠʩʫʥʦʢ 7 ï ʀʩʧʦʣʟɹʦʚʘʥʠʝ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 2009-2010 ʛʛ. [86] 

 

ʅʘ ʛʦʜ ʧʦʟʞʝ ï ʚ 2018 ʛ. ï ʙʳʣʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʠʩʪʝʤʳ Employee Monitoring (EM) 

Software, ʟʘʥʠʤʘʶʱʠʝʩʷ ʤʦʥʠʪʦʨʠʥʛʦʤ ʨʘʙʦʪʳ ʩʦʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʬʠʢʩʠʨʫʶʱʠʝ ʟʘ-

ʧʫʩʢ ʠʤʠ ʧʨʦʛʨʘʤʤ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʬʘʡʣʦʚ ʠ ɹɼ, ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʥʝʰʥʠʝ ʫʩʪʨʦʡʩʪʚʘ 

ʠ ʧʨ. ʩ ʫʯʝʪʦʤ ʢʦʥʪʝʢʩʪʘ [95].  

ʉʘʤʳʤ ʥʦʚʳʤ ʧʦʜʭʦʜʦʤ ʩʯʠʪʘʝʪʩʷ XDR (ʘʥʛʣ. Extended Detection and Response), ʢʦʪʦʨʳʡ 



52 

 

 

ʩʦʯʝʪʘʝʪ ʚ ʩʝʙʝ ʚʦʟʤʦʞʥʦʩʪʠ EDR, UEBA, NTA ʠ ʥʝʢʦʪʦʨʳʭ ʜʨʫʛʠʭ ʩʨʝʜʩʪʚ, ʛʜʝ çXè ʦʙʦʟʥʘʯʘʝʪ 

ʣʶʙʦʡ ʠʩʪʦʯʥʠʢ ʜʘʥʥʳʭ, ʪʘʢʦʡ ʢʘʢ ʩʝʪʴ, ʢʦʥʝʯʥʘʷ ʪʦʯʢʘ ʠʣʠ ʦʙʣʘʢʦ, ʘ çDè ʠ çRè ï ʵʪʦ ʦʙʥʘʨʫ-

ʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ [96]. ʉʠʩʪʝʤʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʵʪʫ ʪʝʭʥʦʣʦʛʠʶ, ʩʦʙʠʨʘʶʪ ʠ 

ʩʦʧʦʩʪʘʚʣʷʶʪ ʜʘʥʥʳʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ, ʩʝʨʚʝʨʦʚ, ʘʥʘʣʠʟʠʨʫʶʪ ʥʘʛʨʫʟʢʫ ʚ 

ʦʙʣʘʢʘʭ ʠ ʩʝʪʷʭ, ʦʙʝʩʧʝʯʠʚʘʷ ʪʝʤ ʩʘʤʳʤ ʚʠʜʠʤʦʩʪʴ ʠ ʢʦʥʪʝʢʩʪ ʜʣʷ ʩʣʦʞʥʳʭ ʫʛʨʦʟ ʠ ʨʘʩʩʪʘʚʣʷʷ 

ʧʨʠʦʨʠʪʝʪʳ ʜʣʷ ʠʭ ʫʩʪʨʘʥʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʘʷ ʧʦʪʝʨʶ ʜʘʥʥʳʭ ʠ ʠʥʮʠʜʝʥʪʳ ʀɹ. 

ɼʣʷ ʩʨʘʚʥʝʥʠʷ ʩ ʨʠʩ. 7 ʧʨʠʚʝʜʝʥ  rʨʝʟʫʣʴʪʘʪʳ ʦʧʨʦʩʘ, ʢʦʪʦʨʳʡ ʧʨʦʚʦʜʠʣʩʷ ʚ 2019 ʛ. ʚ 

ɽʚʨʦʧʝʡʩʢʦʤ ʩʦʦʙʱʝʩʪʚʝ (ʨʠʩ. 8) [97]. 92 % ʧʨʝʜʧʨʠʷʪʠʡ ʩʪʨʘʥ ɽʉ ʠʩʧʦʣʴʟʫʶʪ ʨʘʟʣʠʯʥʳʝ ʤʝʨʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʀʂʊ, 87 % ʦʙʥʦʚʣʷʶʪ ʇʆ, 76 % ʧʨʠʤʝʥʷʶʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩʦ 

ʩʪʦʡʢʠʤʠ ʧʘʨʦʣʷʤʠ ʠ ʩʪʦʣʴʢʦ ʞʝ ʭʨʘʥʷʪ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʜʘʥʥʳʭ ʦʪʜʝʣʴʥʦ ʦʪ ʦʩʥʦʚʥʳʭ 

ʩʨʝʜʩʪʚ ʠʭ ʦʙʨʘʙʦʪʢʠ, 65 % ʠʩʧʦʣʴʟʫʶʪ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ. ʄʝʥʴʰʝ ʧʦʣʦʚʠʥʳ 

ʦʧʨʦʰʝʥʥʳʭ (45 %) ʘʥʘʣʠʟʠʨʫʶʪ ɾʈʉ ʧʦʩʣʝ ʩʚʝʨʰʠʚʰʠʭʩʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 42 % ʰʠʬʨʫʶʪ 

ʜʘʥʥʳʝ, ʜʦʢʫʤʝʥʪʳ ʠ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʊʦʣʴʢʦ ʪʨʝʪʴ (35 %) ʧʨʦʚʦʜʷʪ ʪʝʩʪʳ ʟʘ-

ʱʠʱʝʥʥʦʩʪʠ ʠ ʦʮʝʥʠʚʘʶʪ ʨʠʩʢʠ ʜʣʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʀʂʊ. ɹʠʦʤʝʪʨʠʷ ʠʥʪʝʨʝʩʫʝʪ ʚ ʜʚʘ ʨʘʟʘ 

ʤʝʥʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʘʥʥʳʤʠ ʜʝʩʷʪʠʣʝʪʥʝʡ ʜʘʚʥʦʩʪʠ (10 % ʧʨʦ-

ʪʠʚ 20). 

 

ʈʠʩʫʥʦʢ 8 ï ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʂʊ ʚ 2019 ʛ. ʥʘ ʧʨʝʜʧʨʠʷʪʠ-

ʷʭ ʩʪʨʘʥ ɽʚʨʦʧʝʡʩʢʦʛʦ ʩʦʦʙʱʝʩʪʚʘ [97] 

ɺ ʧʦʚʩʝʜʥʝʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʩʦʚʨʝʤʝʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʛʝʥʝʨʠ-

ʨʫʝʪʩʷ ʦʛʨʦʤʥʳʡ ʦʙʲʝʤ ʜʘʥʥʳʭ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʀʊʂʉ ʠ ʥʝʩʚʷʟʘʥʥʳʭ ʥʘ ʧʝʨʚʳʡ ʚʟʛʣʷʜ 

ʩʦʙʳʪʠʷʭ, ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ ʥʠʭ. ʕʪʠ ʜʘʥʥʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʢʦʨʨʝʢʪʥʦ ʠ ʦʧʝʨʘʪʠʚʥʦ ʦʙʨʘʙʦʪʘʥʳ 

ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʭ ʦʙʣʘʩʪʝʡ ʀʊʂʉ, ʢʦʪʦʨʳʝ ʧʦʜʚʝʨʞʝʥʳ ʥʘʠ-

ʙʦʣʴʰʝʤʫ ʨʠʩʢʫ ʠ ʪʨʝʙʫʶʪ ʝʛʦ ʙʳʩʪʨʦʛʦ ʫʩʪʨʘʥʝʥʠʷ. ɼʘʥʥʳʝ ʧʦʩʪʫʧʘʶʪ ʥʝ ʪʦʣʴʢʦ ʦʪ DNS-
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ʩʝʨʚʝʨʦʚ, ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʦʚ, ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʚ, ʉɿʀ, ʘ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪ ʪʝʢʫʱʠʝ ʢʦʥʬʠʛʫʨʘ-

ʮʠʦʥʥʳʝ ʥʘʩʪʦʡʢʠ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʭʘʨʘʢʪʝʨʠʟʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʨʘʙʦʪʫ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ, ʢʦʥʢʨʝʪʥʳʝ ʜʝʡʩʪʚʠʷ ʦʪʜʝʣʴʥʳʭ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʦʚʫʶ ʧʝʨʝʧʠʩʢʫ, ʟʚʦʥʢʠ IP-ʪʝʣʝʬʦʥʠʠ ʠ ʢʦʥʬʝʨʝʥʮʩʚʷʟʠ, ʚʝʙ-ʢʦʥʪʝʥʪ, ʤʝʪʘ-

ʜʘʥʥʳʝ, ʮʠʬʨʦʚʦʝ ʘʫʜʠʦ ʠ ʚʠʜʝʦ, ʛʝʦʣʦʢʘʮʠʠ, ʜʘʥʥʳʝ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʚʥʫʪʨʝʥʥʠʝ ʜʦʢʫʤʝʥʪʳ 

ʠ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ ʆʈɻɸʅʀɿɸʎʀʀ ʟʘ ʤʥʦʛʠʝ ʛʦʜʳ ʝʝ ʩʫʱʝʩʪʚʦʚʘʥʠʷ [41]. ɺʩʝ ʵʪʠ ʜʘʥ-

ʥʳʝ ʩʣʝʜʫʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʚ ʢʦʥʢʨʝʪʥʦʤ ʢʦʥʪʝʢʩʪʝ ʠ ʦʮʝʥʠʚʘʪʴ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʣʶʙʦʛʦ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ ʩ ʮʝʣʴʶ ʥʘʡʪʠ ʝʛʦ ʠʩʪʦʯʥʠʢ, ʦʧʨʝʜʝʣʠʪʴ ʝʛʦ ʪʠʧ, ʚʟʚʝʩʠʪʴ ʝʛʦ ʧʦʩʣʝʜʩʪʚʠʷ, ʚʠʟʫʘʣʠ-

ʟʠʨʦʚʘʪʴ ʝʛʦ ʥʘʧʨʘʚʣʝʥʠʝ, ʩʚʷʟʘʪʴ ʚʩʝ ʚʦʚʣʝʯʝʥʥʳʝ ʚ ʥʝʛʦ ʠ ʮʝʣʝʚʳʝ ʩʠʩʪʝʤʳ, ʧʨʠʦʨʠʪʝʟʠʨʦ-

ʚʘʪʴ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʧʨʝʜʣʦʞʠʪʴ ʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ ʜʣʷ ʙʳʩʪʨʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. ʂʨʘʡʥʝ ʚʘʞʥʦ ʟʥʘʪʴ, ʢʘʢʠʝ ʫʛʨʦʟʳ ʀɹ ʩʫʱʝʩʪʚʫʶʪ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚ ʀʊʂʉ, ʢʘʢ 

ʦʥʠ ʤʦʛʫʪ ʧʝʨʝʨʘʩʪʠ ʚ ʠʥʮʠʜʝʥʪ ʀɹ, ʘ ʟʘʪʝʤ ʧʦʚʣʠʷʪʴ ʥʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʆʈɻɸʅʀɿɸʎʀʀ, ʦʩʦ-

ʙʝʥʥʦ ʝʩʣʠ ʵʪʦ ʧʨʠʚʝʜʝʪ ʢ ʨʘʩʢʨʳʪʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʢʨʘʞʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ 

ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʧʨʝʨʳʚʘʥʠʶ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʧʦʪʨʝʙʠʪʝʣʷʤ, ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʨʝʧʫ-

ʪʘʮʠʶ ʠʣʠ ʬʠʥʘʥʩʦʚʦʝ ʙʣʘʛʦʧʦʣʫʯʠʝ ʠ ʪ.ʜ. 

 

1.2.4. ʅʝʦʙʭʦʜʠʤʦʩʪʴ ʩʣʦʞʥʦʡ ʘʥʘʣʠʪʠʢʠ ʜʘʥʥʳʭ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʇʦʩʪʦʷʥʥʦ ʫʚʝʣʠʯʠʚʘʶʱʠʝʩʷ ʦʙʲʝʤʳ, ʩʢʦʨʦʩʪʴ ʧʦʩʪʫʧʣʝʥʠʷ ʠ ʥʝʦʜʥʦʨʦʜʥʦʩʪʴ ʜʘʥʥʳʭ 

ʦʪ ʛʝʪʝʨʦʛʝʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʧʦʨʦʜʠʣʦ ʠʟʚʝʩʪʥʫʶ ʧʨʦʙʣʝʤʫ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ ʠ ʩʚʷʟʘʥʥʫ  ʁʩ 

ʥʠʤʠ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʜʘʣʴʥʝʡʰʝʤʫ ʩʢʨʫʧʫʣʝʟʥʦʤʫ ʤʦʥʠʪʦʨʠʥʛʫ ʠ ʘʥʘʣʠʟʫ ʠʭ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ 

ʥʘʨʫʰʝʥʠʷ ʀɹ. ʊʘʢ, ʧʦ ʜʘʥʥʳʤ ʉʙʝʨʙʘʥʢʘ, ʝʛʦ ʩʠʩʪʝʤʘ ʬʨʦʜ-ʤʦʥʠʪʦʨʠʥʛʘ, ʙʣʦʢʠʨʫʶʱʘʷ ʧʦ-

ʜʦʟʨʠʪʝʣʴʥʳʝ ʪʨʘʥʟʘʢʮʠʠ, ʘʥʘʣʠʟʠʨʦʚʘʣʘ ʚ 2018 ʛ. ʦʢʦʣʦ 150 ʤʣʥ. ʦʧʝʨʘʮʠʡ ʚ ʩʫʪʢʠ, 625000           

ʚ ʯʘʩ, 104166,6(6) ʚ ʤʠʥʫʪʫ, 1736,1(1) ʚ ʩʝʢʫʥʜʫ [98]. ɹʦʣʝʝ ʨʘʥʥʠʡ ʨʘʩʯʝʪ ʙʳʣ ʧʨʝʜʩʪʘʚʣʝʥ ʚ 

ʨʘʙʦʪʝ ʩʦʪʨʫʜʥʠʢʘ ʢʦʤʧʘʥʠʠ Gartner ɸ.ʏʫʚʘʢʠʥʘ [99]: ʝʩʣʠ ʨʘʩʩʤʦʪʨʝʪʴ ʦʨʛʘʥʠʟʘʮʠ ʁʩ ʦʜʥʠʤ 

ʛʦʣʦʚʥʳʤ ʦʬʠʩʦʤ ʠ ʥʝʩʢʦʣʴʢʠʤʠ ʨʝʛʠʦʥʘʣʴʥʳʤʠ ʬʠʣʠʘʣʘʤʠ, ʠʤʝʶɦʫʶ ʚ 2012 ʛ. ʦʢʦʣʦ 25 ʨʘʟ-

ʣʠʯʥʳʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʉɿʀ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ (ʪʠʧʘ ʄʕ, ʩʠʩʪʝʤʳ IAM, ʉʆɺ/ʉʇɺ, ʚʝʙ-

ʩʝʨʚʝʨʘ, ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ, ʩʝʨʚʝʨʘ ɹɼ, ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʘʥʪʠʚʠʨʫʩʘ, ʨʘʟʣʠʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪ.ʜ.), ʪʦ ʚ ʩʝʪʠ ʵʪʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʩʦʙʳʪʠʷ ʬʠʢʩʠʨʦʚʘʣʠʩʴ ʚ ɾʈʉ ʩʦ ʩʢʦʨʦʩʪʴʶ 

ʦʢʦʣʦ 30000 ʩʦʙʳʪʠʡ/ʩ. ʕʪʦ ʙʳʣʠ ʥʝ ʧʠʢʦʚʘʷ ʩʢʦʨʦʩʪʴ, ʘ ʫʩʨʝʜʥʝʥʥʘʷ ʟʘ 24 ʯʘʩʘ. ʊʘʢʠʤ ʦʙʨʘ-

ʟʦʤ, ʨʘʟʤʝʨʥʦʩʪʴ ɾʈʉ ʩʦʩʪʘʚʣʷʣʘ ʧʦʨʷʜʢʘ 750 ʪʳʩ. ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʦʙʳʪʠʡ ʜʣʷ ʘʥʘʣʠʟʘ. ʅʝʢʦ-

ʪʦʨʳʝ ʩʦʙʳʪʠʷ ʦʪʥʦʩʠʣʠʩʴ ʪʦʣʴʢʦ ʢ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʶ ʩʠʩʪʝʤ, ʥʝʢʦʪʦʨʳʝ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʀɹ, 

ʘ ʥʝʢʦʪʦʨʳʝ ʦʪʥʦʩʠʣʠʩʴ ʩʨʘʟʫ ʢ ʦʙʝʠʤ ʵʪʠʤ ʢʘʪʝʛʦʨʠʷʤ. ʋʤʝʥʴʰʘʷ ʠʥʪʝʨʝʩʥʳʝ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ 

ʀɹ ʪʠʧʳ ʩʦʙʳʪʠʡ, ʥʘʧʨʠʤʝʨ, ʜʦ 25 %, ʧʦʣʫʯʠʤ ʯʠʩʣʦ ʜʘʥʥʳʭ ʜʣʷ ʘʥʘʣʠʟʘ ʚ 187,5 ʪʳʩ. ʝʜʠʥʠʮ. 

ɺ ʥʘʯʘʣʝ ʠʩʭʦʜʥʳʝ ʜʘʥʥʳʝ ʫʤʥʦʞʘʣʠʩʴ ʚʩʝʛʦ ʣʠʰʴ ʥʘ 25 ʦʪʜʝʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ. ɺ ʩʦʚʨʝʤʝʥʥʳʭ 



54 

 

 

ʀʊʂʉ ʠʭ ʥʘ ʧʦʨʷʜʢʠ ʙʦʣʴʰʝ. ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʩʘʤʦʦʪʚʝʨʞʝʥʥʦʩʪʠ ʠ ʢʚʘʣʠʬʠʢʘʮʠʠ, ʩʦʪʨʫʜʥʠʢʠ 

ʩʣʫʞʙʳ ʀɹ ʥʝ ʤʦʛʫʪ ʩʧʨʘʚʣʷʪʴʩʷ ʩ ʧʦʜʣʝʞʘʱʠʤʠ ʘʥʘʣʠʟʫ ʦʙʲʝʤʘʤʠ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʪʦʡ ʞʝ ʩʢʦʨʦʩʪʴʶ, ʩ ʢʦʪʦʨʦʡ ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʠʤ ʩʦʙʳʪʠʷ ʧʨʦʠʩʭʦʜʷʪ. 

ʇʦʵʪʦʤʫ ʦʩʪʨʦ ʚʩʪʘʝʪ ʧʨʦʙʣʝʤʘ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʦʛʦ, ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʦʛʦ ʠ ʚʠʟʫʘʣʠʟʠʨʦʚʘʥʥʦ-

ʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʳʤ ʦʙʨʘʟʦʤ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʭ çʩʳʨʳʭè (ʘʥʛʣ. raw) ʜʘʥʥʳʭ, ʦʪ-

ʥʦʩʷʱʠʭʩʷ ʢ ʀɹ, ʜʣʷ ʧʨʠʥʷʪʠʷ ʩʚʦʝʚʨʝʤʝʥʥʳʭ, ʥʘʠʙʦʣʝʝ ʨʘʮʠʦʥʘʣʴʥʳʭ ʠ ʦʙʦʩʥʦʚʘʥʥʳʭ ʨʝʰʝ-

ʥʠʡ ʧʦ ʢʦʨʨʝʢʪʠʨʦʚʢʝ ʪʝʢʫʱʝʡ ʩʠʪʫʘʮʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʩʦʩʪʦʷʥʠʝʤ ʀɹ ʀʊʂʉ. ʅʦ ʧʝʨʩʧʝʢʪʠʚʥʝʝ, 

ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʥʘʣʠʟʘ ʙʫʜʫʪ ʚʳʷʚʣʝʥʳ ʥʝʢʦʪʦʨʳʝ ʪʝʥʜʝʥʮʠʠ ʠ ʧʦʣʫʯʝʥ ʧʨʦʛʥʦʟ ʥʘ ʙʫʜʫ-

ʱʝʝ ï ʢʘʢʠʝ ʠʥʮʠʜʝʥʪʳ ʀɹ ʤʦʛʫʪ ʧʨʦʠʟʦʡʪʠ ʠ ʢʘʢ ʠʭ ʠʟʙʝʞʘʪʴ, ʫʩʪʨʘʥʠʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʬʘʢʪʦʨʳ ʠ ʫʷʟʚʠʤʦʩʪʠ. 

ʎʄɹ ʧʝʨʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʥʝ ʙʳʣʠ ʨʘʩʩʯʠʪʘʥʳ ʥʘ ʩʣʦʞʥʫʶ ʢʦʨʨʝʣʷʮʠʶ ʠ ʘʥʘʣʠʪʠʢʫ ʚʩʝʭ 

ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ ʀʊʂʉ ʩʦʙʳʪʠʡ ʢʘʢ ʦʩʥʦʚʳ ʧʦʣʥʦʮʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ, ʘ ʥʝ ʧʨʦʩʪʦ ʤʦʥʠʪʦʨʠʥ-

ʛʘ ʀɹ. ʈʝʟʫʣʴʪʘʪʦʤ ʷʚʣʷʣʦʩʴ ʥʝʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʦʝ ʚʨʝʤʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. ʂ ʩʦ-

ʞʘʣʝʥʠʶ, ʝʜʠʥʦʡ ʦʙʱʝʤʠʨʦʚʦʡ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʚʨʝʤʝʥʠ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʥʝ ʩʫʱʝʩʪʚʫʝʪ; ʚʨʝʤʷ 

ʩʫʱʝʩʪʚʝʥʥʦ ʨʘʟʣʠʯʘʝʪ ʚ ʦʪʯʝʪʘʭ ʨʘʟʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʢʦʤʧʘʥʠʡ. ʅʦ ʦʙʱʠʝ ʪʝʥʜʝʥʮʠʠ 

ʚʳʷʚʠʪʴ ʤʦʞʥʦ. ʊʘʢ, ʥʘʧʨʠʤʝʨ, ʠʟʚʝʩʪʥʳʡ ʚ ʤʠʨʝ ʀɹ ʮʝʥʪʨ Ponemon Institute (ʉʐɸ) ʚ ʦʪʯʝʪʝ 

2019 ʛ. ʦʪʤʝʯʘʝʪ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʥʝʦʙʭʦʜʠʤʦ ʚ ʩʨʝʜʥʝʤ 276 ʜʥʝʡ (ʧʨʦʪʠʚ 197 ʚ 2018 ʛ.) ʜʣʷ ʚʳ-

ʷʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ [14]. ʅʝʢʦʪʦʨʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʢʘʟʳʚʘʶʪ, 

ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʠʥʩʘʡʜʝʨʩʢʠʭ ʘʪʘʢ ʚʳʷʚʣʷʶʪʩʷ ʚ ʪʝʯʝʥʠʝ ʤʠʥʫʪ (22 % ʦʧʨʦʰʝʥʥʳʭ), ʯʘʩʦʚ          

(28 %) ʠʣʠ ʦʜʥʦʛʦ ʜʥʷ (26 %) (ʉrowd Research Partners 2018 Insider Threat Report, [15]). ɼʨʫʛʦʝ 

ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʪʘʢʦʛʦ ʥʘʨʫʰʝʥʠʷ ʪʨʝʙʫʝʪʩʷ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷ-

ʮʝʚ (30 % ʦʧʨʦʰʝʥʥʳʭ) ʜʦ ʥʝʩʢʦʣʴʢʠʭ ʣʝʪ (40 %) (Verizon 2019 Insider Threat Report: Executive 

Summary, [16]). ʀ ʵʪʦ ʧʨʠ ʪʦʤ, ʯʪʦ, ʩʦʛʣʘʩʥʦ Website hacking statistics of 2020 [17], ʭʘʢʝʨʳ ʘʪʘ-

ʢʫʶʪ ʢʘʞʜʳʝ 39 ʩʝʢʫʥʜ, ʚ ʩʨʝʜʥʝʤ 2244 ʨʘʟʘ ʚ ʜʝʥʴ; ʦʥʠ ʢʨʘʜʫʪ 75 ʟʘʧʠʩʝʡ ʢʘʞʜʫʶ ʩʝʢʫʥʜʫ 

(ʠʩʪʦʯʥʠʢ: Breach Level Index); ʚ ʩʨʝʜʥʝʤ 30000 ʥʦʚʳʭ ʚʝʙ-ʩʘʡʪʦʚ ʚʟʣʘʤʳʚʘʶʪʩʷ ʢʘʞʜʳʡ ʜʝʥʴ 

(ʠʩʪʦʯʥʠʢ: Forbes); 73 % çʯʝʨʥʳʭè ʭʘʢʝʨʦʚ ʟʘʷʚʠʣʠ, ʯʪʦ ʪʨʘʜʠʮʠʦʥʥʳʡ ʄʕ ʠ ʘʥʪʠʚʠʨʫʩʥʘʷ ʟʘ-

ʱʠʪʘ ʥʝʘʢʪʫʘʣʴʥʳ ʠʣʠ ʫʩʪʘʨʝʣʠ (ʠʩʪʦʯʥʠʢ: Thycotic.com); ʦʥʠ ʝʞʝʜʥʝʚʥʦ ʩʦʟʜʘʶʪ 300000 ʥʦ-

ʚʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ (ʠʩʪʦʯʥʠʢ: McAfee). 

ʀʟ ʚʳʰʝ ʧʨʝʜʩʪʘʚʣʝʥʥʦʛʦ, ʩʣʝʜʫʝʪ ʚʳʚʦʜ, ʯʪʦ ʜʦ ʥʘʩʪʦʷʱʝʛʦ ʚʨʝʤʝʥʠ ʥʠʢʘʢʠʭ ʧʨʦʨʳʚ-

ʥʳʭ ʨʝʰʝʥʠʡ ʥʘ ʨʳʥʢʝ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʤ ʚ ʩʚʦʝ ʚʨʝʤʷ ʷʚʣʷʣʠʩʴ 

ʉʆɺ, ʄʕ, ʉʇɺ ʠ ɺʏʉ, ʪʘʢ ʠ ʥʝ ʧʦʷʚʣʷʣʦʩʴ, ʭʦʪʷ ʵʪʦʛʦ ʦʯʝʥʴ ʞʜʫʪ, ʥʘʧʨʠʤʝʨ, ʵʢʦʩʠʩʪʝʤʳ IoT 

[100] ʠ ʦʙʣʘʯʥʳʝ ʠ ʚʠʨʪʫʘʣʴʥʳʝ ʩʠʩʪʝʤʳ. ʇʨʠ ʚʩʝʤ ʤʥʦʛʦʦʙʨʘʟʠʠ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʣʴʥʝʡʰʝʛʦ ʧʦʚʳʰʝʥʠʷ ʪʨʝʙʫʶʪ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ 

ʢʘʯʝʩʪʚʦ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ ʎʄɹ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʩʫʱʝʩʪ-

ʚʝʥʥʦ ʦʪʩʪʘʶʪ ʦʪ ʪʨʝʙʫʝʤʦʛʦ ʩʝʛʦʜʥʷ ʫʨʦʚʥʷ. ʆʨʛʘʥʠʟʘʮʠʠ ʚʩʝ ʙʦʣʴʰʝ ʧʦʥʠʤʘʶʪ, ʯʪʦ ʩʚʦʝʚʨʝ-
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ʤʝʥʥʦʝ ʚʳʷʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ, ʯʪʦ ʙʦʣʝʝ ʚʘʞʥʦ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠʭ ʚ ʙʫʜʫʱʝʤ ʥʝ ʪʦʣʴʢʦ 

ʚʦʟʤʦʞʥʦ, ʥʦ ʠ ʥʝʦʙʭʦʜʠʤʦ. ʃʶʙʳʝ ʟʘʜʝʨʞʢʠ ʠ ʪʦʣʴʢʦ ʦʪʚʝʪʥʳʝ ʜʝʡʩʪʚʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ 

ʧʦʜʚʝʨʛʘʶʪ ʨʠʩʢʫ ʘʢʪʠʚʳ ʠ ʫʩʣʫʛʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʥʘ ʙʘʟʝ ʠʭ ʀʊʂʉ, ʠ ʚʩʶ ʜʝʷʪʝʣʴʥʦʩʪʴ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʮʝʣʦʤ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʪʦʣʴʢʦ ʦʧʠʩʘʪʝʣʴʥʦʡ ʠ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʪʠʢʠ 

ʥʝʜʦʩʪʘʪʦʯʥʦ; ʥʫʞʥʘ ʘʥʘʣʠʪʠʢʘ ʧʨʦʛʥʦʟʠʨʫʶʱʘʷ ʠ ʧʨʝʜʧʠʩʳʚʘʶʱʘʷ. 

 

1.2.5. ʇʦʥʷʪʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʆʯʝʚʠʜʥʦ, ʯʪʦ ʩʪʦʠʪ ʧʨʦʙʣʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʦʨ-

ʛʘʥʠʟʘʮʠʡ ʠ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʥʘ ʚʩʝʭ ʵʪʘʧʘʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʚ ʫʩʣʦʚʠʷʭ ʫʛ-

ʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʨʝʰʝʥʠʝ ʢʦʪʦʨʦʡ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʦ ʟʘ ʩʯʝʪ ʨʘʟʨʘʙʦʪʢʠ 

ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʜʜʝʨʞʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʀʊʂʉ ʦʪ ʧʨʦʝʢʪʠʨʦʚʘ-

ʥʠʷ ʠ ʚʥʝʜʨʝʥʠʷ ʜʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ, ʨʘʟʚʠʪʠʷ ʠ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝ-

ʥʠʠ ʦʪʢʘʟʦʚ ʚ ʨʘʙʦʪʝ, ʪʨʝʙʫʶʱʠʭ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʩʠʩʪʝʤʦʪʝʭʥʠʯʝʩʢʦʡ ʩʦʩʪʘʚʣʷʶʱʝʡ ʀʊʂʉ 

(ʥʘʧʨʠʤʝʨ, ʥʝʤʝʜʣʝʥʥʳʡ ʧʝʨʝʚʦʜ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʥʘ ʨʝʟʝʨʚʥʫʶ ʧʣʦʱʘʜʢʫ ʧʦʩʣʝ ʚʳʭʦʜʘ ʠʟ 

ʩʪʨʦʷ ʦʩʥʦʚʥʦʡ). ɺʩʝ ʵʪʠ ʧʨʦʮʝʩʩʳ ʤʦʛʫʪ ʙʳʪʴ ʧʦʜʜʝʨʞʘʥʳ ʚ ʨʘʤʢʘʭ ʩʦʟʜʘʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦ-

ʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʧʨʘʚʣʝʥʠʝ 

ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʥʘ ʦʩʥʦʚʝ ʠʩʧʦʣʴʟʦʚʘ-

ʥʠʷ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʠ ʥʘʟʚʘʥʥʦʛʦ çʎʝʥʪʨ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚ-

ʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶè (ʎʀʋʉɹ). ʇʨʠ ʵʪʦʤ ʩʘʤ ʎʀʋʉɹ ʜʦʣʞʝʥ ʚʭʦʜʠʪʴ ʚ ʩʦʩʪʘʚ ʉʆʀɹ 

ʀʊʂʉ, ʙʳʪʴ ʩ ʥʠʤ ʞʝʩʪʢʦ ʩʚʷʟʘʥ ʠ ʚʣʠʷʪʴ ʥʘ ʝʝ ʨʘʟʚʠʪʠʝ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ. 

ʇʦʩʪʨʦʝʥʠʝ ʉʆʀɹ ʀʊʂʉ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠʤʝʶʱʠʭʩʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʜʭʦʜʦʚ ʠ 

ʥʘ ʪʨʘʜʠʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʷʭ, ʢʦʪʦʨʳʝ ʧʦʢʘʟʘʣʠ ʩʝʙʷ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʥʝʨʝʟʫʣʴʪʘʪʠʚʥʳʤʠ, 

ʪʨʝʙʫʝʪ ʢʘʨʜʠʥʘʣʴʥʦ ʥʦʚʳʭ ʧʦʜʭʦʜʦʚ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʩʥʦʚʥʳʤ ʪʨʝʙʦʚʘʥʠʝʤ ʩʝʛʦʜʥʷʰʥʝʛʦ 

ʚʨʝʤʝʥʠ ʷʚʣʷʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝ ʥʘʜʣʝʞʘʱʝʡ ʟʘʱʠʪʳ ʩʝʪʝʡ ʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ ʀʉ, ʠʥʬʦʨʤʘʮʠʠ 

ʠ ʫʩʣʫʛ, ʥʘʟʳʚʘʝʤʦʡ ʜʘʣʝʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʇʨʠ ʵʪʦʤ ʧʦʜ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʀʊʂʉ (ʦʪ ʘʥʛʣ. network security) ʙʫʜʝʤ ʧʦʥʠʤʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʩʪʨʦʡʩʪʚ ʀʊʂʉ, ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʵʪʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʧʨʠʣʦʞʝʥʠʷʤʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʤʠ ʫʩʣʫʛʘʤʠ 

ʠ ʢʦʥʝʯʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʧʦ ʣʠ-

ʥʠʷʤ ʩʚʷʟʠ ʀʊʂʉ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [60]). 

ɺ ʜʘʣʴʥʝʡʰʠʭ ʨʘʩʩʫʞʜʝʥʠʷʭ ʧʦʪʨʝʙʫʝʪʩʷ ʧʦʥʠʤʘʥʠʝ ʩʦʦʪʥʦʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ 

ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʥʦ ʥʘʛʣʷʜʥʦ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʤʝʞʜʫʥʘʨʦʜʥʦʤ ʩʪʘʥʜʘʨʪʝ ISO/IEC 

27032:2012 [101] (ʨʠʩ. 9) ʠ ʚ ʮʝʣʦʤ ʩʦʛʣʘʩʫʝʪʩʷ ʩ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-1-2011 [60], ʚ ʢʦʪʦ-

ʨʦʤ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʀɹ ʧʝʨʝʩʝʢʘʝʪʩʷ ʩ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ ʯʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʦʡʩʪʚ ʀɹ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʠ ʭʨʘʥʠʤʳʭ ʚ ʩʝʪʷʭ. ʇʨʠ ʵʪʦʤ ʚ 
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ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʝʩʪʴ ʝʱʝ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʜʚʝ ʯʘʩʪʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʨʘʩʩʤʦʪʨʝʥʠʶ ʙʝʟʦ-

ʧʘʩʥʦʩʪʠ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʠʤʠ. ʅʦ ʚ ISO/IEC 

27032:2012 ʝʩʪʴ ʠ ʨʷʜ ʥʝʩʦʦʪʚʝʪʩʪʚʠʡ ʩ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-1-2011, ʩʚʷʟʘʥʥʳʭ, ʥʘʧʨʠʤʝʨ, 

ʩ ʥʝ ʩʦʚʩʝʤ ʢʦʨʨʝʢʪʥʳʤ (ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʘʚʪʦʨʘ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ) ʠʟʦʙʨʘʞʝʥʠʝʤ ʙʝʟʦʧʘʩ-

ʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʠʙʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩʝʪʝʡ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʨʘʟʥʦ-

ʦʙʨʘʟʥʳʭ ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

 

 

ʈʠʩʫʥʦʢ 9 ï ʉʦʦʪʥʦʰʝʥʠʝ ʧʦʥʷʪʠʡ ʀɹ ʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʛʣʘʩʥʦ ISO/IEC 

27032:2012 [101] 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʙʳʣʦ ʧʦʢʘʟʘʥʦ, ʯʪʦ ʠʤʝʝʪʩʷ ʧʨʦʙʣʝʤʘ, ʪʨʝʙʫʶʱʘʷ ʢʘʢ 

ʩʢʦʨʝʡʰʝʛʦ ʨʝʰʝʥʠʷ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʠ ʧʦʜʜʝʨʞʢʠ ʘʜʝʢʚʘʪʥʦʡ ʩʦʚʨʝʤʝʥʥʳʤ ʫʛʨʦʟʘʤ ʀɹ ʉʆʀɹ 

ʀʊʂʉ, ʘʙʩʦʣʶʪʥʦ ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʫʩʧʝʭʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʦʚʝʡ-

ʰʠʭ ʤʝʪʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʰʠʨʦʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʣʫʯʘʪʴ ʥʦ-

ʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʠ ʪʝʥʜʝʥʮʠʷʭ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʥʘ ʝʝ ʦʩʥʦʚʝ ʩʠʥʪʝʟʠʨʦʚʘʪʴ ʥʦʚʳʝ ʟʥʘʥʠʷ ʦ ʙʫʜʫʱʠʭ ʚʦʟʤʦʞʥʳʭ ʫʷʟʚʠʤʦ-

ʩʪʷʭ ʠ ʫʛʨʦʟʘʭ ʀɹ, ʘ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʦʙʦʩʥʦʚʘʥʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʨʘʟʚʠʪʠʝ ʩʦʙʳʪʠʡ ʠ ʚʥʝʜʨʷʪʴ 

ʢʦʤʧʣʝʢʩʥʦʝ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʜʣʷ ʟʘʱʠʪʳ ʝʝ ʠʥʬʦʨʤʘ-

ʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ. 

  



57 

 

 

1.3. ʅʦʨʤʘʪʠʚʥʘʷ ʠ ʧʨʘʚʦʚʘʷ ʙʘʟʘ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʠʤʝʥʠʤʘʷ ʢ ʦʙʲʝʢʪʫ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʥʘʷ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʛʣʦʩʩʘʨʠʷ -

ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ ʠʩʩʣʝʜʦʚʘʥʠʷ 

 

ʉʪʘʥʜʘʨʪʳ ʠ ʠʥʳʝ ʜʦʢʫʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʣʷʶʪ ʥʦʨʤʘʪʠʚʥʫ  ʁʠ ʧʨʘʚʦʚʫ  ʁʙʘʟʫ ʜʘʥ-

ʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʤʦʞʥʦ ʧʨʝʜʩʪʘʚʠʪʴ ʚ ʚʠʜʝ ʩʣʝʜʫʶʱʝʡ ʠʝʨʘʨʭʠʠ (ʨʠʩ. 10).  

 

 

ʈʠʩʫʥʦʢ 10 ï ʅʦʨʤʘʪʠʚʥʘʷ ʠ ʧʨʘʚʦʚʘʷ ʙʘʟʘ ʠʩʩʣʝʜʦʚʘʥʠʷ 

 

1.3.1. ʇʨʘʚʦʚʘʷ ʙʘʟʘ ʠʩʩʣʝʜʦʚʘʥʠʷ 

 

ʉʨʝʜʠ ʧʨʘʚʦʚʳʭ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦ-ʨʘʩʧʦʨʷʜʠʪʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʩʘʤʳʤʠ ʚʘʞʥʳʤʠ ʚ 

ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: 

ð ʌʝʜʝʨʘʣʴʥʳʡ ʟʘʢʦʥ ʦʪ 27 ʠʶʣʷ 2006 ʛ. ˉ 149-ʌɿ çʆʙ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʷʭ ʠ ʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠè; ʧʨʠʥʷʪ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ɼʫʤʦʡ 8 ʠʶʣʷ 2006 ʛ.; ʦʜʦʙʨʝʥ 

ʉʦʚʝʪʦʤ ʌʝʜʝʨʘʮʠʠ 14 ʠʶʣʷ 2006 ʛ. [6]; 

ð ʌʝʜʝʨʘʣʴʥʳʡ ɿʘʢʦʥ ʦʪ 26 ʠʶʣʷ 2017 ʛ. ˉ 187-ʌɿ çʆ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè; ʧʨʠʥʷʪ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ɼʫʤʦʡ          

12 ʠʶʣʷ 2017 ʛ.; ʦʜʦʙʨʝʥ ʉʦʚʝʪʦʤ ʌʝʜʝʨʘʮʠʠ 19 ʠʶʣʷ 2017 ʛ. [7]; 

ð ʋʢʘʟ ʇʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʪ 7 ʤʘʷ 2018 ʛ. ˉ 204 çʆ ʥʘʮʠʦʥʘʣʴʥʳʭ ʮʝ-

ʣʷʭ ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʟʘʜʘʯʘʭ ʨʘʟʚʠʪʠʷ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʥʘ ʧʝʨʠʦʜ ʜʦ 2024 ʛʦʜʘè [3]; 
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ð ʋʢʘʟ ʇʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʪ 12 ʜʝʢʘʙʨʷ 2014 ʛ. ˉ ʂ 1274 çʆ ʂʦʥʮʝʧ-

ʮʠʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤ-

ʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè [25]; 

ð ɼʦʢʪʨʠʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ; ʫʪʚʝʨʞʜʝʥʘ ʋʢʘ-

ʟʦʤ ʇʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ˉ 646 ʦʪ 05.12.2016 [2]; 

ð ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʪ 8 ʬʝʚʨʘʣʷ 2018 ʛ. ˉ 127 çʆʙ 

ʫʪʚʝʨʞʜʝʥʠʠ ʧʨʘʚʠʣ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʝʨʝʯʥʷ ʧʦʢʘʟʘʪʝʣʝʡ ʢʨʠʪʝʨʠʝʚ ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝ-

ʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʠ ʠʭ ʟʥʘʯʝʥʠʡè [21]; 

ð ʇʨʠʢʘʟ ʌʝʜʝʨʘʣʴʥʦʡ ʉʣʫʞʙʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʪ 24 ʠʶʣʷ 2018 ʛ. 

ˉ 366 çʆ ʅʘʮʠʦʥʘʣʴʥʦʤ ʢʦʦʨʜʠʥʘʮʠʦʥʥʦʤ ʮʝʥʪʨʝ ʧʦ ʢʦʤʧʴʶʪʝʨʥʳʤ ʠʥʮʠʜʝʥʪʘʤè [102]; 

ð ʇʘʩʧʦʨʪ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʧʨʦʝʢʪʘ. ʅʘʮʠʦʥʘʣʴʥʘʷ ʧʨʦʛʨʘʤʤʘ çʎʠʬʨʦʚʘʷ ʵʢʦʥʦʤʠʢʘ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè; ʫʪʚʝʨʞʜʸʥ ʨʝʰʝʥʠʝʤ ʧʨʝʟʠʜʠʫʤʘ ʉʦʚʝʪʘ ʧʨʠ ʇʨʝʟʠʜʝʥʪʝ ʈʦʩʩʠʡʩʢʦʡ 

ʌʝʜʝʨʘʮʠʠ ʧʦ ʩʪʨʘʪʝʛʠʯʝʩʢʦʤʫ ʨʘʟʚʠʪʠʶ ʠ ʥʘʮʠʦʥʘʣʴʥʳʤ ʧʨʦʝʢʪʘʤ 24 ʜʝʢʘʙʨʷ 2018 ʛ. [4]. 

 

1.3.2. ʅʦʨʤʘʪʠʚʥʘʷ ʙʘʟʘ ʠʩʩʣʝʜʦʚʘʥʠʷ 

 

ʆʩʥʦʚʫ ʥʦʨʤʘʪʠʚʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʠʩʩʣʝʜʦʚʘʥʠ ̫ʩʦʩʪʘʚʠʣʠ ʩʣʝʜʫʶʱʠʝ: 

ʉʧʝʮʠʘʣʴʥʳʝ ʥʦʨʤʘʪʠʚʥʳʝ ʜʦʢʫʤʝʥʪʳ: 

ð ʌʝʜʝʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʦ ʪʝʭʥʠʯʝʩʢʦʤʫ ʠ ʵʢʩʧʦʨʪʥʦʤʫ ʢʦʥʪʨʦʣʶ. ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ ʩʦ-

ʦʙʱʝʥʠʝ ʦʙ ʫʪʚʝʨʞʜʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ ʢ ʤʝʞʩʝʪʝʚʳʤ ʵʢʨʘʥʘʤ ʦʪ 28.04.2016 ˉ 240/24/1986 [103]; 

ɻʆʉʊʳ: 

ð ɻʆʉʊ 15971-90 çʉʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ. ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [104]; 

ð ɻʆʉʊ 27.004-85 çʅʘʜʝʞʥʦʩʪʴ ʚ ʪʝʭʥʠʢʝ (ʉʉʅʊ). ʉʠʩʪʝʤʳ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ. ʊʝʨʤʠʥʳ 

ʠ ʦʧʨʝʜʝʣʝʥʠʷè [56]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27001-2006 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʠʩʪʝʤʳ ʤʝʥʝʜʞʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʦʚʘʥʠʷè 

[105]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27002-2012 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜ-

ʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʚʦʜ ʥʦʨʤ ʠ ʧʨʘʚʠʣ ʤʝʥʝʜʞʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠè [106]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27005-2010 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʝʥʝʜʞʤʝʥʪ ʨʠʩʢʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè [107]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-3-2014 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜ-

ʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ. ʏʘʩʪʴ 3. ʕʪʘʣʦʥʥʳʝ ʩʝʪʝʚʳʝ ʩʮʝʥʘʨʠʠ. ʋʛ-
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ʨʦʟʳ, ʤʝʪʦʜʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʠ ʚʦʧʨʦʩʳ ʫʧʨʘʚʣʝʥʠʷè [108]; 

ð ɻʆʉʊ 34.003-90. çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʂʦʤʧʣʝʢʩ ʩʪʘʥʜʘʨʪʦʚ ʥʘ ʘʚʪʦʤʘʪʠʟʠ-

ʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ. ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ. ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [109]; 

ð ɻʆʉʊ 34.321-96 çʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ (ʀʊ). ʉʠʩʪʝʤʘ ʩʪʘʥʜʘʨʪʦʚ ʧʦ ʙʘʟʘʤ 

ʜʘʥʥʳʭ. ʕʪʘʣʦʥʥʘʷ ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʤʠè [59];  

ð ɻʆʉʊ ʈ 50739-95 çʉʨʝʜʩʪʚʘ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʠ. ɿʘʱʠʪʘ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥ-

ʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʠ. ʆʙʱʠʝ ʪʝʭʥʠʯʝʩʢʠʝ ʪʨʝʙʦʚʘʥʠʷè [110]; 

ð ɻʆʉʊ ʈ 50922-2006 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʆʩʥʦʚʥʳʝ ʪʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [111]; 

ð ɻʆʉʊ ʈ 51275-2006 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʆʙʲʝʢʪ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ. ʌʘʢʪʦʨʳ, ʚʦʟ-

ʜʝʡʩʪʚʫʶʱʠʝ ʥʘ ʠʥʬʦʨʤʘʮʠʶ. ʆʙʱʠʝ ʧʦʣʦʞʝʥʠʷè [112]; 

ð ɻʆʉʊ ʈ 51513-99 çʉʦʚʤʝʩʪʠʤʦʩʪʴ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʘʷ. ʆʙʦʨʫʜʦ-

ʚʘʥʠʝ ʨʘʩʧʨʝʜʝʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ ʧʨʠʝʤʥʳʭ ʩʠʩʪʝʤ ʪʝʣʝʚʠʜʝʥʠʷ ʠ ʨʘʜʠʦʚʝʱʘʥʠʷ. ʅʦʨʤʳ ʵʣʝʢ-

ʪʨʦʤʘʛʥʠʪʥʳʭ ʧʦʤʝʭ, ʪʨʝʙʦʚʘʥʠʷ ʧʦʤʝʭʦʫʩʪʦʡʯʠʚʦʩʪʠ ʠ ʤʝʪʦʜʳ ʠʩʧʳʪʘʥʠʡè [62]; 

ð ɻʆʉʊ ʈ 52653-2006 çʀʥʬʦʨʤʘʮʠʦʥʥʦ-ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʚ ʦʙʨʘʟʦʚʘʥʠʠ. 

ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [113]; 

ð ɻʆʉʊ ʈ 53114-2008 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʆʙʝʩʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ. ʆʩʥʦʚʥʳʝ ʪʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [22]; 

ð ɻʆʉʊ ʈ 53801-2010 çʉʚʷʟʴ ʬʝʜʝʨʘʣʴʥʘʷ. ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [114]; 

ð ɻʆʉʊ ʈ 54619-2011 çɻʣʦʙʘʣʴʥʘʷ ʥʘʚʠʛʘʮʠʦʥʥʘʷ ʩʧʫʪʥʠʢʦʚʘʷ ʩʠʩʪʝʤʘ. ʉʠʩʪʝʤʘ ʵʢʩ-

ʪʨʝʥʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʧʨʠ ʘʚʘʨʠʷʭ. ʇʨʦʪʦʢʦʣʳ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʘʚʪʦʤʦʙʠʣʴʥʦʡ ʩʠʩʪʝ-

ʤʳ/ʫʩʪʨʦʡʩʪʚʘ ʚʳʟʦʚʘ ʵʢʩʪʨʝʥʥʳʭ ʦʧʝʨʘʪʠʚʥʳʭ ʩʣʫʞʙ ʩ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʩʠʩʪʝʤʳ ʵʢʩʪʨʝʥʥʦʛʦ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʧʨʠ ʘʚʘʨʠʷʭè [115]; 

ð ɻʆʉʊ ʈ ʀʉʆ 31000-2019 çʄʝʥʝʜʞʤʝʥʪ ʨʠʩʢʘ. ʇʨʠʥʮʠʧʳ ʠ ʨʫʢʦʚʦʜʩʪʚʦè [116]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27000-2012 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜ-

ʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʠʩʪʝʤʳ ʤʝʥʝʜʞʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʙʱʠʡ 

ʦʙʟʦʨ ʠ ʪʝʨʤʠʥʦʣʦʛʠʷè [117]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-1-2011 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜ-

ʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ. ʏʘʩʪʴ 1. ʆʙʟʦʨ ʠ ʢʦʥʮʝʧʮʠʠè [60]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 38500-2017 çʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ (ʀʊ). ʉʪʨʘʪʝʛʠʯʝʩʢʦʝ 

ʫʧʨʘʚʣʝʥʠʝ ʀʊ ʚ ʦʨʛʘʥʠʟʘʮʠʠè [118]; 

ð ɻʆʉʊ ʈ ʀʉʆ 7498-2-99 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ɺʟʘʠʤʦʩʚʷʟʴ ʦʪʢʨʳʪʳʭ 

ʩʠʩʪʝʤ. ɹʘʟʦʚʘʷ ʵʪʘʣʦʥʥʘʷ ʤʦʜʝʣʴ. ʏʘʩʪʴ 2. ɸʨʭʠʪʝʢʪʫʨʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠè [119]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 9594-8-98 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ɺʟʘʠʤʦʩʚʷʟʴ ʦʪ-

ʢʨʳʪʳʭ ʩʠʩʪʝʤ. ʉʧʨʘʚʦʯʥʠʢ. ʏʘʩʪʴ 8. ʆʩʥʦʚʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠè [120]; 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ: 



60 

 

 

ð ʈ 50.1.053-2005 çʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ. ʆʩʥʦʚʥʳʝ ʪʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʚ 

ʦʙʣʘʩʪʠ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠè [121]; 

ð ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʈ 50.1.056-2005 çʊʝʭʥʠʯʝʩʢʘʷ ʟʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. 

ʆʩʥʦʚʥʳʝ ʪʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷè [122]; 

ɽʚʨʦʧʝʡʩʢʠʝ ʩʪʘʥʜʘʨʪʳ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ (ʀʉʆ, ʘʥʛʣ. 

International Organization for Standardization, ISO) ʠ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʵʣʝʢʪʨʦʪʝʭʥʠʯʝʩʢʦʡ ʢʦ-

ʤʠʩʩʠʠ (ʄʕʂ, ʦʪ ʘʥʛʣ. International Electrotechnical Commission, IEC), ʘ ʠʤʝʥʥʦ ʩʝʨʠʷ ʩʪʘʥʜʘʨ-

ʪʦʚ ʩʝʤʝʡʩʪʚʘ 27000, ʧʦʩʚʷʱʝʥʥʘʷ ʩʠʩʪʝʤʘʤ ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʉʋʀɹ) (ʜʘʣʝʝ ʧʝʨʝʯʠʩʣʷʶʪʩʷ 

ʪʦʣʴʢʦ ʪʝ ʩʪʘʥʜʘʨʪʳ, ʢʦʪʦʨʳʝ ʥʝ ʠʤʝʶʪ ʛʘʨʤʦʥʠʟʠʨʦʚʘʥʥʳʭ ʨʦʩʩʠʡʩʢʠʭ ɻʆʉʊʦʚ): 

ð ISO/IEC 27000:2018 Information technology ð Security techniques ð Information securi-

ty management systems ð Overview and vocabulary (ʆʙʱʠʡ ʦʙʟʦʨ ʠ ʪʝʨʤʠʥʦʣʦʛʠʷ) [123]; 

ð ISO/IEC 27001:2013 Information technology ð Security techniques ð Information securi-

ty management systems ð Requirements (ʊʨʝʙʦʚʘʥʠʷ) [124]; 

ð ISO/IEC 27032:2012 Information technology ï Security techniques ï Guidelines for 

cybersecurity (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ) [101]; 

ð ISO/IEC 27033-2:2012 Information technology ð Security techniques ð Network security 

ð Part 2: Guidelines for the design and implementation of network security (ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ. 

ʏʘʩʪʴ 2. ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ ʠ ʨʝʘʣʠʟʘʮʠʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ) [125]; 

ð ISO/IEC 27033-4:2014 Information technology ð Security techniques ð Network security 

ð Part 4: Securing communications between networks using security gateways (ʏʘʩʪʴ 4. 

ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʞʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʣʶʟʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ) [126]; 

ð ISO/IEC 27035-1:2016 Information technology ð Security techniques ð Information secu-

rity incident management ð Part 1: Principles of incident management (ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ 

ʀɹ ð ʏʘʩʪʴ 1. ʇʨʠʥʮʠʧʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ) [68]; 

ð ISO/IEC 27035-2:2016 Information technology ð Security techniques ð Information secu-

rity incident management ð Part 2: Guidelines to plan and prepare for incident response (ʏʘʩʪʴ 2. 

ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʧʦʜʛʦʪʦʚʢʠ ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ) [127]; 

ð ISO/IEC 27041:2015 Information technology ð Security techniques ð- Guidance on as-

suring suitability and adequacy of incident investigative method (ʈʫʢʦʚʦʜʷʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʧʨʠʛʦʜʥʦʩʪʠ ʠ ʘʜʝʢʚʘʪʥʦʩʪʠ ʤʝʪʦʜʘ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ) [128]; 

ð ISO/IEC 27042:2015 Information technology ð Security techniques ð- Guidelines for the 

analysis and interpretation of digital evidence (ʈʫʢʦʚʦʜʷʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ ʘʥʘʣʠʟʫ ʠ ʠʥʪʝʨʧʨʝʪʘʮʠʠ 

ʩʚʠʜʝʪʝʣʴʩʪʚ ʚ ʮʠʬʨʦʚʦʡ ʬʦʨʤʝ) [129]; 

ð ISO/IEC 27043:2015 Information technology ð Security techniques ð Incident investiga-
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tion principles and processes (ʇʨʠʥʮʠʧʳ ʠ ʧʨʦʮʝʩʩʳ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ) [130]; 

ʉʧʝʮʠʘʣʴʥʘʷ ʧʫʙʣʠʢʘʮʠʷ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʠʥʩʪʠʪʫʪʘ ʩʪʘʥʜʘʨʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ ʉʐɸ 

(ʘʥʛʣ. National Institute of Standards and Technology, NIST): 

ð NIST Special Publication 800-61. Revision 2. 2012. Computer Security Incident Handling 

Guide (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʦʙʨʘʙʦʪʢʝ ʠʥʮʠʜʝʥʪʦʚ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ) [131]; 

ɺʝʜʦʤʩʪʚʝʥʥʳʝ ʥʦʨʤʘʪʠʚʥʳʝ ʜʦʢʫʤʝʥʪʳ: 

ð ʉʪʘʥʜʘʨʪ ɹʘʥʢʘ ʈʦʩʩʠʠ ʉʊʆ ɹʈ ʀɹɹʉ-1.0-2014 çʆʙʝʩʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦ-

ʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʥʢʦʚʩʢʦʡ ʩʠʩʪʝʤʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. ʆʙʱʠʝ ʧʦʣʦʞʝʥʠʷè [65]; 

ð ʈʝʢʦʤʝʥʜʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ɹʘʥʢʘ ʈʦʩʩʠʠ ʈʉ ɹʈ ʀɹɹʉ-2.2-2009 çʆʙʝʩ-

ʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʥʢʦʚʩʢʦʡ ʩʠʩʪʝʤʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘ-

ʮʠʠ. ʄʝʪʦʜʠʢʘ ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʥʘʨʫʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè [66]. 

ɺʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʜʦʢʫʤʝʥʪʳ ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʩʦʟʜʘʥʠʷ ʛʣʦʩʩʘʨʠʷ ʦʩʥʦʚʥʳʭ 

ʪʝʨʤʠʥʦʚ, ʫʧʦʤʠʥʘʝʤʳʭ ʚ ʜʘʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ. ʄʥʦʛʠʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ʦʧʨʝʜʝʣʝʥʠʷ, ʩʚʷʟʘʥ-

ʥʳʝ ʩ ʀɹ, ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʥʷʪʳ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʘʢʪʠʢʠ, ʥʦ ʦʥʠ ʥʝ ʦʪʨʘʞʘʶʪ ʩʧʝʮʠʬʠʢʫ ʩʦʚʨʝ-

ʤʝʥʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʱʝʩʪʚʘ ʠ ʪʨʝʙʫʶʪ ʠʭ ʩʦʛʣʘʩʦʚʘʥʠʷ ʩ ʩʦʚʨʝʤʝʥʥʳʤʠ ʥʘʫʯʥʳʤʠ 

ʚʟʛʣʷʜʘʤʠ. ʇʦʵʪʦʤʫ ʧʨʝʜʣʘʛʘʶʪʩʷ ʠ ʦʙʲʷʩʥʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʳʝ ʦʧʨʝʜʝʣʝʥʠʷ. ʈʘʟʨʘʙʦʪʘʥʥʳʡ 

ʛʣʦʩʩʘʨʠʡ ʚ ʧʦʣʥʦʤ ʦʙʲʝʤʝ ʧʨʝʜʩʪʘʚʣʝʥ ʧʦʩʣʝ ʟʘʢʣʶʯʝʥʠʷ ʠ ʩʦʜʝʨʞʠʪ 205 ʪʝʨʤʠʥʦʚ, ʚʢʣʶʯʘʷ 

ʪʘʢʠʝ ʪʝʨʤʠʥʳ ʢʘʢ çʀɹè, çʫʛʨʦʟʘ ʀɹè, çʫʷʟʚʠʤʦʩʪʴè, çʠʩʪʦʯʥʠʢ ʫʛʨʦʟʳ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè, 

çʩʦʙʳʪʠʝ ʀɹè, çʠʥʮʠʜʝʥʪ ʀɹè, çʨʠʩʢ ʥʘʨʫʰʝʥʠʷ ʀɹè, çʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉè 

ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ. ʆʥʠ ʙʳʣʠ ʚʚʝʜʝʥʳ ʚ ʨʘʟʥʳʭ ʨʘʙʦʪʘʭ ʘʚʪʦʨʘ, ʥʘʧʨʠʤʝʨ, ʚ [45-47, 132].  

 

1.4. ʎʝʣʴ ʠ ʟʘʜʘʯʠ ʠʩʩʣʝʜʦʚʘʥʠʷ 

 

ʅʘ ʦʩʥʦʚʝ ʧʨʦʚʝʜʝʥʥʦʛʦ ʘʥʘʣʠʟʘ ʪʠʧʦʚʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʪʦʯʝʢ ʟʨʝʥʠʷ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʝʝ ʀɹ ʤʦʞʥʦ ʟʘʢʣʶʯʠʪʴ, ʯʪʦ ʩʦ-

ʚʨʝʤʝʥʥʳʝ ʜʦʩʪʠʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʀʂʊ ʬʦʨʤʠʨʫʶʪ ʙʣʘʛʦʧʨʠʷʪʥʳʝ ʫʩʣʦʚʠʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʀʊʂʉ 

ʢʘʢ ʦʩʥʦʚʳ ʧʦʩʪʨʦʝʥʠʷ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. ʕʪʠ ʫʩʣʦʚʠʷ ʦʧʨʝʜʝʣʷʶʪʩʷ ʪʝʤʠ ʚʦʟʤʦʞʥʦʩʪʷ-

ʤʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʩʣʦʞʥʳʝ ʧʨʦʩʪʨʘʥʩʪʚʝʥʥʦ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʠʝ-

ʨʘʨʭʠʯʝʩʢʠʝ ʯʝʣʦʚʝʢʦ-ʤʘʰʠʥʥʳʝ ʦʪʢʨʳʪʳʝ ʩʠʩʪʝʤʳ ʩ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤ ʫʧʨʘʚʣʝʥʠʝʤ ʚ ʮʝʣʦʤ 

ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ-ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤ ʫʧʨʘʚʣʝʥʠʝʤ ʠʭ ʦʪʜʝʣʴʥʳʤʠ ʵʣʝʤʝʥʪʘʤʠ ʠ ʚ ʢʦʪʦʨʳʭ 

ʥʘ ʦʩʥʦʚʝ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʩʦʚʦʢʫʧʥʦʩʪʠ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʦʙʝʩʧʝʯʠʚʘʶ-

ʱʠʭ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʚʩʝʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʬʝʨ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʗ, ʩʦʯʝʪʘʶʪʩʷ 

ʤʘʰʠʥʥʘʷ ʦʙʨʘʙʦʪʢʘ ʠʥʬʦʨʤʘʮʠʠ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʉɺʊ ʠ ʩʨʝʜʩʪʚ ʩʚʷʟʠ ʩ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʯʝʣʦʚʝ-

ʢʘ, ʚʳʩʪʫʧʘʶʱʝʛʦ ʚ ʢʘʯʝʩʪʚʝ ʧʦʪʨʝʙʠʪʝʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʫʩʣʫʛ, 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʀʊʂʉ. 
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ɺ ʩʦʩʪʘʚʝ ʀʊʂʉ, ʢ ʢʦʪʦʨʳʤ ʧʨʝʜʲʷʚʣʷʶʪʩʷ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʦʙʷʟʘʪʝʣʴʥʦ 

ʠʤʝʝʪʩʷ ʉʆʀɹ, ʦʙʲʝʜʠʥʷʶʱʘ ̫ʨʘʟʣʠʯʥʳʝ ʧʦʜʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʩʦʟʜʘʥʠʷ ʝʜʠʥʦʡ 

ʟʘʱʠʱʝʥʥʦʡ ʩʨʝʜʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠ ʧʦʜʜʝʨʞʠʚʘʶʱʘ ̫ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ 

ʀʊʂʉ ʥʘ ʦʩʥʦʚʝ ʧʨʠʤʝʥʝʥʠʷ ʤʥʦʛʦʫʨʦʚʥʝʚʦʛʦ (ʵʰʝʣʦʥʠʨʦʚʘʥʥʦʛʦ) ʧʦʜʭʦʜʘ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʨʦʮʝʩʩʝ ʚʩʝʛʦ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ 

ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ.  

ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʩʣʝʜʫʝʪ ʩʦʟʥʘʚʘʪʴ, ʯʪʦ ʩ ʨʦʩʪʦʤ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʚʦʟʨʘʩʪʘʝʪ ʟʥʘʯʝʥʠʝ 

ʘʜʝʢʚʘʪʥʦʛʦ ʧʦʩʪʨʦʝʥʠʷ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʉʆʀɹ ʀʊʂʉ ʩ ʫʯʝʪʦʤ ʩʣʝʜʫʶʱʠʭ ʬʘʢʪʦʨʦʚ: 

1) ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʫʱʝʨʙ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʥʘʥʝʩʝʥ ʆʈɻɸʅʀɿɸʎʀʀ 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʘʨʫʰʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ 

ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝ-

ʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʧʨʝʦʜʦʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʢʦʪʦʨʘʷ ʦʩʦʙʝʥʥʦ ʯʫʚ-

ʩʪʚʠʪʝʣʴʥʘ ʢ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʤ ʜʝʡʩʪʚʠʷʤ ʠ ʦʰʠʙʢʘʤ ʦʙʩʣʫʞʠʚʘʶʱʝʛʦ ʧʝʨʩʦʥʘʣʘ; 

2) ʩʫʱʝʩʪʚʝʥʥʦ ʚʦʟʨʘʩʪʘʝʪ ʦʙʲʝʤ ʜʘʥʥʳʭ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʭ ʩʨʝʜʫ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʀʊʂʉ ʠ ʷʚʣʷʶʱʠʭʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʀʉ, ʩʦʙʠʨʘʝʤʳʭ ʠʟ ʛʝʪʝ-

ʨʦʛʝʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʧʨʠʯʝʤ ʪʘʢʞʝ ʚʦʟʨʘʩʪʘʝʪ ʧʦʪʨʝʙʥʦʩʪʴ ʚ ʦʙʨʘʙʦʪʢʝ ʵʪʠʭ ʜʘʥʥʳʭ ʚ ʨʝʞʠʤʝ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ (ʯʘʱʝ ʞʝʩʪʢʦʛʦ, ʥʦ ʠ ʤʷʛʢʦʛʦ ʪʦʞʝ); 

3) ʪʨʘʜʠʮʠʦʥʥʳʭ ʧʦʜʭʦʜʦʚ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʘʥʘʣʠʟʘ ʩʦʙʨʘʥʥʳʭ ʜʘʥʥʳʭ ʫʞʝ ʥʝ ʭʚʘʪʘʝʪ, 

ʠ ʪʨʝʙʫʶʪʩʷ ʙʦʣʝʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʩʤʦʛʫʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʵʪʠ ʜʘʥʥʳʝ ʩʦ-

ʚʤʝʩʪʥʦ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʢʦʥʪʝʢʩʪʝ ʩ ʤʘʢʩʠʤʘʣʴʥʳʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʦʟʤʦʞʥʦʩʪʝʡ ʘʚʪʦʤʘʪʠ-

ʟʘʮʠʠ ʚʩʝʭ ʨʫʪʠʥʥʳʭ ʦʧʝʨʘʮʠʡ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʣʫʯʘʝʤʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʀɹ-

ʘʥʘʣʠʪʠʢʠ ʚ ʪʘʢʦʡ ʤʥʦʛʦʛʨʘʥʥʦʡ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ ʢʘʢ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ; 

4) ʤʝʨʳ ʧʨʝʚʝʥʪʠʚʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʨʝʟʫʣʴʪʘʪʘʭ ʦʮʝʥʢʠ 

ʨʠʩʢʦʚ ʀɹ ʀʊʂʉ, ʫʤʝʥʴʰʘʶʪ ʙʦʣʴʰʠʥʩʪʚʦ, ʥʦ ʥʝ ʚʩʝ ʠʥʮʠʜʝʥʪʳ ʀɹ. ʇʦʵʪʦʤʫ ʜʣʷ ʦʙʥʘʨʫʞʝ-

ʥʠʷ ʠ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʥʘʨʫʰʝʥʠʡ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ çʥʘ ʣʝʪʫè ʥʝʦʙʭʦʜʠʤʘ ʪʘ-

ʢʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʩ çʣʫʯʰʠʤʠ ʚ ʩʚʦʝʤ ʢʣʘʩʩʝè ʪʠʧʦʚʳʤʠ 

ʪʝʭʥʦʣʦʛʠʷʤʠ ʠ ʩʨʝʜʩʪʚʘʤʠ ʟʘʱʠʪʳ, ʢʦʪʦʨʘʷ ʩʧʦʩʦʙʥʘ ʩʚʦʜʠʪʴ ʢ ʤʠʥʠʤʫʤʫ ʧʦʪʝʨʠ ʠ ʨʘʟʨʫʰʝ-

ʥʠʷ, ʫʩʪʨʘʥʷʪʴ ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʛʨʦʟʘʤʠ ʀɹ ʫʷʟʚʠʤʦʩʪʠ ʜʦ ʪʦʛʦ, ʢʘʢ ʠʤʠ ʚʦʩʧʦʣʴʟʫʝʪʩʷ ʥʘʨʫʰʠ-

ʪʝʣʴ ʀɹ, ʠ ʙʳʩʪʨʦ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪ ɹʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʝʶ ʫʩʣʫʛʠ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʠʭ ʧʦʪʨʝʙʠʪʝʣʷʤ. 

ɸʢʪʫʘʣʴʥʦʩʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʵʬʬʝʢʪʠʚʥʦʛʦ ʠ ʨʝʟʫʣʴʪʘ-

ʪʠʚʥʦʛʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʦʤʧʴʶʪʝʨʥʳʤ ʘʪʘʢʘʤ ʚ ʀʊʂʉ, ʤʘʩʰʪʘʙ ʠ ʩʣʦʞʥʦʩʪʴ ʢʦʪʦʨʳʭ ʧʦʩʪʦ-

ʷʥʥʦ ʨʘʩʪʝʪ ʧʨʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʠ ʩʧʦʩʦʙʦʚ ʨʝʘʣʠʟʘʮʠʠ ʩ ʫʯʝʪʦʤ ʨʘʟʚʠʪʠʷ ʀʂʊ, ʢʦʛʜʘ ʧʨʠ 

ʧʨʠʤʝʥʝʥʠʠ ʪʨʘʜʠʮʠʦʥʥʳʭ ʩʪʨʘʪʝʛʠʡ ʠ ʩʠʩʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʧʨʠʥʮʠʧʝ ʨʝʘ-
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ʛʠʨʦʚʘʥʠʷ, ʘ ʥʝ ʫʧʨʝʞʜʝʥʠʷ ʫʛʨʦʟ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʥʝʚʦʟʤʦʞʥʦ ʦʙʝʩʧʝʯʠʪʴ ʪʨʝʙʫʝʤʳʡ ʫʨʦ-

ʚʝʥʴ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ɺʳʰʝ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʘʥʘʣʠʟ ʧʦʢʘʟʳʚʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʨʘʟʨʘʙʦʪʢʠ ʥʘ-

ʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʦʡ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦ-ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ. ʇʦʵʪʦʤʫ ʦʙʲʝʢʪʦʤ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʘ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʚʘʞʥʝʡʰʠʡ ʦʙʲʝʢʪ ʩʫʙʲʝʢʪʦʚ ʂʀʀ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʘʱʠʪʳ 

ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ (ʩʦʟʜʘʥʠʷ, ʩʙʦʨʘ, ʦʙʨʘʙʦʪ-

ʢʠ, ʥʘʢʦʧʣʝʥʠʷ, ʭʨʘʥʝʥʠʷ, ʧʦʠʩʢʘ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʫʥʠʯʪʦʞʝʥʠʷ). (ʆʧʨʝʜʝ-

ʣʝʥʠʝ ʜʣʷ ʦʙʲʝʢʪʘ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʠʣʠ ʝʝ ʦʪʩʫʪʩʪʚʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ [21] ʚʳʭʦʜʠʪ ʟʘ 

ʛʨʘʥʠʮʳ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ; ʨʝʟʫʣʴʪʘʪ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘ ʩʯʠʪʘʝʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʨʘʥʝʝ).  

ɼʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʥʦʚʝʡʰʠʭ ʤʝʪʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. ʊʦʣʴʢʦ ʧʨʠ ʪʘʢʦʤ ʧʦʭʦʜʝ ʫʜʘʩʪʩʷ ʦʙʝʩ-

ʧʝʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʩʠʥʪʝʟʠʨʦʚʘʪʴ ʥʦʚʳʝ ʟʥʘʥʠʷ ʦ ʙʫʜʫʱʠʭ ʫʛʨʦʟʘʭ ʀɹ ʜʣʷ ʀʊʂʉ ʠ ʦʙʦʩʥʦ-

ʚʘʥʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʨʘʟʚʠʪʠʝ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ. ʕʪʦ ʠ ʦʧʨʝʜʝʣʷʝʪ ʧʨʝʜʤʝʪ ʠʩ-

ʩʣʝʜʦʚʘʥʠʷ ï ʧʦʩʪʨʦʝʥʠʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʮʝʥʪʨʦʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ 

ʟʘʱʠʱʝʥʥʦʩʪʴ ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʪʘʢʠʤ ʩʝʪʷʤ ʜʘʥʥʳʭ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʀʊʂʉ 

ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʘ ʪʘʢʞʝ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʪʢʘʟʦʚ ʚ ʨʘʙʦʪʝ, 

ʪʨʝʙʫʶʱʠʭ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʩʠʩʪʝʤʦʪʝʭʥʠʯʝʩʢʦʡ ʩʦʩʪʘʚʣʷʶʱʝʡ ʀʊʂʉ, ʟʘ ʩʯʝʪ ʩʦʟʜʘʥʠʷ ʚ ʝʝ 

ʩʦʩʪʘʚʝ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʪʠʧʦʚʦʛʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥ-

ʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ï çʎʝʥʪʨʘ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶè 

(ʎʀʋʉɹ). ʇʝʨʚʦʦʯʝʨʝʜʥʦʡ ʮʝʣʴʶ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʎʀʋʉɹ ʷʚʣʷʝʪʩʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʧʨʝʨʳʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ, ʚʳ-

ʷʚʣʝʥʠʷ ʠ ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʦʙʳʪʠʷ ʀɹ, ʧʨʦʠʩʭʦʜʷʱʠʝ ʚ ʀʊʂʉ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴ-

ʥʦʛʦ ʚʨʝʤʝʥʠ, ʘ ʪʘʢʞʝ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʶ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʟʘʱʠʱʘʝ-

ʤʳʝ ʦʙʲʝʢʪʳ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʥʘ ʦʩʥʦʚʝ ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢ-

ʪʫʘʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ ʦʙ ʵʪʠʭ ʩʦʙʳʪʠʷʭ ʠ ʚʳʷʚʣʝʥʥʳʭ ʪʨʝʙʫʶʱʠʭ ʥʝʤʝʜʣʝʥʥʦʡ ʢʦʨʨʝʢʪʠ-

ʨʦʚʢʠ ʪʝʥʜʝʥʮʠʡ ʚ ʫʨʦʚʥʝ ʀɹ ʀʊʂʉ ʚ ʩʨʘʚʥʝʥʠʠ ʩ ʟʘʜʘʥʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ. 

ʇʨʦʚʝʜʝʥʥʳʝ ʚ ʨʘʙʦʪʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʨʝʰʘʶʪ ʥʘʫʯʥʫʶ ʧʨʦʙʣʝʤʫ, ʩʦʩʪʦʷʱʫʶ ʚ ʬʦʨʤʠʨʦ-

ʚʘʥʠʠ ʥʘʫʯʥʦʡ ʦʩʥʦʚʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡ-

ʯʠʚʦʩʪʠ ʩʣʦʞʥʳʭ ʩʠʩʪʝʤ ʢʣʘʩʩʘ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ 

ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩ-

ʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʦ ʟʘ ʩʯʝʪ 

ʨʘʟʨʘʙʦʪʢʠ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ï ʎʀʋʉɹ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝ-
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ʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʘ 

ʪʘʢʞʝ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʛʠʧʦʪʝʟʳ ʦ ʨʝʟʫʣʴʪʘʪʠʚʥʦʤ ʧʨʠʤʝʥʝʥʠʠ ʚ ʎʀʋʉɹ ʜʣʷ ʜʦʩʪʠʞʝʥʠʡ ʵʪʠʭ 

ʮʝʣʝʡ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ. ʇʨʠ ʵʪʦʤ ʥʝʧʨʝʤʝʥʥʳʤ ʫʩʣʦʚʠʝʤ ʨʝʟʫʣʴʪʘʪʠʚʥʦʛʦ ʬʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʷ ʎʀʋʉɹ ʜʣʷ ʦʧʝʨʘʪʠʚʥʦʡ ʢʦʨʨʝʢʮʠʠ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʝʛʦ ʦʙʷʟʘʪʝʣʴʥʦʝ ʚʭʦʞʜʝʥʠʝ ʚ ʩʦʩʪʘʚ ʦʙʱʝʡ ʉʆʀɹ ï ʎʀʋʉɹ 

ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʘʷ ʯʘʩʪʴ ʜʦʣʞʝʥ ʙʳʪʴ ʞʝʩʪʢʦ ʩʚʷʟʘʥ ʩ ʉʆʀɹ ʀʊʂʉ ʠ ʚʣʠʷʪʴ ʥʘ ʝʝ ʨʘʟʚʠʪʠʝ ʠ 

ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ, ʜʣʷ ʯʝʛʦ ʪʨʝʙʫʝʪʩʷ ʢʦʤʧʣʝʢʩʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ 

ʨʘʟʨʘʙʦʪʢʘ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʘʩʧʝʢʪʦʚ ʚ ʯʘʩʪʠ ʦʙʫʯʝʥʠʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠ ʧʝʨʩʦʥʘʣʘ ʎʀʋʉɹ ʪʦ-

ʤʫ, ʢʘʢ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦ ʩʦʟʜʘʚʘʪʴ, ʚʥʝʜʨʷʪʴ ʠ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʎʀʋʉɹ. 

ʎʝʣʴ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ ʨʘʙʦʪʳ ʤʦʞʥʦ ʢʨʘʪʢʦ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ʨʘʟʨʘʙʦʪʢʘ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʦʡ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ 

ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ ʀʊʂʉ ï ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʚ ʩʦʩʪʘʚʝ ʉʆʀɹ ʀʊʂʉ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝ-

ʩʪʚʣʷʪʴ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʚ ʀʊʂʉ ʥʘ ʚʩʝʭ 

ʩʪʘʜʠʷʭ ʝʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʟʘ ʩʯʝʪ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʨʘʟʚʠʪʠʷ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ ʠ 

ʧʨʠʤʝʥʝʥʠʷ ʚ ʎʀʋʉɹ ʜʣʷ ʜʦʩʪʠʞʝʥʠʡ ʵʪʠʭ ʮʝʣʝʡ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʦʙʨʘʙʦʪʢʠ 

ʙʦʣʴʰʠʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ. ʇʨʠ ʵʪʦʤ ʚʩʝ ʧʨʦʮʝʩʩʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʩ ʧʨʠʤʝʥʝ-

ʥʠʝʤ ʎʀʋʉɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ ʥʘʠʙʦʣʝʝ ʨʝʟʫʣʴʪʘʪʠʚʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʢʦʛʜʘ ʦʧʝʨʘʮʠʦʥʥʳʝ (ʪʝʢʫʱʠʝ), ʪʘʢʪʠʯʝʩʢʠʝ (ʚ ʙʣʠʞʘʡʰʝʡ ʧʝʨʩʧʝʢʪʠʚʝ) ʠ ʩʪʨʘʪʝʛʠʯʝ-

ʩʢʠʝ (ʚ ʦʪʜʘʣʝʥʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ) ʟʘʜʘʯʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʙʫʜʫʪ ʯʝʪʢʦ ʦʧʨʝʜʝʣʝʥʳ ʠ ʙʫʜʫʪ 

ʨʝʰʘʪʴʩʷ ʥʘ ʚʟʘʠʤʦʧʦʜʜʝʨʞʠʚʘʶʱʝʡ ʦʩʥʦʚʝ ʚ ʨʘʤʢʘʭ ʉʆʀɹ ʀʊʂʉ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʮʝʣʠ ʙʳʣʠ ʧʦʩʪʘʚʣʝʥʳ ʠ ʨʝʰʝʥʳ ʩʣʝʜʫʶʱʠʝ ʟʘʜʘʯʠ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʦʧ-

ʨʝʜʝʣʠʚʰʠʝ ʩʪʨʫʢʪʫʨʫ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʡ ʨʘʙʦʪʳ: 

1. ʆʙʦʩʥʦʚʘʪ ɹ ʚʢʣʶʯʝʥʠʝ ʚ ʀʊʂʉ ʢʘʢ ʦʩʥʦʚʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ (ʦʙʲʝʢʪʦʚ ʂʀʀ) ʥʦʚʦʛʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ, ʧʨʝʜʥʘ-

ʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʝʝ 

ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ, ʚʳʷʚʠʚ ʧʨʦʪʠʚʦʨʝʯʠʝ ʤʝʞʜʫ ʫʩʣʦʞʥʠʚʰʠʤʩʷ ʭʘʨʘʢʪʝʨʦʤ ʩʦʚʨʝʤʝʥʥʳʭ ʩʝ-

ʪʝʚʳʭ ʘʪʘʢ ʠ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʧʦʜʭʦʜʘʤʠ ʠ ʩʨʝʜʩʪʚʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

2. ʇʨʦʚʝʩʪʠ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʫ  ʁʩʪʨʫʢʪʫʨʠʟʘʮʠ ʁʧʦʥʷʪʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥ-

ʥʦʩʪʠ ʀʊʂʉ ʠ ʦʧʠʩʘʥʠʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢʩʪʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʚ 

ʚʠʜʝ ʝʜʠʥʦʡ ʪʘʢʩʦʥʦʤʠʠ, ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʢʦʥʢʨʝʪʠʟʘʮʠʠ ʪʨʝʙʦʚʘʥʠʡ ʢ ʎʀʋʉɹ, ʢʦʪʦʨʘʷ ʧʦ-

ʟʚʦʣʠʪ ʧʦʣʫʯʠʪʴ ʥʘʫʯʥʫʶ ʩʠʩʪʝʤʘʪʠʟʘʮʠʶ ʠ ʩʦʚʦʢʫʧʥʦʩʪʴ ʢʣʘʩʩʠʬʠʢʘʮʠʡ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥ-

ʥʳʭ ʠʝʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ (ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ: çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ 

ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè). 

3. ʀʩʩʣʝʜʦʚʘʪʴ ʦʩʥʦʚʥʳʝ ʧʦʜʭʦʜʳ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʨʘʟʨʘʙʦʪʘʪʴ ʠ 

ʬʦʨʤʘʣʠʟʦʚʘʪʴ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ (ʇʋʀʀɹ) ʜʣʷ ʝʛʦ ʨʝʘʣʠʟʘʮʠʠ ʚ ʎʀʋʉɹ 



65 

 

 

ʢʘʢ ʢʣʶʯʝʚʦʡ ʩʪʨʫʢʪʫʨʳ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ, ʘ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʠ 

ʉʆʀɹ ʀʊʂʉ. 

4. ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʥʝʜʦʩʪʘʪʢʦʚ ʠʟʚʝʩʪʥʳʭ ʚʠʜʦʚ ʮʝʥʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʦʙʦʩʥʦʚʘʪʴ ʧʨʠʤʝʥʠʤʦʩʪʴ ʢʦʥʮʝʧʮʠʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʨʘʩʰʠʨʝʥʥʦʡ ʙʠʟʥʝʩ-

ʣʦʛʠʢʦʡ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʤ ʪʠʧʦʚʦʤ ʎʀʋʉɹ, ʘ ʪʘʢʞʝ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʪʨʝ-

ʙʦʚʘʥʠʷ ʢ ʥʝʤʫ. 

5. ʈʘʟʨʘʙʦʪʘʪʴ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʫʶ ʤʝʪʦʜʦʣʦʛʠʶ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ 

ʎʀʋʉɹ, ʚʢʣʶʯʘʷ ʨʝʰʝʥʠʝ ʟʘʜʘʯ ʨʘʟʨʘʙʦʪʢʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ, ʘʨʭʠʪʝʢʪʫʨʳ ʦʙʨʘ-

ʙʦʪʢʠ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʜʘʥʥʳʭ ʠ ʘʨʭʠʪʝʢʪʫʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʩʪʚʝʥʥʦʡ ʀɹ ʎʀʋʉɹ ʩ SIEM-

ʩʠʩʪʝʤʦʡ ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʝʛʦ ʷʜʨʘ ʠ ʠʩʩʣʝʜʦʚʘʥʠʝ ʚʦʧʨʦʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʝʛʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʢʘʜʨʦʚʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

6. ɺʥʝʜʨʠʪʴ ʦʩʥʦʚʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦ ʜʚʫʤ ʥʘʧʨʘʚʣʝʥʠ-

ʷʤ: ʚ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʈʦʩʩʠʠ, ʚʢʣʶʯʘʷ ʤʝʪʦʜʦʣʦʛʠʶ ʠ ʧʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ʠ ʬʫʥʢʮʠʦ-

ʥʠʨʦʚʘʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ, ʠ ʚ ʚʝʜʫʱʠʭ ʫʥʠʚʝʨʩʠʪʝʪʘʭ ʈʦʩʩʠʠ, ʚʢʣʶʯʘʷ ʦʙʨʘʟʦʚʘʪʝʣʴʥʫʶ 

ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʧʦʜʛʦʪʦʚʢʝ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, 

ʚʥʝʜʨʝʥʠʷ, ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʎʀʋʉɹ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ. 

ɼʣʷ ʨʝʰʝʥʠʷ ʟʘʜʘʯ ʠʩʩʣʝʜʦʚʘʥʠʷ ʙʳʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʛʨʘʥʠʮʳ: 

ð ʀʊʂʉ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʪʠʧʠʯʥʫʶ ʀʉ ʩ ʧʨʠʩʫʱʠ-

ʤʠ ʝʡ ʩʪʘʜʠʷʤʠ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ; 

ð ʀʊʂʉ ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʦʝ ʥʝʨʘʟʨʳʚʥʦ ʩʚʷʟʘʥʦ ʩ ʢʠʙʝʨ-

ʧʨʦʩʪʨʘʥʩʪʚʦʤ, ʷʚʣʷʶʱʠʤʩʷ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʩʨʝʜʦʡ ʠ ʠʤʝʶʱʠʤ ʪʨʘʥʩʛʨʘʥʠʯʥʳʡ ʭʘ-

ʨʘʢʪʝʨ, ʯʪʦ ʫʩʣʦʞʥʷʝʪ ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʢʘʢ ʥʝʟʘʤʢʥʫʪʦʡ 

ʩʠʩʪʝʤʳ ʚ ʥʝʤ; 

ð ʦʧʨʝʜʝʣʝʥʠʝ ʜʣʷ ʀʊʂʉ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʠʣʠ ʝʝ ʦʪʩʫʪʩʪʚʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ [21] 

ʚʳʭʦʜʠʪ ʟʘ ʛʨʘʥʠʮʳ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ; ʨʝʟʫʣʴʪʘʪ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘ ʩʯʠʪʘʝʪʩʷ ʦʧʨʝ-

ʜʝʣʝʥʥʳʤ ʨʘʥʝʝ; 

ð ʚ ʨʘʤʢʘʭ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʮʝʥʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʫʛʨʦʟʳ ʀɹ, ʘʢʪʫʘʣʴʥʳʝ ʜʣʷ ʀʊʂʉ, ʘ ʥʝ 

ʜʣʷ ʝʝ ʢʣʠʝʥʪʦʚ; 

ð ʫʛʨʦʟʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ ʷʚʣʷʶʪʩʷ ʫʛʨʦʟʳ, ʚʣʠʷʶʱʠʝ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʘ ʥʘʨʫʰʝʥʠʝ 

ʮʝʣʦʩʪʥʦʩʪʠ, ʟʘʪʝʤ ʜʦʩʪʫʧʥʦʩʪʠ ʠ ʜʨʫʛʠʭ ʩʚʦʡʩʪʚ ʀɹ, ʠ, ʚ ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ, ʢʦʥʬʠʜʝʥʮʠ-

ʘʣʴʥʦʩʪʠ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ; 

ð ʘʥʘʣʠʟʠʨʫʝʤʳʝ ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʀʊʂʉ ï ʵʪʦ ʩʝʪʝ-

ʚʳʝ ʘʪʘʢʠ (ʘʥʛʣ. network attack) ï ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦ-

ʪʦʢʦʣʦʚ ʤʝʞʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ [112, 121, 122], ʘ ʥʝ ʣʦʢʘʣʴʥʳʝ ʘʪʘʢʠ ʥʘ ʦʪʜʝʣʴʥʳʝ ʦʢʦ-

ʥʝʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʢʦʤʧʴʶʪʝʨʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 
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ð ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʪʘ-

ʢʠʝ ʩʪʘʜʠʠ ʢʘʢ ʦʙʥʘʨʫʞʝʥʠʝ, ʨʝʘʛʠʨʦʚʘʥʠʝ, ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʘ ʪʘʢʞʝ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʠʭ ʧʨʦʷʚ-

ʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ, ʯʪʦ ʚʘʞʥʦ ʜʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ. 

 

ɺʳʚʦʜʳ ʧʦ ʛʣʘʚʝ 1 

 

1. ʆʧʨʝʜʝʣʝʥʘ ʪʠʧʦʚʘʷ ʩʪʨʫʢʪʫʨʘ ʦʙʲʝʢʪʘ ʠʩʩʣʝʜʦʚʘʥʠʷ ï ʀʊʂʉ ʢʘʢ ʦʩʥʦʚʘ ʧʦʩʪʨʦʝʥʠʷ 

ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʚ ʢʦʪʦʨʦʡ ʚʳʜʝʣʝʥʳ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʦʩʪʘʚ-

ʣʷʶʱʘʷ. 

2. ʅʘ ʦʩʥʦʚʝ ʢʨʠʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʥʦʨʤʘʪʠʚʥʳʭ ʠ ʧʨʘʚʦʚʳʭ ʜʦʢʫʤʝʥʪʦʚ 

ʦʧʨʝʜʝʣʝʥʳ ʦʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʭʦʜʝ ʠʟʣʦʞʝʥʠʷ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘ-

ʪʦʚ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʠʣʠ ʦʩʥʦʚʫ ʛʣʦʩʩʘʨʠʷ ʜʣʷ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ. 

ʕʪʦ ʪʘʢʠʝ ʪʝʨʤʠʥʳ ʢʘʢ çʀɹè, çʫʛʨʦʟʘ ʀɹè, çʫʷʟʚʠʤʦʩʪʴè, çʠʩʪʦʯʥʠʢ ʫʛʨʦʟʳ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘ-

ʢʘè, çʩʦʙʳʪʠʝ ʀɹè, çʠʥʮʠʜʝʥʪ ʀɹè, çʨʠʩʢ ʥʘʨʫʰʝʥʠʷ ʀɹè, çʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ 

ʀʊʂʉè ʠ ʜʨʫʛʠʝ. ʊʦʣʴʢʦ ʢʦʤʧʣʝʢʩʥʦʝ ʨʘʩʩʤʦʪʨʝʥʠʝ ʚʚʝʜʝʥʥʳʭ ʧʦʥʷʪʠʡ ʚ ʠʭ ʚʟʘʠʤʦʩʚʷʟʠ ʠ 

ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʠ ʧʦʟʚʦʣʠʣʦ ʚ ʨʘʤʢʘʭ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʥʘʠʙʦʣʝʝ ʨʘʮʠʦʥʘʣʴʥʦ 

ʧʦʜʦʡʪʠ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘ-

ʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦ-

ʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʠ ʧʦʩʪʨʦʠʪʴ ʉʆʀɹ ʀʊʂʉ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. 

3. ɼʣʷ ʨʝʰʝʥʠʷ ʟʘʜʘʯ ʠʩʩʣʝʜʦʚʘʥʠʷ ʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʛʨʘʥʠʮʳ: 

ð ʀʊʂʉ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʪʠʧʠʯʥʫʶ ʀʉ ʩ ʧʨʠʩʫʱʠ-

ʤʠ ʝʡ ʩʪʘʜʠʷʤʠ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ; 

ð ʀʊʂʉ ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʦʝ ʥʝʨʘʟʨʳʚʥʦ ʩʚʷʟʘʥʦ ʩ ʢʠʙʝʨ-

ʧʨʦʩʪʨʘʥʩʪʚʦʤ, ʷʚʣʷʶʱʠʤʩʷ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʩʨʝʜʦʡ ʠ ʠʤʝʶʱʠʤ ʪʨʘʥʩʛʨʘʥʠʯʥʳʡ ʭʘ-

ʨʘʢʪʝʨ, ʯʪʦ ʫʩʣʦʞʥʷʝʪ ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʢʘʢ ʥʝʟʘʤʢʥʫʪʦʡ 

ʩʠʩʪʝʤʳ ʚ ʥʝʤ; 

ð ʦʧʨʝʜʝʣʝʥʠʝ ʜʣʷ ʀʊʂʉ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʠʣʠ ʝʝ ʦʪʩʫʪʩʪʚʠʷ ʚʳʭʦʜʠʪ ʟʘ ʛʨʘʥʠʮʳ 

ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ;  

ð ʚ ʨʘʤʢʘʭ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʮʝʥʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʫʛʨʦʟʳ ʀɹ, ʘʢʪʫʘʣʴʥʳʝ ʜʣʷ ʀʊʂʉ, ʘ ʥʝ 

ʜʣʷ ʝʝ ʢʣʠʝʥʪʦʚ; 

ð ʫʛʨʦʟʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ ʷʚʣʷʶʪʩʷ ʫʛʨʦʟʳ, ʚʣʠʷʶʱʠʝ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʘ ʥʘʨʫʰʝʥʠʝ 

ʮʝʣʦʩʪʥʦʩʪʠ, ʟʘʪʝʤ ʜʦʩʪʫʧʥʦʩʪʠ ʠ ʜʨʫʛʠʭ ʩʚʦʡʩʪʚ ʀɹ, ʠ, ʚ ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ, ʢʦʥʬʠʜʝʥʮʠ-

ʘʣʴʥʦʩʪʠ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ; 

ð ʘʥʘʣʠʟʠʨʫʝʤʳʝ ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʀʊʂʉ, ʘ ʥʝ ʣʦ-

ʢʘʣʴʥʳʝ ʘʪʘʢʠ ʥʘ ʦʪʜʝʣʴʥʳʝ ʦʢʦʥʝʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʢʦʤʧʴʶʪʝʨʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 
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ð ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ ʚʘʞʥʦ ʨʘʩʩʤʦʪʨʝʪʴ 

ʪʘʢʠʝ ʩʪʘʜʠʠ ʢʘʢ ʦʙʥʘʨʫʞʝʥʠʝ, ʨʝʘʛʠʨʦʚʘʥʠʝ, ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʘ ʪʘʢʞʝ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʠʭ ʧʨʦ-

ʷʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ, ʯʪʦ ʚʘʞʥʦ ʜʣʷ ʫʧʨʝʞʜʘʶʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ. 

4. ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʧʝʨʚʦʠʩʪʦʯʥʠʢʦʚ ʫʪʦʯʥʝʥʘ ʠ ʩʫʱʝʩʪʚʝʥʥʦ ʨʘʩʰʠʨʝʥʘ ʧʦ ʩʨʘʚʥʝʥʠʶ 

ʩ ʠʤʝʶʱʝʡʩʷ ʚʨʝʤʝʥʥʘʷ ʰʢʘʣʘ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʦʩʥʦʚʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝ-

ʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʘʷ ʥʘʛʣʷʜʥʦ ʧʨʦʩʣʝʜʠʪʴ ʠʭ ʵʚʦʣʶʮʠʶ ʠ ʩʜʝʣʘʪʴ ʚʳʚʦʜ ʦʙ ʦʪʩʫʪ-

ʩʪʚʠʠ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʧʨʦʨʳʚʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. 

5. ʀʟ ʚʚʝʜʝʥʥʦʛʦ ʚ ʠʩʩʣʝʜʦʚʘʥʠʠ ʦʧʨʝʜʝʣʝʥʠʷ ʀɹ ʀʊʂʉ ï ʵʪʦ ʥʝ ʪʦʣʴʢʦ ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʨʝʜʚʠʜʝʪʴ, ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴʩʷ, ʥʦ ʠ ʨʘʟʚʠʚʘʪʴʩʷ (ʵʚʦʣʶʮʠʦʥʠʨʦʚʘʪʴ), ʩʦʚʝʨ-

ʰʝʥʩʪʚʫʷ ʜʝʷʪʝʣʴʥʦʩʪʴ ʚ ʥʝʙʣʘʛʦʧʨʠʷʪʥʳʭ ʫʩʣʦʚʠʷʭ, ʧʨʠ ʩʪʨʝʩʩʦʚʳʭ ʩʠʪʫʘʮʠʷʭ ʠ ʘʪʘʢʘʭ ʥʘ ʨʝ-

ʩʫʨʩʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʥʝʧʨʝʨʳʚʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʠ ʜʦʩʪʫʧʥʦʩʪʠ ʫʩʣʫʛ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʟʘʱʠʱʝʥʥʦʩʪʴ ʀʊʂʉ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʪʘʢʘʷ ʝʝ ʩʧʦʩʦʙʥʦʩʪʴ, ʧʨʠ ʢʦʪʦʨʦʡ 

ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʥʘʨʫʰʝʥʠʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʥʘʨʫʰʝʥʠʷ ʚʩʝʭ 

ʩʚʦʡʩʪʚ ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʧʨʠʝʤʣʝʤʳ ʢʘʢ 

ʜʣʷ ʠʭ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʘʢ ʠ ʚʣʘʜʝʣʴʮʘ. ʊʘʢʞʝ ʦʩʥʦʚʥʦʡ ʫʧʦʨ ʥʝʦʙʭʦʜʠʤʦ ʜʝʣʘʪʴ ʥʘ ʩʦʭʨʘʥʝʥʠʝ 

ʀɹ ʀʊʂʉ, ʘ ʥʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʥʝʝ ʫʛʨʦʟ ʀɹ. 

6. ʌʫʥʢʮʠʦʥʘʣʴʥʘʷ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉ ʧʦʩʣʝ ʧʨʝʢʨʘʱʝʥʠʷ ʜʝʡʩʪʚʠʷ ʚʦʟʤʫʱʝʥʠʷ ʜʦʣʞ-

ʥʘ ʧʨʦʷʚʣʷʪʴʩʷ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ ï çʚ ʤʘʣʦʤè ʠ çʚ ʙʦʣʴʰʦʤè. ʀʊʂʉ ʢʘʢ ʩʣʦʞʥʦʡ ʩʠʩʪʝʤʝ, ʧʦʚʝ-

ʜʝʥʠʝ ʢʦʪʦʨʦʡ ʦʩʥʦʚʘʥʦ ʥʘ ʘʢʪʝ ʨʝʰʝʥʠʷ ï ʚʳʙʦʨʝ ʠʟ ʘʣʴʪʝʨʥʘʪʠʚ, ʧʨʠʩʫʱʘ ʘʢʪʠʚʥʘʷ ʬʦʨʤʘ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ. ʇʦʚʝʜʝʥʠʝ ʀʊʂʉ ʧʨʠ ʵʪʦʤ ʷʚʣʷʝʪʩʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤ, ʧʦ-

ʩʢʦʣʴʢʫ ʀʊʂʉ ʩʪʨʝʤʠʪʩʷ ʜʦʩʪʠʛʥʫʪʴ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʛʦ ʜʣʷ ʥʝʝ ʩʦʩʪʦʷʥʠʷ ï ʚʳʧʦʣʥʝʥʠʝ ʮʝʣʠ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 

7. ɺ ʩʦʚʨʝʤʝʥʥʦʤ ʛʣʦʙʘʣʴʥʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʦʙʱʝʩʪʚʝ ʩʨʝʜʘ ʩʦʭʨʘʥʝʥʠʷ ʀɹ ʦʯʝʥʴ 

ʥʝʦʜʥʦʨʦʜʥʘ, ʩʣʦʞʥʘ ʧʦ ʯʠʩʣʫ ʠ ʤʥʦʛʦʦʙʨʘʟʠʶ ʵʣʝʤʝʥʪʦʚ ʠ ʠʭ ʚʟʘʠʤʦʩʚʷʟʝʡ ʠ ʚʟʘʠʤʦʟʘʚʠʩʠ-

ʤʦʩʪʝʡ ʤʝʞʜʫ ʩʦʙʦʡ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʚʳʙʦʨ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʚ ʥʝʤ 

ʪʨʝʙʫʝʪ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʦʜʭʦʜʘ ʩ ʚʳʜʝʣʝʥʠʝʤ ʨʘʟʣʠʯʥʳʭ ʨʫʙʝʞʝʡ ʟʘʱʠʪʳ ʠ ʧʨʠʤʝʥʝʥʠʝʤ ʧʨʘ-

ʚʦʚʳʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ, ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ, ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʠʥʳʭ ʤʝʨ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʀɹ. ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʦʪʣʠʯʠʪʝʣʴʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʪʨʝʙʫʶʪ ʨʘʟʨʘ-

ʙʦʪʢʠ ʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʨʝʘʣʠʟʘʮʠʠ ʫʧʨʝʞʜʘʶʝɦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʩ ʧʨʠʤʝ-

ʥʝʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ. 

8. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʜʝʥʥʦʛʦ ʢʨʠʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʧʦʣʦʞʝʥʠʷ ʜʝʣ ʧʦ ʠʩʩʣʝʜʫʝʤʦʤʫ 

ʚʦʧʨʦʩʫ ʠ ʠʩʪʦʯʥʠʢʦʚ ʢʦʥʮʝʧʪʫʘʣʴʥʘʷ ʧʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʠ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ 

ʦʙʱʝʤ ʚʠʜʝ ʤʦʞʝʪ ʙʳʪʴ ʩʬʦʨʤʫʣʠʨʦʚʘʥʘ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ:  

ʜʣʷ ʙʝʟʦʧʘʩʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʩʫʙʲʝʢʪʘ ʂʀʀ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʬʝʨʝ ʯʨʝʟʚʳʯʘʡʥʦ ʥʝ-

ʦʙʭʦʜʠʤʦ ʧʨʝʜʩʪʘʚʠʪʴ ʥʘʫʯʥʦ ʦʙʦʩʥʦʚʘʥʥʫʶ ʢʦʥʮʝʧʮʠʶ ʩʦʟʜʘʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʢʘʢ ʥʝʦʪ̡ -
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ʝʤʣʝʤʦʡ ʯʘʩʪʠ ʉʆʀɹ ʀʊʂʉ, ʚʥʝʜʨʝʥʠʝ ʢʦʪʦʨʦʡ ʧʦʟʚʦʣʠʪ ʫʩʪʨʘʥʠʪʴ ʠʤʝʶʱʝʝʩʷ ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷ ʦʯʝʚʠʜʥʦʝ ʧʨʦʪʠʚʦʨʝʯʠʝ ʤʝʞʜʫ, ʩ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʥʝʚʦʟʤʦʞʥʦʩʪʴʶ ʠʟʙʝʞʘʪʴ ʢʦʤʧʴʶ-

ʪʝʨʥʳʭ ʘʪʘʢ ʚ ʀʊʂʉ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʠʩʢʫʰʝʥʥʳʤʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʠʤʝʶʱʠʤʠ ʜʦʩʪʫʧ ʢ 

ʥʦʚʝʡʰʠʤ ʀʂʊ, ʫʯʠʪʳʚʘʷ ʪʝʥʜʝʥʮʠʶ ʢ ʧʦʩʪʦʷʥʥʦʤʫ ʨʦʩʪʫ ʤʘʩʰʪʘʙʘ ʠ ʩʣʦʞʥʦʩʪʠ ʵʪʠʭ ʘʪʘʢ, ʠ ʩ 

ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚ ʵʪʠʭ ʫʩʣʦʚʠʷʭ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʦʜʠʥʘʢʦʚʦ ʚʳʩʦʢʦʤ ʫʨʦʚ-

ʥʝ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʩʦʚʨʝ-

ʤʝʥʥʳʭ ʀʊʂʉ ʫʩʪʘʨʝʚʰʠʭ ʩʪʨʘʪʝʛʠʡ ʠ ʉʆʀɹ, ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʧʨʠʥʮʠʧʝ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʘ ʥʝ ʫʧ-

ʨʝʞʜʝʥʠʷ ʫʛʨʦʟ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʠ, ʢʘʢ ʩʣʝʜʩʪʚʠʝ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʥʝʜʦʩʪʘʪʦʯʥʳʡ ʫʨʦʚʝʥʴ 

ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

9. ɼʘʥʥʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʨʠʟʚʘʥʦ ʨʝʠhʪʴ ʥʘʫʯʥʫʶ ʧʨʦʙʣʝʤʫ, ʩʦʩʪʦʷʱʫʶ ʚ ʬʦʨʤʠʨʦʚʘ-

ʥʠʠ ʥʘʫʯʥʦʡ ʦʩʥʦʚʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠ-

ʚʦʩʪʠ ʩʣʦʞʥʳʭ ʩʠʩʪʝʤ ʢʣʘʩʩʘ ʀʊʂʉ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘ-

ʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦ-

ʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʦ ʟʘ ʩʯʝʪ ʨʘʟ-

ʨʘʙʦʪʢʠ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʠʥʮʠʧʦʚ ʧʦʩʪʨʦʝʥʠʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ ʵʣʝʤʝʥʪʘ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ï ʎʀʋʉɹ, ʧʨʠʟʚʘʥʥʦʛʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʧʨʝʞʜʘʶʱʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝ-

ʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʝʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʟʘ ʩʯʝʪ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʨʘʟʚʠ-

ʪʠʷ ʩʦʙʳʪʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ʀʊʂʉ ʠ ʧʨʠʤʝʥʝʥʠʷ ʚ ʎʀʋʉɹ ʜʣʷ ʜʦʩʪʠʞʝʥʠʡ ʵʪʠʭ ʮʝʣʝʡ ʠʥʪʝʣʣʝʢ-

ʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʙʦʣʴʰʠʭ ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ. ʇʨʠ ʵʪʦʤ ʥʝʧʨʝʤʝʥ-

ʥʳʤ ʫʩʣʦʚʠʝʤ ʨʝʟʫʣʴʪʘʪʠʚʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʎʀʋʉɹ ʜʣʷ ʦʧʝʨʘʪʠʚʥʦʡ ʢʦʨʨʝʢʮʠʠ ʪʝʢʫ-

ʱʝʛʦ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʝʛʦ ʦʙʷʟʘʪʝʣʴʥʦʝ ʚʭʦʞʜʝʥʠʝ ʚ 

ʩʦʩʪʘʚ ʦʙʱʝʡ ʉʆʀɹ ï ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʘʷ ʯʘʩʪʴ ʜʦʣʞʝʥ ʙʳʪʴ ʞʝʩʪʢʦ ʩʚʷʟʘʥ ʩ ʉʆʀɹ 

ʀʊʂʉ ʠ ʚʣʠʷʪʴ ʥʘ ʝʝ ʨʘʟʚʠʪʠʝ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ, ʜʣʷ ʯʝʛʦ ʪʨʝʙʫʝʪʩʷ ʢʦʤʧʣʝʢʩʥʦʝ ʦʙʝʩʧʝʯʝ-

ʥʠʝ ʀɹ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ ʨʘʟʨʘʙʦʪʢʘ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʘʩʧʝʢʪʦʚ ʚ ʯʘʩʪʠ ʦʙʫʯʝʥʠʷ ʨʘʟʨʘ-

ʙʦʪʯʠʢʦʚ ʠ ʧʝʨʩʦʥʘʣʘ ʎʀʋʉɹ ʪʦʤʫ, ʢʘʢ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦ ʩʦʟʜʘʚʘʪʴ, ʚʥʝʜʨʷʪʴ ʠ ʵʢʩʧʣʫʘʪʠʨʦ-

ʚʘʪʴ ʎʀʋʉɹ. 
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ɻʃɸɺɸ 2. ʊɸʂʉʆʅʆʄʀʗ ʋʗɿɺʀʄʆʉʊɽʁ, ʋɻʈʆɿ, ʉɽʊɽɺʓʍ ɸʊɸʂ ʀ 

ʀʅʎʀɼɽʅʊʆɺ ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ ɹɽɿʆʇɸʉʅʆʉʊʀ ɼʃʗ 

ʀʅʌʆʈʄɸʎʀʆʅʅʆ-ʊɽʃɽʂʆʄʄʋʅʀʂɸʎʀʆʅʅʓʍ ʉɽʊɽʁ 

 

ɺ ʫʩʣʦʚʠʷʭ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʥʝʟʘʢʦʥʥʦʛʦ ʥʘʨʫʰʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʧʦʩʨʝʜʩʪʚʦʤ ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʣʝ-

ʜʫʝʪ ʜʦʧʦʣʥʠʪʴ ʉʆʀɹ ʀʊʂʉ. ɼʣʷ ʜʦʩʪʠʞʝʥʠʷ ʵʪʦʡ ʮʝʣʠ ʚʘʞʥʦ ʘʜʝʢʚʘʪʥʦ ʦʧʠʩʘʪʴ ʩʨʝʜʫ ʦʩʫ-

ʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʀɹ. ɼʣʷ ʬʦʨʤʫʣʠʨʦʚʘʥʠʷ ʪʨʝʙʦʚʘ-

ʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʧʦʣʦʞʝʥʥʳʭ ʚ ʦʩʥʦʚʫ ʉʪʨʘʪʝʛʠʠ ʠ ʇʦʣʠʪʠʢ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʇʦʣʠʪʠʢ 

ʀɹ), ʥʝʦʙʭʦʜʠʤʦ ʥʘʠʙʦʣʝʝ ʧʦʣʥʦ ʦʧʠʩʘʪʴ ʚʥʫʪʨʝʥʥʶʶ ʠ ʚʥʝʰʥʶʶ ʩʨʝʜʫ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ 

ʜʝʣʘʝʪʩʷ ʚ ʜʚʫʭ ʚʘʞʥʝʡʰʠʭ ʤʦʜʝʣʷʭ ʀɹ ï ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ. ʇʨʠ 

ʨʘʟʨʘʙʦʪʢʝ ʵʪʠʭ ʜʚʫʭ ʤʦʜʝʣʝʡ ʠʟ ʚʩʝʛʦ ʤʥʦʛʦʦʙʨʘʟʠʷ ʪʨʝʙʫʝʪʩʷ ʚʳʜʝʣʠʪʴ ʪʝ ʫʩʣʦʚʠʷ ʦʩʫʱʝʩʪʚ-

ʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʳʝ ʘʢʪʫʘʣʴʥʳ ʠ ʭʘʨʘʢʪʝʨʥʳ ʠʤʝʥʥʦ ʜʣʷ ʥʝʝ. ʉ ʵʪʦʡ 

ʮʝʣʴʶ ʚ ʛʣʘʚʝ ʨʘʟʨʘʙʘʪrʚʘʝʪʩʷ ʪʘʢʩʦʥʦʤʠʷ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ ï ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ, 

ʘ ʠʤʝʥʥʦ ʫʷʟʚʠʤʦʩʪʝʡ, ʫʛʨʦʟ ʀɹ, ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʜʣʷ ʀʊʂʉ 

ʢʘʢ ʥʝʛʘʪʠʚʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʩʚʦʝʚʨʝʤʝʥʥʦ ʧʨʝʜʦʪʚʨʘʱʘʪʴ 

ʠʣʠ ʫʩʪʨʘʥʷʪʴ, ʝʩʣʠ ʦʥʠ ʫʞʝ ʩʦʩʪʦʷʣʠʩʴ ʠ ʙʳʣʠ ʚʳʷʚʣʝʥʳ. ʅʘʧʠʩʘʥʠʝ ʘʜʝʢʚʘʪʥʳʭ ʉʪʨʘʪʝʛʠʠ ʠ 

ʇʦʣʠʪʠʢ ʀɹ, ʦʙʦʩʥʦʚʘʥʥʘʷ ʨʘʟʨʘʙʦʪʢʘ ʩʠʩʪʝʤʳ ʠ ʚʳʙʦʨ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʘʧʨʷʤʫʶ ʟʘʚʠʩʠʪ ʦʪ ʧʦʣʥʦʪʳ ʠ ʢʘʯʝʩʪʚʘ ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʪʘʢʩʦʥʦʤʠʠ ʠ 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʢʣʘʩʩʠʬʠʢʘʮʠʡ. 

 

2.1. ʊʘʢʩʦʥʦʤʠʷ ʧʦʥʷʪʠʡ ʫʷʟʚʠʤʦʩʪʠ, ʫʛʨʦʟ, ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʇʦʜ ʪʘʢʩʦʥʦʤʠʝʡ (ʦʪ ʜʨ.-ʛʨʝʯ. ɇɎɝɘɠ ð ʩʪʨʦʡ, ʧʦʨʷʜʦʢ ʠ ɜɧɛɞɠ ð ʟʘʢʦʥ) ʟʜʝʩʴ ʧʦʥʠʤʘʝʪ-

ʩʷ ʫʯʝʥʠʝ ʦ ʧʨʠʥʮʠʧʘʭ ʠ ʧʨʘʢʪʠʢʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʩʠʩʪʝʤʘʪʠʟʘʮʠʠ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʳʭ 

ʠʝʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤr  ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʟʥʘʥʠʡ ʦ 

ʥʠʭ. ɼʣʷ ʥʘʛʣʷʜʥʦʩʪʠ ʜʝʤʦʥʩʪʨʘʮʠʠ ʚʟʘʠʤʦʩʚʷʟʝʡ ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʦʙʣʘʩʪʠ ʀɹ ʧʨʠʚʝʜʝʤ ʚ ʦʜ-

ʥʦʤ ʤʝʩʪʝ ʦʧʨʝʜʝʣʝʥʠʷ ʫ̫ ʟʚʠʤʦʩʪʠ, ʫʛʨʦʟ rʀɹ, ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʠ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʋʷʟʚʠʤʦʩʪʴ (ʘʥʛʣ. vulnerability) ʀʉ ï ʩʚʦʡʩʪʚʦ ʀʉ, ʦʙʫʩʣʦʚʣʠʚʘʶʱʝʝ ʚʦʟʤʦʞʥʦʩʪʴ ʨʝʘ-

ʣʠʟʘʮʠʠ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʚ ʥʝʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʨʠʤʝʯʘʥʠʷ: 1. ʋʩʣʦʚʠʝʤ ʨʝʘ-

ʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʚ ʩʠʩʪʝʤʝ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʜʦʩʪʘʪʦʢ 

ʠʣʠ ʩʣʘʙʦʝ ʤʝʩʪʦ ʚ ʀʉ. 2. ɽʩʣʠ ʫʷʟʚʠʤʦʩʪʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʫʛʨʦʟʝ, ʪʦ ʩʫʱʝʩʪʚʫʝʪ ʨʠʩʢ [111]. 

https://ru.wikipedia.org/wiki/%D0%94%D1%80%D0%B5%D0%B2%D0%BD%D0%B5%D0%B3%D1%80%D0%B5%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʀɹ (ʫʛʨʦʟʘ ʀɹ) ʦʨʛʘʥʠʟʘʮʠʠ ï ʩʦʚʦʢʫʧʥʦʩʪʴ ʬʘʢʪʦʨʦʚ ʠ ʫʩʣʦʚʠʡ, 

ʩʦʟʜʘʶʱʠʭ ʦʧʘʩʥʦʩʪʴ ʥʘʨʫʰʝʥʠʷ ʀɹ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳʟʳʚʘʶʱʫʶ ʠʣʠ ʩʧʦʩʦʙʥʫʶ ʚʳʟʚʘʪʴ ʥʝʛʘ-

ʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ (ʫʱʝʨʙ/ʚʨʝʜ) ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʨʠʤʝʯʘʥʠʷ: 1. ʌʦʨʤʦʡ ʨʝʘʣʠʟʘʮʠʠ (ʧʨʦʷʚ-

ʣʝʥʠʷ) ʫʛʨʦʟʳ ʀɹ ʷʚʣʷʝʪʩʷ ʥʘʩʪʫʧʣʝʥʠʝ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ ʠ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʧʨʠʚʦʜʷʱʝʛʦ(ʠʭ) ʢ ʥʘʨʫʰʝʥʠʶ ʩʚʦʡʩʪʚ ʀɹ ʦʙʲʝʢʪʘ(ʦʚ) ʟʘʱʠʪʳ ʦʨʛʘʥʠʟʘʮʠʠ.    

2. ʋʛʨʦʟʘ ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʥʘʣʠʯʠʝʤ ʦʙʲʝʢʪʘ ʫʛʨʦʟʳ, ʠʩʪʦʯʥʠʢʘ ʫʛʨʦʟʳ ʠ ʧʨʦʷʚʣʝʥʠʷ ʫʛʨʦʟʳ 

[22]. ʀʩʪʦʯʥʠʢ ʫʛʨʦʟʳ ʀɹ ï ʵʪʦ ʩʫʙʲʝʢʪ (ʬʠʟʠʯʝʩʢʦʝ ʣʠʮʦ, ʤʘʪʝʨʠʘʣʴʥʳʡ ʦʙʲʝʢʪ ʠʣʠ ʬʠʟʠʯʝ-

ʩʢʦʝ ʷʚʣʝʥʠʝ), ʠʩʧʦʣʴʟʫʶʱʠʡ ʫʷʟʚʠʤʦʩʪʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ rʀɹ. 

ʉʝʪʝʚʘʷ ʘʪʘʢʘ (ʘʥʛʣ. network attack) ï ʢʦʤʧʴʶʪʝʨʥʘʷ ʘʪʘʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦ-

ʣʦʚ ʤʝʞʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ [112, 121, 122]. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʢʦʤʧʴʶʪʝʨʥʘʷ ʘʪʘʢʘ (ʘʥʛʣ. 

computer attack): ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦʝ ʚʦʟʜʝʡʩʪʚʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʠ (ʠʣʠ) ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ 

ʩʨʝʜʩʪʚ ʥʘ ʦʙʲʝʢʪʳ ʂʀʀ, ʩʝʪʠ ʵʣʝʢʪʨʦʩʚʷʟʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ, ʚ ʮʝʣʷʭ ʥʘʨʫʰʝʥʠʷ ʠ (ʠʣʠ) ʧʨʝʢʨʘʱʝʥʠʷ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ (ʠʣʠ) ʩʦʟʜʘ-

ʥʠʷ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʪʘʢʠʤʠ ʦʙʲʝʢʪʘʤʠ ʠʥʬʦʨʤʘʮʠʠ [7, ʩʪʘʪʴʷ 2]. ʉʝʪʝʚʘʷ 

ʘʪʘʢʘ ï ʵʪʦ ʨʝʘʣʠʟʦʚʘʚʰʘʷʩʷ ʫʛʨʦʟʘ ʀɹ, ʪʦʯʥʝʝ ʢʦʥʢʨʝʪʥʳʡ ʩʧʦʩʦʙ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ. 

ɺʪʦʨʞʝʥʠʝ (ʘʥʛʣ. intrusion) ï ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ (ʅʉɼ) ʢ ʩʝʪʠ ʠʣʠ ʧʦʜʩʦʝ-

ʜʠʥʝʥʥʦʡ ʢ ʩʝʪʠ ʩʠʩʪʝʤʝ, ʪʦ ʝʩʪʴ ʧʨʝʜʥʘʤʝʨʝʥʥʳʡ ʠʣʠ ʩʣʫʯʘʡʥʳʡ ʅʉɼ ʢ ʀʉ, ʚʢʣʶʯʘʷ ʟʣʦʥʘʤʝ-

ʨʝʥʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʨʦʪʠʚ ʀʉ ʠʣʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ ʚ ʀʉ [108]. 

ʀʥʮʠʜʝʥʪ ʀɹ (ʘʥʛʣ. IS incident) ï ʧʦʷʚʣʝʥʠʝ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʠʣʠ 

ʥʝʦʞʠʜʘʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ, ʠʤʝʶʱʠʭ ʟʥʘʯʠʪʝʣʴʥʫʶ ʚʝʨʦʷʪʥʦʩʪʴ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʙʠʟʥʝʩ-

ʦʧʝʨʘʮʠʡ ʠ ʫʢʘʟʳʚʘʶʱʠʭ ʥʘ ʩʚʝʨʰʠʚʰʫʶʩʷ, ʧʨʝʜʧʨʠʥʠʤʘʝʤʫʶ ʠʣʠ ʚʝʨʦʷʪʥʫʶ ʨʝʘʣʠʟʘʮʠʶ ʫʛ-

ʨʦʟʳ ʀɹ ʜʣʷ ʘʢʪʠʚʦʚ ʦʨʛʘʥʠʟʘʮʠʠ [68]. 

ʉʦʙʳʪʠʝ ʀɹ (ʘʥʛʣ. IS event) ï ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʝ ʧʦʷʚʣʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ 

ʘʢʪʠʚʘ ʦʨʛʘʥʠʟʘʮʠʠ (ʩʠʩʪʝʤʳ, ʩʝʨʚʠʩ rʠʣʠ ʩʝʪʠ), ʫʢʘʟʳʚʘʶʱʝʛʦ ʥʘ ʚʦʟʤʦʞʥʦʝ ʥʘʨʫʰʝʥʠʝ ʇʦ-

ʣʠʪʠʢʠ ʀɹ ʠʣʠ ʥʘʨʫʰʝʥʠʷ ʚ ʨʘʙʦʪʝ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʣʠ ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʟʘʱʠʪʥʦʡ ʤʝʨʳ ʦʙʝʩʧʝ-

ʯʠʪʴ ʘʜʝʢʚʘʪʥʫʶ ʟʘʱʠʪʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ, ʣʠʙʦ ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʦʡ ʩʠ-

ʪʫʘʮʠʠ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [68]).  

ʀʟ ʵʪʠʭ ʦʧʨʝʜʝʣʝʥʠʡ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʚʩʝ ʦʥʠ ʪʝʩʥʦ ʚʟʘʠʤʦʩʚʷʟʘʥʳ. ʂʨʘʡʥʝ ʚʘʞʥʦ ʟʥʘʪʴ, 

ʢʘʢʠʝ ʫʛʨʦʟʳ ʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʫʱʝʩʪʚʫʶʪ ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ, ʢʘʢ ʦʥʠ ʤʦʛʫʪ 

ʧʝʨʝʨʘʩʪʠ ʚ ʠʥʮʠʜʝʥʪ ʀɹ, ʘ ʟʘʪʝʤ ʧʦʚʣʠʷʪʴ ʥʘ ʙʠʟʥʝʩ ʆʈɻɸʅʀɿɸʎʀʀ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʦʥʠ ʧʨʠ-

ʚʝʜʫʪ ʢ ʢʨʘʞʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʥʘʨʫʰʝʥʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚʘʞʥʳʭ 

ʜʘʥʥʳʭ ʠʣʠ ʥʝʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʟʘʧʨʘʰʠʚʘʝʤʳʭ ʫʩʣʫʛ, ʧʦʩʪʘʚʠʚ ʧʦʜ ʫʛʨʦʟʫ ʝʝ ʨʝʧʫʪʘʮʠʶ ʠʣʠ 

ʬʠʥʘʥʩʦʚʦʝ ʙʣʘʛʦʧʦʣʫʯʠʝ.  

ʉʚʷʟʴ ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ ʭʦʨʦʰʦ ʠʣʣʶʩʪʨʠʨʫʝʪ ʨʠʩ. 11 (ʨʘʟʨʘʙʦʪʘʥ ʥʘ ʦʩʥʦʚʝ [133]). 

ʀʟ-ʟʘ ʥʘʣʠʯʠʷ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʘʢʪʠʚʝ ʆʈɻɸʅʀɿɸʎʀʀ ʦʜʥʦʡ ʥʝ ʫʩʪʨʘʥʝʥʥʦʡ ʚʦʚʨʝʤʷ ʫʟ̫-
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ʚʠʤʦʩʪʠ ʧʨʠ ʩʪʝʯʝʥʠʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚ ʤʦʞʝʪ ʨʝʘʣʠʟʦʚʘʪʴʩʷ ʦʜʥʘ ʠ ʙʦʣʝʝ ʫʛʨʦʟ 

ʀɹ. ʉʘʤʘ ʧʦ ʩʝʙʝ ʫʷʟʚʠʤʦʩʪʴ (ʧʨʦʩʪʦ ʝʝ ʥʘʣʠʯʠʝ) ʥʝ ʧʨʠʯʠʥʷʝʪ ʀʉ ʚʨʝʜʘ ï ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʳ 

ʩʚʷʟʘʥʥʘʷ ʩ ʥʝʡ ʫʛʨʦʟʘ ʀɹ ʠ ʝʝ ʠʩʪʦʯʥʠʢ, ʢʦʪʦʨʳʝ ʝʶ ʚʦʩʧʦʣʴʟʫʶʪʩʷ. ʋʷʟʚʠʤʦʩʪʴ ʣʠʰʴ ʩʦʟʜʘʝʪ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʩʣʦʚʠʷ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ. ʋʷʟʚʠʤʦʩʪʴ, ʜʣʷ ʢʦʪʦʨʦʡ ʧʦʢʘ ʥʝ ʚʳʷʚʣʝʥʦ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʫʛʨʦʟʳ ʀɹ, ʤʦʞʝʪ ʥʝ ʪʨʝʙʦʚʘʪʴ ʨʝʘʣʠʟʘʮʠʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʤʝʨ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ, ʥʦ ʦʥʘ ʚʩʝ ʨʘʚʥʦ ʜʦʣʞʥʘ ʙʳʪʴ ʦʩʦʟʥʘʥʘ, ʠ ʜʦʣʞʝʥ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʤʦʥʠʪʦʨʠʥʛ ʝʝ ʠʟʤʝ-

ʥʝʥʠʡ. ʀ ʥʘʦʙʦʨʦʪ, ʫʛʨʦʟʘ ʀɹ, ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʢʦʪʦʨʦʡ ʚ ʩʠʩʪʝʤʝ ʥʝʪ ʫʷʟʚʠʤʦʩʪʠ, ʥʝ ʘʢʪʫʘʣʴʥʘ 

ʜʣʷ ʵʪʦʡ ʩʠʩʪʝʤʳ ʠ ʥʝ ʚʣʝʯʝʪ ʟʘ ʩʦʙʦʡ ʨʠʩʢʘ ʀɹ. ʉʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʥʝʢʦʨʨʝʢʪʥʘʷ ʨʝʘʣʠʟʘ-

ʮʠʷ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠ ʥʝʧʨʘʚʠʣʴʥʦʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʥʘʧʨʠʤʝʨ, ʧʨʠ 

ʥʝʢʦʨʨʝʢʪʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʡʢʘʭ) ʤʦʞʝʪ ʪʘʢʞʝ ʩʦʟʜʘʪʴ ʫʷʟʚʠʤʦʩʪʴ(-ʠ). 

 

 

ʈʠʩʫʥʦʢ 11 ï ɺʟʘʠʤʦʩʚʷʟʴ ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ 

 

ʅʝʤʥʦʛʦ ʩ ʜʨʫʛʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʴ ʥʘʟʚʘʥʥʳʭ ʧʦʥʷʪʠʡ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ 

ʨʠʩ. 12. ʆʩʥʦʚʥʳʝ ʨʘʩʩʫʞʜʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʨʠʚʝʣʠ ʢ ʝʝ ʧʦʷʚʣʝʥʠʶ, ʪʘʢʦʚʳ. ʋʛʨʦʟʘ ʀɹ ʤʦʞʝʪ 

ʩʪʘʪʴ ʨʝʘʣʴʥʦʡ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʦʡ, ʝʩʣʠ ʚ ʘʢʪʠʚʘʭ ʝʩʪʴ ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʵʪʦʛʦ ʫʷʟʚʠ-

ʤʦʩʪʴ/ʩʦʚʦʢʫʧʥʦʩʪʴ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʠʩʪʦʯʥʠʢ. ʆʜʥʘ ʫʛʨʦʟʘ ʀɹ 

ʤʦʞʝʪ ʙʳʪʴ ʘʢʪʫʘʣʴʥʦʡ ʜʣʷ ʦʜʥʦʛʦ ʠʣʠ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʠʭ ʘʢʪʠʚʦʚ. ɺ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ ʤʦ-

ʞʝʪ ʫʯʘʩʪʚʦʚʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟʳ ʀɹ ï ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ, ʜʝʡʩʪʚʫʶʱʠʭ ʚ 

ʩʛʦʚʦʨʝ.  

ʋʧʨʦʱʝʥʥʦ ʨʠʩ. 11 ʠ ʨʠʩ. 12 ʤʦʞʥʦ ʧʝʨʝʨʠʩʦʚʘʪʴ, ʢʘʢ ʵʪʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 13.  
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ʈʠʩʫʥʦʢ 12 ï ɺʟʘʠʤʦʩʚʷʟʴ ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ 

 

 

ʈʠʩʫʥʦʢ 13 ï ɺʟʘʠʤʦʩʚʷʟʴ ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ 

 

ʌʦʨʤʦʡ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ ʷʚʣʷʝʪʩʷ ʥʘʩʪʫʧʣʝʥʠʝ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʚʟʘʠʤʦʩʚʷ-

ʟʘʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʧʨʠʚʦʜʷʱʝʛʦ(ʠʭ) ʢ ʥʘʨʫʰʝʥʠʶ ʩʚʦʡʩʪʚ ʀɹ ʦʙʲʝʢʪʘ(ʦʚ) 

ʟʘʱʠʪʳ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʳʝ ʠ ʥʘʟʳʚʘʶʪʩʷ ʚ ʤʠʨʝ ʩʝʪʝʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩʝʪʝʚʦʡ ʘʪʘʢʦʡ. 

ɸʥʘʣʠʟʦʤ ʫʷʟʚʠʤʦʩʪʝʡ, ʫʛʨʦʟ ʀɹ ʠ ʩʝʪʝʚʳʭ ʘʪʘʢ ʘʚʪʦʨ ʠʩʩʣʝʜʦʚʘʥʠʷ ʟʘʥʠʤʘʝʪʩʷ ʙʦʣʝʝ   

25 ʣʝʪ, ʯʪʦ ʦʪʨʘʞʝʥʦ ʚ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʫʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʤʘʪʝʨʠʘʣʘʭ [55, 132, 134-139] ʠ 

ʥʘʫʯʥʳʭ ʧʫʙʣʠʢʘʮʠʷʭ [45, 46, 48, 140, 141], ʠʟʜʘʥʥʳʭ ʣʠʯʥʦ ʠ ʚ ʩʦʘʚʪʦʨʩʪʚʝ, ʥʘʯʠʥʘʷ ʩ 1995 ʛ. ʠ 

ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. ɼʘʣʝʝ ʚʟʷʚ ʟʘ ʦʩʥʦʚʫ ʵʪʠ ʨʘʙʦʪʳ, ʧʨʝʜʩʪʘʚʠʤ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʩʠʩʪʝʤʥʳʝ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʵʣʝʤʝʥʪʘʤ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

 

2.2. ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʇʨʦʪʠʚ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʛʫʪ ʙʳʪʴ ʩʦʚʝʨʰʝʥʳ ʩʘʤʳʝ ʨʘʟʥʦʦʙʨʘʟʥʳʝ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ. ʆʜʥʘʢʦ ʥʝ ʚʩʝ ʠʟ ʥʠʭ ʙʫʜʫʪ ʫʩʧʝʰʥʳ. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ 

ʧʦʪʦʤʫ, ʯʪʦ ʥʝʦʙʭʦʜʠʤʳʤ ʫʩʣʦʚʠʝʤ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ ʷʚʣʷʝʪʩʷ ʝʝ ʩʧʦʩʦʙʥʦʩʪʴ ʠʩʧʦʣʴʟʦ-
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ʚʘʪʴ (ʢʘʢ ʛʦʚʦʨʷʪ çɻ ʢʩʧʣʫʘʪʠʨʦʚʘʪʴè) ʩʫʱʝʩʪʚʫʶʱʫʶ ʫʷʟʚʠʤʦʩʪʴ(-ʠ), ʢʦʪʦʨʫ  ʁʧʦ ʨʘʟʥʳʤ ʧʨʠ-

ʯʠʥʘʤ ʩʚʦʝʚʨʝʤʝʥʥʦ ʥʝ ʫʩʪʨʘʥʠʣʠ. ʏʪʦʙʳ ʧʦʥʷʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʧʨʦʪʠʚ 

ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ ʚʳʙʨʘʪʴ ʩʨʝʜʠ ʚʩʝʛʦ ʤʥʦʛʦʦʙʨʘʟʠʷ ʘʢʪʫʘʣʴʥʳʝ, ʭʘʨʘʢʪʝʨʥʳʝ ʪʦʣʴʢʦ ʜʣʷ ʵʪʦʡ 

ʀʊʂʉ, ʥʫʞʥʦ ʧʨʦʚʝʩʪʠ ʠʥʚʝʥʪʘʨʠʟʘʮʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʙʲʝʢ-

ʪʦʚ ʉʆʀɸ ʢʘʢ ʩʨʝʜʳ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ (ʠʣʠ) ʵʢʩʧʣʫʘʪʘʮʠʠ. ʀʤʝʥʥʦ ʥʘʣʠʯʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 

ʦʙʲʝʢʪʘʭ ʉʆʀɸ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠʩʪʦʯʥʠʢʘʤʠ ʫʛʨʦʟ ʀɹ ʜʣʷ ʠʭ ʨʝʘʣʠʟʘʮʠʠ. 

ʄʠʨʦʚʳʤ ʣʠʜʝʨʦʤ ʚ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʇʆ ʠ ɸʆ ʷʚʣʷʝʪʩʷ ʢʦʤʧʘʥʠʷ MITRE, ʢʦʪʦʨʘʷ 

ʤʥʦʛʠʝ ʛʦʜʳ ʧʦʜʜʝʨʞʠʚʘʝʪ ʘʥʛʣʦʷʟʳʯʥʫʶ ʙʘʟʫ ʦʙʱʝʠʟʚʝʩʪʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ CVE (ʘʥʛʣ. Com-

mon Vulnerabilities and Explosures) [https://cve.mitre.org], ʬʠʥʘʥʩʠʨʫʝʤʫʶ US-CERT. ʂʘʞʜʦʡ 

ʫʷʟʚʠʤʦʩʪʠ ʧʨʠʩʚʦʝʥ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ ʚʠʜʘ CVE-ʛʦʜ-ʥʦʤʝʨ ʠ ʜʘʥʳ ʦʧʠʩʘʥʠʝ ʠ ʨʷʜ 

ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʩʩʳʣʦʢ ʜʣʷ ʧʨʦʚʝʨʢʠ ʝʝ ʥʘʣʠʯʠʷ ʠʣʠ ʫʩʪʨʘʥʝʥʠʷ. ʅʘ 15.09.2020 ʦʙʱʝʝ ʢʦʣʠʯʝ-

ʩʪʚʘ ʟʘʧʠʩʝʡ ʚ ʙʘʟʝ ʩʦʩʪʘʚʣʷʣʦ 141500, ʥʘʯʠʥʘʷ ʩ 1999 ʛ. ʠ ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. 

ɺ 2000 ʛ. ʥʘʯʘʣʘ ʩʦʟʜʘʚʘʪʴʩʷ NVD (ʘʥʛʣ. National Vulnerability Database) 

[https://nvd.nist.gov/] ï ɹɼ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʩʪʘʥʜʘʨʪʘʭ ʧʨʘʚʠʪʝʣʴ-

ʩʪʚʘ ʉʐɸ. NVD ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʪʜʝʣʘ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ NIST 

(NIST Computer Security Division), ʘ ʠʤʝʥʥʦ ʃʘʙʦʨʘʪʦʨʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

(Information Technology Laboratory), ʠ ʬʠʥʘʥʩʠʨʫʝʪʩʷ ʦʪʜʝʣʦʤ ʥʘʮʠʦʥʘʣʴʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦ-

ʩʪʠ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (Department of Homeland Securityôs National Cyber 

Security Division). NVD ʩʦʜʝʨʞʠʪ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠ,ʁ ʦʧʫʙʣʠʢʦʚʘʥʥʫ  ʁʚ ʙʘʟʝ 

CVE, ʠ ʜʦʧʦʣʥʷʝʪ ʝʛʦ ʩʩʳʣʢʘʤʠ ʠ ʜʘʥʥʳʤʠ ʠʟ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ. ɺ ʥʝʡ ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʦʢʘ-

ʟʘʪʝʣʠ ʦʙʦʙʱʝʥʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʠʟ ʆʙʱʝʡ ʩʠʩʪʝʤ rʦʮʝʥʢʠ ʫʷʟʚʠʤʦʩʪʝʡ (ʘʥʛʣ. Common Vul-

nerability Scoring System ï CVSS), ʪʠʧʳ ʫʷʟʚʠʤʦʩʪʝʡ (ʘʥʛʣ. Common Weakness Enumeration) ʠ ʪʠ-

ʧ  rʧʣʘʪʬʦʨʤ (ʘʥʛʣ. Common Platform Enumeration), ʘ ʪʘʢʞʝ ʜʨʫʛʠʝ ʤʝʪʘʜʘʥʥʳʝ. ʇʨʠ ʵʪʦʤ ʜʝʨ-

ʞʘʪʝʣʠ ʙʘʟʳ ʥʝ ʧʨʦʚʦʜʪ̫ ʘʢʪʠʚʥʦʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ, ʧʦʣʘʛʘʷʩʴ ʥʘ ʠʥʬʦʨʤʘʮʠʶ ʦʪ 

ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʩʪʦʨʦʥʥʠʭ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʟʘʪʝʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘ-

ʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʘʪʨʠʙʫʪʦʚ ʠ ʠʭ ʘʢʪʫʘʣʠʟʘʮʠʠ ʩ ʪʝʯʝʥʠʝʤ ʚʨʝʤʝʥʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, NVD 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʩʳʣʢʠ ʥʘ ʨʝʩʫʨʩʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʧʠʩʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʥʝʧʨʘʚʠʣʴʥʳʭ 

ʢʦʥʬʠʛʫʨʘʮʠʡ ʇʆ, ʥʘʟʚʘʥʠʷ ʧʨʦʜʫʢʪʦʚ ʠ ʧʦʢʘʟʘʪʝʣʠ ʢʨʠʪʠʯʥʦʩʪʠ ʫʷʟʚʠʤʦʩʪʝʡ. ɺ NVD ʩʦʜʝʨ-

ʞʠʪʩʷ ʪʘʢʦʝ ʞʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ, ʢʘʢ ʠ ʚ CVE. 

ʂʨʦʤʝ ʥʘʟʚʘʥʥʳʭ ʣʠʜʝʨʦʚ, ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʫʷʟʚʠʤʦʩʪʷʤ ʤʦʞʥʦ 

ʫʧʦʤʷʥʫʪʴ ʙʘʟʫ CERT/CC Vulnerability Notes [https://www.kb.cert.org/vuls/], ʧʦʜʜʝʨʞʠʚʘʝʤʫʶ 

ʦʪʜʝʣʦʤ CERT, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʫʧʨʘʚʣʷʝʤʦʛʦ ʋʥʠʚʝʨʩʠʪʝʪʦʤ ʂʘʨʥʝʛʠ-ʄʝʣʣʦʥʘ ʠʥ-

ʩʪʠʪʫʪʘ Software Engineering Institute, ʦʙʱʠʡ ʨʝʝʩʪʨ ʧʨʦʙʣʝʤʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʡ ʩʠʩʪʝʤ MITRE 

Common Configuration Enumeration (CCE), ʪʝʢʫʱʝʝ ʪʝʭʥʠʯʝʩʢʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʠ ʨʘʟʨʘʙʦʪʢʘ ʢʦ-

ʪʦʨʦʡ ʪʝʧʝʨʴ ʧʝʨʝʜʘʥʳ NIST (ʉʐɸ) [http://nvd.nist.gov/cce/index.cfm], ʦʪʯʝʪʳ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ 
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ʇʆ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʛʨʫʧʧʳ Secunia ʠʟ Flexera [https://info.flexera.com/SVM-REPORT-

Vulnerability-Review-2020], ʙʶʣʣʝʪʝʥʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ (ʥʘʧʨʠʤʝʨ, Micrisoft) ʠ ʧʨ. 

ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ CVE ʠ NVD ʙʳʣʠ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʠʧʠʯʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʩʦʚʨʝ-

ʤʝʥʥʳʭ ʩʝʪʝʡ:  

1) ʥʝ ʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʥʘʷ ʠ ʥʝʦʪʩʣʝʞʠʚʘʝʤʘʷ ʪʦʯʢʘ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ; 

2) ʥʝʘʜʝʢʚʘʪʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ: ʥʝʧʨʘʚʠʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʩʧʠʩʢʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ʘʥʛʣ. Access Control List, ACL), ʧʨʠʚʦʜʷʱʘʷ ʢ ʫʪʝʯʢʝ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʥʝʘʚʪʦʨʠʟʠʨʦʚʘʥʥʦʤʫ ʜʦʩʪʫʧʫ ʚ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʫ  ʁʟʦʥʫ (ɼʄɿ) (ʘʥʛʣ. Demilitarized Zone, 

DMZ) ï ʧʦʛʨʘʥʠʯʥʳʡ ʩʝʛʤʝʥʪ ʩʝʪʠ, ʚʳʧʦʣʥʷʶʱʠʡ ʬʫʥʢʮʠʠ çʥʝʡʪʨʘʣʴʥʦʡ ʟʦʥʳè ʤʝʞʜʫ ʩʝʪʷʤʠ 

[60]; 

3) ʥʝʧʨʘʚʠʣʴʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʡ ʄʕ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʜʦʩʪʫʧ ʢ ʚʥʫʪʨʝʥʥʠʤ ʩʠʩ-

ʪʝʤʘʤ ʟʘ ʥʠʤ; 

4) ʚʦʟʤʦʞʥʦʩʪʴ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʩ ʩʝʨʚʝʨʘ, ʠʩʧʦʣʥʷʶʱʝʛʦ ʥʝʥʫʞʥʳʝ ʩʝʨʚʠʩʳ; 

5) ʥʝʥʘʜʝʞʥʳʝ, ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʠʣʠ ʣʝʛʢʦ ʫʛʘʜʳʚʘʝʤʳʝ ʧʘʨʦʣʠ (ʣʠʙʦ ʠʭ ʦʪʩʫʪ-

ʩʪʚʠʝ) ʥʘ ʫʨʦʚʥʝ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ, ʯʪʦ ʦʪʢʨʳʚʘʝʪ ʜʣʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʩʝʨʚʝʨʳ; 

6) ʥʘʣʠʯʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʧʨʦʚʝʨʦʯʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩʦ ʩʣʠʰʢʦʤ ʙʦʣʴʰʠʤʠ ʧʨʘ-

ʚʘʤʠ; 

7) ʠʟʙʳʪʦʯʥʳʝ ʧʨʘʚʘ ʥʘ ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ ʠ ʢʘʪʘʣʦʛʘʤ (ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ ʨʝʩʫʨ-

ʩʘʤ ʆʉ Windows, ʩʝʪʝʚʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʚ ʆʉ UNIX); 

8) ʥʝʧʨʘʚʠʣʴʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʩʝʨʚʠʩ rʠ ʩʝʨʚʠʩ,r ʥʝ ʪʨʝʙʫʶʱʠʝ ʘʚʪʦʨʠʟʘʮʠʠ 

(ʥʘʧʨʠʤʝʨ, ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʯʝʨʝʟ ʘʥʦʥʠʤʥʳʡ FTP-ʩʝʨʚʝʨʦʚ (ʘʥʛʣ. File Transfer Protocol)); 

9) ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʝʥʠʷ ʟʘ ʩʯʝʪ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʩʝʪʠ ʦʙ ʆʉ ʩʝʨʚʝʨʦʚ ʠ 

ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ, ʠʭ ʚʝʨʩʠʷʭ, ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʛʨʫʧʧʘʭ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʨʝʩʫʨʩʘʭ, 

ʩʪʨʫʢʪʫʨʝ ʩʝʪʠ ʠ ʪ.ʧ.; 

10) ʥʝʦʙʥʦʚʣʝʥʥʦʝ, ʫʩʪʘʨʝʚʰʝʝ, ʨʘʙʦʪʘʶʱʝʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʇʆ; 

11) ʥʝʘʜʝʢʚʘʪʥʳʝ ʠ ʥʝʧʦʣʥʳʝ ʩʨʝʜʩʪʚʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ, ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʦʙʥʘʨʫʞʝ-

ʥʠʷ ʚʪʦʨʞʝʥʠʡ ʥʘ ʫʨʦʚʥʝ ʭʦʩʪʦʚ (ʫʩʪʨʦʡʩʪʚ ʩ ʫʥʠʢʘʣʴʥʳʤʠ ʘʜʨʝʩʘʤʠ) ʠ ʩʝʪʠ ʚ ʮʝʣʦʤ ʠ ʪ.ʜ. 

ɸʥʘʣʠʟʦʤ ʫʷʟʚʠʤʦʩʪʝʡ ʚʝʙ-ʪʝʭʥʦʣʦʛʠʡ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦ ʩ 2011 ʛ. ʟʘʥʠʤʘʝʪʩʷ ʩʦʦʙʱʝʩʪ-

ʚʦ OWASP (Open Web Application Security Project) [https://www.owasp.org] ʩʦ ʰʪʘʙ-ʢʚʘʨʪʠʨʦʡ ʚ 

ʉʐɸ, ʚʢʣʶʯʘʶʱʝʝ ʚ ʩʝʙʷ ʢʦʨʧʦʨʘʮʠʠ, ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʯʘʩʪʥʳʭ ʣʠʮ ʩʦ ʚʩʝʛʦ 

ʤʠʨʘ. ʉʦʛʣʘʩʥʦ OWASP, ʚ ʢʦʜʝ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʯʘʱʝ ʚʩʝʛʦ ʚʩʪʨʝʯʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʷʟʚʠʤʦ-

ʩʪʠ: 

1) ʦʪʩʫʪʩʪʚʠʝ ʧʨʦʚʝʨʢʠ ʟʘʧʨʦʩʦʚ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʬʦʨʤʘʪʫ (ʧʦʟʚʦʣʷʝʪ 

ʘʪʘʢʦʚʘʪʴ ʚʥʫʪʨʝʥʥʠʝ ʢʦʤʧʦʥʝʥʪʳ ʩʝʨʚʠʩʦʚ ʯʝʨʝʟ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ);  

2) ʫʷʟʚʠʤʦʩʪʠ ʚ ʢʦʥʪʨʦʣʝ ʜʦʩʪʫʧʘ (ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʘʚʪʦʨʠʟʦʚʘʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ 
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ʜʦʩʪʫʧ ʢ ʯʫʞʠʤ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ);  

3) ʫʷʟʚʠʤʦʩʪʠ ʚ ʫʧʨʘʚʣʝʥʠʠ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʠ ʩʝʘʥʩʘʤʠ (ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʧʘʨʦʣʠ, 

cookie-ʬʘʡʣʳ ʩʝʘʥʩʘ);  

4) ʫʷʟʚʠʤʦʩʪʴ ʤʝʞʩʘʡʪʦʚʳʭ ʩʮʝʥʘʨʠʝʚ (ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚʝʙ-ʩʝʨʚʠʩʦʚ ʚ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚʘ 

ʠʟʚʣʝʯʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʩʠʩʪʝʤ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ);  

5) ʫʷʟʚʠʤʦʩʪʴ, ʩʚʷʟʘʥʥʘʷ ʩ ʦʰʠʙʢʘʤʠ, ʧʨʠʚʦʜʷʱʠʤʠ ʢ ʧʝʨʝʧʦʣʥʝʥʠ ʁʙʫʬʝʨʘ;  

6) ʫʷʟʚʠʤʦʩʪʴ, ʧʦʟʚʦʣʷʶʱʘʷ ʤʘʥʠʧʫʣʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʘʤʠ (ʦʪʩʫʪʩʪʚʠʝ ʙʣʦʢʠʨʦʚʢʠ ʚʦʟ-

ʤʦʞʥʦʩʪʠ ʚʥʝʜʨʝʥʠʷ ʧʦʩʪʦʨʦʥʥʠʭ ʢʦʤʘʥʜ ʚ ʧʘʨʘʤʝʪʨʳ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʤʠ 

ʚʥʝʰʥʠʤ ʨʝʩʫʨʩʘʤ, ʣʦʢʘʣʴʥʦʡ ʆʉ);  

7) ʥʝʩʦʚʝʨʰʝʥʩʪʚʦ ʦʙʨʘʙʦʪʢʠ ʦʰʠʙʦʢ (ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʟʚʘʪʴ DoS-ʘʪʘʢʫ);  

8) ʫʷʟʚʠʤʦʩʪʠ ʚ ʢʨʠʧʪʦʩʠʩʪʝʤʝ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʣʠʰʢʦʤ ʩʣʘʙʳʭ ʘʣʛʦʨʠʪʤʦʚ, ʢʦʨʦʪʢʠʭ 

ʢʣʶʯʝʡ ʠ ʪ.ʧ.);  

9) ʥʝʧʨʘʚʠʣʴʥʦʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ (ʥʝʫʩʪʘʥʦʚʢʘ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʭʨʘʥʝʥʠʝ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠ ʪ.ʧ.); 

10) ʫʷʟʚʠʤʦʩʪʠ ʚ ʫʜʘʣʝʥʥʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ (ʥʝʢʦʨʨʝʢʪʥʦʝ ʨʘʟʜʝʣʝʥʠʝ ʧʦʣʥʦʤʦʯʠʡ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʦʙʳʯʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʝʥʠʷ ʧʨʘʚ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʪ.ʧ.). 

ʅʘ ʩʘʡʪʝ ʌʉʊʕʂ ʈʦʩʩʠʠ ʚ ɹʘʥʢʝ ʜʘʥʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ 

[https://bdu.fstec.ru] ʪʘʢʞʝ ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʠʤʝʶʱʠʤʠʩʷ, ʥʦ ʫʞʝ ʥʘ ʨʫʩʩʢʦʤ ʷʟʳʢʝ, ʫʷʟ-

ʚʠʤʦʩʪʷʤʠ. ʅʘ 15.09.2020 ʙʘʟʘ ʩʦʜʝʨʞʘʣʘ 28633 ʟʘʧʠʩʠ, ʯʪʦ ʩʫʱʝʩʪʚʝʥʥʦ ʫʩʪʫʧʘʝʪ ʧʦʢʘʟʘʪʝʣʷʤ 

CVE ʠ NVD.  

ʇʨʠ ʩʦʩʪʘʚʣʝʥʠʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ, ʢʨʦʤʝ ʯʝʪʳʨʝʭ ʚʳʰʝ ʫʢʘʟʘʥʥʳʭ ʠʩʪʦʯʥʠ-

ʢʦʚ, ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʦʙʟʦʨʳ ʠʥʦʩʪʨʘʥʥʳʭ ʠ ʨʦʩʩʠʡʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠ 

ʢʦʥʩʘʣʪʠʥʛʦʚʳʭ ʢʦʤʧʘʥʠʡ, ʘ ʪʘʢʞʝ ʩʣʝʜʫʶʱʠʝ ʩʪʘʥʜʘʨʪ:r 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27005-2010 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʝʥʝʜʞʤʝʥʪ ʨʠʩʢʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè ï ʇʨʠʣʦʞʝʥʠʝ 

ʉ. ʇʨʠʤʝʨʳ ʫʷʟʚʠʤʦʩʪʝʡ [107]; 

ð ɻʆʉʊ ʈ 56545-2015 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʋʷʟʚʠʤʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ʇʨʘʚʠʣʘ ʦʧʠʩʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡè [142]; 

ð ɻʆʉʊ ʈ 56546-2015 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʋʷʟʚʠʤʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ʂʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤè [143]; 

ð ɻʆʉʊ ʈ 57580.2-2018 çɹʝʟʦʧʘʩʥʦʩʪʴ ʬʠʥʘʥʩʦʚʳʭ (ʙʘʥʢʦʚʩʢʠʭ) ʦʧʝʨʘʮʠʡ. ɿʘʱʠʪʘ ʠʥ-

ʬʦʨʤʘʮʠʠ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʄʝʪʦʜʠʢʘ ʦʮʝʥʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷè ï ʇʨʠʣʦʞʝʥʠʝ ɹ. ʇʝʨʝ-

ʯʝʥʴ ʥʘʨʫʰʝʥʠʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ [144]; 

ð ʄʝʪʦʜʠʯʝʩʢʠʡ ʜʦʢʫʤʝʥʪ çʈʝʛʣʘʤʝʥʪ ʚʢʣʶʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʇʆ ʠ 

ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʚ ɹʘʥʢ ʜʘʥʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʌʉʊʕʂ ʈʦʩ-
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ʩʠʠè (2018) [145]; 

ð ISO/IEC 27035-2:2016 Information technology ð Security techniques ð Information secu-

rity incident management ð Part 2: Guidelines to plan and prepare for incident response ï ʇʨʠʣʦʞʝ-

ʥʠʝ ɺ. ʌʦʨʤʘ ʦʪʯʝʪʘ ʦʙ ʫʷʟʚʠʤʦʩʪʠ [127]. 

ʋʯʠʪʳʚʘʷ ʠʤʝʶʱʠʡʩʷ ʦʧʳʪ ʨʘʩʩʤʦʪʨʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʠʟʫʯʝʥʥʳʭ ʠʩʪʦʯʥʠʢʘʭ, ʙʳʣʠ 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʧʷʪʴ ʚʘʞʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ: 

1) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʀɹ, ʢʦʪʦʨʳʝ ʭʘʨʘʢ-

ʪʝʨʥʳ ʢʘʢ ʜʣʷ ʩʘʤʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʝʡ ʯʘʩʪʠ ʠ ʩʠʩʪʝʤʦ-

ʦʙʨʘʟʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ; 

2) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʘʧʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʲʝʢ-

ʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʦʟʥʠʢʘʝʪ ʫʷʟʚʠʤʦʩʪʴ; 

3) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʠ ʫʷʟʚʠʤʦʩʪʠ 

(ʚʥʝʰʥʝʝ ʦʢʨʫʞʝʥʠʝ, ʦʙʱʘʷ ʘʨʭʠʪʝʢʪʫʨʘ, ʚʥʫʪʨʝʥʥʷʷ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʇʆ ʠ ʪ.ʧ.); 

4) ʥʘ ʦʜʥʦʤ ʫʨʦʚʥʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝ ʜʦʣʞʥʳ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʧʦʥʷʪʠʷ ʨʘʟʥʦʡ ʩʪʝʧʝʥʠ ʘʙ-

ʩʪʨʘʢʮʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʜʦʩʪʘʪʦʯʥʦ ʰʠʨʦʢʠʡ ʦʪʚʣʝʯʝʥʥʳʡ ʢʣʘʩʩ ʧʨʦʙʣʝʤ ʠʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʜ-

ʢʠʡ ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ; 

5) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴ ʫʷʟʚʠʤʦʩʪʠ ʩ ʚʠʜʘʤʠ ʫʛʨʦʟ ʀɹ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʭ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʚ ʚʠʜʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ʆʙʦʙʱʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʨʘʟʨʘʙʦʪʢʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʜʣʷ ʫʷʟʚʠʤʦʩʪʝʡ 

ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʚʝʜʝʥʳ ʚ ʪʘʙʣ. 2. ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠ-

ʟʥʘʢʘʤʠ ʪʠʧʦʚ ʫʷʟʚʠʤʦʩʪʝʡ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: ʤʝʩʪʦ ʥʘʭʦʞʜʝʥʠ ̫ʠʣʠ ʧʨʦʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦ-

ʩʪʠ, ʧʨʝʜʧʦʩʳʣʢʠ ʧʦʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʠʩʪʦʯʥʠʢ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ ï ʩʪʘʜʠʷ ʞʠʟ-

ʥʝʥʥʦʛʦ ʮʠʢʣʘ, ʥʘ ʢʦʪʦʨʦʡ ʚʦʟʥʠʢʣʘ ʫʷʟʚʠʤʦʩʪʴ, ʣʝʛʢʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʣʝʛʢʦʩʪʴ 

ʫʩʪʨʘʥʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ ʥʘ ʦʩʥʦʚʝ ʫʷʟʚʠʤʦʩʪʠ, ʠʩʧʦʣʴʟʫʶ-

ʱʠʝ ʫʷʟʚʠʤʦʩʪʴ ʫʛʨʦʟʳ ʀɹ ʠ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʀɹ (ʢʨʠʪʠʯʥʦʩʪʴ, ʩʝʨʴʝʟʥʦʩʪʴ, ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʧʦ-

ʩʣʝʜʩʪʚʠʷ) ʚ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʠ.  

ɺ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ ʫʷʟʚʠʤʦʩʪʝʡ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʢʣʘʩʩʦʚ ʤʦʞʥʦ 

ʝʱʝ ʦʧʨʝʜʝʣʠʪʴ ʠ ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚʳʜʝʣʝʥʠʝʤ ʚ ʧʦʜ-

ʢʣʘʩʩʳ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ ʫʨʦʚʝʥʴ ʩʠʩ-

ʪʝʤʘʪʠʟʘʮʠʠ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ. 

ʆʜʥʘ ʠ ʪʘ ʞʝ ʫʷʟʚʠʤʦʩʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ʜʦʣʞʥʘ ʙʳʪʴ ʦʪʥʝʩʝʥʘ ʩʨʘʟʫ ʢ ʥʝʩʢʦʣʴʢʠʤ ʪʠʧʘʤ. 

ʉʫʱʝʩʪʚʫʶʪ ʠ ʤʥʦʛʦʬʘʢʪʦʨʥʳʝ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ ʪʠʧʘ ʤʦʛʫʪ ʙʳʪʴ ʦʪʥʝʩʝ-

ʥʳ ʢ ʨʘʟʥʳʤ ʢʣʘʩʩʘʤ, ʥʦ ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ ʢʣʘʩʩʘ ʫʷʟʚʠʤʦʩʪʴ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʧʠʩʘʥʘ ʪʦʣʴʢʦ ʢ 

ʦʜʥʦʤʫ ʧʦʜʢʣʘʩʩʫ. 
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ʊʘʙʣʠʮʘ 2 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ (ʥʘʯʘʣʦ) 

ʊʠʧ ʂʣʘʩʩ 
ʇʦʜʢʣʘʩʩ  

(ʧʨʠ ʥʘʣʠʯʠʠ) 

ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʫʷʟʚʠʤʦʩʪʝʡ 

ʊʠʧ 1. ʄʝʩʪʦ ʥʘ-

ʭʦʞʜʝʥʠʷ ʠʣʠ 

ʧʨʦʷʚʣʝʥʠʷ ʫʟ̫-

ʚʠʤʦʩʪʠ 

ʂʣʘʩʩ 1. ʌʠʟʠʯʝʩʢʘʷ 

ʩʨʝʜʘ (ʤʝʩʪʦ ʨʘʩʧʦʣʦ-

ʞʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ) 

- 

ʈʘʟʤʝʱʝʥʠʝ ʚ ʤʝʩʪʥʦʩʪʠ, ʧʨʝʜʨʘʩʧʦʣʦʞʝʥʥʦʡ ʢ ʥʘʚʦʜʥʝʥʠʷʤ. ʈʘʟʤʝʱʝʥʠʝ ʚ ʤʝʩʪ-

ʥʦʩʪʠ, ʛʜʝ ʙʳʚʘʶʪ ʧʳʣʝʚʳʝ ʙʫʨʠ. ɿʘʚʠʩʠʤʦʩʪʴ ʦʪ ʚʥʝʰʥʠʭ ʩʪʦʨʦʥ (ʥʘʧʨʠʤʝʨ, ʘʫʪ-

ʩʦʨʩʠʥʛʦʚʦʡ ʢʦʤʧʘʥʠʠ). 

ʂʣʘʩʩ 2. ʆʨʛʘʥʠʟʘʮʠʷ 

ʚ ʮʝʣʦʤ 
- 

ʅʝʘʜʝʢʚʘʪʥʦʝ ʠʣʠ ʥʝʙʨʝʞʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʬʠʟʠʯʝʩʢʠʤ ʜʦʩʪʫʧʦʤ ʚ ʟʜʘʥʠʷ ʠ ʧʦʤʝ-

ʱʝʥʠʷ. ʆʪʩʫʪʩʪʚʠʝ ʬʠʟʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʜʚʝʨʝʡ ʠ ʦʢʦʥ. ʆʪʩʫʪʩʪʚʠʝ ʢʦʥʪʨʦʣʷ ʥʘʜ 

ʘʢʪʠʚʘʤʠ, ʥʘʭʦʜʷʱʠʤʠʩʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʦʨʛʘʥʠʟʘʮʠʠ (ʥʘʧʨʠʤʝʨ, ʚʦ ʚʨʝʤʷ ʪʨʘʥʩ-

ʧʦʨʪʠʨʦʚʢʠ). ʅʝʩʦʙʣʶʜʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʥʘʜʟʦʨʥʳʭ ʠ ʨʝʛʫʣʠ-

ʨʫʶʱʠʭ ʦʨʛʘʥʦʚ. 

ʂʣʘʩʩ 3. ʀʊʂʉ 

ʇʦʜʢʣʘʩʩ 1. ʋʨʦ-

ʚʝʥʴ ʢʘʥʘʣʦʚ ʩʚʷʟʠ 

ʠ ʪʝʣʝʢʦʤ-

ʤʫʥʠʢʘʮʠʦʥʥʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʋʷʟʚʠʤʦʩʪʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʢʦʤʤʫʪʘʪʦʨʦʚ, ʢʦʥʮʝʥʪʨʘʪʦʨʦʚ, ʤʫʣʴʪʠʧʣʝʢʩʦʨʦʚ, 

ʤʦʩʪʦʚ. ʋʷʟʚʠʤʦʩʪʠ ʢʘʥʘʣʦʦʙʨʘʟʫʶʱʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. ʋʷʟʚʠʤʦʩʪʠ ʚ ɸʆ ʉɺʊ, 

ʦʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ (ʢʦʤʧʴʶʪʝʨʦʚ, ʩʝʨʚʝʨʦʚ) (ʥʘʧʨʠʤʝʨ, ʫʷʟʚʠʤʦʩʪʠ ʤʠʢʨʦʧʨʦ-

ʛʨʘʤʤ ʚ ʧʨʦʛʨʘʤʤʠʨʫʝʤʳʭ ʣʦʛʠʯʝʩʢʠʭ ʠʥʪʝʛʨʘʣʴʥʳʭ ʩʭʝʤʘʭ). ʏʫʚʩʪʚʠʪʝʣʴʥʦʩʪʴ ʢ 

ʚʣʘʞʥʦʩʪʠ, ʧʳʣʠ, ʟʘʛʨʷʟʥʝʥʠʶ. ʏʫʚʩʪʚʠʪʝʣʴʥʦʩʪʴ ʢ ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʦʤʫ ʠʟʣʫʯʝ-

ʥʠʶ. ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʛʨʘʤʤ ʧʝʨʠʦʜʠʯʝʩʢʦʡ ʟʘʤʝʥʳ. ʅʝʟʘʱʠʱʝʥʥʦʝ ʭʨʘʥʝʥʠʝ ʥʦʩʠ-

ʪʝʣʝʡ ʜʘʥʥʳʭ. ʆʪʩʫʪʩʪʚʠʝ ʬʦʨʤʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʦʨʪʘʪʠʚʥʳʭ 

ʢʦʤʧʴʶʪʝʨʦʚ. 

ʇʦʜʢʣʘʩʩ 2. ʋʨʦ-

ʚʝʥʴ ʩʝʪʝʚʦʡ ʩʨʝʜʳ 

ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ 

ʵʣʝʤʝʥʪʦʚ 

ʋʷʟʚʠʤʦʩʪʠ ʩʝʪʝʚʳʭ ʧʨʦʪʦʢʦʣʦʚ ï ʩʪʝʢʘ ʧʨʦʪʦʢʦʣʦʚ TCP/IP, NetBEUI ʠ ʪ.ʧ. ʇʣʦ-

ʭʘʷ ʨʘʟʚʦʜʢʘ ʢʘʙʝʣʝʡ. ʅʝʥʘʜʝʞʥʘʷ ʩʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ. ʇʝʨʝʜʘʯʘ ʧʘʨʦʣʝʡ ʚ ʥʝʟʘ-

ʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ʅʝʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʪʴʶ ʦʙʱʝʛʦ ʧʦʣʴ-

ʟʦʚʘʥʠʷ. ʆʪʩʫʪʩʪʚʠʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪʧʨʘʚʣʝʥʠʷ ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. 

ʇʦʜʢʣʘʩʩ 3. ʆʙʱʝ-

ʩʠʩʪʝʤʥʦʝ (ʦʙʱʝʝ), 

ʧʨʠʢʣʘʜʥʦʝ, ʩʧʝʮʠ-

ʘʣʴʥʦʝ ʇʆ 

ʇʨʠʩʚʦʝʥʠʝ ʧʘʨʘʤʝʪʨʫ ʥʝʧʨʘʚʠʣʴʥʳʭ ʟʥʘʯʝʥʠʡ ʥʘʩʪʨʦʡʢʠ ʇʆ. ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦ-

ʩʣʝʞʠʚʘʥʠʷ ʧʫʪʠ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʘʤ. ɺʦʟʤʦʞʥʦʩʪʴ ʚʥʝʜʨʝʥʠʷ ʥʘʨʫʰʠʪʝʣʝʤ 

ʩʩʳʣʢʠ ʥʘ ʩʪʦʨʦʥʥʠʝ ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ. ʅʘʣʠ-

ʯʠʝ ʠʟʙʳʪʦʯʥʦʛʦ ʯʠʩʣʘ ʧʘʨʘʤʝʪʨʦʚ ʠʣʠ ʥʝʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʇʆ. ʆʪʩʫʪʩʪ-

ʚʠʝ ʧʨʦʚʝʨʢʠ ʟʥʘʯʝʥʠʡ ʚʚʦʜʠʤʳʭ (ʚʭʦʜʥʳʭ) ʜʘʥʥʳʭ. ʋʷʟʚʠʤʦʩʪʠ ʆʉ Windows, 

UNIX. ʋʷʟʚʠʤʦʩʪʠ ʉʋɹɼ ORACLE, MSSQL, Sybase. ʋʷʟʚʠʤʦʩʪʠ ʚ ʇʆ ʢʣʠʝʥʪʘ ʠ 

ʩʝʨʚʝʨʘ. ʋʷʟʚʠʤʦʩʪʠ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ (ʧʨʦʮʝʩʩʦʨʳ, ʙʨʘʫʟʝʨʳé).  

  
ʇʦʜʢʣʘʩʩ 4. ʌʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʝ 

ʋʷʟʚʠʤʦʩʪʠ ʚ ʫʧʨʘʚʣʝʥʠʠ ʩʝʨʚʠʩʘʤʠ ʠ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʧʨʦʮʝʩʩʘʤʠ, ʦʩʫʱʝʩʪʚʣʷʝ-

ʤʳʤʠ ʀʊ-ʦʧʝʨʘʮʠʷʤʠ ʠ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʤ ʧʝʨʩʦʥʘʣʦʤ. ʋʷʟʚʠʤʦʩʪʠ ʨʝʞʠʤʦʚ ʟʘ-

ʛʨʫʟʢʠ. ʋʷʟʚʠʤʦʩʪʠ ʩʨʝʜʩʪʚ ʢʦʥʪʨʦʣʷ ʠʩʧʦʣʥʝʥʠʷ ʤʦʙʠʣʴʥʦʛʦ ʢʦʜʘ. ʋʷʟʚʠʤʦʩʪʠ 

ʠʥʪʝʨʬʝʡʩʦʚ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʜʦʩʪʫʧʘ. 
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ʇʦʜʢʣʘʩʩ 5. ʇʨʝ-

ʜʦʩʪʘʚʣʝʥʠʝ ʫʩʣʫʛ 

ʋʷʟʚʠʤʦʩʪʠ ʚ ʇʆ ʩʝʨʚʠʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ʋʷʟʚʠʤʦʩʪʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʠ ʇʆ, ʦʙʝʩ-

ʧʝʯʠʚʘʶʱʠʭ ʙʠʟʥʝʩ-ʘʢʪʠʚʥʦʩʪʴ (ʥʘʧʨʠʤʝʨ, CRM-ʩʠʩʪʝʤʳ). ʉʣʦʞʥʳʡ ʧʦʣʴʟʦʚʘ-

ʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ʆʪʩʫʪʩʪʚʠʝ ʜʦʢʫʤʝʥʪʘʮʠʠ. ʆʪʩʫʪʩʪʚʫʶʱʝʝ ʠʣʠ ʥʝʫʜʦʚʣʝʪʚʦ-

ʨʠʪʝʣʴʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʦʙ ʫʨʦʚʥʝ ʫʩʣʫʛ (ʘʥʛʣ. Service Level Agreement, SLA). ʆʪʩʫʪ-

ʩʪʚʠʝ ʧʦʣʠʪʠʢʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʅʘʣʠʯʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ 

ʚʦʟʤʦʞʥʦʩʪʝʡ, ʩʧʦʩʦʙʥʳʭ ʦʢʘʟʘʪʴ ʚʣʠʷʥʠʝ ʥʘ ʉɿʀ. 

ʂʣʘʩʩ 4. ʉɿʀ - 

ʆʪʩʫʪʩʪʚʠʝ ʉɿʀ. ʅʝʧʨʘʚʠʣʴʥʦʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʉɿʀ, ʥʘʧʨʠʤʝʨ, ʥʝʧʦʣʥʳʡ ʩʧʠ-

ʩʦʢ ʧʨʘʚʠʣ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ. ʅʝʧʦʣʥʘʷ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ɾʈʉ. ʋʷʟʚʠʤʦʩʪʠ ʚ 

ʩʨʝʜʩʪʚʘʭ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ, ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʥʪʨʦʣʷ ʮʝ-

ʣʦʩʪʥʦʩʪʠ, ʜʦʚʝʨʝʥʥʦʡ ʟʘʛʨʫʟʢʠ, ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ, ʉʆɺ, ʩʨʝʜʩʪʚʘʭ ʤʝʞʩʝʪʝ-

ʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ, ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʦʢʘʤʠ ʠʥʬʦʨʤʘʮʠʠ, ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʦʛʨʘʤʤ-

ʥʦʡ ʩʨʝʜʳ, ʩʪʠʨʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʢʦʥʪʨʦʣʷ ʫʜʘʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʟʘʱʠʪʳ ʢʘʥʘ-

ʣʦʚ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ. ʋʷʟʚʠʤʦʩʪʠ ʚ ʠʥʳʭ ʉɿʀ (ʦʰʠʙʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ, 

ʥʝʜʦʩʪʘʪʢʠ, ʩʚʷʟʘʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʙʭʦʜʘ, ʦʪʢʣʶʯʝʥʠʷ, ʧʨʝʦʜʦʣʝʥʠʷ ʬʫʥʢʮʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪ.ʧ.). ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ ʢʨʠʧʪʦʛʨʘʬʠ-

ʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʣʘʩʩ 5. ʋʩʪʘʥʦʚʠʚ-

ʰʘʷʩʷ ʧʨʘʢʪʠʢʘ / ʧʦ-

ʨʷʜʦʢ ʫʧʨʘʚʣʝʥʠʷ ʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

- 

ʆʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ. ʆʪʩʫʪʩʪʚʫʶʱʘʷ ʠʣʠ ʥʝʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʘʷ ʧʦʣʠʪʠ-

ʢʘ çʯʠʩʪʦʛʦ ʩʪʦʣʘ ʠ ʧʫʩʪʦʛʦ ʵʢʨʘʥʘè. ʆʪʩʫʪʩʪʚʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʦʮʝʜʫʨ ʤʦʥʠ-

ʪʦʨʠʥʛʘ ʥʘʨʫʰʝʥʠʡ ʀɹ. ʆʪʩʫʪʩʪʚʠʝ ʬʦʨʤʘʣʴʥʦʡ ʧʨʦʮʝʜʫʨʳ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʠ 

ʩʥʷʪʠʷ ʩ ʨʝʛʠʩʪʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʪʩʫʪʩʪʚʠʝ ʨʝʛʣʘʤʝʥʪʦʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʆʪʩʫʪʩʪʚʠʝ ʢʦʥʪʨʦʣʷ ʟʘ ʧʨʦʮʝʩʩʦʤ ʫʧʨʘʚʣʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ. ʆʪʩʫʪʩʪʚʠʝ ʢʦʥ-

ʪʨʦʣʷ ʟʘ ʧʨʦʮʝʩʩʦʤ ʫʧʨʘʚʣʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷʤʠ. ʆʪʩʫʪʩʪʚʠʝ ʦʙʷʟʘʥʥʦʩʪʝʡ ʧʦ ʦʙʝʩ-

ʧʝʯʝʥʠʶ ʀɹ ʚ ʜʦʣʞʥʦʩʪʥʳʭ ʠʥʩʪʨʫʢʮʠʷʭ. ʆʪʩʫʪʩʪʚʠʝ ʦʛʦʚʦʨʝʥʥʦʛʦ ʜʠʩʮʠʧʣʠʥʘʨ-

ʥʦʛʦ ʧʨʦʮʝʩʩʘ ʚ ʩʣʫʯʘʝ ʠʥʮʠʜʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʷʟʚʠʤʦʩʪʠ ʚ ʩʨʝʜʩʪʚʘʭ ʫʧʨʘʚʣʝ-

ʥʠʷ ʠ ʟʘʱʠʪʳ ʠ ʩʝʨʚʠʩʘʭ ʜʣʷ ʫʨʦʚʥʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʧʣʘʪʬʦʨʤ ʠ ʇʆ. ʋʷʟʚʠʤʦ-

ʩʪʠ ʩʨʝʜʩʪʚ ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʦʢʘʤʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʣʘʩʩ 6. ʇʨʦʮʝʩʩʳ ʠ 

ʧʨʦʮʝʜʫʨʳ (ʦʨʛʘʥʠʟʘ-

ʮʠʷ ʨʘʙʦʪ) 

ʇʦʜʢʣʘʩʩ 1. ɹʠʟʥʝʩ-

ʧʨʦʮʝʩʩʳ 

ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʮʝʜʫʨ ʦʮʝʥʢʠ ʙʠʟʥʝʩ-ʨʠʩʢʦʚ. 

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦ-

ʣʦʛʠʯʝʩʢʠʝ ʧʨʦʮʝʩ-

ʩ r

ʆʪʩʫʪʩʪʚʠʝ ʧʦʣʠʪʠʢ ʧʦ ʧʨʘʚʠʣʴʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʨʝ-

ʜʳ ʠ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ. ʅʝʘʜʝʢʚʘʪʥʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʪʝʭʥʠʯʝʩʢʦʝ ʦʙʩʣʫ-

ʞʠʚʘʥʠʝ. ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʮʝʜʫʨʳ ʢʦʥʪʨʦʣʷ ʠʟʤʝʥʝʥʠʡ.  
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ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʫʷʟʚʠʤʦʩʪʝʡ 

 

 

ʇʦʜʢʣʘʩʩ 3. ʀʥ-

ʬʦʨʤʘʮʠʦʥʥʳʝ 

ʧʨʦʮʝʩʩʳ 

ɸʢʪʠʚʠʟʘʮʠʷ ʥʝʥʫʞʥʳʭ ʩʝʨʚʠʩʦʚ. ʆʪʩʫʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʚʳ-

ʧʦʣʥʝʥʠʷ ʢʨʠʪʠʯʥʳʭ ʬʫʥʢʮʠʡ. ʋʷʟʚʠʤʦʩʪʠ ʩʨʝʜʩʪʚ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘʤʠ. 

ʇʦʜʢʣʘʩʩ 4. ʇʨʦ-

ʮʝʩʩʳ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ 

ʅʝʢʦʥʪʨʦʣʠʨʫʝʤʘʷ ʟʘʛʨʫʟʢʘ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ. ʆh ʠʙʢʠ ʣʦʛʠ-

ʢʠ ʧʨʦʮʝʩʩʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʆʪʩʫʪʩʪʚʠʝ ʟʘʧʨʝʪʘ ʤʥʦʞʝʩʪʚʝʥʥʳʭ ʥʝʫʜʘʯʥʳʭ ʧʦ-

ʧʳʪʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ.  

ʂʣʘʩʩ 7. ʇʝʨʩʦʥʘʣ 

ʇʦʜʢʣʘʩʩ 1. ʈʘʙʦʪ-

ʥʠʢʠ ʙʠʟʥʝʩ-

ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʆʪʩʫʪʩʪʚʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʪʩʫʪʩʪʚʠʝ ʟʘʚʝʨʰʝʥʠʷ ʩʝʘʥʩʘ ʧʨʠ 

ʫʭʦʜʝ ʩ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ. ʅʝʜʦʩʪʘʪʦʯʥʦʝ ʦʩʦʟʥʘʥʠʝ ʧʨʦʙʣʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. çɼʳʨʢʠè 

ʚ ʛʦʣʦʚʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ï ʙʦʣʝʝ ʩʝʨʴʝʟʥʘʷ ʧʨʦʙʣʝʤʘ, ʯʝʤ ʚ ʇʆ! 

ʇʦʜʢʣʘʩʩ 2. ʈʘʙʦʪ-

ʥʠʢʠ ʚʩʧʦʤʦʛʘʪʝʣʴ-

ʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʠ ʚʥʝʰʥʠʡ ʧʝʨʩʦ-

ʥʘʣ 

ʅʝʘʜʝʢʚʘʪʥʳʝ ʧʨʦʮʝʜʫʨʳ ʥʘʙʦʨʘ ʧʝʨʩʦʥʘʣʘ. ʆʪʩʫʪʩʪʚʠʝ ʠʣʠ ʥʝʜʦʩʪʘʪʦʯʥʳʝ ʫʩʣʦ-

ʚʠʷ (ʢʘʩʘʶʱʠʝʩʷ ʙʝʟʦʧʘʩʥʦʩʪʠ) ʚ ʜʦʛʦʚʦʨʘʭ ʩ ʢʣʠʝʥʪʘʤʠ ʠ/ʠʣʠ ʪʨʝʪʴʠʤʠ ʩʪʦʨʦʥʘ-

ʤʠ. ɹʝʟʥʘʜʟʦʨʥʘʷ ʨʘʙʦʪʘ ʚʥʝʰʥʝʛʦ ʧʝʨʩʦʥʘʣʘ ʠ ʨʘʙʦʪʥʠʢʦʚ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʫʙʦʨ-

ʢʦʡ. 

ʇʦʜʢʣʘʩʩ 3. ʉʦ-

ʪʨʫʜʥʠʢʠ ʧʦʜʨʘʟʜʝ-

ʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʆʪʩʫʪʩʪʚʠʝ ʧʝʨʩʦʥʘʣʘ. ʅʝʜʦʩʪʘʪʦʯʥʘʷ ʢʚʘʣʠʬʠʢʘʮʠʷ ʧʝʨʩʦʥʘʣʘ. ʉʦʚʤʝʱʝʥʠʡ ʚ 

ʦʜʥʦʡ ʨʦʣʠ ʥʝʩʢʦʣʴʢʠʭ ʧʦʣʥʦʤʦʯʠʡ. ʅʝʚʝʨʥʦʝ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ. ʅʝʟʘ-

ʱʠʱʝʥʥʳʝ ʪʘʙʣʠʮʳ ʧʘʨʦʣʝʡ. ʆʰʠʙʢʠ ʧʨʠ ʫʜʘʣʝʥʠʠ ʥʝʥʫʞʥʳʭ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

ʂʣʘʩʩ 8. ʇʦ ʦʪʥʦʰʝ-

ʥʠʶ ʢ ʘʢʪʠʚʫ 

ʇʦʜʢʣʘʩʩ 1. ɺʥʝʰ-

ʥʠʝ 

ʅʝʢʦʨʨʝʢʪʥʘʷ ʥʘʩʪʨʦʡʢʘ ʉɿʀ. ʋʷʟʚʠʤʦʩʪʴ ʚ ʇʆ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. ʅʝʧʨʘʚʠʣʴʥʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʩʦʦʙʱʝʥʠʡ ʯʝʨʝʟ ʩʝʪʠ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ. 

ʇʦʜʢʣʘʩʩ 2. ɺʥʫʪ-

ʨʝʥʥʠʝ 

ɿʘʚʠʩʷʪ ʦʪ ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʘʢʪʠʚʘ.  

ʊʠʧ 2. ʇʨʝʜʧʦ-

ʩʳʣʢʠ ʧʦʷʚʣʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʠ 

ʂʣʘʩʩ 1. ʆʙʲʝʢʪʠʚʥʳʝ - 

ɿʘʚʠʩʷʪ ʦʪ ʢʦʥʩʪʨʫʢʪʠʚʥʳʭ ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʦʙʦʨʫʜʦ-

ʚʘʥʠʷ ʠ ʇʆ, ʧʨʠʤʝʥʷʝʤʦʛʦ ʚ ʀʉ ʀʊʂʉ. ʉʧʦʩʦʙ ʠ ʮʝʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʢʪʠʚʘ, ʦʪ-

ʣʠʯʥʳʡ ʦʪ ʧʣʘʥʠʨʫʝʤʳʭ ʧʨʠ ʝʛʦ ʧʨʠʦʙʨʝʪʝʥʠʠ ʠʣʠ ʩʦʟʜʘʥʠʠ. ɿʘʧʠʩʴ ʥʘ ʩʪʘʨʳʡ 

ʥʦʩʠʪʝʣʴ ʜʘʥʥʳʭ. ʅʘʣʠʯʠʝ ʠʟʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ (ʵʣʝʢʪʨʠʯʝʩʢʦʛʦ, ʵʣʝʢ-

ʪʨʦʤʘʛʥʠʪʥʦʛʦ, ʟʚʫʢʦʚʦʛʦ, ʪʝʧʣʦʚʦʛʦ). ɿʘʧʠʩʴ ʜʘʥʥʳʭ ʥʘ ʝʜʠʥʩʪʚʝʥʥʳʡ ʜʦʩʪʫʧʥʳʡ 

ʚ ʪʦʪ ʤʦʤʝʥʪ ʥʦʩʠʪʝʣʴ, ʢʦʪʦʨʳʡ ʙʳʩʪʨʦ ʨʘʟʤʘʛʥʠʯʠʚʘʝʪʩʷ ʧʨʠ ʭʨʘʥʝʥʠʠ ʚ ʧʦʤʝ-

ʱʝʥʠʠ, ʚ ʢʦʪʦʨʦʤ ʧʨʠʩʫʪʩʪʚʫʝʪ ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʦʝ ʠʟʣʫʯʝʥʠʝ. 

ʂʣʘʩʩ 2. ʉʫʙʲʝʢʪʠʚʥʳʝ - 
ɿʘʚʠʩʷʪ ʦʪ ʜʝʡʩʪʚʠʷ ʧʝʨʩʦʥʘʣʘ. ʅʘʨʫʰʝʥʠʷ ʨʝʞʠʤʘ ʵʢʩʧʣʫʘʪʘʮʠʠ ʪʝʭʥʠʯʝʩʢʠʭ 

ʩʨʝʜʩʪʚ. ʆʰʠʙʢʠ ʧʨʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʧʦʜʛʦʪʦʚʢʝ ʇʆ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ. 

ʂʣʘʩʩ 3. ʉʪʠʭʠʡʥʳʝ 

(ʩʣʫʯʘʡʥʳʝ) 
- 

ɿʘʚʠʩʷʪ ʦʪ ʦʩʦʙʝʥʥʦʩʪʝʡ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ ʠ ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚ. 

ʇʦʜʚʝʨʞʝʥʥʦʩʪʴ ʩʙʦʷʤ ʵʣʝʢʪʨʦʧʠʪʘʥʠʷ. ʆʪʢʘʟʳ ʠ ʥʝʠʩʧʨʘʚʥʦʩʪʠ ʪʝʭʥʠʯʝʩʢʠʭ 

ʩʨʝʜʩʪʚ.  
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ʊʘʙʣʠʮʘ 2 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʫʷʟʚʠʤʦʩʪʝʡ 

ʊʠʧ 3. ʀʩʪʦʯʥʠʢ 

ʧʨʦʠʩʭʦʞʜʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʠ ï 

ʩʪʘʜʠʷ ʞʠʟʥʝʥ-

ʥʦʛʦ ʮʠʢʣʘ, ʥʘ 

ʢʦʪʦʨʦʡ ʚʦʟʥʠʢ-

ʣʘ ʫʷʟʚʠʤʦʩʪʴ 

ʂʣʘʩʩ 1. ʇʨʦʝʢʪʠʨʦʚʘ-

ʥʠʝ 

ʇʦʜʢʣʘʩʩ 1. ɸʨʭʠ-

ʪʝʢʪʫʨʘ 

ʆʰʠʙʢʘ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʤʥʦʛʦʧʦʪʦʯʥʦʡ ʩʠʩʪʝʤʳ ʠʣʠ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʠ ʢʦʪʦʨʦʡ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʳ ʠʣʠ ʧʨʠʣʦʞʝʥʠʷ ʟʘʚʠʩʠʪ ʦʪ ʧʦʨʷʜʢʘ ʚʳʧʦʣʥʝʥʠʷ ʯʘʩ-

ʪʠ ʢʦʜʘ. ʇʨʦʙʣʝʤʳ ʩ ʣʦʛʠʢʦʡ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. ʅʘʨʫʰʝʥʠʝ ʧʨʠʥʮʠʧʦʚ ʧʨʦʝʢʪʠ-

ʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʛʦ ʇʆ. 

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦ-

ʣʦʛʠʠ 

ʋʷʟʚʠʤʦʩʪʠ, ʚʳʟʚʘʥʥʳʝ ʪʝʭʥʦʣʦʛʠʷʤʠ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʜʦʩʪʫʧʘ. ʋʷʟʚʠʤʦʩʪʠ, ʚʳ-

ʟʚʘʥʥʳʝ ʦʩʦʙʝʥʥʦʩʪʷʤʠ Ethernet-ʩʝʪʝʡ. ʋʷʟʚʠʤʦʩʪʠ, ʚʳʟʚʘʥʥʳʝ ʦʩʦʙʝʥʥʦʩʪʷʤʠ 

ʩʨʝʜʳ ʚʠʨʪʫʘʣʠʟʘʮʠʠ. 

ʇʦʜʢʣʘʩʩ 3. ʇʨʦʪʦ-

ʢʦʣʳ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʙʝʟʦʧʘʩʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ʫʧʨʘʚʣʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ Telnet ʧʝʨʝʜʘʶʪ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ ʦʪʢʨʳʪʳʤ ʪʝʢʩʪʦʤ ʠ ʤʦʛʫʪ ʙʳʪʴ ʧʝ-

ʨʝʭʚʘʯʝʥʳ). ʋʷʟʚʠʤʦʩʪʠ ʧʨʦʪʦʢʦʣʦʚ ʫʧʨʘʚʣʝʥʠʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ 

ʦʙʦʨʫʜʦʚʘʥʠʝʤ. 

ʇʦʜʢʣʘʩʩ 4. ʉʝʨʚʠ-

ʩr 

ʇʨʦʙʣʝʤʳ ʩ ʦʙʨʘʙʦʪʯʠʢʘʤʠ ʧʨʝʨʳʚʘʥʠʡ. ʆʰʠʙʢʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʠ ʦʯʠʩʪʢʠ. ʅʝ-

ʜʦʩʪʘʪʢʠ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ. ʋʷʟʚʠʤʦʩʪʠ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ. ʋʷʟ-

ʚʠʤʦʩʪʠ ʩʝʨʚʠʩʦʚ ʚʚʦʜʘ-ʚʳʚʦʜʘ. 

ʂʣʘʩʩ 2. ʈʝʘʣʠʟʘʮʠʷ ʠ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ 
- 

ʆʰʠʙʢʠ ʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʠ ʧʨʦʪʦʢʦʣʦʚ ʩʪʝʢʘ TCP/IP ʧʦʜ ʢʦʥʢʨʝʪʥʦʡ ʆʉ, ʚʝʜʫ-

ʱʠʝ ʢ DoS-ʘʪʘʢʘʤ. ʆʰʠʙʢʠ ʚ ʨʝʘʣʠʟʘʮʠʠ ʧʨʠʣʦʞʝʥʠʡ, ʚʝʜʫʱʠʝ ʢ ʧʝʨʝʧʦʣʥʝʥʠʶ 

ʙʫʬʝʨʘ.  

ʂʣʘʩʩ 3. ɺʥʝʜʨʝʥʠʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
- 

ʋʷʟʚʠʤʦʩʪʠ ʩʠʩʪʝʤ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ). ʋʷʟʚʠʤʦʩʪʠ 

ʦʬʠʩʥʳʭ ʧʘʢʝʪʦʚ ʧʨʦʛʨʘʤʤ. ʅʝʧʨʘʚʠʣʴʥʦʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʆʉ, ʧʨʦʪʦʢʦʣʦʚ ʠ 

ʩʝʨʚʠʩʦʚ. ʅʝʩʪʦʡʢʠʝ ʧʘʨʦʣʠ. ʅʝʫʜʘʣʸʥʥʳʝ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʰʠʙʢʠ, ʚʳ-

ʟʚʘʥʥʳʝ ʥʝʩʦʚʤʝʩʪʠʤʦʩʪʴʶ ʚʝʨʩʠʡ. ʅʝʧʦʣʥʘʷ ʠʣʠ ʥʝʢʦʨʨʝʢʪʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ. 

ʂʦʣʠʯʝʩʪʚʝʥʥʘʷ ʥʝʜʦʩʪʘʪʦʯʥʦʩʪʴ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ. ʂʘʯʝʩʪʚʝʥʥʘʷ ʥʝʜʦʩʪʘʪʦʯʥʦʩʪʴ 

ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ. 

ʂʣʘʩʩ 4. ʉʥʷʪʠʝ ʩ ʵʢʩ-

ʧʣʫʘʪʘʮʠʠ 
- 

ʆʩʪʘʶʱʘʷʩʷ ʚ ʧʘʤʷʪʠ ʥʝʫʜʘʣʸʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ. ʆʪʩʫʪʩʪʚʠʝ ʦʯʠʩʪʢʠ ʨʝʩʫʨʩʘ ʠ 

ʧʨʦʮʝʩʩʦʚ ʦʪ ʩʚʝʜʝʥʠʡ ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʧʝʨʝʜ ʧʦʚʪʦʨʥʳʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ. 

ʊʠʧ 4. ʃʝʛʢʦʩʪʴ 

ʦʙʥʘʨʫʞʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʠ 

ʂʣʘʩʩ 1. ɺʳʩʦʢʘʷ - ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ ʚʠʟʫʘʣʴʥʦ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʷʷ - 
ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ ʧʫʪʝʤ ʥʝʩʣʦʞʥʳʭ ʜʝʡʩʪʚʠʡ, ʚʳʧʦʣʥʷʝʤʳʭ ʚʨʫʯ-

ʥʫ ʁ

ʂʣʘʩʩ 3. ʅʠʟʢʘʷ - ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʉɸɿ. 
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ʊʠʧ 5. ʃʝʛʢʦʩʪʴ 

ʫʩʪʨʘʥʝʥʠʷ ʫʷʟ-

ʚʠʤʦʩʪʠ 

ʂʣʘʩʩ 1. ɺʳʩʦʢʘ ̫ - 
ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʫʩʪʨʘʥʠʪʴ, ʟʘʧʫʩʪʠʚ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʫʩʪʘʥʦʚʢʫ ʦʙʥʦʚʣʝʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʷ ̫ - 
ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʣʝʛʢʦ ʫʩʪʨʘʥʠʪʴ, ʧʫʪʝʤ ʥʝʩʣʦʞʥʳʭ ʜʝʡʩʪʚʠʡ, ʚʳʧʦʣʥʝʥʥʳʭ 

ʚʨʫʯʥʫʶ ʩʧʝʮʠʘʣʠʩʪʦʤ. 

ʂʣʘʩʩ 3. ʅʠʟʢʘ ̫ - 
ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʫʩʪʨʘʥʠʪʴ, ʦʙʣʘʜʘʷ ʩʧʝʮʠʘʣʴʥʳʤʠ ʟʥʘʥʠʷʤʠ, ʠʣʠ ʧʦʣʥʦʡ ʟʘʤʝ-

ʥʦʡ ʪʦʛʦ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʛʜʝ ʦʥʘ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ. 

ʊʠʧ 6. ɺʝʨʦʷʪ-

ʥʦʩʪʴ ʨʝʘʣʠʟʘ-

ʮʠʠ ʫʛʨʦʟʳ ʀɹ ʥʘ 

ʦʩʥʦʚʝ ʫʷʟʚʠʤʦ-

ʩʪʠ  

ʂʣʘʩʩ 1. ɺʳʩʦʢʦʚʝʨʦ-

ʷʪʥʘʷ / ʚʝʨʦʷʪʥʘʷ 
- 

ʋʷʟʚʠʤʦʩʪʴ ʣʝʛʢʦ ʠʩʧʦʣʴʟʦʚʘʪʴ; ʟʘʱʠʪʘ ʦʪʩʫʪʩʪʚʫʝʪ ʠʣʠ ʩʣʘʙʘ. 

ʂʣʘʩʩ 2. ɺʦʟʤʦʞʥʘʷ - ʋʷʟʚʠʤʦʩʪʴ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʥʦ ʟʘʱʠʪʘ ʝʩʪʴ. 

ʂʣʘʩʩ 3. ʄʘʣʦʚʝʨʦʷʪ-

ʥʘʷ/ ʥʝʚʝʨʦʷʪʥʘʷ 
- 

ʋʷʟʚʠʤʦʩʪʴ ʩʣʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʝʩʪʴ ʭʦʨʦʰʘʷ ʟʘʱʠʪʘ. 

ʊʠʧ 7. ʀʩʧʦʣʴ-

ʟʫʶʱʠʝ ʫʷʟʚʠ-

ʤʦʩʪʴ ʫʛʨʦʟʳ ʀɹ 

ʂʣʘʩʩ 1. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠ-

ʘʣʴʥʦʩʪʠ/ ʧʨʠʚʘʪʥʦʩʪʠ 

- 

ɺʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ (ʥʘʧʨʠʤʝʨ, ʢʦʧʠʨʦʚʘʥʠʝ 

ʬʘʡʣʦʚ). ɺʦʟʤʦʞʥʦʩʪʴ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʛʝʥʝʨʠʨʦʚʘʥʠʠ ʇʆ ʩʦʦʙʱʝʥʠʷ ʦʙ 

ʦʰʠʙʢʝ. ʆʰʠʙʢʠ ʭʨʘʥʝʥʠʷ ʠ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ ʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

ʂʣʘʩʩ 2. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ 
- 

ɺʦʟʤʦʞʥʦʩʪʴ ʚʥʝʜʨʝʥʠʷ ʠʥʪʝʨʧʨʝʪʠʨʫʝʤʳʭ ʦʧʝʨʘʪʦʨʦʚ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ 

(ʥʘʧʨʠʤʝʨ, ʦʧʝʨʘʮʠʠ ʜʦʙʘʚʣʝʥʠʷ) ʠʣʠ ʨʘʟʤʝʪʢʠ ʚ ʠʩʭʦʜʥʳʡ ʢʦʜ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ. 

ʅʝʢʦʥʪʨʦʣʠʨʫʝʤʘʷ ʬʦʨʤʘʪʥʘʷ ʩʪʨʦʢʘ, ʧʦʟʚʦʣʷʶʱʘʷ ʥʘʨʫʰʠʪʝʣʶ ʚʥʝʜʨʷʪʴ ʧʨʦʠʟ-

ʚʦʣʴʥʳʡ ʢʦʜ. ʆʰʠʙʢʘ ʫʩʝʯʝʥʠʷ ʯʠʩʣʘ, ʢʦʛʜʘ ʯʘʩʪʴ ʯʠʩʣʘ ʦʪʩʝʢʘʝʪʩʷ. ʅʘʨʫʰʝʥʠʝ 

ʮʝʣʦʩʪʥʦʩʪʠ ʘʨʭʠʚʘ. 

ʂʣʘʩʩ 3. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʜʦʩʪʫʧʥʦʩʪʠ 
- 

ɺʦʟʤʦʞʥʦʩʪʴ ʇʆ ʦʩʫʱʝʩʪʚʣʷʪʴ ʟʘʧʠʩʴ ʜʘʥʥʳʭ ʟʘ ʧʨʝʜʝʣʘʤʠ ʚʳʜʝʣʝʥʥʦʛʦ ʚ ʧʘʤʷʪʠ 

ʙʫʬʝʨʘ, ʯʪʦ ʤʦʞʝʪ ʚʳʟʳʚʘʪʴ ʘʚʘʨʠʡʥʦʝ ʟʘʚʝʨʰʝʥʠʝ ʠʣʠ ʟʘʚʠʩʘʥʠʝ ʇʆ. ɺʦʟʤʦʞ-

ʥʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ (ʥʘʧʨʠʤʝʨ, ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ). ʅʝʜʦʩ-

ʪʘʪʦʯʥʦʩʪʴ ʤʝʨ ʦʩʚʦʙʦʞʜʝʥʠʷ ʚʳʜʝʣʝʥʥʳʭ ʫʯʘʩʪʢʦʚ ʧʘʤʷʪʠ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, 

ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʩʦʢʨʘʱʝʥʠʶ ʩʚʦʙʦʜʥʳʭ ʦʙʣʘʩʪʝʡ ʧʘʤʷʪʠ. 

ʂʣʘʩʩ 4. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʧʦʜʣʠʥʥʦʩʪʠ 
- 

ɺʦʟʤʦʞʥʦʩʪʴ ʧʦʜʤʝʥʳ ʜʦʚʝʨʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʦʙʲʝʢʪʘ ʚ ʩʝʪʠ. ɺʦʟʤʦʞ-

ʥʦʩʪʴ ʦʙʦʡʪʠ ʧʨʦʮʝʜʫʨʫ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ. ʆʰʠʙʢʘʤʠ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʧʦʜ-

ʣʠʥʥʦʩʪʠ ʩʝʨʪʠʬʠʢʘʪʘ, ʧʦʟʚʦʣʷʶʱʘʷ ʥʘʨʫʰʠʪʝʣʶ ʧʦʣʫʯʠʪʴ ʅʉɼ ʢ ʟʘʱʠʱʘʝʤʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. ʅʝʜʦʩʪʘʪʦʯʥʘʷ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʜʘʥʥʳʭ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʣʠ-

ʮʝʥʟʠʦʥʥʦʛʦ ʇʆ. 

ʂʣʘʩʩ 5. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʧʦʜʦʪʯʝʪʥʦʩʪʠ 
- 

ʆʪʩʫʪʩʪʚʠʝ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʘʭ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʚ ɾʈʉ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ 

ʦʧʝʨʘʪʦʨʘ. ʅʝʧʦʣʥʘʷ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ɾʈʉ. ʆʪʩʫʪʩʪʚʠʝ ʤʝʩʪʘ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ 

ʜʣʷ ʟʘʧʠʩʠ ʚʩʝʭ ʩʦʙʳʪʠʡ, ʩʦʙʨʘʥʥʳʭ ʘʛʝʥʪʘʤʠ ʉʆɺ. 
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ʂʣʘʩʩ 6. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ 
- 

ʆʪʩʫʪʩʪʚʠʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪʧʨʘʚʣʝʥʠʷ ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. 

ʂʣʘʩʩ 7. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʜʦʩʪʦʚʝʨʥʦʩʪʠ 
- 

ʅʝʢʦʥʪʨʦʣʠʨʫʝʤʘʷ ʬʦʨʤʘʪʥʘʷ ʩʪʨʦʢʘ, ʧʦʟʚʦʣʷʶʱʘʷ ʥʘʨʫʰʠʪʝʣʶ ʜʠʥʘʤʠʯʝʩʢʠ ʠʟ-

ʤʝʥʷʪʴ ʧʫʪʴ ʠʩʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ. ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʚʝʨʢʠ ʧʨʘʚʠʣʴʥʦʩʪʠ ʬʦʨʤʠ-

ʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ. ɺʦʟʤʦʞʥʦʩʪʴ ʚʥʝʜʨʝʥʠʷ ʣʦʞʥʦʛʦ ʦʙʲʝʢʪʘ (ʥʘʧʨʠʤʝʨ, ʤʘʨʰʨʫʪʠ-

ʟʘʪʦʨʘ, ʩʝʨʚʝʨʘ, ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ). 

ʊʠʧ 8. ʋʨʦʚʝʥʴ 

ʨʠʩʢʘ (ʢʨʠʪʠʯ-

ʥʦʩʪʴ, ʩʝʨʴʝʟ-

ʥʦʩʪʴ, ʧʦʪʝʥʮʠ-

ʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪ-

ʚʠ)̫ ʚ ʩʣʫʯʘʝ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʷ ʫʷʟ-

ʚʠʤʦʩʪʠ 

ʂʣʘʩʩ 1. ɺʳʩʦʢʠʡ - 

ʋʷʟʚʠʤʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʘʪʘʢʫʶʱʝʤʫ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʟʣʫ ʩ ʧʨʘʚʘʤʠ ʩʫʧʝʨ-

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʋ̫ ʟʚʠʤʦʩʪʠ, ʜʝʣʘʶʱʠʝ ʚʦʟʤʦʞʥʳʤ ʦʙʭʦʜ ʄʕ ʠʣʠ ʠʥʳʭ ʉɿʀ. ʀʟʙr-

ʪʦʯʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ. ʋʷʟʚʠʤʦʩʪʠ,, ʧʨʠʚʦʜʷʱʠʝ ʢ ʥʝʜʦʚʦʣʴʩʪʚʫ ʢʣʠʝʥʪʦʚ ʩ ʠʭ 

ʧʦʩʣʝʜʫʶʱʝʡ ʧʦʪʝʨʝʡ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʠʡ - 

ʋʷʟʚʠʤʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʩ ʚʳ-

ʩʦʢʦʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʧʦʟʚʦʣʠʪ ʝʤʫ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʭʦʩʪʫ (ʥʘʧʨʠʤʝʨ, ʧʦʩʣʝ ʧʝʨʝ-

ʭʚʘʪʘ ʭʵʰ-ʟʥʘʯʝʥʠʷ ʧʘʨʦʣʷ). ʋ̫ ʟʚʠʤʦʩʪʠ, ʧʨʠʚʦʜʷʱʠʭ ʢ ʚʳʩʦʢʦʤʫ ʧʦʪʨʝʙʣʝʥʠʶ 

ʨʝʩʫʨʩʦʚ ʩʠʩʪʝʤʳ (DoS-ʘʪʘʢʘʤ). 

ʂʣʘʩʩ 3. ʅʠʟʢʠʡ - 

ʋʷʟʚʠʤʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʩʦʙʠʨʘʪʴ ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʘʙʦʪʝ ʩʠʩʪʝʤ (ʥʘ-

ʧʨʠʤʝʨ, ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʩʝʨʚʠʩʳ, ʪʝʢʫʱʝʝ ʚʨʝʤʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʜʣʷ ʘʪʘʢ ʧʨʦʪʠʚ 

ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ). 
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ʂʘʢ ʚʠʜʥʦ ʠʟ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʪʘʙʣʠʮʳ, ʜʘʞʝ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʫʷʟʚʠʤʦ-

ʩʪʝʡ ʥʝ ʫʜʘʣʦʩʴ ʠʟʙʝʞʘʪʴ ʫʧʦʤʠʥʘʥʠʷ ʫʛʨʦʟ ʀɹ, ʯʪʦ ʧʦʜʪʚʝʨʞʜʘʝʪ ʠʭ ʥʝʨʘʟʨʳʚʥʫʶ ʩʚʷʟʴ. 

ɹʦʣʝʝ ʥʘʛʣʷʜʥʦ ʠ ʢʦʤʧʘʢʪʥʦ ʚʩʝ ʪʠʧʳ ʚʦʟʤʦʞʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʬʝʨʝ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠʟʦʙʨʘʞʝʥʳ ʥʘ ʨʠʩ. 14. 

 

 

ʈʠʩʫʥʦʢ 14 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʬʝʨʝ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ 
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ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝ ʧʨʝʪʝʥʜʫʝʪ ʥʘ ʧʦʣʥʦʪʫ, ʧʦʩʢʦʣʴʢʫ ʥʦʚʳʝ 

ʫʷʟʚʠʤʦʩʪʠ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʧʦʯʪʠ ʢʘʞʜʳʡ ʜʝʥʴ. ʆʥʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʦʩ-

ʥʦʚʳ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʥʘʠʙʦʣʝʝ ʧʦʣʥʦʛʦ ʟʘʧʦʣʥʝ-

ʥʠʷ ʩʦʪʨʫʜʥʠʢʘʤʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʀɹ ʠʣʠ ʨʘʙʦʪʥʠʢʘʤʠ ʆʈɻɸʅʀɿɸʎʀʀ ʦʪʯʝʪʘ ʧʦ ʦʙʥʘʨʫʞʝʥ-

ʥʦʡ ʫʷʟʚʠʤʦʩʪʠ. ʌʦʨʤʘ ʪʘʢʦʛʦ ʦʪʯʝʪʘ ʧʨʠʚʝʜʝʥʘ ʚ ʧʨʠʣʦʞʝʥʠʠ ʢ [127]. 

ʉʦʦʪʥʦʰʝʥʠʝ ʢʘʞʜʦʡ ʫʷʟʚʠʤʦʩʪʠ ʢʘʞʜʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʢʘʞʜʳʤ ʢʦʥʢʨʝʪʥʳʤ ʪʠʧʦʤ, ʘ ʧʦʪʦʤ ʠ ʢʣʘʩʩʦʤ ʠ ʧʦʜʢʣʘʩʩʦʤ (ʧʨʠ ʥʘʣʠʯʠʠ) 

ʧʦʟʚʦʣʠʪ ʥʘʠʙʦʣʝʝ ʧʦʣʥʦ ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʪʴ ʝʝ ʠ ʧʦʥʷʪʴ ʝʝ ʧʨʠʨʦʜʫ. ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʚ ʜʘʣʴʥʝʡʰʝʤ ʚ ʧʨʦʮʝʩʩʝ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʣʷ ʢʘʞʜʦʡ ʚʳʷʚʣʝʥ-

ʥʦʡ ʫʷʟʚʠʤʦʩʪʠ ʧʦʜʦʙʨʘʪʴ ʥʘʠʙʦʣʝʝ ʧʦʜʭʦʜʷʱʫʶ ʧʨʦʮʝʜʫʨʫ ʠ ʩʨʝʜʩʪʚʘ ʫʩʪʨʘʥʝʥʠʷ (ʠ ʩʦʩʪʘ-

ʚʠʪʴ ʧʣʘʥ ʫʩʪʨʘʥʝʥʠʷ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ) ʠ, ʯʪʦ ʝʱʝ ʙʦʣʝʝ ʚʘʞʥʦ, ʥʝ ʜʦʧʫʩʪʠʪʴ ʝʝ ʧʦ-

ʷʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ ʠʣʠ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʩʫʱʝʩʪʚʝʥʥʦ ʩʥʠʟʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʵʪʦʛʦ ʧʦʷʚʣʝʥʠʷ. 

 

2.3. ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʛʨʦʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ɸʥʘʣʠʟ ʚʩʝʛʦ ʢʦʤʧʣʝʢʩʘ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʀɹ ʠ ʦʮʝʥʢʘ ʧʦʩʣʝʜʩʪʚʠʡ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʩʦ-

ʩʪʘʚʣʷʝʪ ʦʜʥʫ ʠʟ ʚʘʞʥʝʡʰʠʭ ʟʘʜʘʯ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʉʆʀɹ ʀʊʂʉ, ʩʧʦʩʦʙʥʦʡ ʥʝ ʜʘʪʴ ʠʤ ʨʘʟʚʠʪʴ-

ʩʷ ʚ ʨʝʘʣʴʥʳʝ ʠʥʮʠʜʝʥʪʳ ʀɹ. ʅʘ ʩʘʡʪʝ ʌʉʊʕʂ ʈʦʩʩʠʠ ʚ ɹʘʥʢʝ ʜʘʥʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥ-

ʬʦʨʤʘʮʠʠ [https://bdu.fstec.ru] ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʦʧʠʩʘʥʠʷʤʠ ʫʛʨʦʟ ʀɹ, ʚ ʢʦʪʦʨʦʤ ʥʘ 

15.09.2020 ʙʳʣʦ ʧʨʝʜʩʪʘʚʣʝʥʦ 217 ʟʘʧʠʩʝʡ.  

ʀʟ ʚʩʝʛʦ ʤʥʦʞʝʩʪʚʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʘʢʪʫʘʣʴʥʦʡ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʩʯʠʪʘʝʪʩʷ ʪʘ ʫʛʨʦʟʘ ʀɹ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʘ ʚ ʀʉ ʀʊʂʉ ʠ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʦʧʘʩʥʦʩʪʴ ʜʣʷ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [146]). 

ʋʪʦʯʥʠʤ, ʯʪʦ ʘʢʪʫʘʣʴʥʦʩʪʴ ʫʛʨʦʟʳ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʧʦ ʚʳʟʳʚʘʝʤʦʤʫ ʝʡ ʥʝʜʦʧʫʩʪʠʤʦʤʫ ʨʠʩ-

ʢʫ ʀɹ. ʆʈɻɸʅʀɿɸʎʀʀ ʥʫʞʥʦ ʟʘʱʠʱʘʪʴʩʷ ʪʦʣʴʢʦ ʦʪ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʥʝʝ ʫʛʨʦʟ ʀɹ, ʘ ʥʝ ʦʪ 

ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ. 

ʂʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʦʙʱʝʧʨʠʥʷʪʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʛʨʦʟ ʀɹ ʜʦ ʩʠʭ ʧʦʨ ʥʝ 

ʩʫʱʝʩʪʚʫʝʪ. ʇʨʠ ʩʦʩʪʘʚʣʝʥʠʠ ʜʘʥʥʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʛʨʦʟ ʀɹ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ 

ʦʙʟʦʨʳ ʠ ʤʝʪʦʜʠʢʠ ʦʧʨʝʜʝʣʝʥʠʷ ʫʛʨʦʟ ʀɹ ʠʥʦʩʪʨʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʧʦ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʶ ʥʘʨʫʰʠʪʝʣʷʤʠ ʬʠʟʠʯʝʩʢʦʛʦ ʠ ʪʝʭʥʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ OCTAVE (Operationally Critical 

Threat, Asset, and Vulnerability Evaluation) ʋʥʠʚʝʨʩʠʪʝʪʘ ʂʘʨʥʝʛʠ-ʄʝʣʣʦʥʘ (ʉʐɸ, 2001 ʛ.) [147] 

ʠ ʝʝ ʘʢʪʫʘʣʴʥʘʷ ʚʝʨʩʠʷ OCTAVE Allegro ʠ Harmonized Threat and Risk Assessment (TRA) Method-

ology (ʂʘʥʘʜʘ, 2007 ʛ.) [148] ʠ ʨʦʩʩʠʡʩʢʠʭ (ʥʘʧʨʠʤʝʨ, çʕʃɺʀʉ+è [149]) ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠ 
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ʢʦʥʩʘʣʪʠʥʛʦʚʳʭ ʢʦʤʧʘʥʠʡ, ʘ ʪʘʢʞʝ ʩʣʝʜʫʶʱʠʝ ʩʪʘʥʜʘʨʪʳ ʠ ʤʝʪʦʜʠʯʝʩʢʠʝ ʜʦʢʫʤʝʥʪʳ: 

ð ʈʝʢʦʤʝʥʜʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ɹʘʥʢʘ ʈʦʩʩʠʠ ʈʉ ɹʈ ʀɹɹʉ-2.2-2009 çʆʙʝʩ-

ʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʥʢʦʚʩʢʦʡ ʩʠʩʪʝʤʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘ-

ʮʠʠ. ʄʝʪʦʜʠʢʘ ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʥʘʨʫʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè ï ʇʨʠʣʦʞʝʥʠʝ 1. ʈʝ-

ʢʦʤʝʥʜʫʝʤʳʡ ʧʝʨʝʯʝʥʴ ʢʣʘʩʩʦʚ, ʦʩʥʦʚʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ ʠ ʠʭ ʦʧʠʩʘʥʠʝ [66]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27005-2010 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʝʥʝʜʞʤʝʥʪ ʨʠʩʢʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè ï ʇʨʠʣʦʞʝʥʠʝ 

ʉ. ʇʨʠʤʝʨʳ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ [107]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27033-3-2014 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ. ʏʘʩʪʴ 3. ʕʪʘʣʦʥʥʳʝ ʩʝʪʝʚʳʝ ʩʮʝʥʘʨʠʠ. ʋʛʨʦʟʳ, 

ʤʝʪʦʜʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʠ ʚʦʧʨʦʩʳ ʫʧʨʘʚʣʝʥʠʷè ï ʇʨʠʣʦʞʝʥʠʝ ɺ. ʂʘʪʘʣʦʛ ʫʛʨʦʟ [108]; 

ð ɹʘʟʦʚʘʷ ʤʦʜʝʣʴ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʧʨʠ ʠʭ ʦʙʨʘʙʦʪʢʝ ʚ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ [150]; 

ð ʄʝʪʦʜʠʯʝʩʢʠʡ ʜʦʢʫʤʝʥʪ ʌʉʊʕʂ ʈʦʩʩʠʠ çʄʝʪʦʜʠʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭè, ʧʨʦʝʢʪ, ʠ ʜʨ. 

ʋʯʠʪʳʚʘʷ ʠʤʝʶʱʠʡʩʷ ʦʧʳʪ ʨʘʩʩʤʦʪʨʝʥʠʷ ʫʛʨʦʟ ʀɹ ʚ ʧʝʨʚʦʠʩʪʦʯʥʠʢʘʭ, ʙʳʣʠ ʩʬʦʨʤʫʣʠ-

ʨʦʚʘʥʳ ʧʷʪʴ ʚʘʞʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʛʨʦʟ ʀɹ: 

1) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʀɹ, ʢ ʢʦʪʦʨʳʤ ʧʨʠ-

ʚʦʜʷʪ ʫʛʨʦʟʳ ʀɹ ʚ ʩʣʫʯʘʝ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʠ ʢʦʪʦʨʳʝ ʭʘʨʘʢʪʝʨʥʳ ʢʘʢ ʜʣʷ ʩʘʤʦʡ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʝʡ ʯʘʩʪʠ ʠ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ 

ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ; 

2) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʘʧʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʲʝʢ-

ʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʦʟʥʠʢʘʝʪ ʫʛʨʦʟʘ ʀɹ; 

3) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʧʨʘʚʣʝʥʥʦʩʪʠ ʫʛʨʦʟʳ ʀɹ 

(ʚʥʝʰʥʝʝ ʦʢʨʫʞʝʥʠʝ, ʦʙʱʘʷ ʘʨʭʠʪʝʢʪʫʨʘ, ʚʥʫʪʨʝʥʥʷʷ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʇʆ, ʩʘʤʘ ʠʥʬʦʨʤʘʮʠʷ ʠ 

ʪ.ʧ.); 

4) ʥʘ ʦʜʥʦʤ ʫʨʦʚʥʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝ ʜʦʣʞʥʳ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʧʦʥʷʪʠʷ ʨʘʟʥʦʡ ʩʪʝʧʝʥʠ ʘʙ-

ʩʪʨʘʢʮʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʜʦʩʪʘʪʦʯʥʦ ʰʠʨʦʢʠʡ ʦʪʚʣʝʯʝʥʥʳʡ ʢʣʘʩʩ ʧʨʦʙʣʝʤ ʠʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʜ-

ʢʠʡ ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ; 

5) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴ ʫʛʨʦʟ rʀɹ ʩ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩ-

ʧʦʣʴʟʦʚʘʪʴʩ ̫ʜʣʷ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʚ ʚʠʜʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ʉ ʪʝʨʤʠʥʦʤ çʫʛʨʦʟʘ ʀɹè ʚ ʦʙʣʘʩʪʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʷʟʘʥʳ ʝʱʝ ʜʚʘ ʚʘʞʥʳʭ ʚ ʥʘ-

ʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʣʦʚʦʩʦʯʝʪʘʥʠʷ, ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʠʤʝʶʪ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʝ ʦʪʥʦʰʝʥʠʝ ʢ ʦʙʝʩʧʝʯʝ-

ʥʠʶ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

1. Threat Intelligence [81] ï ʟʥʘʥʠʷ (ʘʥʘʣʠʪʠʢʘ) ʦʙ ʫʛʨʦʟʘʭ ʀɹ, ʩʦʜʝʨʞʘʱʠʝ ʪʘʢʫʶ ʧʨʦʚʝ-
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ʨʝʥʥʫʶ, ʦʧʨʝʜʝʣʝʥʥʳʤ ʦʙʨʘʟʦʤ ʦʙʦʛʘʱʝʥʥʫʶ ʠ ʟʥʘʯʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʠʭ ʢʘʢ ʧʨʠʟʥʘʢʠ, ʧʦ 

ʢʦʪʦʨʳʤ ʤʦʞʥʦ ʨʘʩʧʦʟʥʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʫʶ ʫʛʨʦʟʫ, ʥʘʧʨʠʤʝʨ, IP-ʘʜʨʝʩʘ ʠ ʜʦʤʝʥʳ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʧʨʝʩʪʫʧʥʦʡ ʘʢʪʠʚʥʦʩʪʴʶ, ʩʠʛʥʘʪʫʨʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʠʤʝʥʘ ʬʘʡʣʦʚ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘʜʨʝʩʘ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʦʧʠʩʘʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ APT-ʛʨʫʧʧʠʨʦʚʦʢ ʠ ʧʨʠʤʝʥʷʝʤʳʝ ʠʤʠ ʠʥʩʪʨʫʤʝʥʪʳ 

ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ. ʂʦʤʧʘʥʠʷ Gartner ʦʧʨʝʜʝʣʷʝʪ Threat Intelligence ʢʘʢ çʦʩʥʦʚʘʥʥʳʝ ʥʘ ʬʘʢʪʠʯʝ-

ʩʢʠʭ ʜʘʥʥʳʭ ʟʥʘʥʠʷ, ʚʢʣʶʯʘʷ ʢʦʥʪʝʢʩʪ, ʤʝʪʦʜʳ, ʠʥʜʠʢʘʪʦʨʳ, ʧʦʩʣʝʜʩʪʚʠʷ ʠ ʜʝʡʩʪʚʝʥʥʳʝ ʨʝʢʦ-

ʤʝʥʜʘʮʠʠ, ʦ ʩʫʱʝʩʪʚʫʶʱʝʡ ʠʣʠ ʚʦʟʥʠʢʘʶʱʝʡ ʫʛʨʦʟʝ ʠʣʠ ʫʛʨʦʟʝ ʜʣʷ ʀʊ ʠʣʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʘʢʪʠʚʦʚè [151]. ʕʪʠ ʟʥʘʥʠʷ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʚ ʦʪʥʦʰʝʥʠʠ ʨʝʘʛʠʨʦ-

ʚʘʥʠ ̫ʥʘ ʪʫ ʠʣʠ ʠʥʫʶ ʫʛʨʦʟʫ ʀɹ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʤʝʥʥʦ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʧʦʜʭʦʜʘ ʧʨʠ ʨʘʙʦʪʝ 

ʩ ʫʛʨʦʟʘʤʠ ʀɹ ʫʞʝ ʧʨʠʟʥʘʥʦ ʥʘʠʣʫʯʰʝʡ ʧʨʘʢʪʠʢʦʡ ʚ ʦʙʣʘʩʪʠ ʀɹ ï ʩʥʘʯʘʣʘ ʥʫʞʥʦ ʚʩʝʩʪʦʨʦʥʥʝ 

ʠʟʫʯʠʪʴ ʠ ʧʦʥʷʪʴ ʫʛʨʦʟʫ, ʯʪʦ ʧʦʪʦʤ ʧʦʟʚʦʣʠʪ ʦʮʝʥʠʪʴ ʝʝ ʠʩʪʦʯʥʠʢ, ʚʝʨʦʷʪʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ 

ʥʘ ʝʝ ʦʩʥʦʚʝ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʴ ʠ ʥʘʡʪʠ ʥʘʠʙʦʣʝʝ ʨʘʮʠʦʥʘʣʴʥʳʝ ʧʦʜʭʦʜʳ ʜʣʷ ʧʨʝ-

ʜʦʪʚʨʘʱʝʥʠʷ ʧʦʩʣʝʜʫʶʱʝʡ ʨʝʘʣʠʟʘʮʠʠ ʜʘʥʥʦʡ ʫʛʨʦʟʳ. ɺ ʩʝʪʝʚʦʡ ʩʨʝʜʝ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

ʧʨʠʤʝʥʝʥʠʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ ʚ ʩʚʷʟʠ ʩ ʥʘʣʠʯʠʝʤ ʤʥʦʛʦʦʙʨʘʟ-

ʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʠʭ ʨʘʟʥʦʚʠʜʥʦʩʪʝʡ, ʯʘʩʪʦ ʧʦʤʦʛʘʶʱʠʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʠʟʙʝʞʘʪʴ ʦʙʥʘ-

ʨʫʞʝʥʠʷ ʧʨʠ ʤʘʣʝʡʰʠʭ ʠʟʤʝʥʝʥʠʷʭ ʩʚʦʝʛʦ ʧʦʚʝʜʝʥʠʷ, ʬʘʡʣʦʚ, ʩʨʝʜʩʪʚ ʘʪʘʢ ʠ ʪ.ʧ. ʉʠʩʪʝʤʥʳʡ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ ʚʟʛʣʷʜ ʥʘ ʩʦʙʨʘʥʥʳʝ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʧʝʨʚʠʯʥʳʝ ʜʘʥʥʳʝ ʦʙ ʫʛʨʦʟʝ ʀɹ 

ʀʊʂʉ ʧʦʟʚʦʣʷʝʪ ʠʭ ʧʨʝʦʙʨʘʟʦʚʘʪʴ ʚ ʮʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʛʣʘʩʦʚʘʥʥʫʶ ʧʦ ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʧʘʨʘʤʝʪʨʘʤ ʠ ʢʨʠʪʝʨʠʷʤ, ʘ ʜʘʣʝʝ ʧʦʣʫʯʠʪʴ ʠʟ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʩʪʨʫʢʪʫʨʠʨʦ-

ʚʘʥʥʳʝ ʥʦʚʳʝ ʟʥʘʥʠʷ (ʪʘʢ ʥʘʟʳʚʘʝʤʫʶ ʘʥʘʣʠʪʠʢʫ, ʠʣʠ ʠʥʪʝʣʣʝʢʪ ï ʘʥʛʣ. Intelligence), ʩʚʦʝʚʨʝ-

ʤʝʥʥʦ ʚʳʷʚʣʷʶʱʠʝ ʘʢʪʫʘʣʴʥʳʝ ʪʝʥʜʝʥʮʠʠ ʚ ʠʟʤʝʥʝʥʠʠ ʩʫʱʝʩʪʚʫʶʱʠʭ ʠ ʧʨʝʜʩʢʘʟʳʚʘʶʱʠʝ 

ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʫʛʨʦʟ ʀɹ. ɹʦʣʝʝ ʜʝʪʘʣʴʥʦ ʚʦʧʨʦʩʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦ-

ʜʦʚ ʧʨʠ ʦʙʝʩʧʝʯʝʥʠʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʩʩʤʦʪʨʝʥʳ ʜʘʣʝʝ. ʇʣʘʪʬʦʨʤʳ Threat Intelligence ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʥʘʢʘʧʣʠʚʘʪʁ ʜʘʥʥʳʝ ʦ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟʘʭ ʀɹ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯ-

ʥʠʢʦʚ (ʦʪʢʨʳʪʳʭ ʠ ʟʘʢʨʳʪʳʭ, ʙʝʩʧʣʘʪʥʳʭ ʠ ʢʦʤʤʝʨʯʝʩʢʠʭ), ʧʦʟʚʦʣʷʶʪ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʝʸ ʠ 

ʧʨʦʠʟʚʦʜʠʪʴ ʩ ʥʝʡ ʨʘʟʣʠʯʥʳʝ ʦʧʝʨʘʮʠʠ, ʚʢʣʶʯʘʷ ʚʳʛʨʫʟʢʫ ʚ ʉɿʀ ʠ SIEM-ʩʠʩʪʝʤʳ. ʉ ʵʪʠʤ ʩʚʷ-

ʟʘʥʦ ʝʱʝ ʦʜʥʦ ʩʣʦʚʦʩʦʯʝʪʘʥʠʝ ï Threat Intelligence Feeds ï ʥʝʧʨʝʨʳʚʥʳʝ ʧʦʪʦʢʠ ʩʪʨʫʢʪʫʨʠʨʦ-

ʚʘʥʥʳʭ ʧʦʩʪʦʷʥʥʦ ʦʙʥʦʚʣʷʝʤʳʭ ʟʥʘʥʠʡ ʦʙ ʫʛʨʦʟʘʭ ʀɹ, ʧʦʣʫʯʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʤʝʥʝʥʠʷ 

ʀɹ-ʘʥʘʣʠʪʠʢʠ ʢ ʠʩʭʦʜʥʳʤ ʩʦʙʨʘʥʥʳʤ ʜʘʥʥʳʤ ʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʦʨʛʘʥʠʟʘʮʠʷʤ-ʧʦʜʧʠʩʯʠʢʘʤ ʯʘ-

ʱʝ ʚʩʝʛʦ ʠʟ ʚʥʝʰʥʠʭ ʠʩʪʦʯʥʠʢʦʚ. ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʙʝʩʧʣʘʪʥʳʝ ʠ ʧʣʘʪʥʳʝ ʢʘʥʘʣʳ ʠʥʬʦʨʤʘʮʠʠ 

ʦʙ ʠʥʜʠʢʘʪʦʨʘʭ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (ʘʥʛʣ. Indicator of Compromise, IoC), ʙʶʣʣʝʪʝʥʠ, ʚʥʫʪʨʝʥʥʷʷ 

ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʠʭ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʧʘʨʪʥʝʨʦʚ, ʠʥʬʦʨʤʘʮʠʷ ʠʟ-

ʚʝʩʪʥʳʭ ʚ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ ʢʦʤʧʘʥʠʡ (ʪʠʧʘ SANS) ʠ ʟʘʢʨʳʪʳʭ ʩʦʦʙʱʝʩʪʚ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʢʦʥʢʨʝʪʥʳʤ ʦʪʨʘʩʣʷʤ ʠʣʠ ʧʨʠʦʨʠʪʝʪʥʳʤ ʦʙʣʘʩʪʷʤ. 

2. Threat Hunting [87] ï ʧʦʩʪʦʷʥʥʘʷ ʫʧʨʝʞʜʘʶʱʘʷ ʠ ʠʥʪʝʨʘʢʪʠʚʥʘʷ çʦʭʦʪʘ ʟʘ ʫʛʨʦʟʘʤʠè, 
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ʟʘʢʣʶʯʘʶʱʘʷʩʷ ʚ ʮʠʢʣʠʯʝʩʢʦʤ ʧʦʠʩʢʝ, ʦʙʥʘʨʫʞʝʥʠʠ, ʣʦʢʘʣʠʟʘʮʠʠ ʠ ʘʥʘʣʠʟʝ ʫʛʨʦʟ ʀɹ, ʢʦʪʦʨʳʝ 

ʦʙʭʦʜʷʪ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʨʝʚʝʥʪʠʚʥʳʝ ʉɿʀ. ʕʪʦ ʧʨʦʮʝʩʩ, ʚʳʧʦʣʥʷʝʤʳʡ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ 

ʚʨʫʯʥʫʶ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ ʘʥʘʣʠʪʠʢ ʥʘ ʦʩʥʦʚʝ ʵʚʨʠʩʪʠʢ, ʩʚʦʠʭ ʟʥʘʥʠʡ ʠ ʦʧʳʪʘ ʦʙʨʘʙʘʪʳʚʘʝʪ 

ʩʦʙʨʘʥʥʳʝ ʨʘʟʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʩ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʠ ʩʝʪʝʚʳʭ ʩʝʥʩʦʨʦʚ (ʥʘʧʨʠʤʝʨ, ʉʆɺ/ʉʇɺ) 

ʜʘʥʥʳʝ ʩ ʮʝʣʴʶ ʚʳʜʝʣʝʥʠʷ ʨʘʥʝʝ ʥʝ ʟʘʤʝʯʝʥʥʳʭ ʠ ʥʝ ʦʧʠʩʘʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʩʝʪʝʚʳʭ ʘʪʘʢ, ʢʦʪʦ-

ʨʳʝ ʜʘʣʝʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʠʭ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ ʨʘʩʧʦʟʥʘʚʘʥʠʷ. ʇʦʣʫʯʠʚ ʠʟ ʢʘʢʦ-

ʛʦ-ʣʠʙʦ ʠʩʪʦʯʥʠʢʘ Threat Intelligence ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʦʚʦʡ ʘʪʘʢʝ, ʘʥʘʣʠʪʠʢ ʩʥʘʯʘʣʘ ʬʦʨʤʫʣʠʨʫ-

ʝʪ ʛʠʧʦʪʝʟʫ ˈ ʧʨʝʜʧʦʣʦʞʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʧʨʦʠʟʦʰʝʣ ʥʝʢʠʡ ʠʥʮʠʜʝʥʪ ʀɹ, ʢʦʪʦʨʳʡ ʉɿʀ ʤʦʛʣʠ ʚ 

ʙʦʣʴʰʦʤ ʦʙʲʝʤʝ çʩʳʨʳʭè (ʘʥʛʣ. raw) ʜʘʥʥʳʭ ʧʨʦʧʫʩʪʠʪʴ. ɼʘʣʝʝ ʛʠʧʦʪʝʟʘ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝ-

ʨʝʥʘ. ʊʦʛʜʘ ʥʘʨʫʰʝʥʠʝ ʇʦʣʠʪʠʢʠ ʀɹ ʙʫʜʝʪ ʣʠʙʦ ʧʦʜʪʚʝʨʞʜʝʥʦ ʣʠʙʦ ʦʧʨʦʚʝʨʛʥʫʪʦ. ʋʩʧʝʰʥʦʩʪʴ 

ʧʨʦʚʝʨʢʠ ʛʠʧʦʪʝʟʳ ʚʦ ʤʥʦʛʦʤ ʟʘʚʠʩʠʪ ʦʪ ʧʨʘʚʠʣʴʥʦʩʪʠ ʝʝ ʬʦʨʤʫʣʠʨʦʚʘʥʠʷ, ʪʦ ʝʩʪʴ ʦʪ ʤʘʩʪʝʨ-

ʩʪʚʘ ʘʥʘʣʠʪʠʢʘ, ʯʪʦ ʜʦʙʘʚʣʷʝʪ ʥʝʞʝʣʘʪʝʣʴʥʳʡ ʩʫʙʲʝʢʪʠʚʠʟʤ ʚ ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʙʳʣʦ ʙʳ ʭʦʨʦ-

ʰʦ ʫʩʪʨʘʥʠʪʴ. ʀ ʩʥʦʚʘ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʧʦʜʭʦʜʳ ʤʦʛʫʪ ʚ ʵʪʦʤ ʧʦʤʦʯʴ. 

ʆʙʦʙʱʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʨʘʟʨʘʙʦʪʢʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʜʣʷ ʫʛʨʦʟ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʥʘʯʘʣʦ ʢʦʪʦʨʦʡ ʙʳʣʦ ʧʦʣʦʞʝʥʦ ʚ [55] ʠ ʧʨʦʜʦʣʞʝʥʦ ʚ [45, 46, 139, 140], ʩʚʝ-

ʜʝʥʳ ʚ ʪʘʙʣ. 3. ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʪʠʧʦʚ ʫʛʨʦʟ ʀɹ ʷʚʣʷʶʪʩʷ ʩʣʝ-

ʜʫʶʱʠʝ: ʠʩʪʦʯʥʠʢ ʫʛʨʦʟʳ, ʨʘʩʧʦʣʦʞʝʥʠʝ ʠʩʪʦʯʥʠʢʘ ʫʛʨʦʟʳ, ʮʝʣʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ, ʥʘʧʨʘʚ-

ʣʝʥʥʦʩʪʴ ʫʛʨʦʟʳ, ʩʪʘʜʠʠ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʪʨʦʥʫʪʴ ʫʛʨʦʟʳ, 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʛʨʦʟʦʡ ʫʷʟʚʠʤʦʩʪʠ, ʚʠʜʳ ʥʘʨʫʰʝʥʠʷ, ʚʳʟʚʘʥʥʳʭ ʫʛʨʦʟʦʡ ʀɹ (ʧʦʩʣʝʜʩʪ-

ʚʠʷ/ʤʘʩʰʪʘʙ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ), ʭʘʨʘʢʪʝʨ ʫʛʨʦʟʳ, ʧʨʝʜʧʦʩʳʣʢʠ ʧʦʷʚʣʝʥʠʷ ʠ ʧʨʠʨʦʜʘ ʧʨʦʠʩ-

ʭʦʞʜʝʥʠʷ ʫʛʨʦʟʳ, ʚʝʨʦʷʪʥʦʩʪʴ ʠ ʤʝʪʦʜ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ. 

ɺ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ ʫʛʨʦʟ ʀɹ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʢʣʘʩʩʦʚ ʤʦʞʥʦ ʦʧ-

ʨʝʜʝʣʠʪʴ ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚʳʜʝʣʝʥʠʝʤ ʚ ʧʦʜʢʣʘʩʩʳ 

ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ ʫʨʦʚʝʥʴ ʩʠʩʪʝʤʘʪʠʟʘ-

ʮʠʠ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʫʛʨʦʟʳ ʀɹ. 

ʉʣʝʜʫʝʪ ʠʤʝʪʴ ʚ ʚʠʜʫ, ʯʪʦ ʧʘʨʘʤʝʪʨʳ ʢʣʘʩʩʠʬʠʢʘʮʠʠ, ʧʨʠʚʝʜʝʥʥʳʝ ʚ ʪʘʙʣ. 3, ʚʟʘʠʤʦʩʚʷ-

ʟʘʥʳ ʩʣʦʞʥʳʤ ʦʙʨʘʟʦʤ. ʅʘʧʨʠʤʝʨ, ʠʩʪʦʯʥʠʢʠ ʠ ʬʦʨʤʳ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʦʧʨʝʜʝʣʷʶʪ ʚʦʟ-

ʤʦʞʥʦʩʪʴ ʧʦʨʦʞʜʘʪʴ ʤʥʦʞʝʩʪʚʝʥʥʫʶ ʧʨʠʨʦʜʫ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʫʛʨʦʟ ʀɹ ʠ ʥʘʦʙʦʨʦʪ. ʇʦʵʪʦʤʫ 

ʧʨʠ ʦʮʝʥʢʝ ʦʙʱʝʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʠʟʫʯʝʥʠʝ ʚʩʝʭ ʚʦʟ-

ʤʦʞʥʳʭ ʢʦʤʙʠʥʘʮʠʡ ʨʝʘʣʠʟʘʮʠʠ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʫʛʨʦʟ ʠ ʧʦʩʣʝʜʩʪʚʠʡ, ʢ ʢʦʪʦʨʳʤ ʦʥʠ ʧʨʠʚʦʜʷʪ. 
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ʊʘʙʣʠʮʘ 3 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʛʨʦʟ ʀɹ ʀʊʂʉ (ʥʘʯʘʣʦ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʫʛʨʦʟ ʀɹ/ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ 

ʊʠʧ 1. 

ʀʩʪʦʯʥʠʢ 

ʫʛʨʦʟʳ ʀɹ 

ʂʣʘʩʩ 1. ɸʥʪʨʦʧʦʛʝʥ-

ʥʡr (ʩʚʷʟʘʥʥʳʝ ʩ ʯʝ-

ʣʦʚʝʢʦʤ) 

ʇʦʜʢʣʘʩʩ 1. ɺʥʝʰʥʠʡ 

ʊʝʨʨʦʨʠʩʪʳ, ʣʠʮʘ, ʩʦʚʝʨʰʘʶʱʠʡ ʧʨʦʤʳʰʣʝʥʥʳʡ ʠ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʰʧʠʦʥʘʞ, 

ʢʨʠʤʠʥʘʣʴʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʢʦʤʧʴʶʪʝʨʥʳʝ ʧʨʝʩʪʫʧʥʠʢʠ ʠ ʭʘʢʝʨʳ, ʥʝʜʦʙʨʦʩʦʚʝ-

ʩʪʥʳʝ ʧʘʨʪʥʝʨʳ, ʪʝʭʥʠʯʝʩʢʠʡ ʧʝʨʩʦʥʘʣ ʧʦʩʪʘʚʱʠʢʦʚ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ 

ʫʩʣʫʛ, ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʘʚʘʨʠʡʥʳʭ ʩʣʫʞʙ ʠ ʘʫʪʩʦʨʩʠʥʛʦʚʳʭ ʢʦʤʧʘʥʠʡ ʠ ʪ.ʧ. ʉʦ-

ʮʠʘʣʴʥʘ ̫ʠʥʞʝʥʝʨʠ̫. 

ʇʦʜʢʣʘʩʩ 2. ɺʥʫʪʨʝʥʥʠʡ 

ʆʩʥʦʚʥʦʡ ʧʝʨʩʦʥʘʣ (ʧʦʣʴʟʦʚʘʪʝʣʠ, ʧʨʦʛʨʘʤʤʠʩʪʳ, ʨʘʟʨʘʙʦʪʯʠʢʠ). ʇʨʝʜʩʪʘʚʠʪʝ-

ʣʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ). ɺʩʧʦʤʦʛʘʪʝʣʴʥʳʡ ʧʝʨʩʦʥʘʣ 

(ʫʙʦʨʱʠʢʠ, ʦʭʨʘʥʘ). ʊʝʭʥʠʯʝʩʢʠʡ ʧʝʨʩʦʥʘʣ (ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʝ, ʵʢʩʧʣʫʘʪʘʮʠʷ). 

ʂʣʘʩʩ 2. ʊʝʭʥʦʛʝʥʥʳʡ 

ʇʦʜʢʣʘʩʩ 1. ɺʥʝʰʥʠʡ 

ɸʚʘʨʠʷ ʛʦʨʦʜʩʢʠʭ ʩʨʝʜʩʪʚ ʩʚʷʟʠ. ɸʚʘʨʠʷ ʛʦʨʦʜʩʢʠʭ ʠʥʞʝʥʝʨʥʳʭ ʩʠʩʪʝʤ (ʩʠʩʪʝʤ 

ʚʦʜʦʧʨʦʚʦʜʘ, ʦʪʦʧʣʝʥʠʷ, ʢʘʥʘʣʠʟʘʮʠʠ ʠ ʢʦʥʜʠʮʠʦʥʠʨʦʚʘʥʠʷ). ʇʝʨʝʙʦʠ ʚ ʩʠʩʪʝ-

ʤʝ ʵʣʝʢʪʨʦʧʠʪʘʥʠʷ. ɸʚʘʨʠʷ ʥʘ ʪʨʘʥʩʧʦʨʪʝ. ʆʰʠʙʢʘ ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʧʦ ʩʝ-

ʪʷʤ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ. 

ʇʦʜʢʣʘʩʩ 2. ɺʥʫʪʨʝʥʥʠʡ 

ʇʦʚʨʝʞʜʝʥʠʝ ʢʘʙʝʣʝʡ ʠʣʠ ʣʠʥʠʡ ʩʚʷʟʠ. ʆʪʢʘʟ (ʩʙʦʡ) ʚ ʨʘʙʦʪʝ ʪʝʭʥʠʯʝʩʢʠʭ 

ʩʨʝʜʩʪʚ. ʂʦʣʝʙʘʥʠʷ ʥʘʧʨʷʞʝʥʠʷ (ʧʝʨʝʥʘʧʨʷʞʝʥʠʝ, ʠʤʧʫʣʴʩʥʳʝ ʚʳʙʨʦʩʳ). ɺʦʟ-

ʜʝʡʩʪʚʠʝ ʩʪʘʪʠʯʝʩʢʦʛʦ ʵʣʝʢʪʨʠʯʝʩʪʚʘ, ʠʥʜʫʩʪʨʠʘʣʴʥʳʭ ʧʦʤʝʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ 

ʥʘʚʦʜʦʢ. ʆʪʢʘʟʳ ʵʣʝʢʪʨʦʥʥʳʭ ʩʭʝʤ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʧʝʨʠʬʝʨʠʡʥʦʛʦ ʦʙʦʨʫʜʦʚʘ-

ʥʠ̫. ʉʙʦʡ (ʦʰʠʙʢʠ) ʚ ʨʘʙʦʪʝ ʇʆ, ʦʪʢʘʟ ʇʆ. ʆʪʢʘʟ (ʩʙʦʡ, ʦʰʠʙʢʠ) ʚ ʨʘʙʦʪʝ ʉɿʀ, 

ʩʨʝʜʩʪʚ ʤʦʥʠʪʦʨʠʥʛʘ, ʢʦʥʪʨʦʣʷ ʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʆʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ 

ʚʩʣʝʜʩʪʚʠʝ ʧʝʨʝʛʨʫʟʢʠ ʩʝʨʚʝʨʘ. ɺʦʟʜʝʡʩʪʚʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ɺʳʭʦʜ ʠʟ ʩʪʨʦʷ 

ʜʠʩʢʦʚʦʛʦ ʥʘʢʦʧʠʪʝʣʷ ʩ ʧʦʚʨʝʞʜʝʥʠʝʤ ʜʠʩʢʘ. ʇʦʚʨʝʞʜʝʥʠʝ ʥʦʩʠʪʝʣʷ ʜʘʥʥʳʭ 

ʧʨʠ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʝ. ʇʦʚʨʝʞʜʝʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. 

ʂʣʘʩʩ 3. ʉʪʠʭʠʡʥʳʡ 

(ʝʩʪʝʩʪʚʝʥʥʳʡ, ʩʚʷʟʘʥ-

ʥʡr ʩʦ ʩʨʝʜʦʡ) 

ʇʦʜʢʣʘʩʩ 1. ʉʪʠʭʠʡʥʳʝ 

ʙʝʜʩʪʚʠʷ ʠ ʧʨʠʨʦʜʥʳʝ ʢʘ-

ʪʘʩʪʨʦʬʳ 

ʇʦʞʘʨʳ, ʟʝʤʣʝʪʨʷʩʝʥʠʷ, ʮʫʥʘʤʠ, ʥʘʚʦʜʥʝʥʠʷ, ʩʤʝʨʯʠ, ʫʨʘʛʘʥʳ, ʫʜʘʨ ʤʦʣʥʠʠ, 

ʤʘʛʥʠʪʥʳʝ ʙʫʨʠ, ʨʘʜʠʦʘʢʪʠʚʥʦʝ ʠʟʣʫʯʝʥʠʝ. 

ʇʦʜʢʣʘʩʩ 2. ʅʘʨʫʰʝʥʠʷ 

ʚʥʫʪʨʠʢʣʠʤʘʪʠʯʝʩʢʠʭ ʫʩ-

ʣʦʚʠʡ 

ʉʙʦʠ ʠʣʠ ʘʚʘʨʠʠ ʚ ʩʠʩʪʝʤʝ ʦʪʦʧʣʝʥʠʷ ʠ ʢʦʥʜʠʮʠʦʥʠʨʦʚʘʥʠʷ ʚʦʟʜʫʭʘ, ʯʪʦ ʧʨʠ-

ʚʦʜʠʪ ʢ ʥʝʜʦʧʫʩʪʠʤʦʡ ʪʝʤʧʝʨʘʪʫʨʝ, ʚʣʘʞʥʦʩʪʠ. ɿʘʤʝʨʟʘʥʠʝ. ʇʦʚʳʰʝʥʠʝ ʩʦ-

ʜʝʨʞʘʥʠʷ ʧʳʣʠ. ʇʦʚʳʰʝʥʠʝ ʩʦʜʝʨʞʘʥʠʷ ʫʛʣʝʢʠʩʣʦʛʦ ʛʘʟʘ. 

ʇʦʜʢʣʘʩʩ 3. ʌʦʨʩ-ʤʘʞʦʨ ʠ 

ʥʝʧʨʝʜʚʠʜʝʥʥʳʝ ʦʙʩʪʦʷ-

ʪʝʣʴʩʪʚʘ 

ʊʝʨʨʦʨʠʩʪʠʯʝʩʢʠʡ ʘʢʪ, ʙʦʤʙʦʚʘʷ ʘʪʘʢʘ, ʘʚʘʨʠʷ ʢʘʧʠʪʘʣʴʥʳʭ ʩʦʦʨʫʞʝʥʠʡ, ʧʦʜ-

ʞʦʛ. 
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ʊʠʧ 2. ʈʘʩʧʦ-

ʣʦʞʝʥʠʝ ʠʩ-

ʪʦʯʥʠʢʘ ʫʛʨʦ-

ʟʳ ʀɹ 

ʂʣʘʩʩ 1. ɺʥʝʰʥʝʝ  

ʋʛʨʦʟʘ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʪʝʭʥʠʯʝʩʢʠʤ ʢʘʥʘʣʘʤ ʀʊʂʉ. ʋʛʨʦʟʘ ʫʪʝʯʢʠ ʠʥ-

ʬʦʨʤʘʮʠʠ ʧʦ ʦʧʪʠʯʝʩʢʠʤ ʢʘʥʘʣʘʤ. ʋʛʨʦʟʘ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʟʘ ʩʯʝʪ ʵʣʝʢʪʨʦ-

ʤʘʛʥʠʪʥʦʛʦ ʠʟʣʫʯʝʥʠʷ. 

ʂʣʘʩʩ 2. ɺʥʫʪʨʝʥʥʝʝ  

ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷ, ʩʦʟʜʘʥʠʷ, ʠʟʤʝʥʝʥʠʷ, ʫʜʘʣʝʥʠʷ ʜʘʥ-

ʥʳʭ ʚ ʉʋɹɼ. ʋʛʨʦʟʘ ʢʦʧʠʨʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʩ ʜʠʩʢʦʚʦʛʦ ʟʘʧʦʤʠʥʘʶʱʝʛʦ 

ʫʩʪʨʦʡʩʪʚʘ ʥʘ ʩʝʨʚʝʨ ʠʣʠ ʫʩʪʨʦʡʩʪʚʦ ʢʦʥʝʯʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʋʛʨʦʟʘ ʚʩʪʘʚʢʠ, 

ʠʟʤʝʥʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʜʘʥʥʳʭ ʚ ʧʦʪʦʢʝ, ʧʨʦʚʦʜʠʤʳʝ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʤ 

ʩʧʦʩʦʙʦʤ. ʋʛʨʦʟʘ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʰʧʠʦʥʩʢʠʭ ʧʨʦʛʨʘʤʤ, 

ʨʫʪʢʠʪʦʚ. ʋʛʨʦʟʘ ʠʟʤʝʥʝʥʠʷ IP- ʠ MAC-ʘʜʨʝʩʦʚ, ʠʤʠʪʠʨʫʶʱʠʝ MAC- ʠ IP-

ʘʜʨʝʩʘ ʜʨʫʛʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʊʠʧ 3. ʎʝʣʠ 

ʨʝʘʣʠʟʘʮʠʠ 

ʫʛʨʦʟʳ ʀɹ 

  

ʄʘʪʝʨʠʘʣʴʥʦʝ ʦʙʦʛʘʱʝʥʠʝ. ʇʨʦʤʳʰʣʝʥʥʳʡ ʠ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʰʧʠʦʥʘʞ. ʉʦʮʠ-

ʘʣʴʥʘ ̫ʠʥʞʝʥʝʨʠʷ. ʋʛʨʦʟʘ ʠʤʠʜʞʫ ʠ ʨʝʧʫʪʘʮʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʉʦʟʜʘʥʠʝ ʩʙʦʝʚ ʚ 

ʀʊʂʉ. 

ʊʠʧ 4. ʅʘ-

ʧʨʘʚʣʝʥʥʦʩʪʴ 

ʫʛʨʦʟʳ ʀɹ 

ʂʣʘʩʩ 1. ʆʨʛʘʥʠʟʘʮʠʷ 

ʚ ʮʝʣʦʤ 
 

ʋʛʨʦʟʘ ʠʤʠʜʞʫ ʠ ʨʝʧʫʪʘʮʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʋʛʨʦʟʘ ʨʘʟʨʫʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ 

ʩʦʟʜʘʥʠʷ ʩʙʦʝʚ ʚ ʀʉ ʀʊʂʉ ʩ ʧʦʤʦʱʴʶ ʚʠʨʫʩʦʚ ʜʣʷ ʜʝʟʦʨʛʘʥʠʟʘʮʠʠ ʜʝʷʪʝʣʴʥʦ-

ʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʋʛʨʦʟʘ ʧʦʪʝʨʠ ʜʦʚʝʨʠʷ ʢ ʧʦʩʪʘʚʱʠʢʫ ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ. 

ʂʣʘʩʩ 2. ʀʊʂʉ 

ʇʦʜʢʣʘʩʩ 1. ʋʨʦʚʝʥʴ ʢʘʥʘ-

ʣʦʚ ʩʚʷʟʠ ʠ ʪʝʣʝʢʦʤ-

ʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦ-

ʚʘʥʠʷ 

ʋʛʨʦʟʘ ʥʘʤʝʨʝʥʥʦʡ ʧʦʨʯʠ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ. ʋʛʨʦʟʘ ʧʦʨʯʠ ʥʦʩʠʪʝʣʝʡ ʠʥ-

ʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʧʦʚʨʝʞʜʝʥʠʷ ʩʠʣʦʚʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʣʠ-

ʥʠʡ/ʢʘʙʝʣʝʡ ʩʚʷʟʠ. ʋʛʨʦʟʘ ʅʉɼ ʢ ʥʦʩʠʪʝʣʷʤ ʜʘʥʥʳʭ ʠʟ-ʟʘ ʠʭ ʥʝʟʘʱʠʱʝʥʥʦʛʦ 

ʭʨʘʥʝʥʠʷ. 

ʇʦʜʢʣʘʩʩ 2. ʋʨʦʚʝʥʴ ʩʝʪʝ-

ʚʦʡ ʩʨʝʜʳ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ 

ʵʣʝʤʝʥʪʦʚ 

ʋʛʨʦʟʘ ʧʝʨʝʭʚʘʪʘ ʪʨʘʬʠʢʘ. ʋʛʨʦʟʘ ʨʘʟʨʳʚʘ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʪʴʶ ʦʙʱʝʛʦ ʧʦʣʴʟʦ-

ʚʘʥʠʷ. ʋʛʨʦʟʘ ʧʨʦʩʣʝʞʠʚʘʥʠʷ ʧʫʪʠ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʘʤ. 

ʇʦʜʢʣʘʩʩ 3. ʆʙʱʝʩʠʩʪʝʤ-

ʥʦʝ (ʦʙʱʝʝ), ʧʨʠʢʣʘʜʥʦʝ, 

ʩʧʝʮʠʘʣʴʥʦʝ ʇʆ 

ʋʛʨʦʟʘ ʧʨʠʩʚʦʝʥʠʷ ʧʘʨʘʤʝʪʨʫ ʥʝʧʨʘʚʠʣʴʥʳʭ ʟʥʘʯʝʥʠʡ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʇʆ. ʋʛ-

ʨʦʟʘ ʚʚʝʜʝʥʠʷ ʥʝʢʦʨʨʝʢʪʥʳʭ ʟʥʘʯʝʥʠʡ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ. ʋʛʨʦʟʘ ʚʥʝʜʨʝʥʠʷ ʥʘ-

ʨʫʰʠʪʝʣʝʤ ʚ ʢʦʜ ʩʩʳʣʢʠ ʥʘ ʩʪʦʨʦʥʥʠʝ ʨʝʩʫʨʩʳ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ 

ʢʦʧʠʨʦʚʘʥʠʷ ʇʆ. ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʇʆ.  
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ʇʦʜʢʣʘʩʩ 4. ʇʨʝʜʦʩʪʘʚʣʝ-

ʥʠʝ ʫʩʣʫʛ 

ʋʛʨʦʟʘ ʦʪʢʘʟʘ/ʩʙʦʷ ʧʨʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʫʩʣʫʛʠ. ʋʛʨʦʟʘ ʥʝʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪ-

ʧʨʘʚʣʝʥʠʷ ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. ʋʛʨʦʟʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʙʝʩʧʨʦʚʦʜʥʦʛʦ 

ʜʦʩʪʫʧʘ. ʋʛʨʦʟʘ ʣʘʚʠʥʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʘʢʝʪʦʚ ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʘʚʘʨʠʡʥʳʤ 

ʦʪʢʘʟʦʤ ʚʝʙ-ʩʝʨʚʝʨʘ. ʋʛʨʦʟʘ ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʷ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʜʣʷ 

ʙʣʦʢʠʨʦʚʢʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʩʣʫʛ. 

ʇʦʜʢʣʘʩʩ 5. ʌʫʥʢʮʠʦʥʠʨʦ-

ʚʘʥʠʝ 

ʋʛʨʦʟʘ ʥʝʰʪʘʪʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʇʆ. ʋʛʨʦʟʘ ʦʰʠʙʦʢ ʚ ʨʘʙʦʪʝ ʇʆ ʠʟ-ʟʘ 

ʩʣʦʞʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ʋʛʨʦʟʘ ʢʦʥʪʨʦʣʶ ʟʘ ʠʩʧʦʣʥʝʥʠʝʤ ʤʦ-

ʙʠʣʴʥʦʛʦ ʢʦʜʘ. ʋʛʨʦʟʘ ʥʝʩʦʙʣʶʜʝʥʠʷ ʨʝʞʠʤʦʚ ʟʘʛʨʫʟʢʠ. ʋʛʨʦʟʘ ʦʪʩʣʝʞʠʚʘʥʠʷ 

ʤʦʜʝʣʠ ʦʙʨʘʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʝʛʦ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ 

ʜʘʥʥʳʭ. ʋʛʨʦʟʘ ʧʦʪʨʝʙʣʝʥʠʷ ʥʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʨʝʩʫʨʩʦʚ ʮʝʥʪʨʘʣʴʥʦʛʦ 

ʧʨʦʮʝʩʩʦʨʘ. 

ʂʣʘʩʩ 3. ʉɿʀ  

ʋʛʨʦʟʘ ʚʳʚʝʜʝʥʠʷ ʠʟ ʩʪʨʦʷ ʉɿʀ. ʋʛʨʦʟʘ ʜʦʩʪʫʧʘ ʢ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʤ ʬʘʡʣʘʤ 

ʉɿʀ. ʋʛʨʦʟʘ ʩʥʠʞʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ (ʧʘʨʘʤʝʪʨʦʚ) ʉɿʀ. ʋʛ-

ʨʦʟʘ ʥʝʜʦʩʪʫʧʥʦʩʪʠ ʢʨʠʪʠʯʥʦʡ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ ʉɿʀ ʠʥʬʦʨʤʘʮʠʠ (ʥʘ-

ʧʨʠʤʝʨ, ʚʳʭʦʜ ʠʟ ʩʪʨʦʷ ʥʦʩʠʪʝʣʝʡ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ). ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ 

ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʉɿʀ. ʋʛʨʦʟʘ ʦʪʢʣʦʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʥʘʩʪʨʦʝʢ ʉɿʀ.  

ʂʣʘʩʩ 4. ʋʩʪʘʥʦʚʠʚ-

ʰʘʷʩʷ ʧʨʘʢʪʠʢʘ ʫʧʨʘʚ-

ʣʝʥʠʷ ʠ ʘʜʤʠʥʠʩʪʨʠ-

ʨʦʚʘʥʠʷ 

 

ʋʛʨʦʟʘ ʥʝʢʦʨʨʝʢʪʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʦʢʘʤʠ ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʫʧʨʘʚʣʝʥʠʶ 

ʩʝʨʚʠʩʘʤʠ ʠ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʧʨʦʮʝʩʩʘʤʠ. ʋʛʨʦʟʘ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʨʝʘʛʠʨʦʚʘ-

ʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. ʋʛʨʦʟʘ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʥʦʛʦ 

ʇʆ. ʋʛʨʦʟʘ ʩʧʫʬʬʠʥʛʘ ʫʧʨʘʚʣʷʶʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʚʳʟʳʚʘʶʱʘʷ ʥʝʠʩʧʨʘʚʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʡ ʠʣʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ ʥʘ ʣʦʞʥʳʝ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. ʋʛʨʦ-

ʟʘ ʧʦʪʝʨʠ ʫʧʨʘʚʣʝʥʠʷ ʦʙʣʘʯʥʳʤʠ ʨʝʩʫʨʩʘʤʠ. ʋʛʨʦʟʘ ʟʘʭʚʘʪʘ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʚʝʙ-ʢʦʥʪʝʥʪʦʤ. 

ʂʣʘʩʩ 5. ʇʨʦʮʝʩʩʳ ʠ 

ʧʨʦʮʝʜʫʨʳ 

ʇʦʜʢʣʘʩʩ 1. ɹʠʟʥʝʩ-

ʧʨʦʮʝʩʩʳ 

ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʭʦʜʘ ʠʩʧʦʣʥʝʥʠʷ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʘ. 

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦʣʦ-

ʛʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ 

ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʭʦʜʘ ʠʩʧʦʣʥʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ.  

ʇʦʜʢʣʘʩʩ 3. ʀʥʬʦʨʤʘ-

ʮʠʦʥʥʳʝ ʧʨʦʮʝʩʩʳ 

ʋʛʨʦʟʘ ʘʢʪʠʚʠʟʘʮʠʠ ʥʝʥʫʞʥʳʭ ʩʝʨʚʠʩʦʚ. ʋʛʨʦʟʘ ʚʳʭʦʜʘ ʧʨʦʮʝʩʩʘ ʟʘ ʧʨʝʜʝʣʳ 

ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ. 

ʇʦʜʢʣʘʩʩ 4. ʇʨʦʮʝʩʩʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 

ʋʛʨʦʟʘ ʧʨʦʮʝʩʩʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʥʘʧʨʠʤʝʨ, ʫʛʨʦʟʘ ʤʥʦʞʝʩʪʚʝʥʥʳʭ ʧʦʧʳʪʦʢ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʋʛʨʦʟʘ ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʦʡ ʟʘʛʨʫʟʢʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦ-

ʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ. 
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ʂʣʘʩʩ 6. ʇʝʨʩʦʥʘʣ 

ʇʦʜʢʣʘʩʩ 1. ʈʘʙʦʪʥʠʢʠ 

ʙʠʟʥʝʩ-ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʀʉ ʀʊʂʉ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷ ʚʦʟʤʦʞʥʦ-

ʩʪʝʡ ʦʙʩʣʫʞʠʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷ 

ʧʨʝʜʳʜʫʱʠʭ ʠʣʠ ʪʝʢʫʱʝʛʦ ʟʘʧʨʦʩʘ ʢ ʀʉ ʀʊʂʉ ʠʣʠ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (ʥʘʧʨʠʤʝʨ, ʩʦʜʝʨʞʘʥʠʝ ʧʨʝʜʳʩʪʦʨʠʠ ʧʨʦʩʤʦʪʨʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʢʦʥʪʝʥʪʘ, ʜʝʷʪʝʣʴʥʦʩʪʴ ʚ ʨʝʞʠʤʝ ʦʥʣʘʡʥ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʩʝʪʷʤ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘ-

ʥʠʷ). 

ʇʦʜʢʣʘʩʩ 2. ʈʘʙʦʪʥʠʢʠ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʧʦʜʨʘʟ-

ʜʝʣʝʥʠʡ ʠ ʚʥʝʰʥʠʡ ʧʝʨʩʦ-

ʥʘʣ 

ʋʛʨʦʟʘ ʦʰʠʙʦʯʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʩʨʝʜʩʪʚ ʀʊʂʉ. ʋʛʨʦʟʘ 

ʧʨʦʭʦʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚ ʩʝʨʚʝʨʥʫʶ ʠʣʠ ʤʝʩʪʘ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʧʦʜ ʚʠʜʦʤ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʛʦ ʧʝʨʩʦʥʘʣʘ. 

ʇʦʜʢʣʘʩʩ 3. ʉʦʪʨʫʜʥʠʢʠ 

ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ 

ʋʛʨʦʟʘ ʢʨʘʞʠ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʀʉ. ʋʛʨʦʟʘ ʠʟʤʝ-

ʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʉɿʀ ʦʪ ʠʤʝʥʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʛʨʦʟʘ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ ʧʦʣʥʦʤʦʯʠʷʤʠ. 

ʂʣʘʩʩ 7. ʀʥʬʦʨʤʘʮʠʷ  

ʋʛʨʦʟʘ ʭʠʱʝʥʠʷ (ʢʦʧʠʨʦʚʘʥʠʷ) ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʋʛʨʦʟʘ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʫ 

ʩ ʧʘʨʦʣʷʤʠ. ʋʛʨʦʟʘ ʜʦʩʪʫʧʘ ʢ ɾʈʉ. ʋʛʨʦʟʘ ʚʚʦʜʘ ʥʝʢʦʨʨʝʢʪʥʳʭ (ʣʦʞʥʳʭ) ʜʘʥ-

ʥʳʭ ʠ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ (ʥʘʧʨʠʤʝʨ, ʚʨʝʤʷ). ʋʛʨʦʟʘ ʩʢʨʳʪʦʡ ʥʝʩʘʥʢʮʠʦʥʠʨʦ-

ʚʘʥʥʦʡ ʧʝʨʝʜʘʯʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʦʩʪʘʚʝ ʣʝʛʘʣʴʥʦʛʦ ʩʦʦʙʱʝ-

ʥʠʷ. 

ʊʠʧ 5. ʋʛʨʦʟʳ 

ʀɹ ʥʘ ʩʪʘʜʠ-

ʷʭ ʞʠʟʥʝʥʥʦ-

ʛʦ ʮʠʢʣʘ ʵʣʝ-

ʤʝʥʪʦʚ ʀʊʂʉ 

ʂʣʘʩʩ 1. ʇʨʦʝʢʪʠʨʦʚʘ-

ʥʠʝ 

ʇʦʜʢʣʘʩʩ 1. ɸʨʭʠʪʝʢʪʫʨʘ 

ʋʛʨʦʟʘ ʥʝʢʦʨʨʝʢʪʥʦʛʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʤʥʦʛʦʧʦʪʦʯʥʦʡ ʩʠʩʪʝʤʳ. ʋʛʨʦʟʘ ʥʝʢʦʨ-

ʨʝʢʪʥʦʛʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ɼʄɿ. ʋʛʨʦʟʘ ʚʳʙʦʨʘ ʥʝʚʝʨʥʦʡ ʣʦʛʠʢʦʡ ʬʫʥʢʮʠʦʥʠ-

ʨʦʚʘʥʠʷ ʀʉ. ʋʛʨʦʟʘ çʟʘʮʠʢʣʠʚʘʥʠʷè ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʧʨʦʛʨʘʤʤ.  

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦʣʦʛʠʠ 
ʋʛʨʦʟʘ ʥʝʢʦʨʨʝʢʪʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʨʝʜʳ ʚʠʨʪʫʘʣʠʟʘʮʠʠ. ʋʛʨʦʟʘ ʥʝʢʦʨʨʝʢʪʥʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. 

ʇʦʜʢʣʘʩʩ 3. ʇʨʦʪʦʢʦʣʳ 

ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʙʝʟʦʧʘʩʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ʫʧʨʘʚʣʝʥʠʷ. ʋʛʨʦʟʘ ʥʝʩʦʙʣʶ-

ʜʝʥʠʷ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʦʙʦʨʫʜʦʚʘʥʠʝʤ. ʋʛʨʦʟʘ 

ʦʪʧʨʘʚʢʠ ʠʩʢʘʞʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʧʨʦʪʦʢʦʣʘ (ʥʘʧʨʠʤʝʨ, ʩʦʦʙʱʝʥʠʡ ʩ ʧʝʨʝʧʦʣ-

ʥʝʥʠʝʤ ʠʣʠ ʧʦʪʝʨʝʡ ʟʥʘʯʠʤʦʩʪʠ) ʥʘ ʫʩʪʨʦʡʩʪʚʦ, ʩʥʠʞʘʶʱʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʴ-

ʥʦʩʪʴ ʫʩʪʨʦʡʩʪʚʘ ʜʦ ʪʘʢʦʡ ʩʪʝʧʝʥʠ, ʯʪʦ ʦʥʦ ʥʝ ʤʦʞʝʪ ʦʙʨʘʙʦʪʘʪʴ ʦʙʳʯʥʳʝ ʩʦ-

ʦʙʱʝʥʠʷ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʡ ʘʢʪʠʚʘʮʠʠ/ʜʝʘʢʪʠʚʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ. 
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 ʇʦʜʢʣʘʩʩ 4. ʉʝʨʚʠʩ r

ʋʛʨʦʟʘ ʥʝʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʦʙʨʘʙʦʪʯʠʢʘ ʧʨʝʨʳʚʘʥʠʡ. ʋʛʨʦʟʳ ʥʝʢʦʨʨʝʢʪʥʦʛʦ 

ʟʘʢʨʳʪʠʷ ʩʝʘʥʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʋʛʨʦʟʳ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀʉ. ʋʛʨʦʟʳ 

ʧʝʨʝʭʚʘʪʘ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ telnet, ftp. ʋʛʨʦ-

ʟʘ ʧʝʨʝʭʚʘʪʘ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʚʚʦʜʝ-ʚʳʚʦʜʝ. ʋʛʨʦʟʘ ʧʦʚʪʦʨʥʦʛʦ ʚʦʩʧʨʦʠʟʚʝʜʝ-

ʥʠʷ ʧʘʢʝʪʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʠʩʫ. ʋʛʨʦʟʘ ʥʝʧʦʣʥʦʡ ʦʯʠʩʪʢʠ ʧʘʤʷʪʠ. 

ʂʣʘʩʩ 2. ʈʝʘʣʠʟʘʮʠʷ ʠ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ 
- 

ʉʧʝʮʠʬʠʯʝʩʢʠʝ ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʥʢʨʝʪʥʳʭ ʷʟʳʢʦʚ ʧʨʦ-

ʛʨʘʤʤʠʨʦʚʘʥʠʷ. ʋʛʨʦʟʘ DoS-ʘʪʘʢʠ ʠʟ-ʟʘ ʧʝʨʝʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ. ʋʛʨʦʟʘ ʥʝʢʦʨ-

ʨʝʢʪʥʦʡ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ ʧʦʜ ʢʦʥʢʨʝʪʥʦʡ ʆʉ. ʋʛʨʦʟʘ ʦʪʩʫʪʩʪʚʠʷ ʙʣʦʢʠ-

ʨʦʚʢʠ ʜʦʩʪʫʧʘ ʧʦʩʣʝ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʚʚʦʜʘ ʧʘʨʦʣʷ. ʋʛʨʦʟʘ ʘʥʘʣʠʟʘ ʢʨʠʧʪʦ-

ʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʠ ʠʭ ʨʝʘʣʠʟʘʮʠʠ.  

ʂʣʘʩʩ 3. ɺʥʝʜʨʝʥʠʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
- 

ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʭ ʆʉ, ʉʋɹɼ, ʠ ʩʝʨ-

ʚʠʩʘ. ʋʛʨʦʟʘ ʚʳʚʝʜʝʥʠʷ ʠʟ ʩʪʨʦʷ ʩʠʩʪʝʤʳ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. ʋʛʨʦʟʘ ʨʘʩʧʨʦʩʪʨʘ-

ʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʘʨʫʰʠʪʝʣʝʤ ʥʝʫʜʘʣʸʥʥʳʭ ʫʩ-

ʪʘʥʦʚʦʢ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʋʛʨʦʟʘ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ ʧʦʜʙʦʨʘ ʧʨʦʩʪʦʛʦ ʧʘʨʦʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʋʛʨʦʟʳ, ʚʳʟʚʘʥʥʳʝ ʥʝʩʦʚʤʝʩʪʠʤʦʩʪʴʶ ʚʝʨʩʠʡ ʠʩʧʦʣʴʟʫʝʤʦʛʦ 

ʇʆ. ʋʛʨʦʟʘ ʩʙʦʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʠʩʪʝʤʦʡ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ 

ʭʨʘʥʠʣʠʱʘ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ. 

ʂʣʘʩʩ 4. ʉʥʷʪʠʝ ʩ ʵʢʩ-

ʧʣʫʘʪʘʮʠʠ 
- 

ʋʛʨʦʟʘ ʦʩʪʘʚʣʝʥʠʷ ʚ ʧʘʤʷʪʠ ʥʝʫʜʘʣʸʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʋʛ-

ʨʦʟʘ ʧʨʷʤʦʛʦ ʦʙʨʘʱʝʥʠʷ ʢ ʧʘʤʷʪʠ ʚʳʯʠʩʣʠʪʝʣʴʥʦʛʦ ʧʦʣʷ ʩʫʧʝʨʢʦʤʧʴʶʪʝʨʘ. 

ʊʠʧ 6. ʀʩ-

ʧʦʣɹʟʫʝʤʳʝ 

ʫʛʨʦʟʦʡ ʀɹ 

ʫʷʟʚʠʤʦʩʪʠ 

  

ʋʛʨʦʟʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʘʨʭʠʪʝʢʪʫʨʝ. ʋʛʨʦʟʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟ-

ʚʠʤʦʩʪʠ ʚ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ ʧʦʜ ʢʦʥʢʨʝʪʥʦʡ ʆʉ. ʋʛʨʦʟʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ 

ʫʷʟʚʠʤʦʩʪʠ ʚ ʆʉ. ʋʛʨʦʟʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ. ʋʛʨʦʟʘ, 

ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʝʨʚʠʩʘʭ. 

ʊʠʧ 7. ɺʠʜʳ 

ʥʘʨʫʰʝʥʠʡ, 

ʚʳʟʚʘʥʥʳʭ 

ʫʛʨʦʟʦʡ ʀɹ ï 

ʧʦʩʣʝʜʩʪʚʠʷ / 

ʤʘʩʰʪʘʙ ʨʝʘ-

ʣʠʟʘʮʠʠ ʫʛʨʦ-

ʟʳ ʀɹ 

ʂʣʘʩʩ 1. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠ̫ ʩʚʦʡʩʪʚ ʀɹ 

ʇʦʜʢʣʘʩʩ 1. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦ-

ʩʪʠ / ʧʨʠʚʘʪʥʦʩʪʠ 

ʋʛʨʦʟʘ ʭʠʱʝʥʠʷ (ʢʦʧʠʨʦʚʘʥʠʷ) ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʨʝʜʩʪʚ ʝʝ ʦʙʨʘʙʦʪʢʠ. ʋʛʨʦʟʘ 

ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ ʩ ʮʝʣʴʶ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ. ʋʛʨʦʟʘ 

ʯʪʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ʋʛʨʦʟʘ ʫʪʝʯʢʠ 

ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʛʝʥʝʨʠʨʦʚʘʥʠʠ ʇʆ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ. ʋʛʨʦʟʘ ʧʦʣʫʯʝʥʠʷ 

ʩʚʝʜʝʥʠʡ ʦ ʚʣʘʜʝʣʴʮʝ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 
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ʇʦʜʢʣʘʩʩ 2. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ 

ʋʛʨʦʟʘ ʤʦʜʠʬʠʢʘʮʠʠ (ʠʩʢʘʞʝʥʠʷ) ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʚʥʝʜʨʝʥʠʷ ʠʥʪʝʨʧʨʝʪʠ-

ʨʫʝʤʳʭ ʦʧʝʨʘʪʦʨʦʚ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠʣʠ ʨʘʟʤʝʪʢʠ ʚ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ. ʋʛʨʦʟʘ ʚʥʝʜʨʝʥʠʷ ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʢʦʜʘ ʚ ʇʆ. ʋʛʨʦʟʘ ʥʘʨʫʝh-

ʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. ʋʛʨʦʟʘ ʚʥʝʜʨʝʥʠʷ ʘʛʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ, ʚʳʧʦʣʥʷʶʱʝʛʦ ʥʝ-

ʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ. 

ʇʦʜʢʣʘʩʩ 3. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʜʦʩʪʫʧʥʦʩʪʠ 

ʋʛʨʦʟʘ ʙʣʦʢʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. ʋʛʨʦʟʘ ʫʥʠʯʪʦʞʝʥʠʷ ʜʘʥʥʳʭ ʠ ʩʨʝʜʩʪʚ ʠʭ ʦʙʨʘ-

ʙʦʪʢʠ. ʋʛʨʦʟʘ ʟʘʧʠʩʠ ʜʘʥʥʳʭ ʟʘ ʧʨʝʜʝʣʘʤʠ ʚʳʜʝʣʝʥʥʦʛʦ ʚ ʧʘʤʷʪʠ ʙʫʬʝʨʘ, ʯʪʦ 

ʚʳʟʦʚʝʪ ʘʚʘʨʠʡʥʦʝ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʇʆ. ʋʛʨʦʟʘ ʫʜʘʣʝʥʠʷ ʬʘʡʣʦʚ ʟʘ ʩʯʝʪ ʚʳ-

ʧʦʣʥʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ. ʋʛʨʦʟʘ ʠʩʢʘʞʝʥʠʷ ʩʦʦʙʱʝʥʠʷ, ʚʳʟʳʚʘʶ-

ʱʘʷ ʧʝʨʝʧʦʣʥʝʥʠʝ ʙʫʬʝʨʘ. ʋʛʨʦʟʘ ʩʦʢʨʘʱʝʥʠʷ ʩʚʦʙʦʜʥʳʭ ʦʙʣʘʩʪʝʡ ʧʘʤʷʪʠ ʠʟ-

ʟʘ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʦʩʚʦʙʦʞʜʝʥʠʷ ʧʘʤʷʪʠ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ.  

ʇʦʜʢʣʘʩʩ 4. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʧʦʜʣʠʥʥʦʩʪʠ 

ʋʛʨʦʟʘ ʦʪʢʘʟʘ ʦʪ ʘʚʪʦʨʩʪʚʘ ʚ ʦʪʥʦʰʝʥʠʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʘ. ʋʛʨʦʟʘ ʧʦʜ-

ʤʝʥʳ ʜʦʚʝʨʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʦʙʲʝʢʪʘ ʚ ʩʝʪʠ. ʋʛʨʦʟʘ ʦʙʭʦʜʘ ʧʨʦʮʝʜʫʨʳ 

ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ. ʋʛʨʦʟʘ ʧʦʣʫʯʝʥʠʷ ʅʉɼ ʢ ʟʘʱʠʱʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʟ-

ʟʘ ʦʰʠʙʢʠ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʧʦʜʣʠʥʥʦʩʪʠ ʩʝʨʪʠʬʠʢʘʪʘ.  

ʇʦʜʢʣʘʩʩ 5. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʧʦʜʦʪʯʝʪʥʦʩʪʠ 

ʋʛʨʦʟʘ ʥʝʧʦʣʥʦʡ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ɾʈʉ. ʋʛʨʦʟʘ ʩʪʠʨʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʚ ɾʈʉ. 

ʋʛʨʦʟʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʣʦʞʥʳʭ ʫʪʚʝʨʞʜʝʥʠʡ ʦ ʧʦʣʫʯʝʥʥʳʭ/ʧʝʨʝʜʘʥʥʳʭ ʧʣʘʪʝʞ-

ʥʳʭ ʜʦʢʫʤʝʥʪʘʭ. 

ʇʦʜʢʣʘʩʩ 6. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ 

ʋʛʨʦʟʘ ʦʪʢʘʟ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪ ʬʘʢʪʘ ʚʳʧʦʣʥʝʥʠʷ ʠʤ ʪʨʘʥʟʘʢʮʠʠ, ʦʪ ʦʪʧʨʘʚʣʝʥʠʷ 

ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. 

ʇʦʜʢʣʘʩʩ 7. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠʷ ʜʦʩʪʦʚʝʨʥʦʩʪʠ 

ʋʛʨʦʟʘ ʠʟʤʝʥʝʥʠʷ ʧʫʪʠ ʠʩʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʠʟ-ʟʘ ʦʰʠʙʢʠ ʚ ʬʦʨʤʘʪʥʦʡ 

ʩʪʨʦʢʝ. ʋʛʨʦʟʘ çʤʘʩʢʘʨʘʜʘè (ʧʦʧʳʪʢʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚʳʜʘʪʴ ʚʥʝʜʨʝʥʥʳʡ 

ʣʦʞʥʳʡ ʦʙʲʝʢʪ ʟʘ ʣʝʛʘʣʴʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ/cʝʨʚʝʨ). ʋʛʨʦʟʘ ʥʘʚʷʟʳʚʘʥʠʷ ʣʦʞ-

ʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʥʝʩʦʦʪʚʝʪʩʪʚʠʷ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʂʣʘʩʩ 2. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠ̫ ʬʠʟʠʯʝʩʢʦʡ ʮʝ-

ʣʦʩʪʥʦʩʪʠ ï ʬʠʟʠʯʝ-

ʩʢʠʡ ʫʱʝʨʙ 

 

ʋʛʨʦʟʘ ʬʠʟʠʯʝʩʢʦʛʦ ʅʉɼ ʥʝʘʚʪʦʨʠʟʠʨʦʚʘʥʥʳʭ ʣʠʮ ʚ ʢʦʥʪʨʦʣʠʨʫʝʤʫʶ ʟʦʥʫ 

ʨʘʩʧʦʣʦʞʝʥʠʷ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ, ʀʉ. ʋʛʨʦʟʘ ʫʥʠʯʪʦʞʝʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. 

ʋʛʨʦʟʘ ʫʥʠʯʪʦʞʝʥʠʷ ʇʆ. ʋʛʨʦʟʘ ʫʪʨʘʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ. ʋʛʨʦʟʘ ʦʪ-

ʢʘʟʘ ʠʣʠ ʥʝʠʩʧʨʘʚʥʦʡ ʨʘʙʦʪʳ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. ʋʛʨʦʟʘ 

ʨʘʟʨʫʰʝʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʢʨʘʞʠ ʥʦʩʠʪʝʣʝʡ 

ʜʘʥʥʳʭ, ʜʦʢʫʤʝʥʪʦʚ, ʦʙʦʨʫʜʦʚʘʥʠʷ. ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʝʨ-

ʩʦʥʘʣʘ. ʋʛʨʦʟʘ ʥʝʟʘʢʦʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ.  
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ʂʣʘʩʩ 3. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠ̫ ʣʦʛʠʯʝʩʢʦʡ 

ʩʪʨʫʢʪʫʨʳ 

 

ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʧʨʦʮʝʩʩʦʚ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ 

ʣʦʛʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʥʝʘʚʪʦʨʠʟʠʨʦʚʘʥʥʳʭ ʩʫʙʲʝʢʪʦʚ ʢ ʵʣʝʤʝʥʪʘʤ ʀʊʂʉ ʠ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʤ ʘʢʪʠʚʘʤ.  

ʂʣʘʩʩ 4. ʋʛʨʦʟʘ ʫʪʨʘ-

ʪʳ, ʢʨʘʞʠ ʠ ʫʭʫʜʰʝ-

ʥʠʷ ʢʘʯʝʩʪʚʘ ʧʨʝʜʦʩ-

ʪʘʚʣʷʝʤʳʭ ʠʥʬʦʨʤʘ-

ʮʠʦʥʥʳʭ ʫʩʣʫʛ 

 

ʋʛʨʦʟʘ ʩʥʠʞʝʥʠʷ ʢʘʯʝʩʪʚʘ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʫʩʣʫʛ. ʋʛʨʦʟʘ 

ʫʪʨʘʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʝʨʚʠʩʦʚ. ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʇʆ. 

ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʀʉ ʀʊʂʉ. ʋʛʨʦʟʘ ʦʙʤʘʥʘ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ. 

ʋʛʨʦʟʘ ʢʣʦʥʠʨʦʚʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ. ʋʛʨʦʟʘ ʥʝʟʘʢʦʥʥʦʡ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. ʋʛʨʦʟʘ 

ʠʟʙʳʪʦʯʥʦʛʦ ʜʫʙʣʠʨʦʚʘʥʠʷ/ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʜʝʣʘʶʱʘʷ ʚʦʟʤʦʞ-

ʥʳʤ ʢʨʘʞʫ ʫʩʣʫʛ. ʋʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛʠ ʧʦʩʨʝʜʩʪʚʦʤ ʜʦʩ-

ʨʦʯʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʩʝʘʥʩʘ ʩʚʷʟʠ. 

ʂʣʘʩʩ 5. ʋʛʨʦʟʘ ʥʘʨʫ-

ʰʝʥʠ̫ ʬʫʥʢʮʠʡ ʠ ʧʨʘʚ 

/ ʧʦʣʥʦʤʦʯʠʡ, ʚʢʣʶʯʘʷ 

ʧʨʘʚʘ ʩʦʙʩʪʚʝʥʥʦʩʪʠ / 

ʚʣʘʜʝʥʠʷ 

 

ʋʛʨʦʟʘ ʧʨʠʩʚʦʝʥʠʷ ʯʫʞʦʛʦ ʧʨʘʚʘ. ʋʛʨʦʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʣʠʮʝʥʟʠʦʥʥʦʛʦ ʇʆ. 

ʋʛʨʦʟʘ ʬʘʣʴʩʠʬʠʢʘʮʠʠ ʧʨʘʚ. ʋʛʨʦʟʘ ʦʪʢʘʟʘ ʦʪ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ. ʋʛʨʦʟʘ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ ʧʨʘʚʘʤʠ. ʋʛʨʦʟʘ çʤʘʩʢʘʨʘʜʘè ʩ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ ʯʫʞʦʛʦ ʧʘʨʦ-

ʣʷ, ʢʣʶʯʘ ʠʣʠ ʩʝʨʪʠʬʠʢʘʪʘ (ʥʘʧʨʠʤʝʨ, ʩʠʩʪʝʤʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ). ʋʛʨʦʟʘ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʘʫ-

ʪʝʥʪʠʬʠʢʘʮʠʠ (ʥʘʧʨʠʤʝʨ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ/ʧʘʨʦʣʴ). ʋʛʨʦʟʘ ʧʨʝʜ-

ʩʪʘʚʣʝʥʠʷ ʣʦʞʥʳʭ ʧʦʣʥʦʤʦʯʠʡ, ʙʫʜʪʦ ʙʳ ʦʥʠ ʚʝʨʥʳʝ, ʩ ʥʘʤʝʨʝʥʠʝʤ ʚʚʝʩʪʠ ʚ 

ʟʘʙʣʫʞʜʝʥʠʝ. ʋʛʨʦʟʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʥʘ-

ʧʨʠʤʝʨ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʧʦʚʳʰʝʥʠʝ/ʧʦʥʠʞʝʥʠʝ ʧʨʠʚʠ-

ʣʝʛʠʡ. 

ʊʠʧ 8. ʍʘʨʘʢ-

ʪʝʨ ʫʛʨʦʟʳ ʀɹ 

ʂʣʘʩʩ 1. ɸʢʪʠʚʥʘʷ  
ʋʛʨʦʟʳ, ʦʢʘʟʳʚʘʶʱʠʝ ʚʣʠʷʥʠʝ ʥʘ ʨʘʙʦʪʫ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʥʘʧʨʠʤʝʨ, ʫʛʨʦʟʘ 

ʦʪʢʘʟʘ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ ʜʣʷ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʫʛʨʦʟʘ ʙʣʦʢʠʨʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʣʘʩʩ 2. ʇʘʩʩʠʚʥʘʷ  

ʋʛʨʦʟʘ, ʚ ʩʣʫʯʘʝ ʨʝʘʣʠʟʘʮʠʠ ʢʦʪʦʨʦʡ ʥʝ ʚʥʦʩʷʪʩʷ ʢʘʢʠʝ-ʣʠʙʦ ʠʟʤʝʥʝʥʠʷ ʚ ʩʦ-

ʩʪʘʚ ʠ ʩʪʨʫʢʪʫʨʫ ʀʊʂʉ, ʥʘʧʨʠʤʝʨ, ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʭʠʱʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

ʊʠʧ 9. ʇʨʝʜ-

ʧʦʩʳʣʢʠ ʠ 

ʧʨʠʨʦʜʘ ʧʦʷʚ-

ʣʝʥʠʷ ʫʛʨʦʟʳ 

ʀɹ 

ʂʣʘʩʩ 1. ʆʙʲʝʢʪʠʚʥʳʝ   

ʋʛʨʦʟʘ ʙʣʦʢʠʨʦʚʘʥʠʷ ʢʦʥʝʯʥʦʡ ʪʦʯʢʠ (ʥʘʧʨʠʤʝʨ, ʩʝʨʚʝʨʘ) ʧʦʩʨʝʜʩʪʚʦʤ ʦʪʧʨʘʚ-

ʣʝʥʠʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠ-

ʚʝʩʪʠ ʢ ʘʚʘʨʠʡʥʦʤʫ ʦʪʢʘʟʫ, ʧʝʨʝʟʘʛʨʫʟʢʝ, ʠʣʠ ʠʩʯʝʨʧʘʪʴ ʚʩʝ ʨʝʩʫʨʩʳ. ʋʛʨʦʟʘ 

ʦʛʨʘʥʠʯʝʥʥʦʩʪʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʢʘʥʘʣʘ ʩʚʷʟʠ. 
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ʂʣʘʩʩ 2. ʉʫʙʲʝʢʪʠʚʥʳʝ 

(ʩʚʷʟʘʥʥʳʝ ʩ ʯʝʣʦʚʝʯʝ-

ʩʢʠʤ ʬʘʢʪʦʨʦʤ) 

ʇʦʜʢʣʘʩʩ 1. ʉʣʫʯʘʡʥʘʷ ʫʛ-

ʨʦʟʘ ʀɹ 

ʋʛʨʦʟʘ ʥʝʫʤʳʰʣʝʥʥʦʡ ʧʦʨʯʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʚʨʝʞ-

ʜʝʥʠʷ ʩʠʣʦʚʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʣʠʥʠʡ/ʢʘʙʝʣʝʡ ʩʚʷʟʠ. ʋʛʨʦʟʘ ʥʝ-

ʫʤʳʰʣʝʥʥʦʛʦ ʥʘʨʫʰʝʥʠʷ ʪʝʭʥʦʣʦʛʠʠ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʥʝʫʤʳʰ-

ʣʝʥʥʦʛʦ ʫʜʘʣʝʥʠʷ (ʠʩʢʘʞʝʥʠʷ) ʟʘʱʠʱʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʫʜʘʣʝʥʠʷ (ʥʘʨʫʰʝ-

ʥʠʷ ʨʘʙʦʪʳ) ʧʨʦʛʨʘʤʤ. ʋʛʨʦʟʘ ʥʝʫʤʳʰʣʝʥʥʦʛʦ ʨʘʟʛʣʘʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. ʋʛʨʦʟʘ ʩʣʫʯʘʡʥʦʛʦ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʀʉ. ʋʛʨʦʟʘ ʥʝʧʨʝʜʥʘ-

ʤʝʨʝʥʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʚʠʨʫʩʘʤʠ. ʋʛʨʦʟʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʥʝʢʘʯʝʩʪ-

ʚʝʥʥʳʭ ʫʩʣʫʛ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʦʡ. ʋʛʨʦʟʘ ʩʦʟʜʘʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʦʧʘʩʥʦʩʪʠ ʥʘ-

ʨʫʰʝʥʠʷ ʀɹ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʦʙʠʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨ-

ʤʘʮʠʠ ʚʥʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʨʠ ʜʠʩʪʘʥʮʠʦʥʥʦʡ ʨʘʙʦʪʝ. 

ʇʦʜʢʣʘʩʩ 2 ʇʨʝʜʥʘʤʝʨʝʥ-

ʥʘʷ (ʫʤʳʰʣʝʥʥʘʷ, ʮʝʣʝʥʘ-

ʧʨʘʚʣʝʥʥʘʷ) ʫʛʨʦʟʘ ʀɹ 

ʋʛʨʦʟʘ ʧʦʚʨʝʞʜʝʥʠʷ (ʫʜʘʣʝʥʠʷ) ʨʝʛʠʩʪʨʘʮʠʦʥʥʦʡ, ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʡ ʠʣʠ ʠʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʚʣʠʷʶʱʝʡ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʀʉ ʀʊʂʉ. ʋʛʨʦʟʘ ʚʠʟʫʘʣʴʥʦʛʦ ʧʝʨʝ-

ʭʚʘʪʘ ʠʥʬʦʨʤʘʮʠʠ ʩ ʵʢʨʘʥʦʚ ʤʦʥʠʪʦʨʦʚ ʠʣʠ ʚʚʦʜʠʤʦʡ ʩ ʢʣʘʚʠʘʪʫʨʳ ʜʣʷ ʚʳʷʚ-

ʣʝʥʠʷ ʧʘʨʦʣʝʡ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʠ ʧʨʦʮʝʜʫʨ ʜʦʩʪʫʧʘ. ʋʛʨʦʟʘ ʢʦʧʠʨʦʚʘʥʠʷ ʬʠ-

ʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʘʨʦʣʝʡ ʧʨʠ ʥʝʛʣʘʩʥʦʤ ʧʘʩʩʠʚʥʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʘ-

ʙʝʣʶ (ʩʢʨʳʪʳʝ ʧʝʨʝʜʘʪʯʠʢʠ) ʠʣʠ ʧʨʠʝʤʝ ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʦʛʦ ʠʟʣʫʯʝʥʠʷ ʩʝʪʝʚʦ-

ʛʦ ʘʜʘʧʪʝʨʘ. ʋʛʨʦʟʘ ʚʳʷʚʣʝʥʠʷ ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʠ ʥʝʛʣʘʩʥʦʤ ʧʦʜʢʣʶ-

ʯʝʥʠʠ ʢ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ ʧʨʠ ʠʤʠʪʘʮʠʠ ʟʘʧʨʦʩʘ ʩʝʪʝʚʦʡ ʆʉ. ʋʛʨʦʟʘ 

ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʧʨʠ ʧʘʩʩʠʚʥʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʘʥʘʣʫ ʩʚʷʟʠ ʠʣʠ ʧʨʠ ʧʝʨʝʭʚʘʪʝ 

ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʦʛʦ ʠʟʣʫʯʝʥʠʷ ʘʧʧʘʨʘʪʫʨʳ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʧʨʦʪʦʢʦʣʦʚ ʦʙʤʝʥʘ. 

ʋʛʨʦʟʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʘʥʘʣʫ ʩʚʷʟʠ ʚ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ ʨʝʪʨʘʥʩʣʷʪʦʨʘ ʜʣʷ 

ʬʘʣʴʩʠʬʠʢʘʮʠʠ ʧʣʘʪʝʞʥʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʠʟʤʝʥʝʥʠʷ ʧʦʨʷʜʢʘ ʩʣʝʜʦʚʘʥʠʷ, ʧʦ-

ʚʪʦʨʥʦʡ ʧʝʨʝʜʘʯʠ, ʜʦʩʪʘʚʢʠ ʩ ʟʘʜʝʨʞʢʦʡ ʠʣʠ ʫʧʨʝʞʜʝʥʠʝʤ. ʋʛʨʦʟʘ ʙʣʦʢʠʨʦʚʘ-

ʥʠʷ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ ʠʣʠ ʠʭ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ, ʚ ʯʘʩʪʥʦʩʪʠ, ʥʘ ʩʠʩʪʝʤʳ, ʢʦʥʪʨʦ-

ʣʠʨʫʝʤʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ. ʋʛʨʦʟʘ ʠʟʤʝʥʝʥʠʷ ʜʘʪʳ ʠ ʚʨʝʤʝʥʠ ʥʘʯʘʣʘ ʨʘʙʦʪʳ, 

ʟʘʧʫʩʢʘ ʇʆ. ʋʛʨʦʟʘ ʥʝʛʣʘʩʥʦʡ ʧʝʨʝʨʘʙʦʪʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʇʆ ʥʘ ʬʠʨʤʝ-

ʠʟʛʦʪʦʚʠʪʝʣʝ, ʬʠʨʤʝ-ʧʦʩʪʘʚʱʠʢʝ, ʚ ʤʝʩʪʝ ʩʢʣʘʜʠʨʦʚʘʥʠʷ ʠʣʠ ʚ ʧʫʪʠ ʩʣʝʜʦʚʘʥʠʷ 

ʢ ʟʘʢʘʟʯʠʢʫ. ʋʛʨʦʟʘ ʩʢʘʥʠʨʦʚʘʥʠʷ ʜʣʷ ʧʦʠʩʢʘ ʫʷʟʚʠʤʦʩʪʝʡ ʥʘ ʭʦʩʪʘʭ ʠ ʦʧʨʝʜʝ-

ʣʝʥʠʷ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ. 

  



 

 

 

96 

ʊʘʙʣʠʮʘ 3 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʛʨʦʟ ʀɹ ʀʊʂʉ (ʦʢʦʥʯʘʥʠʝ) 
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ʊʠʧ 10. ɺʝʨʦ-

ʷʪʥʦʩʪʴ ʨʝʘ-

ʣʠʟʘʮʠʠ ʫʛʨʦ-

ʟʳ ʀɹ  

ʂʣʘʩʩ 1. ɺʳʩʦʢʦʚʝʨʦ-

ʷʪʥʘʷ 
- 

ʋʛʨʦʟʘ ʨʝʘʣʠʟʫʝʪʩʷ ʦʯʝʥʴ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, ʫʛʨʦʟʘ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩ ʮʝʣʴʶ ʦʧʨʝ-

ʜʝʣʝʥʠʷ ʦʪʢʨʳʪʳʭ ʧʦʨʪʦʚ. 

ʂʣʘʩʩ 2. ɺʦʟʤʦʞʥʘʷ  ʋʛʨʦʟʘ ʨʝʘʣʠʟʫʝʪʩʷ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, ʫʛʨʦʟʘ DoS-ʘʪʘʢʠ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ. 

ʂʣʘʩʩ 3. ʄʘʣʦʚʝʨʦʷʪ-

ʥʘʷ 
- 

ʋʛʨʦʟʘ ʨʝʘʣʠʟʫʝʪʩʷ ʨʝʜʢʦ, ʥʘʧʨʠʤʝʨ, ʫʛʨʦʟʘ ʨʘʟʨʫʰʝʥʠʷ ʧʦʤʝʱʝʥʠʷ ʩʝʨʚʝʨʥʦʡ 

ʚʩʣʝʜʩʪʚʠʝ ʟʝʤʣʝʪʨʷʩʝʥʠʷ. 

ʊʠʧ 11. ʄʝʪʦʜ 

ʨʝʘʣʠʟʘʮʠʠ 

ʫʛʨʦʟʳ ʀɹ 

  

ʉʢʘʥʠʨʦʚʘʥʠʝ. ʄʘʩʢʘʨʘʜ. ʇʦʜʤʝʥʘ ʜʦʚʝʨʝʥʥʦʛʦ ʦʙʲʝʢʪʘ. ɺʥʝʜʨʝʥʠʝ ʣʦʞʥʦʛʦ 

ʦʙʲʝʢʪʘ. DoS-ʘʪʘʢʘ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʢʨʳʪʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʈʘʩʰʠʨʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʧʦʩʣʝ ʚʟʣʦʤʘ ʀʉ. 
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ʂʘʢ ʚʠʜʥʦ ʠʟ ʪʘʙʣ. 3, ʜʘʞʝ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʫʛʨʦʟ ʀɹ ʥʝ ʫʜʘʣʦʩʴ ʠʟʙʝ-

ʞʘʪʴ ʫʧʦʤʠʥʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ, ʯʪʦ ʚ ʦʯʝʨʝʜʥʦʡ ʨʘʟ ʧʦʜʪʚʝʨʞʜʘʝʪ ʠʭ 

ʥʝʨʘʟʨʳʚʥʫʶ ʩʚʷʟʴ. 

ɹʦʣʝʝ ʥʘʛʣʷʜʥʦ ʠ ʢʦʤʧʘʢʪʥʦ ʚʩʝ ʪʠʧʳ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠʟʦ-

ʙʨʘʞʝʥʳ ʥʘ ʨʠʩ. 15. 

ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝ ʧʨʝʪʝʥʜʫʝʪ ʥʘ ʧʦʣʥʦʪʫ, ʧʦʩʢʦʣʴʢʫ ʥʦʚʳʝ 

ʫʛʨʦʟʳ ʀɹ ʠʟ-ʟʘ ʚʳʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ çʥʫʣʝʚʦʛʦ ʜʥʷè (ʘʥʛʣ. 0day, zero day) (ʩʪʘʥʦʚʠʪʩʷ ʠʟ-

ʚʝʩʪʥʦʡ ʜʦ ʤʦʤʝʥʪʘ ʚʳʧʫʩʢʘ ʨʘʟʨʘʙʦʪʯʠʢʦʤ ʢʦʤʧʦʥʝʥʪʘ ʀʉ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʤʝʨ ʟʘʱʠʪʳ ʠʥ-

ʬʦʨʤʘʮʠʠ, ʠʩʧʨʘʚʣʝʥʠʡ ʥʝʜʦʩʪʘʪʢʦʚ ʠʣʠ ʦʙʥʦʚʣʝʥʠʡ [142]) ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʦʯʪʠ ʢʘʞʜʳʡ 

ʜʝʥʴ. ʆʥʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʳ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ.  

ɼʘʥʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʫʛʨʦʟ ʀɹ ʩ ʮʝʣʴʶ ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʳʙʦʨʘ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʩʥʠʞʘʶʱʠʭ 

ʠʣʠ ʫʩʪʨʘʥʷʶʱʠʭ ʚʦʟʤʦʞʥʦʩʪʴ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʚ ʚʠʜʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ʆʙʝ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʛʨʦʟ ʀɹ ʧʦʣʥʦʩʪʴʶ ʩʦʛʣʘ-

ʩʦʚʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ, ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʮʝʣʦʩʪʥʳʡ ʚʟʛʣʷʜ ʥʘ ʧʨʠʨʦʜʫ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʧʦʥʠʤʘʥʠʷ ʢʘʢʠʝ ʫʷʟʚʠʤʦʩʪʠ ʫʩʪʨʘʥʷʪʴ ʠ ʢʘʢʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʦʪ ʠʭ 

ʨʝʘʣʠʟʘʮʠʠ ʦʞʠʜʘʪʴ. ʆʥʠ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝ-

ʣʝʡ ʀɹ, ʩʦʩʪʘʚʣʷʶʱʠʭ ʦʩʥʦʚʫ ʨʘʟʨʘʙʦʪʢʠ ʧʦʣʦʞʝʥʠʡ ʩʥʘʯʘʣʘ ʂʦʨʧʦʨʘʪʠʚʥʦʡ ʇʦʣʠʪʠʢʠ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ (ʜʘʣʝʝ ï ʇʦʣʠʪʠʢʠ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ), ʘ ʟʘʪʝʤ ʯʘʩʪʥʦʡ ʇʦʣʠ-

ʪʠʢʠ ʀɹ ʀʊʂʉ ʠ ʨʝʝʩʪʨʘ ʨʠʩʢʦʚ ʀɹ ʜʣʷ ʚʳʙʦʨʘ ʘʜʝʢʚʘʪʥʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʟʘʱʠʱʘʝʤʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ 

ʀʊʂʉ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʩʪʨʦʠʪʩʷ ʥʘ ʦʩʥʦʚʝ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ. 

ʉʦʛʣʘʩʥʦ [65, 150], ʄʦʜʝʣʴ ʫʛʨʦʟ ʀɹ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʧʠʩʘʥʠʝ (ʯʘʱʝ ʚʩʝʛʦ ʚ ʩʣʦʚʝʩ-

ʥʦʡ ʠʣʠ ʪʘʙʣʠʯʥʦʡ ʬʦʨʤʝ), ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʝʝ: 

ð ʦʙʲʝʢʪʳ ʟʘʱʠʪʳ ʠʣʠ ʦʙʲʝʢʪʳ, ʧʨʠʛʦʜʥʳʝ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ;  

ð ʚʦʟʤʦʞʥʳʝ ʠʩʪʦʯʥʠʢʠ ʫʛʨʦʟ ʀɹ;  

ð ʫʷʟʚʠʤʦʩʪʠ/ʢʣʘʩʩʳ ʫʷʟʚʠʤʦʩʪʝʡ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʠʩʪʦʯʥʠʢʘʤʠ ʫʛʨʦʟ ʀɹ; 

ð ʩʧʦʩʦʙ/ʤʝʪʦʜ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ;  

ð ʚʦʟʤʦʞʥʳʝ ʚʠʜʳ ʜʝʩʪʨʫʢʪʠʚʥʳʭ ʚʦʟʜʝʡʩʪʚʠʡ/ʪʠʧʳ ʚʦʟʤʦʞʥʦʡ ʧʦʪʝʨʠ (ʥʘʧʨʠʤʝʨ, 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ, ʜʦʩʪʫʧʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ); 

ð ʤʘʩʰʪʘʙʳ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʫʱʝʨʙʘ.  
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ʈʠʩʫʥʦʢ 15 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʛʨʦʟ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 
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ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʠʩʪʦʯʥʠʢʦʤ ʫʛʨʦʟʳ ʀɹ ʷʚʣʷʝʪʩʷ ʯʝʣʦʚʝʢ, ʪʦ ʩʪʨʦʠʪʩʷ ʚʪʦʨʘʷ ʤʦʜʝʣʴ ï 

ʄʦʜʝʣʴ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ [65]. ʆʥʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʧʠʩʘʥʠʝ ʠ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʥʘʨʫʰʠʪʝ-

ʣʝʡ ʀɹ, ʚʢʣʶʯʘʷ ʦʧʨʝʜʝʣʝʥʠʝ ʠʭ ʦʧʳʪʘ, ʟʥʘʥʠʡ, ʜʦʩʪʫʧʥʳʭ ʨʝʩʫʨʩʦʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʝʘʣʠ-

ʟʘʮʠʠ ʫʛʨʦʟʳ, ʚʦʟʤʦʞʥʦʡ ʤʦʪʠʚʘʮʠʠ ʠʭ ʜʝʡʩʪʚʠʡ, ʘ ʪʘʢʞʝ ʩʧʦʩʦʙʳ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʩʦ 

ʩʪʦʨʦʥʳ ʫʢʘʟʘʥʥʳʭ ʥʘʨʫʰʠʪʝʣʝʡ. 

 

2.4. ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʫʶ 

ʩʝʪʴ 

 

ʅʘ ʦʩʥʦʚʝ ʩʦʩʪʘʚʣʝʥʥʦʡ ʩʠʩʪʝʤʥʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʛʨʦʟ ʀɹ ʚʳʜʝʣʠʤ ʪʦʣʴʢʦ ʪʝ, ʢʦʪʦʨʳʝ 

ʤʦʛʫʪ ʨʝʘʣʠʟʦʚʘʪʴʩʷ ʚ ʚʠʜʝ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʵʣʝʤʝʥʪʳ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠʣʠ ʥʘ ʀʊʂʉ ʚ 

ʮʝʣʦʤ, ʪʘʢʠʭ ʢʘʢ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʝ ʠ ʠʟʙʠʨʘʪʝʣʴʥʳʝ APT-ʘʪʘʢʠ, ʬʠʰʠʥʛ ʚ ʦʪʥʦʰʝʥʠʠ ʦʪʜʝʣʴ-

ʥʳʭ ʣʠʯʥʦʩʪʝʡ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ (ʘʥʛʣ. spear-phishing), ʥʝʧʦʙʝʜʠʤʳʡ çʥʠʛʝʨʠʡʩʢʠʡ 

ʩʧʘʤè, ʘʪʘʢʠ ʪʠʧʘ çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè (DoS-ʘʪʘʢʠ), ʤʝʞʩʘʡʪʦʚʳʡ ʩʢʨʠʧʪʠʥʛ (ʘʥʛʣ. Cross-

Site Scripting, XSS), SQL-ʠʥʲʝʢʮʠʠ, ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʪʨʘʬʠʢʘ, ʩʦʟʜʘʥʠʝ ʩʣʦʞʥʳʭ ʠ ʧʦʜʤʝʥʘ ʩʫ-

ʱʝʩʪʚʫʶʱʠʭ ʦʙʲʝʢʪʦʚ ʚ ʀʊʂʉ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ. ʅʘʧʨʠʤʝʨ, ʦʩʥʦʚʥʳʤʠ ʪʠʧʠʯʥʳʤʠ ʩʝʪʝʚʳʤʠ 

ʘʪʘʢʘʤʠ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʩʦʥʘʣʘ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʘʟʣʠʯʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ̫-

ʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: ʫʩʪʘʥʦʚʣʝʥʠʝ ʧʦʣʥʦʛʦ ʢʦʥʪʨʦʣʷ ʩ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʤ ʫʜʘʣʝʥʥʳʤ ʜʦʩ-

ʪʫʧʦʤ ʢ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʠ ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʯʝʨʝʟ ʟʘʧʦʣʥʝʥʥʳʝ ʘʥ-

ʢʝʪʳ, Java-ʩʢʨʠʧʪʳ, cookie-ʬʘʡʣʳ ʠ ʪ.ʜ.), çʧʦʜʚʝʰʠʚʘʥʠʝè ʢʦʤʧʴʶʪʝʨʘ ʚ ʨʝʟʫʣʴʪʘʪʝ DoS-ʘʪʘʢʠ 

ʥʘ ʥʝʛʦ; ʘʢʪʠʚʥʳʡ ʠ ʧʘʩʩʠʚʥʳʡ ʧʝʨʝʭʚʘʪ ʠʥʬʦʨʤʘʮʠʠ (ʠʩʢʘʞʝʥʠʝ ʠʣʠ ʫʥʠʯʪʦʞʝʥʠʝ ʜʘʥʥʳʭ ʠ 

ʇʆ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʢʨʘʞʘ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʝʨʝʭʚʘʪ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʠ ʪ.ʜ.), ʧʝʨʝʭʚʘʪ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʝʘʥʩʦʚ ʩʚʷʟʠ (ʘʥʛʣ. hijacking), çcʙʦʨʢʘ ʤʫ-

ʩʦʨʘè ʠʟ ʧʘʤʷʪʠ ʢʦʤʧɹ ʶʪʝʨʘ (ʘʥʛʣ. garbage collection), ʩʧʘʤ, ʬʠʰʠʥʛ, ʚʦʟʜʝʡʩʪʚʠʝ ʢʦʤʧʴʶʪʝʨ-

ʥʭr ʚʠʨʫʩʦʚ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, çʤʘʩʢʘʨʘʜè (ʚʳʧʦʣʥʝʥʠʝ ʢʘʢʠʭ-ʣʠʙʦ ʜʝʡʩʪʚʠʡ ʦʜʥʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʦʪ ʠʤʝʥʠ ʜʨʫʛʦʛʦ ʩ ʧʨʠʩʚʦʝʥʠʝʤ ʝʛʦ ʧʨʘʚ ʠ ʧʨʠʚʠʣʝʛʠʡ) ʠ ʪ.ʜ.  

ɺ ʦʪʣʠʯʠʠ ʦʪ ʩʠʪʫʘʮʠʠ ʩ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʫʛʨʦʟʘʤʠ ʀɹ, ʩʝʪʝʚʳʤ ʘʪʘʢʘʤ ʥʝ ʧʦʩʚʷʱʝʥ ʥʠ 

ʦʜʠʥ ʥʦʨʤʘʪʠʚʥʳʡ ʠʣʠ ʧʨʘʚʦʚʦʡ ʨʦʩʩʠʡʩʢʠʡ ʠʣʠ ʟʘʨʫʙʝʞʥʳʡ ʜʦʢʫʤʝʥʪ. ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʪʦʯ-

ʥʠʢʦʤ ʠʥʬʦʨʤʘʮʠʠ ʧʦʜʦʙʥʦʛʦ ʫʨʦʚʥʷ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʩʝʨʠʷ ʩʪʘʥʜʘʨʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʡ 

ISO/IEC 27033 [60, 108], ʚ ʢʦʪʦʨʦʡ ʧʝʨʝʯʠʩʣʝʥʳ, ʥʘʧʨʠʤʝʨ, ʚʦʟʤʦʞʥʳʝ ʨʝʘʣʠʟʘʮʠʠ ʩʣʝʜʫʶʱʠʭ 

ʫʛʨʦʟ ʀɹ: 

ð ʚʠʨʫʩʥʳʝ ʘʪʘʢʠ ʠ ʚʥʝʜʨʝʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʪʝ-

ʨʝ ʠʣʠ ʧʦʚʨʝʞʜʝʥʠʶ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʪʝʨʝ ʢʦʥʪʨʦʣʷ ʥʘʜ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʀʊ; 

ð ʟʘʛʨʫʟʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʬʘʡʣʦʚ ʠʣʠ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʦʙʭʦʜʷʪ ʟʘʱʠʪʫ ʩʝʪʠ, ʠʩʧʦʣʴ-

ʟʫʷ ʪʘʢʠʝ ʤʝʪʦʜʳ, ʢʘʢ ʙʳʩʪʨʦʪʘ ʧʨʦʭʦʞʜʝʥʠʷ ʧʦʨʪʘ ʠ ʰʠʬʨʦʚʘʥʠʝ; 
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ð ʫʪʝʯʢʘ ʠʥʬʦʨʤʘʮʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʢʨʳʪʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʩʝʪʝʚʳʭ ʘʛʝʥʪʦʚ-ʨʦʙʦʪʦʚ; 

ð ʫʩʪʘʥʦʚʢʘ çʪʨʦʷʥʩʢʠʭ ʧʨʦʛʨʘʤʤè (ʧʨʦʛʨʘʤʤ, ʧʨʠʚʦʜʷʱʠʤ ʢ ʥʝʦʞʠʜʘʥʥʳʤ ʠ ʦʙʳʯʥʦ 

ʥʝʞʝʣʘʪʝʣʴʥʳʤ ʨʝʟʫʣʴʪʘʪʘʤ), ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʨʘʟʨʝʰʘʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʚʥʝʰʥʠʡ ʜʦʩ-

ʪʫʧ, ʧʨʠʚʦʜʷʱʠʡ ʢ ʥʘʨʫʰʝʥʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ; 

ð ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʚʦʟʜʝʡʩʪʚʠʝ ʥʘ ʤʝʨr ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠʥʬʨʘʩʪʨʫʢʪʫʨ,r ʩʠʩʪʝʤ 

ʠ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʤʦʰʝʥʥʠʯʝʩʪʚʫ, ʦʪʢʘʟʫ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ, ʘ ʪʘʢʞʝ ʟʣʦʫʧʦʪ-

ʨʝʙʣʝʥʠʶ ʚʦʟʤʦʞʥʦʩʪʷʤʠ; 

ð ʘʪʘʢʘ ʩ ʮʝʣʴʶ ʩʥʠʞʝʥʠ ̫ʜʦʩʪʫʧʥʦʩʪʠ ʩʝʪʠ ʩʚʷʟʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʯʨʝʟʤʝʨʥʦʝ ʠʩʧʦʣʴʟʦʚʘ-

ʥʠʝ ʫʩʣʫʛ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ, ʥʘʧʨʠʤʝʨ, ʧʦʪʦʢʦʚʳʝ ʤʫʣʴʪʠʤʝʜʠʡʥʳʝ ʩʨʝʜ-

ʩʪʚʘ ʠʣʠ ʦʜʥʦʨʘʥʛʦʚʦʝ ʩʦʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʬʘʡʣʦʚ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʝʨʝʛʨʫʟʢʝ ʩʝʪʠ; 

ð DoS- ʠ DDoS-ʘʪʘʢʠ ʥʘ ʧʦʨʪʘʣʳ ʠʣʠ ʨʘʩʰʠʨʝʥʥʳʝ ʩʝʪʠ ʫʩʣʫʛ çʙʠʟʥʝʩïʙʠʟʥʝʩè; 

ð ʠʥʩʘʡʜʝʨʩʢʠʝ ʘʪʘʢʠ ʩ ʧʦʤʦʱʴʶ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʙʠʟʥʝʩʫ [152]; 

ð ʬʘʣʴʩʠʬʠʢʘʮʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʥʘʧʦʣʥʝʥʠʷ ʪʨʘʥʟʘʢʮʠʠ (ʩʦʦʙʱʝʥʠʷ ʥʝ ʧʝʨʝʜʘʶʪʩʷ 

ʧʦʣʫʯʘʪʝʣʶ ʠʣʠ ʜʘʥʥʳʝ ʠʟʤʝʥʷʶʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʧʝʨʝʜʘʯʠ) ʠ ʨʷʜ ʜʨʫʛʠʭ. 

ʆʧʠʩʘʥʠʶ ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ ʘʪʘʢ ʠ ʠʭ ʩʮʝʥʘʨʠʷʤ ʨʘʟʚʠʪʠʷ ʧʦʩʚʷʱʝʥʦ ʤʥʦʞʝʩʪʚʦ ʧʫʙʣʠ-

ʢʘʮʠʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʢʨʘʪʢʦ ʦʧʠʩʘʥʳ ʚ ʨʘʙʦʪʝ [141] ʘʚʪʦʨʘ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ. ʇʝʨʚʳʡ ʪʠ-

ʧʠʯʥʳʡ ʩʮʝʥʘʨʠʡ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʧʷʪʠ ʵʪʘʧʦʚ, ʯʘʩʪʴ ʠʟ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʧʦʚʪʦʨʷʪʴ ʤʥʦʛʦʢʨʘʪʥʦ, 

ʧʨʝʜʩʪʘʚʠʣ ʚ 2000 ʛ. ʈ.ɻʨʵʭʵʤ (R.Graham) ʚ [153]: 

1. ɺʥʝʰʥʷʷ ʨʘʟʚʝʜʢʘ (ʘʥʛʣ. outside reconnaissance), ʚ ʭʦʜʝ ʢʦʪʦʨʦʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧr -

ʪʘʝʪʩʷ ʚʳʷʩʥʠʪʴ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝ ʦ çʞʝʨʪʚʝè, ʥʝ ʧʨʝʜʩʪʘʚʠʚ ʩʝʙʷ, ʥʘʭʦʜʷ ʦʙʱʝʜʦʩʪʫʧʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʧʦʷʚʣʷʷʩʴ ʚ ʩʠʩʪʝʤʘʭ ʢʘʢ ʦʙʳʯʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ. ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʦʥ ʥʝ ʤʦʞʝʪ 

ʙʳʪʴ ʦʙʥʘʨʫʞʝʥ, ʧʦʩʢʦʣʴʢʫ ʧʨʦʩʪʦ ʚʳʧʦʣʥʷʝʪ ʚ ʠʥʪʝʨʥʝʪʝ çwhoisèïʟʘʧʨʦʩ ʠʥʬʦʨʤʘʮʠʠ ʦ ʮʝʣʝ-

ʚʦʡ ʩʝʪʠ, ʫʟʥʘʝʪ, ʢʘʢ, ʛʜʝ ʠ ʢʝʤ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ ʜʦʤʝʥʥʦʝ ʠʤʷ, ʧʨʦʩʤʘʪʨʠʚʘʝʪ DNS-ʪʘʙʣʠʮʳ 

ʜʣʷ ʧʦʠʩʢʘ ʠʤʝʥ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʜʦʤʝʥʝ, ʠʟʫʯʘʝʪ ʜʨʫʛʫʶ ʦʪʢʨʳʪʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʙ-ʩʘʡʪʝ 

ʢʦʤʧʘʥʠʠ, ʘʥʦʥʠʤʥʳʭ FTP-ʩʝʨʚʝʨʘʭ ʠ ʪ.ʜ. 

2. ɺʥʫʪʨʝʥʥʷʷ ʨʘʟʚʝʜʢʘ (ʘʥʛʣ. inside reconnaissance), ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʩʧʦʣʴʟʫʝʪ 

ʙʦʣʝʝ çʢʦʥʪʘʢʪʥʳʝè ʤʝʪʦʜʳ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ, ʥʦ ʚʩʝ ʞʝ ʥʝ ʜʝʣʘʝʪ ʥʠʯʝʛʦ ʧʣʦʭʦʛʦ, ʥʘʧʨʠ-

ʤʝʨ, ʧʝʨʝʭʦʜʠʪ ʧʦ ʚʝʙ-ʩʪʨʘʥʠʮʘʤ, ʠʱʝʪ ʫʷʟʚʠʤʳʝ CGI-ʩʢʨʠʧʪʳ (ʘʥʛʣ. Common Gateway Inter-

face) ʠ ʨʘʙʦʪʘʶʱʠʝ ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʢʦʤʧʴʶʪʝʨʳ, ʩʢʘʥʠʨʫʝʪ UDP/TCP-ʧʦʨʪʳ ʥʘ ʚʳʙʨʘʥ-

ʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʜʣʷ ʧʦʠʩʢʘ ʜʦʩʪʫʧʥʳʭ ʩʝʨʚʠʩʦʚ ʠ ʪ.ʧ. 

3. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʩʧʣʦʡʪʦʚ (ʘʥʛʣ. exploits) ï ʧʨʦʛʨʘʤʤ, ʠʩʧʦʣʴʟʫʶʱʠʭ (ʵʢʩʧʣʫʘʪʠ-

ʨʫʶʱʠʭ) ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʥʘ ʮʝʣʝʚʳʭ ʢʦʤʧʴʶʪʝʨʘʭ. ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʥʘʯʠʥʘʝʪ ʧʨʦʚʝʨʷʪʴ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʩ ʣʝʛʢʦ ʫʛʘʜʳʚʘʝʤʳʤʠ ʠʣʠ ʧʫʩʪʳʤʠ ʧʘʨʦʣʷʤʠ, ʧʳʪʘʝʪʩʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ 

CGI-ʩʢʨʠʧʪ, ʦʪʧʨʘʚʣʷʷ ʢʦʤʘʥʜʳ ʦʙʦʣʦʯʢʠ ʚ ʧʦʣʝ ʚʚʦʜʘ, ʠʩʧʦʣʴʟʫʝʪ ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʳʝ ʧʨʦʙʣʝ-

ʤʳ ʢʦʜʘ, ʧʨʠʚʦʜʷʱʠʝ ʢ ʧʝʨʝʧʦʣʥʝʥʠʶ ʙʫʬʝʨʘ, ʧʦʩʳʣʘʷ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ, ʠ ʪ.ʜ. 
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4. ɿʘʢʨʝʧʣʝʥʠʝ/ʫʜʝʨʞʘʥʠʝ ʚ ʩʠʩʪʝʤʝ (ʘʥʛʣ. foot hold), ʥʘʧʨʘʚʣʝʥʥʦʝ ʥʘ ʩʦʢʨʳʪʠʝ ʩʣʝʜʦʚ 

ʘʪʘʢʠ (ʥʘʧʨʠʤʝʨ, ʟʘ ʩʯʝʪ ʠʟʤʝʥʝʥʠʷ ɾʈʉ) ʠ ʫʜʦʩʪʦʚʝʨʝʥʠʝ ʚ ʪʦʤ, ʯʪʦ ʦʥ ʤʦʞʝʪ ʚʝʨʥʫʪʴʩʷ ʚ ʩʠʩ-

ʪʝʤʫ ʩʥʦʚʘ, ʫʩʪʘʥʦʚʠʚ ʩʨʝʜʩʪʚʘ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʜʦʩʪʫʧʘ, ʥʘʧʨʠʤʝʨ, ʟʘʤʝʥʠʚ ʩʫʱʝʩʪʚʫʶʱʠʝ 

ʩʝʨʚʠʩ rʪʨʦʷʥʩʢʠʤʠ ʧʨʦʛʨʘʤʤʘʤ, ʩʦʜʝʨʞʘʱʠʤʠ ʧʨʦʛʨʘʤʤʥʳʝ ʟʘʢʣʘʜʢʠ, ʠʣʠ ʣʘʟʝʡʢʠ, ʠʣʠ çʣʶ-

ʢʠè (ʘʥʛʣ. backdoor/trapdoors) (ʥʘʧʨʠʤʝʨ, ʪʦʯʢʠ ʚʭʦʜʘ ʚ ʧʨʦʛʨʘʤʤʫ, ʦʪʢʨʳʚʘʶʱʠʝ ʜʦʩʪʫʧ ʢ ʥʝ-

ʢʦʪʦʨʳʤ ʩʠʩʪʝʤʥʳʤ ʬʫʥʢʮʠʷʤ, ʠʣʠ ʥʘʤʝʨʝʥʥʦ ʠʟʤʝʥʝʥʥʳʡ ʬʨʘʛʤʝʥʪ ʇʆ), ʩʦʟʜʘʚ ʥʦʚʳʝ ʫʯʝʪ-

ʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʪ.ʜ. ɿʘʪʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʩʧʦʣʴʟʫʝʪ ʚʟʣʦʤʘʥʥʫʶ ʩʠʩʪʝʤʫ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʩʤʝʞʥʳʤ, ʧʦʩʢʦʣʴʢʫ ʙʦʣʴʰʠʥʩʪʚʦ ʩʝʪʝʡ ʭʫʞʝ ʟʘʱʠʱʝʥʳ ʦʪ ʚʥʫʪʨʝʥʥʠʭ ʘʪʘʢ. 

5. ʈʝʘʣʠʟʘʮʠʷ ʢʦʥʝʯʥʳʭ ʮʝʣʝʡ ʘʪʘʢʠ ʠ ʧʦʣʫʯʝʥʠʝ ʞʝʣʘʝʤʦʡ ʧʨʠʙʳʣʠ (ʘʥʛʣ. profit), ʢʦʛʜʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʩʧʦʣʴʟʫʝʪ ʩʚʦʡ ʩʪʘʪʫʩ ʥʘʭʦʞʜʝʥʠʷ ʚ ʩʠʩʪʝʤʝ/ʩʝʪʠ ʜʣʷ ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴ-

ʥʳʭ ʜʘʥʥʳʭ, ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ ʩʠʩʪʝʤʥʳʤʠ ʨʝʩʫʨʩʘʤʠ ʠ ʪ.ʜ. 

ʅʝʤʥʦʛʦ ʦʪʣʠʯʥʦʝ, ʥʦ ʦʯʝʥʴ ʧʦʭʦʞʝʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʪʦʤ ʞʝ ʧʨʦʮʝʩʩʝ ʜʘʝʪ T.ʆʣʴʟʘʢ 

(T.Olzak) ʚ 2008 ʛ. ʚ [154]: 

1) ʨʘʟʚʝʜʢʘ ʜʣʷ ʩʙʦʨʘ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʠʥʬʦʨʤʘʮʠʠ ʦ çʞʝʨʪʚʝè; 

2) ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʝʨʠʤʝʪʨʘ ʠ ʚʥʫʪʨʝʥʥʠʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʚ ʧʦʠʩʢʘʭ ʫʷʟʚʠʤʦʩʪʝʡ; 

3) ʧʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʨʝʩʫʨʩʘʤ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʮʝʥʥʦʡ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠʥʬʦʨʤʘ-

ʮʠʠ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʪʠ ʢʘʢ ʤʝʩʪʘ ʟʘʧʫʩʢʘ ʘʪʘʢ ʧʨʦʪʠʚ ʜʨʫʛʠʭ çʞʝʨʪʚè; 

4) ʩʦʭʨʘʥʝʥʠʝ ʜʦʩʪʫʧʘ ʚ ʪʝʯʝʥʠʝ ʜʦʩʪʘʪʦʯʥʦ ʜʦʣʛʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ 

ʩʚʦʠʭ ʮʝʣʝʡ; 

5) ʩʦʢʨʳʪʠʝ ʩʣʝʜʦʚ ʚʪʦʨʞʝʥʠʷ ʚ ʩʠʩʪʝʤʫ ʠ ʚʦʟʤʦʞʥʳʭ ʵʣʝʤʝʥʪʦʚ ʫʧʨʘʚʣʝʥʠʷ, ʦʩʪʘʚʣʝʥ-

ʥʳʭ ʜʣʷ ʙʫʜʫʱʠʭ ʧʦʩʝʱʝʥʠʡ. 

ʀ ʪʦʣʴʢʦ ʜʚʫʤʷ ʛʦʜʘʤʠ ʧʦʟʞʝ, ʚ 2010 ʛ., ʢʦʤʧʘʥʠʝʡ Lockheed-Martin ʙʳʣ ʚʚʝʜʝʥ ʪʝʨʤʠʥ 

çKill Chainè [155], ʢʦʪʦʨʳʡ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʚ ʚʦʝʥʥʦʤ ʜʝʣʝ, ʘ ʩʝʡʯʘʩ ʥʝʟʘʩʣʫʞʝʥ-

ʥʦ ʯʘʩʪʦ ʫʧʦʤʠʥʘʝʪʩʷ ʚ ʦʪʥʦʰʝʥʠʠ ʩʝʪʝʚʭr ʘʪʘʢ, ʙʝʟ ʦʪʩʳʣʢʠ ʢ ʩʘʤʦʡ ʧʝʨʚʦʡ ʨʘʙʦʪʝ [153], c 

ʢʦʪʦʨʦʡ ʚʩʝ ʬʘʢʪʠʯʝʩʢʠ ʥʘʯʠʥʘʣʦʩʴ. ɺʦʝʥʥʘʷ ʢʦʥʮʝʧʮʠʷ ʨʘʟʚʠʪʠʷ ʘʪʘʢʠ ʦʙʨʘʟʥʦ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʝʝ ʢʘʢ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʡ ʩʢʚʦʟʥʦʡ ʧʨʦʮʝʩʩ, ʦʧʠʩʳʚʘʝʤʳʡ çʮʝʧʦʯʢʦʡè, ʧʨʝʨʳʚʘʥʠʝ ʥʘ ʣʶʙʦʤ 

ʵʪʘʧʝ ʢʦʪʦʨʦʡ ʤʦʞʝʪ ʧʨʝʨʳʚʘʪʴ ʚʝʩʴ ʧʨʦʮʝʩʩ ʚ ʮʝʣʦʤ. ʕʪʠ ʵʪʘʧʳ ʪʘʢʦʚʳ: ʥʘʡʪʠ/ʣʦʢʘʣʠʟʦʚʘʪʴ 

ʮʝʣʴ, ʟʘʬʠʢʩʠʨʦʚʘʪʴ ʝʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʠʣʠ ʟʘʪʨʫʜʥʠʪʴ ʝʝ ʧʝʨʝʤʝʱʝʥʠʝ, ʦʪʩʣʝʞʠʚʘʪ ɹʜʚʠʞʝ-

ʥʠʝ, ʧʦʨʘʟʠʪʴ: ʚʳʙʨʘʪʴ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʦʜʭʦʜʷʱʝʝ ʦʨʫʞʠʝ ʜʣʷ ʩʦʟʜʘʥʠʷ ʞʝʣʘʝʤʳʭ ʨʝʟʫʣʴ-

ʪʘʪʦʚ ʚ ʦʪʥʦʰʝʥʠʠ ʮʝʣʠ, ʚʦʚʣʝʯʴ/ʧʨʠʤʝʥʠʪʴ ʦʨʫʞʠʝ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʮʝʣʠ, ʦʮʝʥʠʪʴ ʧʦʩʣʝʜʩʪ-

ʚʠʷ ʘʪʘʢʠ. ʉʦʛʣʘʩʥʦ [154], ʤʦʜʝʣʴ Intrusion Kill Chain ʜʣʷ ʩʝʪʝʚʳʭ ʘʪʘʢ Lockheed-Martin ʩʦʜʝʨ-

ʞʠʪ ʩʣʝʜʫʶʱʠʝ ʵʪʘʧʳ: 

1) ʨʘʟʚʝʜʢʘ (ʘʥʛʣ. reconnaissance) ï ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʚʳʙʠʨʘʝʪ ʮʝʣʴ, ʠʩʩʣʝʜʫʝʪ ʝʝ (ʧʦ-

ʩʨʝʜʩʪʚʦʤ ʧʘʩʩʠʚʥʦʛʦ ʧʦʠʩʢʘ, ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʦʨʪʦʚ ʠ ʪ.ʜ.) ʠ ʧʳʪʘʝʪʩʷ ʚʳʷʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ ʮʝ-

ʣʝʚʦʡ ʩʝʪʠ; 
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2) ʩʦʟʜʘʥʠʝ ʦʨʫʞʠʷ (ʘʥʛʣ. weaponization) ï ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʦʟʜʘʝʪ ʜʣʷ ʦʜʥʦʡ ʠʣʠ ʥʝ-

ʩʢʦʣʴʢʠʭ ʫʷʟʚʠʤʦʩʪʝʡ ʩʠʩʪʝʤ, ʧʨʠʣʦʞʝʥʠʡ ʠ ʪ.ʧ. ʫʜʘʣʝʥʥʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʦʨʫʞʠʝ (ʥʘʧʨʠʤʝʨ, 

ʚʠʨʫʩ ʠʣʠ ʯʝʨʚʴ) ʚ ʟʘʛʨʫʞʘʝʤʳʭ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ʬʘʡʣʘʭ Adobe PDF ʠʣʠ Microsoft Office); 

3) ʜʦʩʪʘʚʢʘ (ʘʥʛʣ. delivery) ï ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʝʨʝʩʳʣʘʝʪ ʢ ʮʝʣʠ ʦʨʫʞʠʝ (ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ 

ʚʣʦʞʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʠʩʧʦʣʴʟʫʷ ʬʠʰʠʥʛ, ʟʘʨʘʞʝʥʥʳʝ ʩʘʡʪʳ ʠʣʠ USB-ʥʘʢʦʧʠʪʝʣʠ); 

4) ʵʢʩʧʣʫʘʪʘʮʠʷ (ʘʥʛʣ. exploitation) ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʨʫʞʠʷ, ʧʦʩʣʝ ʯʝʛʦ ʦʥʦ ʦʪʢʣʶʯʘʝʪ 

ʪʨʠʛʛʝʨʳ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ ʦʙ ʘʪʘʢʝ ʚ ʮʝʣʝʚʦʡ ʩʝʪʠ; 

5) ʫʩʪʘʥʦʚʢʘ (ʘʥʛʣ. installation) ï ʚʨʝʜʦʥʦʩʥʦʝ ʦʨʫʞʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʪʦʯʢʫ ʜʦʩʪʫʧʘ (ʥʘ-

ʧʨʠʤʝʨ, ʪʨʦʷʥʩʢʫʶ ʧʨʦʛʨʘʤʤʫ), ʢʦʪʦʨʫʶ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠ ʢʦʪʦʨʘʷ ʨʘʟ-

ʨʝʰʘʝʪ ʝʤʫ ʧʦʩʪʦʷʥʥʳʡ ʜʦʩʪʫʧ ʠ ʧʦʚʳʰʘʝʪ ʧʨʠʚʠʣʝʛʠʠ; 

6) ʫʧʨʘʚʣʝʥʠʝ ʠ ʢʦʥʪʨʦʣʴ (ʘʥʛʣ. command and control) ï ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʧʦʟʚʦʣʷʝʪ ʟʣʦ-

ʫʤʳʰʣʝʥʥʠʢʫ ʧʦʩʪʦʷʥʥʦ çʜʝʨʞʘʪʴ ʨʫʢʠ ʥʘ ʢʣʘʚʠʘʪʫʨʝè ʚ ʮʝʣʝʚʦʡ ʩʝʪʠ; 

7) ʜʝʡʩʪʚʠʷ ʧʦ ʜʦʩʪʠʞʝʥʠʶ ʮʝʣʠ (ʘʥʛʣ. actions on objective) ï ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʝʜʧʨʠ-

ʥʠʤʘʝʪ ʜʝʡʩʪʚʠʷ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʮʝʣʠ (ʮʝʣʝʡ) ʘʪʘʢʠ, ʪʘʢʠʝ ʢʘʢ ʬʠʣʴʪʨʘʮʠʷ ʜʘʥʥʳʭ (ʚʳʙʦʨʢʘ 

ʜʘʥʥʳʭ ʠʟ ʚʩʝʭ ʜʘʥʥʳʭ ʧʦ ʦʧʨʝʜʝʣʝʥʥʳʤ ʢʨʠʪʝʨʠʷʤ), ʫʥʠʯʪʦʞʝʥʠʝ ʜʘʥʥʳʭ, ʰʠʬʨʦʚʘʥʠʝ ʩ ʪʨʝ-

ʙʦʚʘʥʠʝʤ ʚʳʢʫʧʘ, ʧʝʨʝʤʝʱʝʥʠʝ ʥʘ ʜʨʫʛʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠ ʪ.ʜ. 

ʌʘʢʪʠʯʝʩʢʠ, ʤʦʜʝʣʴ Intrusion Kill Chain ʧʨʦʩʪʦ ʜʝʣʠʪ ʬʘʟʫ çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʩʧʣʦʡʪʦʚè 

ʈ.ɻʨʭɻɻ ʤʘ, ʜʦʙʘʚʣʷʷ ʬʘʟʳ çʉʦʟʜʘʥʠʝ ʦʨʫʞʠʷè ʠ çɼʦʩʪʘʚʢʘè ʧʝʨʝʜ ʬʘʟʦʡ çʕʢʩʧʣʫʘʪʘʮʠʷè. ʌʘʟʳ 

çʋʧʨʘʚʣʝʥʠʝ ʠ ʢʦʥʪʨʦʣʴè ʠ çɼʝʡʩʪʚʠʷ ʧʦ ʜʦʩʪʠʞʝʥʠʶ ʮʝʣʠè ʤʦʜʝʣʠ Intrusion Kill Chain ʧʦʣʥʦ-

ʩʪʴʶ ʩʦʚʧʘʜʘʶʪ ʩ ʬʘʟʘʤʠ çʋʜʝʨʞʘʥʠʝè ʠ çʇʦʣʫʯʝʥʠʝ ʧʨʠʙʳʣʠè [153]. 

ʇʦʩʢʦʣʴʢʫ ʩʝʛʦʜʥʷ ʯʘʱʝ ʛʦʚʦʨʷʪ ʦ ʢʠʙʝʨʘʪʘʢʘʭ, ʧʦʷʚʠʣʠʩʴ ʝʱʝ ʥʝʩʢʦʣʴʢʦ ʤʦʜʝʣʝʡ ʩ ʥʘ-

ʟʚʘʥʠʝʤ çCyber Kill Chainè ʩ ʨʘʟʥʳʤʠ ʚʘʨʠʘʥʪʘʤʠ ʵʪʘʧʦʚ, ʥʘʧʨʠʤʝʨ, ʨʘʟʚʝʜʢʘ, ʩʢʘʥʠʨʦʚʘʥʠʝ, 

ʜʦʩʪʫʧ ʠ ʵʩʢʘʣʘʮʠʷ, ʵʢʩʬʠʣʴʪʨʘʮʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʠʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʬʘʡ-

ʣʦʚ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʩʠʩʪʝʤʘʭ, ʫʜʝʨʞʘʥʠʝ (ʘʥʛʣ. sustainment) (ʧʨʝʙʳʚʘʥʠʝ çʚ ʪʠʰʠ-

ʥʝè); ʥʘʧʘʜʝʥʠʝ ʩ ʠʟʤʝʥʝʥʠʝʤ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʞʝʨʪʚʳ ʠʣʠ ʧʦʣʥʳʤ ʦʪʢʣʶʯʝ-

ʥʠʝʤ ɸʆ (ʥʘʧʨʠʤʝʨ, ʘʪʘʢʘ Stuxnet); ʦʙʬʫʩʢʘʮʠʷ ʩ ʮʝʣʴʶ ʟʘʧʫʪʘʪʴ, ʜʝʟʦʨʠʝʥʪʠʨʦʚʘʪʴ ʠ ʦʪʚʣʝʯʴ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʩʦʩʪʦʷʚʰʝʡʩʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʠ. (ʅʘʤʝʨʝʥʥʦ ʦʧʫʩʪʠʤ ʩʩʳʣʢʠ, ʧʦʪʦʤʫ ʯʪʦ ʫʩ-

ʪʘʥʦʚʠʪʴ ʧʝʨʚʦʛʦ ʘʚʪʦʨʘ ʦʯʝʥʴ ʧʦʭʦʞʠʭ ʦʧʠʩʘʥʠʡ ʙʝʟ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʬʘʢʪʦʚ ʧʣʘ-

ʛʠʘʪʘ ʥʝ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʳʤ.) 

ʉʘʤʳʤ ʩʝʨɹʝʟʥʳʤ ʠ ʫʚʘʞʘʝʤʳʤ ʠʩʪʦʯʥʠʢʦʤ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʘʢʪʠʢʘʭ, ʤʝʪʦʜʘʭ ʠ ʟʥʘʥʠʷʭ 

ʩʦʚʨʝʤʝʥʥʳʭ ʘʪʘʢʫʶʱʠʭ ʷʚʣʷʝʪʩʷ ʤʦʜʝʣʴ ATT&CK (Adversarial Tactics, Techniques & Common 

Knowledge) ʢʦʤʧʘʥʠʠ MITRE [156] (ʧʨʝʜʰʝʩʪʚʝʥʥʠʢ ʤʦʜʝʣʠ ʧʦʷʚʠʣʩʷ ʝʱʝ ʚ 2011 ʛ.), ʚ ʦʩʥʦʚ-

ʥʦʤ ʦʨʠʝʥʪʠʨʦʚʘʥʥʘʷ ʥʘ ʩʝʪʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʆʉ Microsoft Windows. ʂʘʞʜʘʷ ʢʘʪʝʛʦʨʠʷ ʪʘʢʪʠʢʠ 

ʠʟ ʤʦʜʝʣʠ ATT&CK, ʢʦʪʦʨʳʭ ʥʘ ʩʝʥʪʷʙʨʴ 2020 ʛ. ʙʳʣʦ ʚʳʜʝʣʝʥʦ ʜʚʝʥʘʜʮʘʪʴ, ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ 

ʧʨʠʝʤʦʚ, ʩʧʦʩʦʙʦʚ ʠ ʧʦʨʷʜʢʦʚ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢ. ʄʝʪʦʜʳ 
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ʨʘʟʜʝʣʝʥʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʠʭ ʪʝʭʥʠʯʝʩʢʦʝ ʦʧʠʩʘʥʠʝ, ʠʥʜʠʢʘʪʦʨʳ, ʧʦʣʝʟʥʳʝ 

ʜʘʥʥʳʝ ʜʣʷ ʟʘʱʠʪʳ ʠ ʘʥʘʣʠʟʘ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʠ ʚʦʟʤʦʞʥʳʝ ʩʧʦʩʦʙʳ ʩʤʷʛʯʝʥʠʷ ʧʦʩʣʝʜʩʪʚʠʡ. 

ʇʨʠʚʝʜʝʤ ʥʝʩʢʦʣʴʢʦ ʧʨʠʤʝʨʦʚ ʠʟ ʤʘʪʨʠʮʳ MITRE ATT&CK, ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʛʣʫʙʦʢʠʡ 

ʫʨʦʚʝʥʴ ʜʝʪʘʣʠʟʘʮʠʠ ʚ ʦʧʠʩʘʥʠʠ ʵʪʘʧʦʚ ʤʦʜʝʣʠ Lockheed-Martin ʚ ʯʘʩʪʠ ʪʦʛʦ, ʯʪʦ ʤʦʞʝʪ ʧʨʦ-

ʠʟʦʡʪʠ ʚʦ ʚʨʝʤʷ ʘʪʘʢʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʨʦʪʠʚʥʠʢ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ: 

1) ʧʝʨʚʦʥʘʯʘʣʴʥʳʡ ʜʦʩʪʫʧ (ʘʥʛʣ. initial access): ʵʢʩʧʣʫʘʪʘʮʠʷ ʦʪʢʨʳʪʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʜʦ-

ʙʘʚʣʝʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʨʝʧʣʠʢʘʮʠʷ ʯʝʨʝʟ ʩʲʝʤʥʳʝ ʥʦʩʠʪʝʣʠ, ʚʣʦʞʝʥʠʝ/ʩʩʳʣʢʘ ʜʣʷ ʬʠʰʠʥʛʘ; 

ʬʠʰʠʥʛ ʯʝʨʝʟ ʫʩʣʫʛʫ, ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʠʪʝʣʴʥʳʭ ʦʪʥʦ-

ʰʝʥʠʡ ʠ ʪ.ʜ.; 

2) ʚʳʧʦʣʥʝʥʠʝ (ʘʥʛʣ. execution): ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʵʣʝʤʝʥ-

ʪʦʚ ʧʘʥʝʣʠ ʫʧʨʘʚʣʝʥʠʷ ʠʣʠ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ, ʯʝʨʝʟ ʟʘʛʨʫʟʢʫ 

API/GUI/PowerShell/module, ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ HTML-ʬʘʡʣ, ʟʘʧʣʘʥʠʨʦʚʘʥʥʘʷ ʟʘʜʘʯʘ, ʩʮʝʥʘ-

ʨʠʠ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʠʩʦʚ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʩʪʨʘʥʩʪʚʘ ʧʦʩʣʝ ʠʤʝʥʠ ʬʘʡʣʘ, ʫʜʘʣʝʥʥʦʝ 

ʫʧʨʘʚʣʝʥʠʝ ʠ ʪ.ʜ.; 

3) ʧʨʠʩʫʪʩʪʚʠʝ (ʘʥʛʣ. persistence): ʤʘʥʠʧʫʣʷʮʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ, ʥʘʣʦʞʝʥʠʝ ʧʨʠʣʦʞʝ-

ʥʠʡ, ʨʘʩʰʠʨʝʥʠʷ ʢ ʙʨʘʫʟʝʨʫ, ʠʟʤʝʥʝʥʠʝ ʘʩʩʦʮʠʘʮʠʠ ʬʘʡʣʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʚʥʝʰʥʠʝ ʫʜʘʣʝʥʥʳʝ 

ʩʝʨʚʠʩʳ, ʩʢʨʳʪʳʝ ʬʘʡʣʳ ʠ ʢʘʪʘʣʦʛʠ, ʧʦʜʢʣʶʯʝʥʠʝ, ʠʥʲʝʢʮʠʷ ʧʘʨʘʤʝʪʨʦʚ ʚʳʧʦʣʥʝʥʠʷ ʬʘʡʣʘ, 

ʟʘʧʫʩʢ ʘʛʝʥʪʘ/ʜʝʤʦʥʘ, ʵʣʝʤʝʥʪ ʚʭʦʜʘ, ʚʳʭʦʜ ʠʟ ʩʠʩʪʝʤʳ, ʥʦʚʳʡ ʩʝʨʚʠʩ, ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠ,̫ ʧʝ-

ʨʝʭʚʘʪ ʧʫʪʠ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʦʛʦ ʤʦʥʠʪʦʨʘ ʧʦʨʪʦʚ, ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʠʟʙʳʪʦʯʥʳʤ ʜʦʩʪʫ-

ʧʦʤ, ʟʘʧʣʘʥʠʨʦʚʘʥʥʘʷ ʟʘʜʘʯʘ, ʤʦʜʠʬʠʢʘʮʠʷ ʷʨʣʳʢʦʚ, ʫʩʪʘʥʦʚʢʘ ʚʥʝʰʥʠʭ ʫʜʘʣʝʥʥʳʭ                 

ʩʝʨʚʠʩʦʚ ʠ ʪ.ʜ.; 

4) ʩɻʢʘʣʘʮʠʷ ʧʨʠʚʠʣʝʛʠʡ (ʘʥʛʣ. privilege escalation): ʤʘʥʠʧʫʣʷʮʠʷ ʪʦʢʝʥʦʤ ʜʦʩʪʫʧʘ, ʥʘ-

ʣʦʞʝʥʠʝ ʧʨʠʣʦʞʝʥʠʡ, ʦʙʭʦʜ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ, DLL-ʠʥʲʝʢʮʠʷ, 

ʵʢʩʧʣʫʘʪʘʮʠʷ ʜʣʷ ʵʩʢʘʣʘʮʠʠ ʧʨʠʚʠʣʝʛʠʡ, ʠʥʲʝʢʮʠʷ ʚ ʧʨʦʮʝʩʩ, ʨʘʙʦʪʘ ʦʪ ʠʤʝʥʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘ-

ʪʝʣʷ (sudo), ʧʝʨʝʭʚʘʪ ʤʘʨʰʨʫʪʘ, ʚʝʙ-ʦʙʦʣʦʯʢʘ ʠ ʪ.ʜ.; 

5) ʦʙʭʦʜ ʟʘʱʠʪʳ (ʘʥʛʣ. defense evasion): ʦʯʠʩʪʢʘ ʠʩʪʦʨʠʠ ʢʦʤʘʥʜ, ʧʦʜʧʠʩʳʚʘʥʠʝ ʢʦʜʘ, 

ʨʘʩʰʠʬʨʦʚʢʘ ʬʘʡʣʦʚ/ʠʥʬʦʨʤʘʮʠʠ, ʦʪʢʣʶʯʝʥʠʝ ʉɿʀ, ʦʪʢʣʶʯʝʥʠʝ ʠʥʜʠʢʘʪʦʨʘ ʙʣʦʢʠʨʦʚ-

ʢʠ/ʫʜʘʣʝʥʠʷ, ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ, ʠʟʤʝʥʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʬʘʡʣʘ, ʣʦʛʠʯʝʩʢʦʝ ʩʤʝʱʝʥʠʝ ʚ ʬʘʡ-

ʣʦʚʦʡ ʩʠʩʪʝʤʝ, ʩʢʨʳʪʳʝ ʬʘʡʣʳ/ʦʢʥʘ/ʧʦʣʴʟʦʚʘʪʝʣʠ, ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ, ʫʩ-

ʪʘʥʦʚʢʘ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʤʘʩʢʘʨʘʜ, ʠʟʤʝʥʝʥʠʝ ʨʝʝʩʪʨʘ, ʫʜʘʣʝʥʠʝ ʧʨʦʮʝʩʩʘ, ʠʟʤʝʥʝʥʥʦʝ 

ʚʨʝʤʷ, ʦʙʭʦʜ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʜʘʣʝʥʠʝ ʧʨʦʮʝʩʩʘ ʠ ʪ.ʜ.; 

6) ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʜʘʥʥʳʤ (ʘʥʛʣ. credential access): ʩʙʨʦʩ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʟʘʭʚʘʪ ʚʚʦ-

ʜʘ, ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʩʝʪʠ, ʧʝʨʝʭʚʘʪ ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʪ.ʜ.; 

7) ʠʩʩʣʝʜʦʚʘʥʠʝ (ʘʥʛʣ. discovery) ʩʠʩʪʝʤʥʳʭ ʩʝʨʚʠʩʦʚ/ʠʥʬʦʨʤʘʮʠʠ, ʧʨʠʣʦʞʝʥʠʡ, ʨʝʝʩʪʨʘ 

ʟʘʧʨʦʩʦʚ, ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ, ʫʜʘʣʝʥʥʳʭ ʩʠʩʪʝʤ, ʚʣʘʜʝʣʴʮʘ/ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ, ʩʝʪʝʚʳʭ 
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ʩʝʨʚʠʩʦʚ/ʩʦʝʜʠʥʝʥʠʡ, ʧʨʦʮʝʩʩʦʚ, ʇʆ ʉɿʀ, ʛʨʫʧʧ ʨʘʟʨʝʰʝʥʠʡ, ʬʘʡʣʦʚ/ʢʘʪʘʣʦʛʦʚ, ʫʯʝʪʥʳʭ ʟʘʧʠ-

ʩʝʡ, ʧʝʨʠʬʝʨʠʡʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʩʠʩʪʝʤʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʪ.ʜ.; 

8) ʜʚʠʞʝʥʠʝ çʚ ʙʦʢè, ʠʣʠ ʦʪʚʝʪʚʣʝʥʠʝ (ʘʥʛʣ. lateral movement): ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʪʦʨʦʥʥʝ-

ʛʦ ʇʆ/ʇʆ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ/ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʠʩʦʚ, ʫʜʘʣʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ 

Windows/Admin shares, ʩʮʝʥʘʨʠʠ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʩʧʣʦʡʪʦʚ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʧʨʦʪʦʢʦʣʘ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ, ʨʝʧʣʠʢʘʮʠʷ ʯʝʨʝʟ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʫʜʘʣʝʥʥʦʡ ʢʦʧʠʠ ʬʘʡʣʘ ʠ ʪ.ʜ.; 

9) ʩʙʦʨ (ʘʥʛʣ. collection) ʜʘʥʥʳʭ ʦʪ ʣʦʢʘʣʴʥʦʡ ʩʠʩʪʝʤʳ/ʩʲʝʤʥʳʭ ʥʦʩʠʪʝʣʝʡ/ʩʝʪʝʚʳʭ ʫʩʪ-

ʨʦʡʩʪʚ, ʟʘʭʚʘʪ ʚʭʦʜʥʦʛʦ ʩʠʛʥʘʣʘ/ʘʫʜʠʦ/ʚʠʜʝʦ/ʵʢʨʘʥʘ, ʧʨʠʰʝʜʰʠʭ ʜʘʥʥʳʭ, ʩʙʦʨ ʩʦʦʙʱʝʥʠʡ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʩʙʦʨ, ʩʙʦʨ ʜʘʥʥʳʭ ʠʟ ʙʫʬʝʨʘ ʦʙʤʝʥʘ ʠ ʪ.ʜ.; 

10) ʢʦʤʘʥʜʳ ʠ ʢʦʥʪʨʦʣʴ (ʘʥʛʣ. command and control): ʟʘʧʫʪʳʚʘʥʠʝ ʜʘʥʥʳʭ/ʢʦʜʠʨʦʚʘʥʠʝ, 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʟʝʨʚʥʳʭ ʢʘʥʘʣʦʚ, ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ/ʢʦʤʘʥʜʥʦʛʦ ʠ 

ʫʧʨʘʚʣʷʶʱʝʛʦ ʧʨʦʪʦʢʦʣʦʚ, ʤʥʦʛʦʧʦʣʦʩʥʦʡ ʩʚʷʟʠ, ʦʙʳʯʥʦ/ʥʝʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦʨʪ, ʩʪʘʥ-

ʜʘʨʪʥʳʡ ʧʨʦʪʦʢʦʣ ʫʨʦʚʥʷ ʧʨʠʣʦʞʝʥʠʷ, ʤʥʦʛʦʩʣʦʡʥʦʝ ʰʠʬʨʦʚʘʥʠʝ, ʩʦʝʜʠʥʝʥʠʷ ʯʝʨʝʟ ʧʨʦʢʩʠ-

ʩʝʨʚʝʨ, ʩʚʷʟʴ ʯʝʨʝʟ ʩʲʝʤʥʳʝ ʥʦʩʠʪʝʣʠ ʠ ʪ.ʜ.; 

11) ʵʢʩʬʠʣʴʪʨʘʮʠʷ (ʘʥʛʣ. exfiltration): ʜʦʩʪʘʚʢʘ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʪʝʨʝʩʫʶʱʝʡ ʟʣʦʫʤʳʰ-

ʣʝʥʥʠʢʘ, ʚ ʝʛʦ ʟʦʥʫ ʜʦʩʪʫʧʘ, ʠʣʠ ʢʦʛʜʘ ʦʥ ʟʘʩʪʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʯʪʦ-ʪʦ ʩʜʝʣʘʪʴ ʥʘ ʩʚʦʶ ʧʦʣɹ-

ʟʫ, ʵʢʩʬʠʣʴʪʨʘʮʠʷ ʯʝʨʝʟ ʜʨʫʛʦʡ ʩʝʪʝʚʦʡ ʥʦʩʠʪʝʣʴ/ʢʦʤʘʥʜʥʳʡ ʠ ʫʧʨʘʚʣʷʶʱʠʡ ʢʘʥʘʣ/ʘʣʴʪʝʨʥʘ-

ʪʠʚʥʳʡ ʧʨʦʪʦʢʦʣ/ʬʠʟʠʯʝʩʢʠʡ ʥʦʩʠʪʝʣʴ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʵʢʩʬʠʣʴʪʨʘʮʠʷ, ʟʘʧʣʘʥʠʨʦʚʘʥʥʘʷ 

ʧʝʨʝʜʘʯʘ, ʩʞʘʪʠʝ/ʟʘʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ, ʦʛʨʘʥʠʯʝʥʠʝ ʨʘʟʤʝʨʘ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʪ.ʜ.; 

12) ʚʦʟʜʝʡʩʪʚʠʝ (ʘʥʛʣ. impact): ʫʜʘʣʝʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʨʘʟʨʫʰʝʥʠʝ ʜʘʥʥʳʭ, ʧʦʜʤʝʥʘ 

ʩʪʘʨʪʦʚʦʡ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʩʪʠʨʘʥʠʝ ʜʘʥʥʳʭ ʥʘ ʜʠʩʢʝ, ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ, ʧʝʨʝʭʚʘʪ ʨʝʩʫʨʩʦʚ, 

ʧʝʨʝʟʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ ʠ ʪ.ʜ. 

ɼʨʫʛʦʡ ʧʦʜʭʦʜ ʢ ʦʮʝʥʢʝ ʩʝʪʝʚʳʭ ʘʪʘʢ ʦʩʥʦʚʘʥ ʥʘ ʧʝʨʝʯʠʩʣʝʥʠʠ ʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʦʙʱʠʭ 

ʪʠʧʦʚ ʘʪʘʢ MITRE CAPEC (Common Attack Pattern Enumeration and Classification) [157], ʛʜʝ 

ʰʘʙʣʦʥʳ ʘʪʘʢ ʦʨʛʘʥʠʟʦʚʘʥʳ ʠʝʨʘʨʭʠʯʝʩʢʠ ʩ ʫʯʝʪʦʤ 1000 ʤʝʪʦʜʠʢ, ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʧʨʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʠ. ʕʪʠ ʤʝʪʦʜʠʢʠ ʧʦʜʨʘʟʜʝʣʷʶʪʩʷ ʥʘ 9 ʢʘʪʝʛʦʨʠʡ: ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʝ 

ʩʠʩʪʝʤʥʳʤʠ ʨʝʩʫʨʩʘʤʠ (262), ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʝ ʩʪʨʫʢʪʫʨʘʤʠ ʜʘʥʥʳʭ (255), ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ 

ʧʨʦʮʝʩʩ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (225), ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʝʨʦʷʪʥʦʩʪʥʳʭ ʤʝʪʦʜʦʚ (223), ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ 

ʩʫʱʝʩʪʚʫʶʱʝʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ (210), ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʝ ʚʨʝʤʝʥʝʤ ʠ ʩʦʩʪʦʷʥʠʝʤ (172), ʫʯʘ-

ʩʪʠʝ ʚ ʦʙʤʘʥʯʠʚʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷʭ (156 ʰʪ.), ʚʚʦʜ ʥʝʦʞʠʜʘʥʥʳʭ ʟʥʘʯʝʥʠʡ (152) ʠ ʩʙʦʨ ʠ ʘʥʘ-

ʣʠʟ ʠʥʬʦʨʤʘʮʠʠ (118). 

ʅʘ ʦʩʥʦʚʝ ʠʟʚʝʩʪʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʟʚʠʪʠʠ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʤʦʛʫʪ ʙʳʪʴ ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ 

ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IoC) ï ʘʨʪʝʬʘʢʪʳ ʢʘʢ ʦʧʠʩʘʥʥʳʝ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʧʨʠʟʥʘʢʠ, ʦʪʨʘ-

ʞʘʶʱʠʝ ʥʘʙʣʶʜʘʝʤʳʝ ʩʦʙʳʪʠʷ, ʜʝʡʩʪʚʠʷ, ʦʙʲʝʢʪʳ ʠ ʪ.ʧ. ʚ ʩʝʪʠ, ʆʉ, ʉʋɹɼ, ʧʨʠʣʦʞʝʥʠʠ, ʥʘ 
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ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ, ʩʝʨʚʝʨʝ ʠ ʪ.ʧ., ʢʦʪʦʨʳʝ ʩ ʚʳʩʦʢʦʡ ʩʪʝʧʝʥʴʶ ʚʝʨʦʷʪʥʦʩʪʠ ʫʢʘʟʳʚʘʶʪ ʥʘ ʧʨʝʜ-

ʧʨʠʥʠʤʘʝʤʫʶ ʠʣʠ ʫʞʝ ʩʦʩʪʦʷʚʰʫʶʩʷ ʘʪʘʢʫ. ʆʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʧʠʩʘʥʠʷ ʪʦʛʦ, ʯʪʦ ʘʪʘʢʘ, 

ʚʦʟʤʦʞʥʦ, ʫʞʝ ʧʨʦʠʟʦʰʣʘ ʠʣʠ ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ ʧʨʷʤʦ ʩʝʡʯʘʩ ʠʣʠ ʚ ʙʫʜʫʱʝʤ, ʪʦ ʝʩʪʴ ʜʣʷ ʦʙʥʘ-

ʨʫʞʝʥʠʷ ʧʦʧʳʪʦʢ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʢʦʤʧʴʶʪʝʨʥʳʝ ʩʠʩʪʝʤʳ ʥʘ ʨʘʥʥʠʭ ʩʪʘʜʠʷʭ ʠ ʧʝʨʚʠʯʥʦʡ 

ʦʮʝʥʢʠ ʚʦʟʤʦʞʥʦʛʦ ʫʱʝʨʙʘ. ʇʨʠʤʝʨʳ IoC ï ʵʪʦ ʘʜʨʝʩʘ ʢʦʤʘʥʜʥʳʭ ʩʝʨʚʝʨʦʚ ʙʦʪʥʝʪʦʚ (ʘʥʛʣ. 

botnet, ʦʪ robot network), ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ ʨʘʩʩʳʣʴʱʠʢʦʚ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʠ ʩʧʘʤʘ, ʩʠʛʥʘ-

ʪʫʨʳ ʚʠʨʫʩʦʚ, ʭʵh -ʩʫʤʤʳ ʚʨʝʜʦʥʦʩʥʳʭ ʬʘʡʣʦʚ.  

ɼʘʥʥʳʝ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʝ ʩʪʘʜʠʠ ʘʪʘʢʠ ʠ ʝʝ ʪʠʧʠʯʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ, ʤʦʞʥʦ ʩʦʙʨʘʪʴ ʠʟ 

ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʚ ʘʪʘʢʦʚʘʥʥʦʡ ʩʝʪʠ, ʘ ʜʘʣʝʝ ʠʟʚʣʝʯʴ ʠ ʥʦʨʤʘʣʠʟʦʚʘʪʴ (ʧʨʠʚʝʩʪʠ ʢ ʩʦʧʦʩ-

ʪʘʚʠʤʦʤʫ ʚʠʜʫ/ʬʦʨʤʘʪʫ) ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʡ ʢʦʨʨʝʣʷʮʠʠ (ʚʳʷʚʣʝʥʠʷ ʩʦʙʳʪʠʡ ʀɹ, ʠʤʝʶʱʠʭ ʣʦ-

ʛʠʯʝʩʢʫʶ ʩʚʷʟʴ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʥʘʯʠʤʳʭ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʚʦʟʤʦʞʥʳʭ ʥʘʨʫʰʝʥʠʡ ʀɹ). ɸʚʪʦʨʦʤ 

ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ [141] ʙʳʣʠ ʧʨʝʜʣʦʞʝʥʳ ʚʝʨʙʘʣʴʥʳʝ ʦʧʠʩʘʥʠʷ ʥʝʢʦʪʦʨʳʭ ʢʣʶʯʝʚʳʭ ʪʠ-

ʧʦʚʳʭ ʧʨʠʟʥʘʢʦʚ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʭ ʪʠʧʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶ-

ʱʠʭ ʦʙ ʫʜʘʣʝʥʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢʘʭ, ʢʦʪʦʨʳʝ ʧʦʣʥʦʩʪʴʶ ʧʨʠʤʝʥʠʤ rʢ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʇʨʠʚʝʜʝʤ ʨʷʜ ʧʨʠʤʝʨʦʚ. 

ð ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚ ʩʝʪʠ. 

ð ɸʢʪʠʚʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʥʝʨʘʙʦʯʝʝ ʚʨʝʤʷ (ʥʦʯʴʶ ʠʣʠ ʚ ʚʳʭʦʜʥʦʡ). 

ð ʉʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. 

ð ɼʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʝʨʚʠʩʘ ʚ ʠʥʪʝʨʥʝʪʝ ʠʣʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ. 

ð ʅʝʩʢʦʣʴʢʦ ʚʭʦʜʦʚ ʩ ʦʜʠʥʘʢʦʚʳʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʠʟ ʨʘʟʥʳʭ ʤʝʩʪ ʟʘ ʢʦʨʦʪʢʦʝ ʚʨʝʤʷ. 

ð ʆʜʥʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʭʦʩʪʘ/ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʳʪʘʝʪʩʷ ʚʦʡʪʠ ʥʘ ʥʝʩʢʦʣʴʢʦ ʭʦʩʪʦʚ ʚ ʩʝʪʠ 

ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʤʠʥʫʪ ʠʟ/ʚ ʨʘʟʥʳʝ ʨʝʛʠʦʥʳ. 

ð ʄʥʦʛʦʯʠʩʣʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʟʘ ʢʦʨʦʪʢʦʝ ʚʨʝʤʝʥʷ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʫʯʝʪʥʳʭ ʟʘ-

ʧʠʩʝʡ. 

ð ʅʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ/ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʦʣʠʪʠʢʝ, ʫʩʪʘʥʦʚʢʝ ʦʙʥʦʚʣʝʥʠʡ ʠ ʪ.ʧ. ʫʩʪ-

ʨʦʡʩʪʚʦ ʚ ʩʝʪʠ. 

ð ʇʦʷʚʣʝʥʠʝ ʥʦʚʦʛʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʛʦ ʭʦʩʪʘ ʠʣʠ ʩʝʪʝʚʦʛʦ ʩʝʨʚʠʩʘ ʚʦ ʚʥʫʪʨʝʥʥʝʤ ʩʝʛ-

ʤʝʥʪʝ ʠʥʪʨʘʥʝʪʘ. 

ð ʅʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʚʥʫʪʨʝʥʥʝʛʦ ʭʦʩʪʘ (ʢʣʠʝʥʪʘ, ʩʝʨʚʝʨʘ) ʢ ʠʥʪʝʨʥʝʪʫ. 

ð ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʚʥʫʪʨʝʥʥʠʭ ʫʟʣʦʚ ʣʠʙʦ ʩ ʠʟʚʝʩʪʥʳʤʠ ʥʝʥʘʜʝʞʥʳʤʠ ʘʜʨʝʩʘʪʘʤʠ, ʣʠʙʦ 

ʩ ʭʦʩʪʘʤʠ, ʨʘʩʧʦʣʦʞʝʥʥʳʤʠ ʚ ʜʨʫʛʦʡ ʩʪʨʘʥʝ, ʛʜʝ ʥʝʪ ʜʝʣʦʚʳʭ ʧʘʨʪʥʝʨʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʠʣʠ 

ʚʥʝʰʥʠʤʠ ʭʦʩʪʘʤʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʝʩʪʘʥʜʘʨʪʥʳʭ ʧʦʨʪʦʚ ʠʣʠ ʥʝʩʦʦʪʚʝʪʩʪʚʠʷ ʧʨʦʪʦʢʦʣʘ ʠ 

ʧʦʨʪʘ. 

ð ʍʦʩʪʳ, ʢʦʪʦʨʳʝ ʧʫʙʣʠʯʥʦ ʜʦʩʪʫʧʥʳ ʠʣʠ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ɼʄɿ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʦʙ-

ʤʝʥʠʚʘʶʪʩʷ ʜʘʥʥʳʤʠ ʩ ʥʝʢʦʪʦʨʳʤʠ ʚʥʫʪʨʝʥʥʠʤʠ ʫʟʣʘʤʠ, ʯʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʧʨʦʭʦʜ ʠʟʚʥʝ 



106 

 

 

 

ʚʥʫʪʨʴ ʠ ʦʙʨʘʪʥʦ, ʬʠʣʴʪʨʘʮʠʶ ʜʘʥʥʳʭ ʠ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ. 

ð ʄʥʦʛʦʯʠʩʣʝʥʥʳʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦʙ ʦʧʘʩʥʦʩʪʠ ʦʪ ʦʜʥʦʛʦ ʭʦʩʪʘ ʠʣʠ ʧʦʚʪʦʨ ʩʦʙʳʪʠʡ 

ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʦʜʥʦʡ ʧʦʜʩʝʪʠ ʚ ʪʝʯʝʥʠʝ 24 ʯʘʩʦʚ (ʥʘʧʨʠʤʝʨ, ʧʦʚʪʦʨʥʳʝ ʧʦʧʳʪʢʠ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ). 

ð ʆʙʥʘʨʫʞʝʥʠʝ ʩʚʷʟʝʡ ʠʟʚʝʩʪʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʥʘʧʨʠʤʝʨ, ʜʦʩʪʫʧ ʩ ʦʜʥʦʛʦ ʠʣʠ ʥʝ-

ʩʢʦʣʴʢʠʭ ʚʥʫʪʨʝʥʥʠʭ ʫʟʣʦʚ ʥʘ ʚʥʝʰʥʠʡ ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʘʡʪ (ʠʟ ʠʟʚʝʩʪʥʳʭ çʯʝʨʥʳʭè ʩʧʠ-

ʩʢʦʚ). 

ð ʇʦʚʪʦʨʥʦʝ ʟʘʨʘʞʝʥʠʝ ʩʠʩʪʝʤ rʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʚ ʪʝʯʝʥʠʝ ʢʦʨʦʪʢʦʛʦ ʚʨʝʤʝʥʠ ʧʦʩʣʝ 

ʦʯʠʩʪʢʠ (ʩʠʛʥʘʣ ʦ ʥʘʣʠʯʠʠ ʨʫʪʢʠʪʘ (ʘʥʛʣ. rootkit/toolkit) ï ʥʘʙʦʨʘ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ 

ʤʘʩʢʠʨʦʚʢʠ ʜʝʡʩʪʚʠʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠʣʠ APT-ʘʪʘʢʠ). 

ð ʆʙʥʘʨʫʞʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʟʘʨʘʞʝʥʥʳʭ ʭʦʩʪʦʚ ʠʣʠ ʪʠʧʠʯʥʳʭ ʰʠʨʦʢʦ ʠʟʚʝʩʪʥʳʭ ʵʢʩ-

ʧʣʦʡʪʦʚ. 

ð ʅʝʦʙʳʯʥʳʝ ʤʘʨʰʨʫʪʳ ʜʦʩʪʫʧʘ (ʥʘʧʨʠʤʝʨ, ʥʝʢʦʪʦʨʳʝ ɹɼ ʦʙʳʯʥʦ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ 

ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʘ ʥʝ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ). 

ð ʏʨʝʟʤʝʨʥʳʡ ʠʩʭʦʜʷʱʠʡ (ʥʘʧʨʠʤʝʨ, ʚʝʙ-, ʵʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ) ʠʣʠ ʚʭʦʜʷʱʠʡ (ʥʘʧʨʠ-

ʤʝʨ, ʧʦʪʦʢʦʚʘʷ ʧʝʨʝʜʘʯʘ, ʚʝʙ-) ʪʨʘʬʠʢ ʠʟ ʦʜʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʚ ʦʜʠʥ ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ. ʅʘ-

ʧʨʠʤʝʨ, ʥʝʦʙʳʯʥʳʡ ʪʨʘʬʠʢ ʤʝʞʜʫ ʩʝʨʚʝʨʘʤʠ ʤʦʞʝʪ ʙʳʪʴ ʭʘʨʘʢʪʝʨʥʦʡ ʯʝʨʪʦʡ ʜʣʷ ʥʝʦʙʥʘʨʫ-

ʞʝʥʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʠʱʫʱʠʭ ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʳʭ. 

ð ʉʢʘʥʠʨʦʚʘʥʠʝ/ʟʦʥʜʠʨʦʚʘʥʠʝ ʩʝʪʠ/ʫʷʟʚʠʤʦʩʪʝʡ ʚʥʫʪʨʝʥʥʠʤʠ ʫʟʣʘʤʠ, ʦʙʱʘʶʱʠʤʠʩʷ ʩ 

ʥʝʩʢʦʣʴʢʠʤʠ ʭʦʩʪʘʤʠ ʟʘ ʢʦʨʦʪʢʦʝ ʚʨʝʤʷ ʠʣʠ ʚʦ ʚʨʝʤʷ ʥʝʨʘʟʨʝʰʝʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ. 

ð ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘʷ ʟʘʛʨʫʟʢʘ ʜʨʘʡʚʝʨʦʚ. 

ð ʅʝʦʞʠʜʘʥʥʦʝ ʟʘʚʝʨʰʝʥʠʝ/ʩʦʟʜʘʥʠʝ/ʩʝʪʝʚʘʷ ʘʢʪʠʚʥʦʩʪʴ ʧʨʦʮʝʩʩʘ. 

ð ʉʦʟʜʘʥʠʝ ʧʨʦʮʝʩʩʦʤ ʠʤʝʥʦʚʘʥʥʦʛʦ ʢʘʥʘʣʘ ʠʣʠ ʧʦʜʢʣʶʯʝʥʠʝ ʧʨʦʮʝʩʩʘ ʢ ʠʤʝʥʦʚʘʥʥʦ-

ʤʫ ʢʘʥʘʣʫ. 

ð ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘʷ ʤʦʜʠʬʠʢʘʮʠʷ ʪʘʙʣʠʮʳ ʠʤʧʦʨʪʘ ʟʘʧʫʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ. 

ð ʇʨʦʧʠʩʳʚʘʥʠʝ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ/ʢʦʤʘʥʜʳ ʚ ʘʚʪʦʟʘʛʨʫʟʢʫ: ʠʟʤʝʥʝʥʠʝ ʩʧʝʮʠʬʠʯʥʳʭ 

ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ, ʩʦʟʜʘʥʠʝ/ʠʟʤʝʥʝʥʠʝ ʬʘʡʣʦʚ ʚ ʩʧʝʮʠʬʠʯʥʳʭ ʢʘʪʘʣʦʛʘʭ, ʩʦʟʜʘʥʠʝ/ʠʟʤʝʥʝʥʠʝ 

ʩʝʨʚʠʩʦʚ, ʟʘʜʘʯ ʧʣʘʥʠʨʦʚʱʠʢʘ ʠ ʪ.ʧ. 

ð ʆʙʥʘʨʫʞʝʥʠʝ ʩʢʨʳʪʦʛʦ ʧʨʦʮʝʩʩʘ ʠʣʠ ʤʦʜʫʣʷ. 

ð ɼʦʩʪʫʧ ʧʨʦʮʝʩʩʘ ʢ ʧʘʤʷʪʠ ʜʨʫʛʦʛʦ ʧʨʦʮʝʩʩʘ ʜʣʷ ʯʪʝʥʠʝ/ʟʘʧʠʩʠ. 

ð ʅʝʦʞʠʜʘʥʥʘʷ ʟʘʛʨʫʟʢʘ ʧʨʦʮʝʩʩʦʤ DLL-ʙʠʙʣʠʦʪʝʢʠ. 

ð ʅʝʦʞʠʜʘʥʥʦʝ ʩʦʟʜʘʥʠʝ/ʠʟʤʝʥʝʥʠʝ/ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ/ʫʜʘʣʝʥʠʝ ʧʨʦʮʝʩʩʦʤ ʬʘʡʣʘ, ʥʘ-

ʧʨʠʤʝʨ, ʦʪʩʫʪʩʪʚʠʝ ʠʣʠ ʧʦʚʨʝʞʜʝʥʠʝ ʬʘʡʣʦʚ ʠʣʠ ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ 

ʩʦʟʜʘʥʳ ʚʥʫʪʨʝʥʥʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

ð ʀʤʷ ʬʘʡʣʘ ʩ ʥʝʦʙʳʯʥʳʤʠ ʩʠʤʚʦʣʘʤʠ. 
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ð ʄʦʜʠʬʠʢʘʮʠʷ ʘʪʨʠʙʫʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʘʡʣʘ (ʩʢʨʳʪʳʡ, ʩʠʩʪʝʤʥʳʡ ʠ ʪ.ʜ.) ʠʣʠ ʬʘʡʣʦ-

ʚʦʡ ʩʠʩʪʝʤʳ. 

ð ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʩʦʟʜʘʥʠʝ ʦʙʱʠʭ ʩʝʪʝʚʳʭ ʢʘʪʘʣʦʛʦʚ, ʜʦʩʪʫʧ ʢ ʥʠʤ. 

ð ʄʘʥʠʧʫʣʷʮʠʷ ʩ ʦʙʲʝʢʪʘʤʠ ʢʘʪʘʣʦʛʘ Active Directory. 

ð ʀʟʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ/ʘʫʜʠʪʘ ʩʦʙʳʪʠʡ. 

ð ʀʩʧʨʘʚʣʝʥʥʳʝ ʠʣʠ ʫʜʘʣʝʥʥʳʝ ʥʘ ʠʩʪʦʯʥʠʢʝ ʜʘʥʥʳʭ ʦ ʩʦʙʳʪʠʷʭ ɾʈʉ ʠʣʠ ʠʩʪʦʯʥʠʢ 

ʜʘʥʥʳʭ ʦ ʩʦʙʳʪʠʷʭ, ʦʩʪʘʥʦʚʠʚʰʠʡ ʟʘʧʠʩʴ. 

ð ʅʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ ʠʟʤʝʥʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ (ʚʢʣʶʯʘʷ ʉɿʀ). 

ð ʏʨʝʟʤʝʨʥʳʡ ʧʝʨʝʨʳʚ ʤʝʞʜʫ ʩʢʘʥʠʨʦʚʘʥʠʷʤʠ ʩʨʝʜʩʪʚʘʤʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ 

(ʉɸɺɿ). 

ð ʏʨʝʟʤʝʨʥʳʝ ʧʦʧʳʪʢʠ ʙʣʦʢʠʨʦʚʢʠ ʧʦʨʪʦʚ ʦʪ ʩʠʩʪʝʤ ʤʦʥʠʪʦʨʠʥʛʘ, ʪʘʢʠʭ ʢʘʢ ʉɸɺɿ. 

ð ʆʙʨʘʱʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS ʢ ʬʠʰʠʥʛʦʚʳʤ ʜʦʤʝʥʘʤ, ʧʦʭʦʞʠʤ ʥʘ ʜʦʤʝʥʳ ʢʦʤ-

ʧʘʥʠʠ. 

ð ʇʦʚʪʦʨʥʘʷ ʘʪʘʢʘ ʠʟ ʦʜʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʦʜʥʦʛʦ ʭʦʩʪʘ. 

ð ʅʉɼ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ, ʧʝʨʩʦʥʘʣʴʥʳʤ ʠʣʠ ʬʠʥʘʥʩʦʚʳʤ ʜʘʥʥʳʤ. 

ð ʉʢʨʳʪʳʝ ʢʘʥʘʣʳ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ʩ ʠʩʧʦʣʟɹʦʚʘʥʠʝʤ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ). 

ð ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʪʢʣʦʥʝʥʥʳʭ ʧʠʩʝʤ ʩ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤ ʢʦʥʪʝʥʪʦʤ. 

ð ɸʥʦʤʘʣʠʠ ʚ ʦʩʥʦʚʥʳʭ ʥʘʩʪʨʦʡʢʘʭ ʜʦʩʪʫʧʘ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʝʪʠ, 

ʧʨʠʣʦʞʝʥʠʡ, ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ, DoS-ʘʪʘʢʘ ʠ ʪ.ʜ. 

ð ɼʨʫʛʠʝ ʧʨʠʟʥʘʢʠ, ʪʘʢʠʝ ʢʘʢ ʦʪʢʘʟʳ/ʩʙʦʡ ʇʆ, ʧʦʚʪʦʨʝʥʠʝ ʥʝʢʦʪʦʨʳʭ ʢʦʥʢʨʝʪʥʳʭ ʩʦ-

ʙʳʪʠʡ, ʥʝʧʨʘʚʠʣʴʥʳʝ ʢʦʤʘʥʜʳ, ʩʣʫʯʘʡʥʳʝ ʘʪʨʠʙʫʪʳ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ, ʧʦʧʳʪʢʠ ʧʝʨʝʜʘʯʠ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ. 

ð ʇʦʜʦʟʨʠʪʝʣʴʥʳʝ ʩʦʙʳʪʠʷ ʠ ʧʨʦʮʝʩʩʳ, ʪʨʘʬʠʢ ʥʘ ʠʟʚʝʩʪʥʳʡ ʫʷʟʚʠʤʳʡ ʭʦʩʪ ʠ ʪ.ʜ. 

ʇʨʠʚʝʜʝʥʥʳʡ ʩʧʠʩʦʢ ʥʝ ʨʘʥʞʠʨʦʚʘʥ ʧʦ ʯʘʩʪʦʪʝ ʚʩʪʨʝʯʘʝʤʦʩʪʠ ʧʦʜʦʙʥʳʭ ʘʪʘʢ, ʧʦ ʪʷʞʝ-

ʩʪʠ ʧʦʩʣʝʜʩʪʚʠʡ ʠ ʪ.ʧ. ʂʘʞʜʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʜʦʣʞʥʘ ʚʥʝʜʨʠʪʴ ʩʚʦʶ ʩʦʙʩʪʚʝʥʥʫʶ ʧʨʠʦʨʠʪʝʟʘʮʠʶ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ. ʅʘʧʨʠʤʝʨ, ʜʣʷ ʤʥʦʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʜʦʩʪʘʚʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦ-

ʦʙʱʝʥʠʷ ʤʝʥʝʝ ʚʘʞʥʘ, ʯʝʤ ʘʢʪʠʚʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʠ ʢʦʥʪʨʦʣʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʟʘʨʘʞʝʥʥʦʡ ʨʘ-

ʙʦʯʝʡ ʩʪʘʥʮʠʝʡ. 

ʂʘʢ ʚʠʜʥʦ ʠʟ ʚʩʝʭ ʧʨʠʚʝʜʝʥʥʳʭ ʧʨʠʤʝʨʦʚ, ʠʩʪʦʯʥʠʢʦʤ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚʩʝʛʜʘ ʷʚʣʷʝʪʩʷ ʯʝ-

ʣʦʚʝʢ (ʘʥʪʨʦʧʦʛʝʥʥʳʡ ʠʩʪʦʯʥʠʢ), ʠʩʧʦʣʴʟʫʶʱʠʡ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʚʦʝʛʦ ʟʘʤʳʩʣʘ (ʮʝʣʠ) ʨʘʟ-

ʣʠʯʥʳʝ ʤʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ. 

ʋʯʠʪʳʚʘʷ ʠʤʝʶʱʠʡʩʷ ʦʧʳʪ ʦʧʠʩʘʥʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʚ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʠʩʪʦʯʥʠʢʘʭ, ʙʳʣʠ 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʧʷʪʴ ʚʘʞʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʩʝʪʝʚʳʭ ʘʪʘʢ: 

1) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʀɹ, ʢ ʢʦʪʦʨʳʤ ʧʨʠ-

ʚʦʜʷʪ ʩʝʪʝʚʳʝ ʘʪʘʢʠ, ʢʦʪʦʨʳʝ ʭʘʨʘʢʪʝʨʥʳ ʢʘʢ ʜʣʷ ʩʘʤʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʎʀʋʉɹ 
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ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʝʡ ʯʘʩʪʠ ʠ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ; 

2) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʘʧʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʲʝʢ-

ʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʦʟʥʠʢʘʝʪ ʩʝʪʝʚʘʷ ʘʪʘʢʘ; 

3) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦʩʪʠ ʘʪʘʢʠ ʥʘ 

ʨʘʟʣʠʯʥʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ; 

4) ʥʘ ʦʜʥʦʤ ʫʨʦʚʥʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝ ʜʦʣʞʥʳ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʧʦʥʷʪʠʷ ʨʘʟʥʦʡ ʩʪʝʧʝʥʠ ʘʙ-

ʩʪʨʘʢʮʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʜʦʩʪʘʪʦʯʥʦ ʰʠʨʦʢʠʡ ʦʪʚʣʝʯʝʥʥʳʡ ʢʣʘʩʩ ʧʨʦʙʣʝʤ ʠʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʜ-

ʢʠʡ ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ; 

5) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴ ʩʝʪʝʚʳʝ ʘʪʘʢʠ ʩ ʚʠʜʘʤʠ ʫʛʨʦʟ ʀɹ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʠʭ ʨʝʘʣʠʟʘʮʠʠ, ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʫʷʟʚʠʤʦʩʪʷʤʠ. 

ɽʜʠʥʩʪʚʝʥʥʳʡ ʜʦʢʫʤʝʥʪ ʧʦ ʢʦʤʧʴʶʪʝʨʥʳʤ ʘʪʘʢʘʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ, 

ʢʦʪʦʨʳʡ ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ ʧʨʠ ʩʦʩʪʘʚʣʝʥʠʠ ʜʘʥʥʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ, ʵʪʦ çɺʨʝʤʝʥʥʳʡ ʨʝʛʣʘʤʝʥʪ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʫʯʘʩʪʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʚ ʎʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʢʦʤʧʴʶʪʝʨʥʳʝ ʘʪʘʢʠ ʚ ʢʨʝʜʠʪʥʦ-ʬʠʥʘʥʩʦʚʦʡ ʩʬʝʨʝ ɹʘʥʢʘ ʈʦʩʩʠʠ (ɺʝʨʩʠʷ 2.3)è, ʫʪʚʝʨʞʜʝʥ-

ʥʳʡ ɹʘʥʢʦʤ ʈʦʩʩʠʠ [158]. ʆʧʠʨʘʷʩʴ ʥʘ ʥʝʛʦ ʠ ʨʝʟʫʣʴʪʘʪʳ ʤʥʦʛʦʣʝʪʥʝʛʦ ʘʥʘʣʠʟʘ, ʧʨʦʚʦʜʠʤʦʛʦ 

ʘʚʪʦʨʦʤ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ [45, 46, 48, 55, 132, 134-141, 159], ʧʨʝʜʩʪʘʚʠʤ ʩʠʩʪʝʤʥʫʶ ʢʣʘʩ-

ʩʠʬʠʢʘʮʠʶ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʮʝʣʦʤ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʪʘʙʣ. 4). ʆʩʥʦʚʥʳ-

ʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʪʠʧʦʚ ʩʝʪʝʚʳʭ ʘʪʘʢ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: ʨʘʩʧʦʣʦʞʝʥʠʝ 

ʘʪʘʢʫʶʱʝʛʦ, ʮʝʣʠ (ʤʦʪʠʚʘʮʠʷ) ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ ʘʪʘʢʠ, ʘʪʘʢʠ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʩʪʘʜʠʡ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʘʪʘʢʦʡ ʫʷʟʚʠʤʦʩʪʠ, ʫʩʣʦʚʠʝ ʥʘʯʘʣʘ 

ʘʪʘʢʠ, ʪʠʧ ʚʦʟʜʝʡʩʪʚʠʷ (ʭʘʨʘʢʪʝʨ) ʘʪʘʢʠ, ʫʨʦʚʝʥʴ ʨʝʘʣʠʟʘʮʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʩʝʤʠʫʨʦʚʥʝʚʦʡ 

ʤʦʜʝʣʴʶ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʦʪʢʨʳʪʳʭ ʩʠʩʪʝʤ OSI/ISO, ʚʠʜʳ ʥʘʨʫʰʝʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʘʪʘʢʦʡ ï ʧʦ-

ʩʣʝʜʩʪʚʠʷ/ʤʘʩʰʪʘʙ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʩʝʨʴʝʟʥʦʩʪʴ ʫʱʝʨʙʘ (ʪʷʞʝʩʪʴ ʧʦʩʣʝʜʩʪʚʠʡ) ʦʪ ʘʪʘʢʠ ʜʣʷ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʠʜ ʘʪʘʢʫʶʱʝʛʦ, ʯʠʩʣʦ ʞʝʨʪʚ ʠ ʘʪʘʢʫʶʱʠʭ, ʥʘʣʠʯʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ 

ʘʪʘʢʫʶʱʝʛʦ ʩ ʞʝʨʪʚʦʡ, ʤʝʪʦʜ ʠ ʩʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʘ ʪʘʢʞʝ ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ 

ʘʪʘʢʠ, ʚʝʨʦʷʪʥʦʩʪʴ ʝʝ ʧʦʚʪʦʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ ʠ ʩʣʦʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʘʪʘʢʠ. 

ɺ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ ʩʝʪʝʚʳʭ ʘʪʘʢ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʚʚʝʜʝʥʥʳʭ 

ʢʣʘʩʩʦʚ ʤʦʞʥʦ ʝʱʝ ʦʧʨʝʜʝʣʠʪʴ ʠ ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚr-

ʜʝʣʝʥʠʝʤ ʚ ʧʦʜʢʣʘʩʩʳ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ 

ʫʨʦʚʝʥʴ ʩʠʩʪʝʤʘʪʠʟʘʮʠʠ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʩʝʪʝʚʦʡ ʘʪʘʢʠ. 

ʂʘʢ ʚʠʜʥʦ ʠʟ ʪʘʙʣ. 4, ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʝ ʫʜʘʣʦʩʴ ʠʟʙʝ-

ʞʘʪʴ ʫʧʦʤʠʥʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ ï ʘʪʘʢʫʶʱʠʭ, ʯʪʦ ʚ ʦʯʝʨʝʜʥʦʡ ʨʘʟ ʧʦʜ-

ʪʚʝʨʞʜʘʝʪ ʥʝʨʘʟʨʳʚʥʫʶ ʩʚʷʟʴ ʚʩʝʭ ʵʪʠʭ ʧʦʥʷʪʠʡ. 
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ʊʘʙʣʠʮʘ 4 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʥʘʯʘʣʦ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

ʊʠʧ 1. ʈʘʩʧʦ-

ʣʦʞʝʥʠʝ ʘʪʘ-

ʢʫʶʱʝʛʦ 

ʂʣʘʩʩ 1. ɸʪʘʢʘ ʠʟ 

ʚʥʝʰʥʝʡ ʧʦ ʦʪʥʦʰʝ-

ʥʠʶ ʢ ʀʊʂʉ ʩʨʝʜʳ 

 

ɸʪʘʢʘ ʠʟ ʠʥʪʝʨʥʝʪʘ. ɸʪʘʢʘ ʠʟ ʦʙʣʘʢʘ ʩʝʨʚʠʩ-ʧʨʦʚʘʡʜʝʨʘ. ɸʪʘʢʘ ʠʟ ʩʝʪʠ ʙʠʟʥʝʩ-

ʧʘʨʪʥʝʨʘ (ʵʢʩʪʨʘʥʝʪʘ). ɸʪʘʢʘ ʩ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. ʇʦʚʨʝʞʜʝʥʠʝ ʥʦʩʠʪʝʣʷ 

ʜʘʥʥʳʭ ʧʨʠ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʝ. ʋʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʟʘ ʩʯʝʪ ʵʣʝʢʪʨʦʤʘʛʥʠʪʥʦʛʦ 

ʠʟʣʫʯʝʥʠʷ.  

ʂʣʘʩʩ 2. ɸʪʘʢʘ ʚʥʫʪʨʠ 

ʀʊʂʉ 

ʇʦʜʢʣʘʩʩ 1. ɺ ʦʜʥʦʤ ʩʝʛ-

ʤʝʥʪʝ ʩʝʪʠ 

ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʨʘʩʢʨʳʪʠʝ, ʩʦʟʜʘʥʠʝ, ʠʟʤʝʥʝʥʠʝ, ʫʜʘʣʝʥʠʝ ʜʘʥʥʳʭ ʚ 

ʉʋɹɼ. ʆʪʢʘʟʳ ʵʣʝʢʪʨʦʥʥʳʭ ʩʭʝʤ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʧʝʨʠʬʝʨʠʡʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʉʙʦʡ (ʦʰʠʙʢʠ) ʚ ʨʘʙʦʪʝ ʇʆ, ʦʪʢʘʟ ʇʆ. ʆʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ ʚʩʣʝʜʩʪʚʠʝ ʧʝʨʝ-

ʛʨʫʟʢʠ ʩʝʨʚʝʨʘ. ʇʨʦʩʣʫʰʠʚʘʥʠʝ (ʘʥʛʣ. sniffing). ɸʪʘʢʘ çʪʨʝʪʠʡ ʧʦ ʩʝʨʝʜʠʥʝè 

(ʘʥʛʣ. Man-in-the-Middle, MitM). ɸʪʘʢʘ ʩ USB-ʥʘʢʦʧʠʪʝʣʷ. 

ʇʦʜʢʣʘʩʩ 2. ɺ ʨʘʟʥʳʭ ʩʝʛ-

ʤʝʥʪʘʭ ʩʝʪʠ 

ɸʪʘʢʘ ʩ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ ʨʘʙʦʪʥʠʢʘ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʦʚʨʝʞʜʝʥʠʝ ʢʘʙʝʣʝʡ ʠʣʠ 

ʣʠʥʠʡ ʩʚʷʟʠ. ʋʪʝʯʢʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʪʝʭʥʠʯʝʩʢʠʤ ʢʘʥʘʣʘʤ ʀʊʂʉ. ʆʪʢʘʟ (ʩʙʦʡ, 

ʦʰʠʙʢʠ) ʚ ʨʘʙʦʪʝ ʉɿʀ, ʩʨʝʜʩʪʚ ʤʦʥʠʪʦʨʠʥʛʘ, ʢʦʥʪʨʦʣʷ ʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

MitM-ʘʪʘʢʘ. çʐʪʦʨʤè ʟʘʧʨʦʩʦʚ (ʘʥʛʣ. flooding). 

ʊʠʧ 2. ʎʝʣʴ 

(ʤʦʪʠʚʘʮʠʷ) 

ʘʪʘʢʠ 

  

ʄʘʪʝʨʠʘʣʴʥʦʝ ʦʙʦʛʘʱʝʥʠʝ. ʇʨʦʤʳʰʣʝʥʥʳʡ ʠ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʰʧʠʦʥʘʞ. ʉʦʮʠ-

ʘʣʴʥʘ ̫ʠʥʞʝʥʝʨʠʷ. ʋʛʨʦʟʘ ʨʝʧʫʪʘʮʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʄʝʩʪʴ. ʉʦʟʜʘʥʠʝ ʩʙʦʝʚ ʚ 

ʀʊʂʉ. ʉʘʤʦʫʪʚʝʨʞʜʝʥʠʝ. ɺʨʝʜʠʪʝʣʴʩʪʚʦ. ʍʘʢʪʠʚʠʟʤ. ʉʘʙʦʪʘʞ. 

ʊʠʧ 3. ʅʘ-

ʧʨʘʚʣʝʥʥʦʩʪʴ 

ʘʪʘʢʠ 

ʂʣʘʩʩ 1. ʀʊʂʉ 

ʇʦʜʢʣʘʩʩ 1. ʋʨʦʚʝʥʴ ʢʘʥʘ-

ʣʦʚ ʩʚʷʟʠ ʠ ʪʝʣʝʢʦʤ-

ʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦ-

ʚʘʥʠʷ 

ʅʘʤʝʨʝʥʥʘ ̫ʧʦʨʯʘ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ. ʇʦʨʯʘ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʚʨʝ-

ʞʜʝʥʠʝ ʩʠʣʦʚʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʣʠʥʠʡ/ʢʘʙʝʣʝʡ ʩʚʷʟʠ. ʅʉɼ ʢ ʥʦʩʠ-

ʪʝʣʷʤ ʜʘʥʥʳʭ ʠʟ-ʟʘ ʠʭ ʥʝʟʘʱʠʱʝʥʥʦʛʦ ʭʨʘʥʝʥʠʷ. 

ʇʦʜʢʣʘʩʩ 2. ʋʨʦʚʝʥʴ ʩʝʪʝ-

ʚʦʡ ʩʨʝʜʳ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ 

ʵʣʝʤʝʥʪʦʚ 

ʇʝʨʝʭʚʘʪ ʪʨʘʬʠʢʘ. ʈʘʟʨʳʚ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʪʴʶ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ. ʇʨʦʩʣʝʞʠ-

ʚʘʥʠʝ ʧʫʪʠ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʘʤ. 

ʇʦʜʢʣʘʩʩ 3. ʆʙʱʝʩʠʩ-

ʪʝʤʥʦʝ, ʧʨʠʢʣʘʜʥʦʝ, ʩʧʝ-

ʮʠʘʣʴʥʦʝ ʇʆ 

ʇʨʠʩʚʦʝʥʠʝ ʧʘʨʘʤʝʪʨʫ ʥʝʧʨʘʚʠʣʴʥʳʭ ʟʥʘʯʝʥʠʡ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʇʆ. ɺʚʝʜʝʥʠʝ 

ʥʝʢʦʨʨʝʢʪʥʳʭ ʟʥʘʯʝʥʠʡ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ. ɺʥʝʜʨʝʥʠʝ ʥʘʨʫʰʠʪʝʣʝʤ ʚ ʢʦʜ ʩʩʳʣ-

ʢʠ ʥʘ ʩʪʦʨʦʥʥʠʝ ʨʝʩʫʨʩʳ. ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʇʆ. 

ʇʦʜʢʣʘʩʩ 4. ʇʨʝʜʦʩʪʘʚʣʝ-

ʥʠʝ ʫʩʣʫʛ 

ʆʪʢʘʟ/ʩʙʦʡ ʧʨʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʫʩʣʫʛʠ. ʅʝʧʦʜʪʚʝʨʞʜʝʥʠʝ ʦʪʧʨʘʚʣʝʥʠʷ ʠʣʠ ʧʦ-

ʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. ɸʪʘʢʘ ʥʘ ʪʦʯʢʫ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʜʦʩʪʫʧʘ. ʃʘʚʠʥʥʘ ̫ʤʘʨʰʨʫ-

ʪʠʟʘʮʠ ̫ʧʘʢʝʪʦʚ ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʘʚʘʨʠʡʥʳʤ ʦʪʢʘʟʦʤ ʚʝʙ-ʩʝʨʚʝʨʘ. ʄʘʥʠʧʫʣʠʨʦ-

ʚʘʥʠʝ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʩʣʫʛ. 
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ʊʘʙʣʠʮʘ 4 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

 

 
ʇʦʜʢʣʘʩʩ 5. ʌʫʥʢʮʠʦʥʠʨʦ-

ʚʘʥʠʝ 

ʆʰʠʙʢʠ ʚ ʨʘʙʦʪʝ ʇʆ ʠʟ-ʟʘ ʩʣʦʞʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ʅʘʨʫʰʝ-

ʥʠʝ ʢʦʥʪʨʦʣʶ ʟʘ ʠʩʧʦʣʥʝʥʠʝʤ ʤʦʙʠʣʴʥʦʛʦ ʢʦʜʘ. ʅʝʚʝʨʥʳʝ ʨʝʞʠʤʳ ʟʘʛʨʫʟʢʠ. 

ʆʪʩʣʝʞʠʚʘʥʠʝ ʤʦʜʝʣʠ ʦʙʨʘʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʝʛʦ ʠʜʝʥʪʠ-

ʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ. ʇʦʪʨʝʙʣʝʥʠʝ ʥʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʨʝʩʫʨʩʦʚ ʮʝʥ-

ʪʨʘʣʴʥʦʛʦ ʧʨʦʮʝʩʩʦʨʘ. 

ʂʣʘʩʩ 2. ʉɿʀ  

ɸʪʘʢʘ ʥʘ ʉɿʀ ʩ ʮʝʣʴʶ ʚʳʚʝʜʝʥʠʷ ʝʛʦ ʠʟ ʩʪʨʦʷ. ʀʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʚ ʢʦʥʬʠʛʫ-

ʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʉɿʀ. ʅʝʜʦʩʪʫʧʥʦʩʪʴ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ ʉɿʀ. ʅʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʉɿʀ. ʅʘʨʫʰʝʥʠʝ ʮʝʣʦ-

ʩʪʥʦʩʪʠ ʘʧʧʘʨʘʪʥʦʛʦ ʉɿʀ. 

ʂʣʘʩʩ 3. ʋʩʪʘʥʦʚʠʚ-

ʰʘʷʩʷ ʧʨʘʢʪʠʢʘ ʫʧʨʘʚ-

ʣʝʥʠʷ ʠ ʘʜʤʠʥʠʩʪʨʠ-

ʨʦʚʘʥʠʷ 

 

ɸʪʘʢʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʦʪʦʢʘʤʠ ʠʥʬʦʨʤʘʮʠʠ, ʩʝʨʚʠʩʘʤʠ, ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʧʨʦ-

ʮʝʩʩʘʤʠ, ʦʙʣʘʯʥʳʤʠ ʨʝʩʫʨʩʘʤʠ. ʉʧʫʬʬʠʥʛ (ʘʥʛʣ. spoofing) ʫʧʨʘʚʣʷʶʱʠʭ ʩʦʦʙ-

ʱʝʥʠʡ, ʚʳʟʳʚʘʶʱʘʷ ʥʝʠʩʧʨʘʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʠʣʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʘ 

ʥʘ ʣʦʞʥʳʝ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. ɿʘʭʚʘʪ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʚʝʙ-

ʢʦʥʪʝʥʪʦʤ. 

ʂʣʘʩʩ 4. ʇʨʦʮʝʩʩʳ ʠ 

ʧʨʦʮʝʜʫʨʳ 

ʇʦʜʢʣʘʩʩ 1. ɹʠʟʥʝʩ-

ʧʨʦʮʝʩʩʳ 

ʅʘʨʫʰʝʥʠʝ ʭʦʜʘ ʠʩʧʦʣʥʝʥʠʷ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʘ. 

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦʣʦ-

ʛʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ 

ʅʘʨʫʰʝʥʠʝ ʭʦʜʘ ʠʩʧʦʣʥʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ.  

ʇʦʜʢʣʘʩʩ 3. ʀʥʬʦʨʤʘ-

ʮʠʦʥʥʳʝ ʧʨʦʮʝʩʩʳ 

ɸʢʪʠʚʠʟʘʮʠʠ ʥʝʥʫʞʥʳʭ ʩʝʨʚʠʩʦʚ. ɺʳʭʦʜ ʧʨʦʮʝʩʩʘ ʟʘ ʧʨʝʜʝʣʳ ʚʠʨʪʫʘʣʴʥʦʡ 

ʤʘʰʠʥʳ. 

ʇʦʜʢʣʘʩʩ 4. ʇʨʦʮʝʩʩʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 

ɸʪʘʢʘ ʥʘ ʧʨʦʮʝʩʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʅʝʢʦʥʪʨʦʣʠʨʫʝʤʘʷ ʟʘʛʨʫʟʢʘ ʠ ʠʩʧʦʣʴʟʦʚʘ-

ʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ. 

ʂʣʘʩʩ 5. ʇʝʨʩʦʥʘʣ 

ʇʦʜʢʣʘʩʩ 1. ʈʘʙʦʪʥʠʢʠ 

ʙʠʟʥʝʩ-ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʨʘʩʢʨʳʪʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʦʙʩʣʫʞʠʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʠʭ ʧʨʝʜʳʜʫʱʠʭ ʠʣʠ ʪʝʢʫʱʝʛʦ ʟʘʧʨʦʩʘ ʢ ʀʉ ʀʊʂʉ ʠʣʠ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʌʠʰʠʥʛ. ʉʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʀʉ ʀʊʂʉ. 

ʇʦʜʢʣʘʩʩ 2. ʈʘʙʦʪʥʠʢʠ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʧʦʜʨʘʟ-

ʜʝʣʝʥʠʡ ʠ ʚʥʝʰʥʠʡ ʧʝʨʩʦ-

ʥʘʣ 

ɸʪʘʢʘ ʥʘ ʦʙʩʣʫʞʠʚʘʥʠʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʩʨʝʜʩʪʚ ʀʊʂʉ. ʇʨʦʭʦʜ ʟʣʦʫʤʳʰʣʝʥ-

ʥʠʢʘ ʚ ʩʝʨʚʝʨʥʫʶ ʠʣʠ ʤʝʩʪʘ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʧʦʜ ʚʠʜʦʤ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʛʦ 

ʧʝʨʩʦʥʘʣʘ. 

 

ʇʦʜʢʣʘʩʩ 3. ʉʦʪʨʫʜʥʠʢʠ 

ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ 

ʂʨʘʞʘ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʀʉ. ʀʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ 

ʉɿʀ ʦʪ ʠʤʝʥʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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ʊʘʙʣʠʮʘ 4 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

 ʂʣʘʩʩ 6. ʀʥʬʦʨʤʘʮʠʷ  

ʍʠʱʝʥʠʝ (ʢʦʧʠʨʦʚʘʥʠʝ) ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ɼʦʩʪʫʧ ʢ ʬʘʡʣʫ ʩ ʧʘʨʦʣʷʤʠ. 

ɼʦʩʪʫʧ ʢ ɾʈʉ. ɺʚʦʜ ʥʝʢʦʨʨʝʢʪʥʳʭ (ʣʦʞʥʳʭ) ʜʘʥʥʳʭ ʠ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ 

(ʥʘʧʨʠʤʝʨ, ʚʨʝʤʷ). ʉʢʨʳʪʘʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘʷ ʧʝʨʝʜʘʯʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʦʩʪʘʚʝ ʣʝʛʘʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʇʝʨʝʭʚʘʪ ʠ ʧʦʜʤʝʥʘ ʠʥʬʦʨʤʘʮʠʠ 

ʦ ʧʣʘʪʝʞʘʭ. ɸʪʘʢʠ ʥʘ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʨʝʜʝ. ɸʪʘʢʠ ʥʘ 

ʫʧʨʘʚʣʷʶʱʫʶ ʠ ʢʦʥʪʨʦʣʠʨʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙʱʝʛʦ/ʩʧʝʮʠʘʣʴʥʦʛʦ ʥʘʟʥʘʯʝ-

ʥʠʷ.  

ʊʠʧ 4. ɸʪʘʢʠ 

ʥʘ ʩʪʘʜʠʷʭ 

ʞʠʟʥʝʥʥʦʛʦ 

ʮʠʢʣʘ ʵʣʝ-

ʤʝʥʪʦʚ ʀʊʂʉ 

ʂʣʘʩʩ 1. ʇʨʦʝʢʪʠʨʦʚʘ-

ʥʠʝ 

ʇʦʜʢʣʘʩʩ 1. ɸʨʭʠʪʝʢʪʫʨʘ 
ɺʩʪʘʚʢʘ çʟʘʮʠʢʣʠʚʘʥʠʷè ʧʨʠ ʥʘʧʠʩʘʥʠʠ ʢʦʜʘ ʧʨʦʛʨʘʤʤ. ʅʝʢʦʨʨʝʢʪʥʦ ʩʧʨʦʝʢʪʠ-

ʨʦʚʘʥʥʘʷ ɼʄɿ. ɺr ʙʦʨ ʥʝʚʝʨʥʦʡ ʣʦʛʠʢʦʡ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʉ.  

ʇʦʜʢʣʘʩʩ 2. ʊʝʭʥʦʣʦʛʠʠ 
ʅʝʢʦʨʨʝʢʪʥʘ ̫ʫʩʪʘʥʦʚʢʘ ʩʨʝʜʳ ʚʠʨʪʫʘʣʠʟʘʮʠʠ. ʅʝʢʦʨʨʝʢʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. 

ʇʦʜʢʣʘʩʩ 3. ʇʨʦʪʦʢʦʣʳ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʙʝʟʦʧʘʩʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ʫʧʨʘʚʣʝʥʠʷ. ɸʪʘʢʘ ʥʘ ʧʨʦʪʦʢʦʣ 

ʫʧʨʘʚʣʝʥʠʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʦʙʦʨʫʜʦʚʘʥʠʝʤ. ʆʪʧʨʘʚʢʘ ʠʩʢʘʞʝʥʥʳʭ 

ʩʦʦʙʱʝʥʠʡ ʧʨʦʪʦʢʦʣʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ, ʩʥʠʞʘʶʱʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʫʩʪʨʦʡ-

ʩʪʚʘ. ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘ ̫ʘʢʪʠʚʘʮʠ/̫ʜʝʘʢʪʠʚʘʮʠ ̫ʧʨʦʪʦʢʦʣʦʚ. 

ʇʦʜʢʣʘʩʩ 4. ʉʝʨʚʠʩ r

ɸʪʘʢʘ ʥʘ ʦʙʨʘʙʦʪʯʠʢ ʧʨʝʨʳʚʘʥʠʡ. ʏʪʝʥʠʝ ʜʘʥʥʳʭ ʠʟ ʥʝʦʯʠʱʝʥʥʦʡ ʧʘʤʷʪʠ. 

ʋʜʘʣʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʀʉ. ɸʪʘʢʘ ʜʣʷ ʟʘʢʨʳʪʠʷ ʩʝʘʥʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʝʨʝ-

ʭʚʘʪ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʚʚʦʜʝ-ʚʳʚʦʜʝ. ʇʝʨʝʭʚʘʪ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘ-

ʮʠʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʝʨʚʠʩʦʚ telnet, ftp. ɸʪʘʢʘ ʧʦʚʪʦʨʥʳʤ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝʤ 

(ʘʥʛʣ. replay attack) ʧʘʢʝʪʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʠʩʫ. 

ʂʣʘʩʩ 2. ʈʝʘʣʠʟʘʮʠʷ ʠ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ 
- 

DoS-ʘʪʘʢʘ ʠʟ-ʟʘ ʧʝʨʝʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ. ɸʪʘʢʘ ʥʘ ʙʣʦʢʠʨʦʚʢʫ ʜʦʩʪʫʧʘ ʧʦʩʣʝ ʥʝ-

ʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʚʚʦʜʘ ʧʘʨʦʣʷ. ɸʥʘʣʠʟ ʨʝʘʣʠʟʘʮʠʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦ-

ʨʠʪʤʦʚ ʜʣʷ ʘʪʘʢʠ ʥʘ ʥʠʭ.  

ʂʣʘʩʩ 3. ɺʥʝʜʨʝʥʠʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
- 

ɺr ʚʝʜʝʥʠʝ ʠʟ ʩʪʨʦʷ ʩʠʩʪʝʤʳ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʇʆ. ɸʪʘʢʘ ʥʘ ʦʩʥʦʚʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʘʨʫʰʠʪʝʣʝʤ ʥʝʫʜʘʣʸʥʥʳʭ ʫʩʪʘʥʦʚʦʢ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʧʦʜʙʦʨ ʧʨʦʩʪʦʛʦ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɸʪʘʢʘ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʠʩʪʝʤʦʡ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʭʨʘʥʠʣʠʱʘ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ. 

ʂʣʘʩʩ 4. ʉʥʷʪʠʝ ʩ ʵʢʩ-

ʧʣʫʘʪʘʮʠʠ 
- 

ɸʪʘʢʘ ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ ʮʝʣʴʶ ʯʪʝʥʠʷ ʦʩʪʘʚʣʝʥʥʦʡ ʚ ʧʘʤʷʪʠ ʥʝʫʜʘʣʸʥʥʦʡ ʢʦʥʬʠ-

ʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ɸʪʘʢʘ ʩ ʧʨʷʤʳʤ ʦʙʨʘʱʝʥʠʝʤ ʢ ʧʘʤʷʪʠ ʚʳʯʠʩʣʠ-

ʪʝʣʴʥʦʛʦ ʧʦʣʷ ʩʫʧʝʨʢʦʤʧʴʶʪʝʨʘ. 
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ʊʘʙʣʠʮʘ 4 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

ʊʠʧ 5. ʀʩ-

ʧʦʣʴʟʫʝʤʳʝ 

ʘʪʘʢʦʡ ʫʟ̫-

ʚʠʤʦʩʪʠ 

  

ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʘʨʭʠʪʝʢʪʫʨʝ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠ-

ʤʦʩʪʠ ʚ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ ʧʦʜ ʢʦʥʢʨʝʪʥʦʡ ʆʉ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟ-

ʚʠʤʦʩʪʠ ʚ ʆʉ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ. ɸʪʘʢʘ, ʠʩ-

ʧʦʣʴʟʫʶʱʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʝʨʚʠʩʘʭ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʥʝʜʦʩʪʘʪʦʢ ʟʥʘʥʠʡ ʚ 

ʦʙʣʘʩʪʠ ʀɹ/ʉɿʀ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʥʝʩʦʙʣʶʜʝʥʠʝ ʇʦʣʠʪʠʢʠ ʀɹ ʨʘʙʦʪʥʠ-

ʢʘʤʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɸʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʥʝʧʨʘʚʠʣʴʥʫʶ ʥʘʩʪʦʡʢʫ ʉɿʀ. 

ʊʠʧ 6. ʋʩʣʦʚʠʝ 

ʥʘʯʘʣʘ ʘʪʘʢʠ 

ʂʣʘʩʩ 1. ɹʝʟʫʩʣʦʚʥʘʷ 

ʘʪʘʢʘ 
 

ʇʨʦʩʣʫʰʠʚʘʥʠʝ. ʌʠʰʠʥʛ. çʅʘʚʦʜʥʝʥʠʝè ʢʘʥʘʣʘ ʩʚʷʟʠ. 

ʂʣʘʩʩ 2. ʇʦ ʟʘʧʨʦʩʫ ʦʪ 

ʞʝʨʪʚʳ 
 

MitM-ʘʪʘʢʘ. 

ʂʣʘʩʩ 3. ʇʦ ʥʘʩʪʫʧʣʝ-

ʥʠʶ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 

ʩʦʙʳʪʠʷ 

 

ɸʪʘʢʘ ʧʦʚʪʦʨʥʳʤ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝʤ ʧʘʢʝʪʘ. ʉʧʫʬʬʠʥʛ. 

ʊʠʧ 7. ʊʠʧ 

ʚʦʟʜʝʡʩʪʚʠʷ 

(ʭʘʨʘʢʪʝʨ) 

ʘʪʘʢʠ 

ʂʣʘʩʩ 1. ɸʢʪʠʚʥʘʷ  

ɸʪʘʢʘ, ʚʳʟʳʚʘʶʱʘʷ ʷʚʥʦʝ ʠʟʤʝʥʝʥʠʝ ʦʙʲʝʢʪʘ ʘʪʘʢʠ. ɸʪʘʢʘ, ʦʢʘʟʳʚʘʶʱʘʷ ʚʣʠʷ-

ʥʠʝ ʥʘ ʨʘʙʦʪʫ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʥʘʧʨʠʤʝʨ, DoS-ʘʪʘʢʘ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ ʠʣʠ ʪʝʣʝ-

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ. ʇʦʜʤʝʥʘ ʜʦʚʝʨʝʥʥʦʛʦ ʦʙʲʝʢʪʘ. çʐʪʦʨʤè ʟʘ-

ʧʨʦʩʦʚ. MitM-ʘʪʘʢʘ. ɺʟʣʦʤ ʧʘʨʦʣʴʥʦʡ ʟʘʱʠʪʳ. 

ʂʣʘʩʩ 2. ʇʘʩʩʠʚʥʘʷ  

ʇʨʦʩʣʫʰʠʚʘʥʠʝ ʢʘʥʘʣʘ ʩʚʷʟʠ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨ-

ʤʘʮʠʠ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʩʝʪʠ ʧʨʦʪʦʢʦʣʦʚ. ʇʝʨʝʭʚʘʪ ʵʣʝʢʪʨʦʥʥʳʭ 

ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. 

ʊʠʧ 8. ʋʨʦ-

ʚʝʥʴ ʨʝʘʣʠʟʘ-

ʮʠʠ ʘʪʘʢʠ ʧʦ 

ʤʦʜʝʣʠ ʚʟʘʠ-

ʤʦʜʝʡʩʪʚʠʷ 

ʦʪʢʨʳʪʳʭ 

ʩʠʩʪʝʤ 

ISO/OSI 

ʂʣʘʩʩ 1. ʌʠʟʠʯʝʩʢʠʡ  
ʆʪʤʳʢʘʥʠʝ ʟʘʤʢʘ. ʈʘʟʤʳʢʘʥʠʝ ʢʘʥʘʣʘ ʩʚʷʟʠ. ʄʦʜʠʬʠʢʘʮʠʷ ɸʆ. ʇʨʦʩʣʫʰʠʚʘ-

ʥʠʝ ʢʘʥʘʣʘ. 

ʂʣʘʩʩ 2. ʂʘʥʘʣʴʥʳʡ  

MitM-ʘʪʘʢʘ. ʄʦʜʠʬʠʢʘʮʠʷ MAC-ʘʜʨʝʩʘ. ʇʨʦʩʣʫʰʠʚʘʥʠʝ. çʆʪʨʘʚʣʝʥʠʝè ARP-

ʢʵʰʘ (ʘʥʛʣ. ARP cache poisoning). ɼʝʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʢʣʠʝʥʪʦʚ ʙʝʩʧʨʦʚʦʜʥʳʭ 

ʩʝʪʝʡ. ʅʝʭʚʘʪʢʘ DHCP (ʘʥʛʣ. DHCP starvation). 

ʂʣʘʩʩ 3. ʉʝʪʝʚʦʡ  

ɸʪʘʢʠ ʥʘ DHCP. ɸʪʘʢʠ Wormhole and Blackhole. ʇʦʜʤʝʥʘ, ʠʣʠ ʩʧʫʬʬʠʥʛ (ʘʥʛʣ. 

spoofing). çʅʘʚʦʜʥʝʥʠʝè ICMP (ʘʥʛʣ. ICMP flooding). çʆʪʨʘʚʣʝʥʠʝè ʢʵʰʘ ʤʘʨ-

ʰʨʫʪʘ (ʘʥʛʣ. Route cache poisoning). 

ʂʣʘʩʩ 4. ʊʨʘʥʩʧʦʨʪ-

ʥʳʡ 
 

ʇʦʜʤʝʥʘ. ɸʪʘʢʘ Smurf. ʇʝʨʝʭʚʘʪ ʩʝʩʩʠʡ. ʉʢʘʥʠʨʦʚʘʥʠʝ TCP-ʧʦʨʪʦʚ. ʈʘʟʚʝʜʢʘ 

ʭʦʩʪʦʚ ʥʘ ʦʩʥʦʚʝ TCP (ʘʥʛʣ. TCP host sweeps). çʅʘʚʦʜʥʝʥʠʝè UDP (ʘʥʛʣ. UDP 

flooding). 
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ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

 

ʂʣʘʩʩ 5. ʉʝʩʩʠʦʥʥʳʡ, 

ʧʨʝʜʩʪʘʚʠʪʝʣʴʥʳʡ ʠ 

ʧʨʠʢʣʘʜʥʦʡ 

 

ʇʨʦʩʣʫʰʠʚʘʥʠʝ. ɺʠʨʫʩʳ. MitM-ʘʪʘʢʘ. ʆʪʢʘʟ ʦʪ ʜʝʡʩʪʚʠʡ. ʇʝʨʝʧʦʣʥʝʥʠʝ ʙʫʬʝʨʘ 

(ʘʥʛʣ. buffer overflow). DDoS-ʘʪʘʢʘ ʥʘ Telnet.  

ʂʣʘʩʩ 6. ʂʦʤʙʠʥʠʨʦ-

ʚʘʥʥʳʡ 
 

DDoS-ʘʪʘʢʘ. ʅʘʚʦʜʥʝʥʠʝ SYN-ʬʣʘʛʘʤʠ (ʘʥʛʣ. SYN flooding). ɸʪʘʢʘ çʟʘʢʣʠʥʠʚʘ-

ʥʠʷè (ʘʥʛʣ. jamming) ʚ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʪʷʭ. 

ʊʠʧ 9. ɺʠʜʳ 

ʥʘʨʫʰʝʥʠʡ, 

ʚʳʟʚʘʥʥʳʭ 

ʘʪʘʢʦʡ ï ʧʦ-

ʩʣʝʜʩʪʚʠʷ / 

ʤʘʩʰʪʘʙ ʨʝʘ-

ʣʠʟʘʮʠʠ ʘʪʘ-

ʢʠ 

ʂʣʘʩʩ 1. ʅʘʨʫʰʝʥʠʝ 

ʩʚʦʡʩʪʚ ʀɹ 

ʇʦʜʢʣʘʩʩ 1. ʅʘʨʫʰʝʥʠʝ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ / 

ʧʨʠʚʘʪʥʦʩʪʠ 

ʍʠʱʝʥʠʝ (ʢʦʧʠʨʦʚʘʥʠʝ) ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʨʝʜʩʪʚ ʝʝ ʦʙʨʘʙʦʪʢʠ. ɺʳʧʦʣʥʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ ʩ ʮʝʣʴʶ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ. ʏʪʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ, 

ʧʝʨʝʜʘʚʘʝʤʦʡ ʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ʋʪʝʯʢʘ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʛʝʥʝʨʠʨʦʚʘ-

ʥʠʠ ʇʆ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ. ʇʦʣʫʯʝʥʠʝ ʩʚʝʜʝʥʠʡ ʦ ʚʣʘʜʝʣʴʮʝ ʙʝʩʧʨʦʚʦʜʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ. 

ʇʦʜʢʣʘʩʩ 2. ʅʘʨʫʰʝʥʠʝ 

ʮʝʣʦʩʪʥʦʩʪʠ 

ʄʦʜʠʬʠʢʘʮʠʷ (ʠʩʢʘʞʝʥʠʝ) ʠʥʬʦʨʤʘʮʠʠ. ɺʥʝʜʨʝʥʠʝ ʠʥʪʝʨʧʨʝʪʠʨʫʝʤʳʭ ʦʧʝʨʘ-

ʪʦʨʦʚ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠʣʠ ʨʘʟʤʝʪʢʠ ʚ ʠʩʭʦʜʥʳʡ ʢʦʜ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʝʜʨʝʥʠʝ ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʢʦʜʘ ʚ ʇʆ. ʅʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. 

ɺʥʝʜʨʝʥʠʝ ʘʛʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ, ʚʳʧʦʣʥʷʶʱʝʛʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ. 

ʇʦʜʢʣʘʩʩ 3. ʅʘʨʫʰʝʥʠʝ 

ʜʦʩʪʫʧʥʦʩʪʠ 

ɹʣʦʢʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. ʋʥʠʯʪʦʞʝʥʠʝ ʜʘʥʥʳʭ ʠ ʩʨʝʜʩʪʚ ʠʭ ʦʙʨʘʙʦʪʢʠ. ɿʘʧʠʩʠ 

ʜʘʥʥʳʭ ʟʘ ʧʨʝʜʝʣʘʤʠ ʚʳʜʝʣʝʥʥʦʛʦ ʚ ʧʘʤʷʪʠ ʙʫʬʝʨʘ, ʯʪʦ ʤʦʞʝʪ ʚʳʟʳʚʘʪʴ ʘʚʘ-

ʨʠʡʥʦʝ ʟʘʚʝʨʰʝʥʠʝ ʠʣʠ ʟʘʚʠʩʘʥʠʝ ʇʆ. ʋʜʘʣʝʥʠʝ ʬʘʡʣʦʚ ʟʘ ʩʯʝʪ ʚʳʧʦʣʥʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜ ʆʉ. ʀʩʢʘʞʝʥʠʝ ʩʦʦʙʱʝʥʠʷ, ʚʳʟʳʚʘʶʱʘʷ ʧʝʨʝʧʦʣʥʝʥʠʝ 

ʙʫʬʝʨʘ. ɼʣʠʪʝʣʴʥʳʡ ʧʨʦʩʪʦʡ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʇʦʜʢʣʘʩʩ 4. ʅʘʨʫʰʝʥʠʝ 

ʧʦʜʣʠʥʥʦʩʪʠ 

ʆʪʢʘʟ ʦʪ ʘʚʪʦʨʩʪʚʘ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʘ. ʆʙʭʦʜ ʧʨʦʮʝʜʫʨʳ ʧʨʦʚʝʨʢʠ ʧʦʜ-

ʣʠʥʥʦʩʪʠ. ʅʉɼ ʢ ʟʘʱʠʱʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʟ-ʟʘ ʦʰʠʙʢʠ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʧʦʜ-

ʣʠʥʥʦʩʪʠ ʩʝʨʪʠʬʠʢʘʪʘ. ʇʦʜʤʝʥʘ ʜʦʚʝʨʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ/ʦʙʲʝʢʪʘ ʚ ʩʝʪʠ.  

ʇʦʜʢʣʘʩʩ 5. ʅʘʨʫʰʝʥʠʝ 

ʧʦʜʦʪʯʝʪʥʦʩʪʠ 

ʅʝʧʦʣʥʘʷ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ɾʈʉ. ʉʪʠʨʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʚ ɾʈʉ. ʌʦʨʤʠʨʦʚʘʥʠʝ 

ʣʦʞʥʳʭ ʫʪʚʝʨʞʜʝʥʠʡ ʦ ʧʦʣʫʯʝʥʥʳʭ/ʧʝʨʝʜʘʥʥʳʭ ʧʣʘʪʝʞʥʳʭ ʜʦʢʫʤʝʥʪʘʭ. 

ʇʦʜʢʣʘʩʩ 6. ʅʘʨʫʰʝʥʠʝ 

ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ 

ʆʪʢʘʟ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪ ʬʘʢʪʘ ʚʳʧʦʣʥʝʥʠʷ ʠʤ ʪʨʘʥʟʘʢʮʠʠ, ʦʪ ʦʪʧʨʘʚʣʝʥʠʷ ʠʣʠ 

ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ. 

ʇʦʜʢʣʘʩʩ 7. ʅʘʨʫʰʝʥʠʝ 

ʜʦʩʪʦʚʝʨʥʦʩʪʠ 

ʀʟʤʝʥʝʥʠʝ ʧʫʪʠ ʠʩʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʠʟ-ʟʘ ʦʰʠʙʢʠ ʚ ʬʦʨʤʘʪʥʦʡ ʩʪʨʦʢʝ. 

çʄʘʩʢʘʨʘʜè (ʧʦʧʳʪʢʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚʳʜʘʪʴ ʩʚʦʡ ʚʥʝʜʨʝʥʥʳʡ ʣʦʞʥʳʡ ʦʙʲ-

ʝʢʪ ʟʘ ʣʝʛʘʣʴʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʩʝʨʚʝʨ, ʨʘʙʦʯʫʶ ʩʪʘʥʮʠʶ. ʅʘʚʷʟʳʚʘʥʠʝ ʣʦʞ-

ʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʊʘʙʣʠʮʘ 4 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʠ ʝʝ ʵʣʝʤʝʥʪʳ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʩʝʪʝʚʳʭ ʘʪʘʢ 

 

ʂʣʘʩʩ 2. ʅʘʨʫʰʝʥʠʝ 

ʬʠʟʠʯʝʩʢʦʡ ʮʝʣʦʩʪʥʦ-

ʩʪʠ, ʬʠʟʠʯʝʩʢʠʡ ʫʱʝʨʙ 

 

ʌʠʟʠʯʝʩʢʠʡ ʅʉɼ ʥʝʘʚʪʦʨʠʟʠʨʦʚʘʥʥʳʭ ʣʠʮ ʚ ʢʦʥʪʨʦʣʠʨʫʝʤʫʶ ʟʦʥʫ ʨʘʩʧʦʣʦʞʝ-

ʥʠʷ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʠ(ʠʣʠ) ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ. ʋʥʠʯʪʦʞʝʥʠʝ ʇʆ. 

ʋʥʠʯʪʦʞʝʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. ʈʘʟʨʫʰʝʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨ-

ʤʘʮʠʠ. ʉʥʠʞʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚʘ. ʆʪʢʘʟ ʠʣʠ ʥʝʠʩʧʨʘʚʥʘʷ ʨʘ-

ʙʦʪʘ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. ʂʨʘʞʘ ʥʦʩʠʪʝʣʝʡ ʠʣʠ ʜʦʢʫʤʝʥʪʦʚ. 

ʇʨʝʩʪʫʧʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ. ʂʨʘʞʘ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʂʣʘʩʩ 3. ʅʘʨʫʰʝʥʠʝ 

ʣʦʛʠʯʝʩʢʦʡ ʩʪʨʫʢʪʫʨʳ 
 

ʅʘʨʫʰʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʧʨʦʮʝʩʩʦʚ. ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʣʦʛʠʯʝʩʢʠʡ ʜʦʩ-

ʪʫʧʘ ʥʝʘʚʪʦʨʠʟʠʨʦʚʘʥʥʳʭ ʩʫʙʲʝʢʪʦʚ ʢ ʵʣʝʤʝʥʪʘʤ ʀʊʂʉ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ 

ʘʢʪʠʚʘʤ. ʀʩʢʘʞʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ. 

ʂʣʘʩʩ 4. ʋʪʨʘʪʘ, ʢʨʘʞʘ 

ʠ ʫʭʫʜʰʝʥʠʝ ʢʘʯʝʩʪʚʘ 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʭ ʫʩʣʫʛ 

 

ʉʥʠʞʝʥʠʝ ʢʘʯʝʩʪʚʘ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʫʩʣʫʛ. ʋʪʨʘʪʘ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʳʭ ʩʝʨʚʠʩʦʚ. ʆʙʤʘʥ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ. ʀʟʙʳʪʦʯʥʦʝ ʜʫʙʣʠʨʦʚʘ-

ʥʠʝ/ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ, ʜʝʣʘʶʱʘʷ ʚʦʟʤʦʞʥʳʤ ʢʨʘʞʫ ʫʩʣʫʛ. ʅʘʨʫ-

ʰʝʥʠʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʇʆ. ʅʘʨʫʰʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛʠ ʧʦʩʨʝʜʩʪʚʦʤ 

ʜʦʩʨʦʯʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʩʝʘʥʩʘ ʩʚʷʟʠ. ʅʘʨʫʰʝʥʠʝ ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʀʉ. ʅʝʟʘʢʦʥ-

ʥʘʷ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ.  

ʂʣʘʩʩ 5. ʅʘʨʫʰʝʥʠʝ 

ʬʫʥʢʮʠʡ ʠ ʧʨʘʚ / ʧʦʣ-

ʥʦʤʦʯʠʡ, ʚʢʣʶʯʘʷ 

ʧʨʘʚʘ ʩʦʙʩʪʚʝʥʥʦʩʪʠ / 

ʚʣʘʜʝʥʠʷ 

 

ʇʨʠʩʚʦʝʥʠʝ ʯʫʞʦʛʦ ʧʨʘʚʘ. ʌʘʣʩɹʠʬʠʢʘʮʠʷ ʧʨʘʚ. ɿʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʧʨʘʚʘʤʠ. 

ʆʪʢʘʟ ʦʪ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ. ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʜʤʠ-

ʥʠʩʪʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝ-

ʣʷ/ʧʘʨʦʣʴ). ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʣʠʮʝʥʟʠʦʥʥʦʛʦ ʇʆ. çʄʘʩʢʘʨʘʜè ʩ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ 

ʯʫʞʦʛʦ ʧʘʨʦʣʷ, ʢʣʶʯʘ ʠʣʠ ʩʝʨʪʠʬʠʢʘʪʘ (ʥʘʧʨʠʤʝʨ, ʩʠʩʪʝʤʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦ-

ʨʘ). ʇʨʝʜʩʪʘʚʣʝʥʠʝ ʣʦʞʥʳʭ ʧʦʣʥʦʤʦʯʠʡ, ʙʫʜʪʦ ʙʳ ʦʥʠ ʚʝʨʥʳʝ, ʩ ʥʘʤʝʨʝʥʠʝʤ 

ʚʚʝʩʪʠ ʚ ʟʘʙʣʫʞʜʝʥʠʝ. ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʜʣʷ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠ ̫ʫʩʣʫʛʠ, ʧʦʚʳʰʘ/̫ʧʦʥʠʞʘ ̫ʧʨʠʚʠʣʝʛʠʠ. 

ʊʠʧ 10. ʉʝʨʴ-

ʝʟʥʦʩʪʴ ʫʱʝʨ-

ʙʘ (ʪʷʞʝʩʪʴ 

ʧʦʩʣʝʜʩʪʚʠʡ) 

ʦʪ ʘʪʘʢʠ ʜʣʷ 

ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʂʣʘʩʩ 1. ʄʠʥʠʤʘʣʴʥʘʷ  

ʈʘʟʚʝʜʢʘ ʠʣʠ ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ï ʘʪʘʢʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʙʳʣʠ ʧʨʦʩʢʘʥʠʨʦ-

ʚʘʥʳ ʦʪʢʨʳʪʳʝ ʧʦʨʪʳ ʥʘ ʩʝʨʚʝʨʝ ʙʝʟ ʜʘʣʴʥʝʡʰʠʭ ʜʝʡʩʪʚʠʡ ʩʦ ʩʪʦʨʦʥʳ ʘʪʘ-

ʢʫʶʱʝʛʦ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʷʷ  
ɸʪʘʢʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʘʪʘʢʫʶʱʠʡ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʦʪʜʝʣʴʥʦʡ ʨʘʙʦʯʝʡ 

ʩʪʘʥʮʠʠ ʨʘʙʦʪʥʠʢʘ ʦʪʜʝʣʘ ʢʘʜʨʦʚ. 

ʂʣʘʩʩ 3. ɺʳʩʦʢʘʷ  
ɸʪʘʢʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʘʪʘʢʫʶʱʠʡ ʧʦʣʫʯʠʣ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʨ-

ʚʝʨʦʤ ʙʘʟ ʜʘʥʥʳʭ ʩ ʧʣʘʪʝʞʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. 

ʂʣʘʩʩ 4. ʂʨʠʪʠʯʥʘʷ  
ɸʪʘʢʘ, ʚʳʟʚʘʚʰʘʷ ʧʨʦʩʪʦʡ ʀʊʂʉ ʚ ʪʝʯʝʥʠʠ 4 ʯʘʩʦʚ ʠ ʧʦʩʣʝʜʫʶʱʫʶ ʧʦʪʝʨʶ 

ʢʣʠʝʥʪʦʚ. 
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ʊʠʧ 11. ɺʠʜ 

ʘʪʘʢʫʶʱʝʛʦ 

ʂʣʘʩʩ 1. ɺʥʝʰʥʠʡ  ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʘʫʪʩʦʨʩʠʥʛʦʚʦʡ ʢʦʤʧʘʥʠʠ. ʂʦʤʧʴʶʪʝʨʥʳʡ ʧʨʝʩʪʫʧʥʠʢ. ʐʧʠʦʥ. 

ʂʣʘʩʩ 2. ɺʥʫʪʨʝʥʥʠʡ  
ʇʦʣʴʟʦʚʘʪʝʣʴ ʀʉ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʀʉ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʉ. ʈʘʟ-

ʨʘʙʦʪʯʠʢ ʇʆ. ʈʫʢʦʚʦʜʠʪʝʣʴ ʀʊ-ʧʦʜʨʘʟʜʝʣʝʥʠʷ. 

ʂʣʘʩʩ 3. ʂʦʤʙʠʥʠʨʦ-

ʚʘʥʥʳʡ 
 

ɺʥʝʰʥʠʡ ʘʪʘʢʫʶʱʠʡ, ʜʝʡʩʪʚʫʶʱʠʡ ʚ ʩʛʦʚʦʨʝ ʩ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʀʉ. 

ʊʠʧ 12. ʏʠʩʣʦ 

ʞʝʨʪʚ ʠ ʘʪʘ-

ʢʫʶʱʠʭ 

ʂʣʘʩʩ 1. ʊʨʘʜʠʮʠʦʥʥʘʷ 

ʘʪʘʢʘ 
 

ʆʜʠʥ ʘʪʘʢʫʶʱʠʡ ï ʦʜʥʘ ʠʣʠ ʤʥʦʛʦ ʞʝʨʪʚ. 

ʂʣʘʩʩ 2. ʈʘʩʧʨʝʜʝʣʝʥ-

ʥʘʷ ʘʪʘʢʘ 
 

ʄʥʦʛʦ ʘʪʘʢʫʶʱʠʭ ï ʦʜʥʘ ʠʣʠ ʤʥʦʛʦ ʞʝʨʪʚ. 

ʊʠʧ 13. ʅʘʣʠ-

ʯʠʝ ʦʙʨʘʪʥʦʡ 

ʩʚʷʟʠ ʘʪʘ-

ʢʫʶʱʝʛʦ ʩ 

ʞʝʨʪʚʦʡ 

ʂʣʘʩʩ 1. ɹʝʟ ʦʙʨʘʪʥʦʡ 

ʩʚʷʟʠ 
 

ʇʨʦʩʣʫʰʠʚʘʥʠʝ. DoS-ʘʪʘʢʘ. ɺʚʦʜ ʥʝʦʞʠʜʘʥʥʳʭ ʟʥʘʯʝʥʠʡ. ʄʘʥʠʧʫʣʠʨʦʚʘʥʠʝ 

ʚʨʝʤʝʥʝʤ ʠ ʩʦʩʪʦʷʥʠʝʤ. ʉʙʦʨ ʠ ʘʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʣʘʩʩ 2. ʉ ʦʙʨʘʪʥʦʡ 

ʩʚʷʟʴʶ 
 

MitM-ʘʪʘʢʘ. ʉʧʫʬʬʠʥʛ. çʐʪʦʨʤè ʟʘʧʨʦʩʦʚ. ɺʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʧʨʦʮʝʩʩ ʢʦʥʪʨʦʣʷ 

ʜʦʩʪʫʧʘ. APT-ʘʪʘʢʘ. 

ʊʠʧ 14. ʄʝʪʦʜ 

ʨʝʘʣʠʟʘʮʠʠ 

ʘʪʘʢʠ 

  

ʈʘʟʚʝʜʢʘ. ʉʢʘʥʠʨʦʚʘʥʠʝ ʠ ʟʦʥʜʠʨʦʚʘʥʠʝ. ʄʘʩʢʘʨʘʜ. ʇʨʦʩʣʫʰʠʚʘʥʠʝ. ʇʦʜʤʝʥʘ 

ʜʦʚʝʨʝʥʥʦʛʦ ʦʙʲʝʢʪʘ. ɺʥʝʜʨʝʥʠʝ ʣʦʞʥʦʛʦ ʦʙʲʝʢʪʘ. DoS-ʘʪʘʢʘ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ 

ʩʢʨʳʪʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ. çʐʪʦʨʤè ʟʘʧʨʦʩʦʚ. ʈʘʩʰʠʨʝʥʠʝ ʧʨʘʚ 

ʜʦʩʪʫʧʘ ʧʦʩʣʝ ʚʟʣʦʤʘ ʀʉ. MitM-ʘʪʘʢʘ. APT-ʘʪʘʢʘ. ʄʝʪʦʜ çʛʨʫʙʦʡ ʩʠʣʳè (ʘʥʛʣ. 

brute force) ʧʨʠ ʧʦʜʙʦʨʝ ʧʘʨʦʣʷ. ʇʦʜʜʝʣʢʘ. ʅʝʧʨʘʚʠʣʴʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ/ ʥʝʟʘ-

ʢʦʥʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ. ʄʦʜʠʬʠʢʘʮʠʷ. ʂʦʧʠʨʦʚʘʥʠʝ. ʋʜʘʣʝʥʠʝ. ʌʠʰʠʥʛ. ʆʙʭʦʜ 

ʟʘʱʠʪʳ. ʕʩʢʘʣʘʮʠʷ ʧʨʠʚʠʣʝʛʠʡ. ʕʢʩʬʠʣʴʪʨʘʮʠʷ. ʄʘʥʠʧʫʣʠʨʦʚʘʥʠʝ ʩʪʨʫʢʪʫʨʘ-

ʤʠ ʜʘʥʥʳʭ. ʄʘʥʠʧʫʣʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʥʳʤʠ ʨʝʩʫʨʩʘʤʠ. 

ʊʠʧ 15. ʉʨʝʜ-

ʩʪʚʘ ʨʝʘʣʠʟʘ-

ʮʠʠ ʘʪʘʢʠ 

  

ʀʥʬʦʨʤʘʮʠʦʥʥʳʡ ʦʙʤʝʥ. ʂʦʤʘʥʜʳ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʆ (ʚʢʣʶʯʘʷ ʩʢʨʠʧʪʳ). ʅʘ-

ʙʦʨʳ ʭʘʢʝʨʩʢʠʭ ʩʨʝʜʩʪʚ (toolkits/rootkits). ʉʝʪʝʚʳʝ ʚʠʨʫʩʳ. ʉʝʪʝʚʳʝ ʯʝʨʚʠ. ɹʘʢ-

ʪʝʨʠʠ. ʉʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ. ɸʥʦʥʠʤʥʳʡ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ. ɺʣʦʞʝʥʠʝ ʚ ʵʣʝʢ-

ʪʨʦʥʥʦʡ ʧʦʯʪʝ. ʃʦʛʠʯʝʩʢʘʷ ʙʦʤʙʘ. 

ʊʠʧ. 16. ɿʘ-

ʚʝʨʰʝʥʥʦʩʪʴ 

ʘʪʘʢʠ 

  

ʉʚʝʨʰʠʚʰʘʷʩʷ, ʚ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ, ʧʦʧʳʪʢʘ ʚʳʧʦʣʥʝʥʠʷ, ʧʦʜʦʟʨʝʥʠʝ ʥʘ 

ʘʪʘʢʫ. 
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ʊʠʧ 17. ɺʝʨʦ-

ʷʪʥʦʩʪʴ ʨʝʘ-

ʣʠʟʘʮʠʠ ʘʪʘ-

ʢʠ  

ʂʣʘʩʩ 1. ɺʳʩʦʢʦʚʝʨʦ-

ʷʪʥʘʷ 
- 

ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʦʯʝʥʴ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, ʩʢʘʥʠʨʦʚʘʥʠʝ ʩ ʮʝʣʴʶ ʦʧʨʝʜʝʣʝʥʠʷ 

ʦʪʢʨʳʪʳʭ ʧʦʨʪʦʚ. 

ʂʣʘʩʩ 2. ɺʦʟʤʦʞʥʘʷ  ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, DoS-ʘʪʘʢʘ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ. 

ʂʣʘʩʩ 3. ʄʘʣʦʚʝʨʦʷʪ-

ʥʘʷ 
- 

ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʨʝʜʢʦ, ʥʘʧʨʠʤʝʨ, ʨʘʟʨʫʰʝʥʠʝ ʩʝʨʚʝʨʘ ʧʨʠ ʬʠʟʠʯʝʩʢʦʤ ʚʦʟ-

ʜʝʡʩʪʚʠʠ ʥʘ ʥʝʛʦ ʥʘʨʫʰʠʪʝʣʷ ʀɹ. 

ʊʠʧ 18. ɺʝʨʦ-

ʷʪʥʦʩʪʴ ʧʦ-

ʚʪʦʨʝʥʠʷ 

ʘʪʘʢʠ  

ʂʣʘʩʩ 1. ʅʠʟʢʘʷ  
ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʨʝʜʢʦ, ʥʘʧʨʠʤʝʨ, ʨʘʟʨʫʰʝʥʠʝ ʩʝʨʚʝʨʘ ʧʨʠ ʬʠʟʠʯʝʩʢʦʤ ʚʦʟ-

ʜʝʡʩʪʚʠʠ ʥʘ ʥʝʛʦ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʠ ʚʝʨʦʷʪʥʦʩʪʴ ʝʝ ʧʦʚʪʦʨʝʥʠʷ ï ʥʠʟʢʘʷ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʷʷ  
ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, DoS-ʘʪʘʢʘ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ, ʠ ʚʝʨʦʷʪʥʦʩʪʴ ʝʝ 

ʧʦʚʪʦʨʝʥʠʷ ï ʩʨʝʜʥʷʷ. 

ʂʣʘʩʩ 3. ɺʳʩʦʢʘʷ  
ɸʪʘʢʘ ʨʝʘʣʠʟʫʝʪʩʷ ʦʯʝʥʴ ʯʘʩʪʦ, ʥʘʧʨʠʤʝʨ, ʩʢʘʥʠʨʦʚʘʥʠʝ ʩ ʮʝʣʴʶ ʦʧʨʝʜʝʣʝʥʠʷ 

ʦʪʢʨʳʪʳʭ ʧʦʨʪʦʚ, ʠ ʚʝʨʦʷʪʥʦʩʪʴ ʝʝ ʧʦʚʪʦʨʝʥʠʷ ï ʚʳʩʦʢʘʷ. 

ʊʠʧ 19. 

ʉʣʦʞʥʦʩʪʴ 

ʦʙʥʘʨʫʞʝʥʠʷ 

ʘʪʘʢʠ 

ʂʣʘʩʩ 1. ʅʠʟʢʘʷ  

ɸʪʘʢʫʶʱʠʡ ʟʘʧʫʩʢʘʝʪ ʧʨʦʛʨʘʤʤʫ ʚʟʣʦʤʘ, ʢʦʤʧʠʣʠʨʫʝʪ ʣʝʛʢʦʜʦʩʪʫʧʥʳʡ ʢʦʜ 

ʠʣʠ ʧʨʠʤʝʥʷʝʪ ʰʠʨʦʢʦ ʠʟʚʝʩʪʥʳʡ ʤʝʪʦʜ ʘʪʘʢʠ, ʧʨʘʢʪʠʯʝʩʢʠ ʥʝ ʚʥʦʩʷ ʥʠʯʝʛʦ 

ʥʦʚʦʛʦ ʚ ʩʚʦʝ ʧʦʚʝʜʝʥʠʝ. 

ʂʣʘʩʩ 2. ʉʨʝʜʥʷʷ  
ɸʪʘʢʫʶʱʠʡ ʠʩʧʦʣʴʟʫʝʪ ʰʠʨʦʢʦ ʠʟʚʝʩʪʥʳʡ ʤʝʪʦʜ ʥʘʧʘʜʝʥʠʷ, ʥʦ ʥʘʯʠʥʘʷ ʘʪʘʢʫ, 

ʦʥ ʥʝʟʥʘʯʠʪʝʣʴʥʦ ʤʦʜʠʬʠʮʠʨʫʝʪ ʩʪʘʥʜʘʨʪʥʫʶ ʪʘʢʪʠʢʫ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ. 

ʂʣʘʩʩ 3. ɺʳʩʦʢʘʷ  
ɸʪʘʢʫʶʱʠʡ ʫʤʝʥ (ʢʘʢ ʧʨʘʚʠʣʦ, ʧʠʰʝʪ ʩʦʙʩʪʚʝʥʥʳʡ ʢʦʜ), ʦʧʳʪʝʥ, ʝʛʦ ʘʪʘʢʘ ʤʦ-

ʞʝʪ ʜʦʣʛʦ ʦʩʪʘʚʘʪʴʩʷ ʥʝʟʘʤʝʯʝʥʥʦʡ. 

ʂʣʘʩʩ 4. ʆʯʝʥʴ ʚʳʩʦ-

ʢʘʷ 
 

ɸʪʘʢʫʶʱʠʡ ʦʯʝʥʴ ʦʧʳʪʝʥ, ʠʩʧʦʣʴʟʫʝʪ ʣʠʙʦ ʥʝʠʟʚʝʩʪʥʳʝ ʨʘʟʨʘʙʦʪʢʠ, ʣʠʙʦ ʩʘ-

ʤʳʝ ʩʦʚʨʝʤʝʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʧʨʠʤʝʥʷʝʪ ʚ ʦʩʥʦʚʥʦʤ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʤʝʪʦʜʳ ʠ, 

ʭʦʨʦʰʦ ʟʘʤʝʪʘʷ ʩʣʝʜʳ, ʯʘʩʪʦ ʦʩʪʘʚʣʷʝʪ ʩʢʨʳʪʳʝ ʚʭʦʜʳ ʜʣʷ ʧʦʚʪʦʨʥʦʛʦ ʧʨʦʥʠʢ-

ʥʦʚʝʥʠʷ ʚ ʩʠʩʪʝʤʫ. 
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ʇʦʥʠʤʘʥʠʝ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʦʧʨʝ-

ʜʝʣʝʥʠʷ ʭʘʨʘʢʪʝʨʥʳʭ ʩʦʧʨʦʚʦʞʜʘʶʱʠʭ ʠʭ ʩʦʙʳʪʠʡ ʀɹ, ʢʦʪʦʨʳʝ ʧʦ ʦʪʜʝʣʴʥʦʩʪʠ ʠʣʠ ʚ ʥʝʢʦʪʦ-

ʨʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʙʫʜʫʪ ʧʨʠʟʥʘʥʳ ʆʈɻɸʅʀɿɸʎʀɽʁ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ. 

ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝ ʧʨʝʪʝʥʜʫʝʪ ʥʘ ʧʦʣʥʦʪʫ, ʧʦʩʢʦʣʴʢʫ ʥʦʚʳʝ 

ʩʝʪʝʚʳʝ ʘʪʘʢʠ ʚʦʟʥʠʢʘʶʪ ʧʦʯʪʠ ʢʘʞʜʳʡ ʜʝʥʴ. ʆʥʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʳ 

ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. 

ɹʦʣʝʝ ʥʘʛʣʷʜʥʦ ʠ ʢʦʤʧʘʢʪʥʦ ʚʩʝ ʪʠʧʳ ʚʦʟʤʦʞʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʦʪʜʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ ʠʟʦʙʨʘʞʝʥʳ ʥʘ ʨʠʩ. 16. 

ʂʘʢ ʠ ʜʚʝ ʧʨʝʜʳʜʫʱʠʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʝʦʙʭʦ-

ʜʠʤʘ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʟʠʮʠʡ ʚ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʠ ʥʘʨʫʰʠʪʝʣʝʡ 

ʀɹ, ʘ ʠʤʝʥʥʦ ʢʘʩʘʶʱʠʭʩʷ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ 

ʚʠʜʝ ʢʦʥʢʨʝʪʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢ. 

 

2.5. ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ -

ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ɼʘʞʝ ʩʘʤʳʝ ʩʦʚʨʝʤʝʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠ ʧʝʨʝʜʦʚʳʝ ʉɿʀ ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ ʥʝ ʤʦʛʫʪ 

ʧʦʣʥʦʩʪʴʶ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʙʳʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʀɹ 

(ʩʦʙʳʪʠʡ ʀɹ). ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʙʫʜʫʪ ʚʥʝʜʨʝʥʳ, ʩ ʙʦʣʴ-

ʰʦʡ ʚʝʨʦʷʪʥʦʩʪʴ  ʁʦʩʪʘʥʫʪʩʷ ʥʝʫʩʪʨʘʥʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ, ʥʝʢʦʨʨʝʢʪʥʦ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘʩʪʨʦʡ-

ʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʇʆ, ʦʰʠʙʢʠ ʧʝʨʩʦʥʘʣʘ ʠ ʥʝʩʦʙʣʶʜʝʥʠʝ ʇʦʣʠʪʠʢʠ ʀɹ. ʕʪʠ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ 

ʤʦʛʫʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʨʘʟʚʠʪʠʶ ʠʥʮʠʜʝʥʪʦʚ ʀɹ.  

ʈʘʟʣʠʯʥʳʝ ʠʥʮʠʜʝʥʪʳ ʀɹ ʠʤʝʶʪ ʩʚʦʠ ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʩʮʝʥʘʨʠʠ ʨʘʟʚʠʪʠʷ, ʧʦʵʪʦʤʫ ʠʭ 

ʤʦʞʥʦ ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʪʴ ʩʦʚʝʨʰʝʥʥʦ ʧʦ-ʨʘʟʥʦʤʫ. ʅʦ ʥʝ ʵʬʬʝʢʪʠʚʥʦ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʦʪʜʝʣʴʥʦʝ 

ʦʧʠʩʘʥʠʝ ʜʣʷ ʢʘʞʜʦʛʦ ʠʥʮʠʜʝʥʪʘ, ʧʦʩʢʦʣʴʢʫ ʠʭ ʢʦʣʠʯʝʩʪʚʦ ʧʦʩʪʦʷʥʥʦ ʨʘʩʪʝʪ. ʀʤʝʥʥʦ ʧʦʵʪʦʤʫ 

ʠʟʚʝʩʪʥʳʤʠ ʢʦʤʧʘʥʠʷʤʠ ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʨʷʜ ʩʧʝʮʠʬʠʢʘʮʠʡ ʜʣʷ ʫʥʠʬʠʢʘʮʠʠ ʪʘʢʠʭ ʦʧʠʩʘʥʠʡ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʥʠʞʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʦʜʦʤ ʠʭ ʧʫʙʣʠʢʘʮʠʠ ʜʣʷ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ [160]. 
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ʈʠʩʫʥʦʢ 16 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ 

ʵʣʝʤʝʥʪʳ 
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2007 ʛ. ï ʆʧʠʩʘʥʠʝ ʦʙʲʝʢʪʘ ʠ ʬʦʨʤʘʪ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭ (ʘʥʛʣ. Incident 

Object Description and Exchange Format, IODEF) ʨʘʙʦʯʝʡ ʛʨʫʧʧʳ çʋʧʨʘʚʣʷʝʤʳʡ ʫʧʨʦʱʝʥʥʳʡ 

ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭè (ʘʥʛʣ. Managed Incident Lightweight Exchange, MILE) 

[https://datatracker.ietf.org/wg/mile/about/]. ʕʪʦ ʦʩʥʦʚʘʥʥʳʡ ʥʘ XML ʩʪʘʥʜʘʨʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ 

ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʤʝʞʜʫ ɻʨʫʧʧʘʤʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢʦʤʧʴʶʪʝʨ-

ʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘʥʛʣ. Computer Security Incident Response Teams, CSIRT) ʠ ʧʨʠʤʝʥʷʝʤʳʡ ʚ 

ʢʘʯʝʩʪʚʝ ʬʦʨʤʘʪʘ ʭʨʘʥʝʥʠʷ ʚ ʉʠʩʪʝʤʝ ʢʦʣʣʝʢʪʠʚʥʳʭ ʟʥʘʥʠʡ (ʘʥʛʣ. Collective Intelligence 

Framework, CIF). IODEF ï ʵʪʦ ʬʦʨʤʘʪ ʜʘʥʥʳʭ ʠ ʨʘʩʰʠʨʝʥʠʷ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʦʙ ʠʥ-

ʮʠʜʝʥʪʘʭ ʠ ʠʥʜʠʢʘʪʦʨʘʭ. ʇʦʟʜʥʝʝ IODEF ʙʳʣ ʦʧʫʙʣʠʢʦʚʘʥ ʢʘʢ ʩʪʘʥʜʘʨʪ RFC5070 ʀʥʞʝʥʝʨʥʦʛʦ 

ʩʦʚʝʪʘ ʠʥʪʝʨʥʝʪʘ (ʘʥʛʣ. Internet Engineering Task Force, IETF). ɺ 2017 ʛ. ʨʘʙʦʯʘʷ ʛʨʫʧʧʘ MILE 

ʧʦʜʛʦʪʦʚʠʣʘ ʥʝʩʢʦʣʴʢʦ ʥʦʚʳʭ ʜʦʢʫʤʝʥʪʦʚ ʦʙ ʦʙʥʦʚʣʝʥʠʠ RFC5070, ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʩʪʨʫʢʪʫʨʠ-

ʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ IODEF ʠ ʪ.ʧ. 

2007 ʛ. ï ʌʦʨʤʘʪ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚʪʦʨʞʝʥʠʷ (ʘʥʛʣ. Intrusion Detec-

tion Message Exchange Format, IDMEF), ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ IETF (RFC 4765) 

[https://www.ietf.org/rfc/rfc4765.txt]. ʆʥ ʜʦʣʞʝʥ ʙʳʣ ʩʪʘʪʴ ʩʪʘʥʜʘʨʪʥʳʤ ʬʦʨʤʘʪʦʤ ʜʘʥʥʳʭ ʉʆɺ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʤ ʜʣʷ ʦʧʦʚʝʱʝʥʠʠ ʦ ʩʦʙʳʪʠʷʭ, ʢʦʪʦʨʳʝ ʦʥʠ ʨʘʩʩʤʘʪʨʠʚʘʶʪ ʢʘʢ ʧʦʜʦʟʨʠʪʝʣʴ-

ʥʝr. ʄʦʜʝʣʴ ʜʘʥʥʳʭ IDMEF ï ʵʪʦ ʦʙʲʝʢʪʥʦ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʜʘʥʥʳʭ ʦʧʦʚʝʱʝ-

ʥʠʷ ʦʙ ʦʧʘʩʥʦʩʪʠ, ʦʪʧʨʘʚʣʷʝʤʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ. 

2009 ʛ. ï ʉʠʩʪʝʤʘ ʢʦʣʣʝʢʪʠʚʥʳʭ ʟʥʘʥʠʡ (CIF), ʨʘʟʨʘʙʦʪʘʥʥʘʷ ʎʝʥʪʨʦʤ ʦʙʤʝʥʘ ʠ ʘʥʘʣʠʟʘ 

ʠʥʬʦʨʤʘʮʠʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʡ ʩʝʪʠ (ʘʥʛʣ. Research and Education Network 

Information Sharing and Analysis Center, REN-ISAC) [http://csirtgadgets.org/]. ʕʪʦ ʢʣʠʝʥʪ-

ʩʝʨʚʝʨʥʘʷ ʩʠʩʪʝʤʘ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʦʙ ʫʛʨʦʟʘʭ (ʥʘʧʨʠʤʝʨ, IP-ʘʜʨʝʩʘʭ, ʥʦʤʝʨʘʭ ʘʚʪʦʥʦʤʥʳʭ 

ʩʠʩʪʝʤ ʚ ʠʥʪʝʨʥʝʪʝ, ʘʜʨʝʩʘʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʜʦʤʝʥʥʳʭ ʠʤʝʥʘʭ, URL-ʘʜʨʝʩʘʭ, ʪʠʧʘʭ ʫʛʨʦʟ, 

ʩʝʨʴʝʟʥʦʩʪʠ ʘʪʘʢ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʜʘʥʥʳʭ). ɺʥʫʪʨʠ CIF ʜʘʥʥʳʝ ʭʨʘʥʷʪʩʷ ʚ ʬʦʨʤʘʪʝ IODEF. CIF 

ʩʧʦʩʦʙʥʘ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʚ ʦʧʨʝʜʝʣʝʥʥʳʝ ʉɿʀ, ʥʘʧʨʠʤʝʨ Snort ʠʣʠ iptables. 

2010 ʛ. ï ʉʣʦʚʘʨʴ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭ (ʘʥʛʣ. 

Vocabulary for Event Recording and Incident Sharing, VERIS) ʦʪ ʢʦʤʧʘʥʠʠ Verizon 

[http://veriscommunity.net/]. ʕʪʦ ʩʠʩʪʝʤʘ, ʩʦʟʜʘʥʥʘʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʠ ʦʙʤʝʥʘ ʩʪʨʘʪʝʛʠʯʝʩʢʦʡ 

(ʥʝ ʪʘʢʪʠʯʝʩʢʦʡ) ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʦʙʱʠʤ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ ʦʙ ʠʥʮʠʜʝʥʪʘʭ. ʆʥʘ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ 

ʤʝʪʨʠʢ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʦʙʱʝʛʦ ʷʟʳʢʘ ʦʧʠʩʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʦʤ ʠ ʚʦʩʧʨʦʠʟʚʦʜʠʤʦʤ ʚʠʜʝ. VERIS ʨʘʟʜʝʣʝʥʘ ʥʘ ʧʷʪʴ ʨʘʟʜʝʣʦʚ: ʦʪʩʣʝʞʠʚʘʥʠʝ 

ʠʥʮʠʜʝʥʪʦʚ, ʜʝʤʦʛʨʘʬʠʷ ʞʝʨʪʚ, ʦʧʠʩʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ, ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ, ʘ ʪʘʢʞʝ 

ʦʮʝʥʢʘ ʚʦʟʜʝʡʩʪʚʠʷ. 

2011 ʛ. ï ʆʪʢʨʳʪʳʝ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (ʘʥʛʣ. Open Indicators of Compromise, 

OpenIOC) ʦʪ ʢʦʤʧʘʥʠʠ Mandiant [http://www.openioc.org/]. ʕʪʦ ʨʘʩʰʠʨʷʝʤʘʷ ʩʨʝʜʘ ʩ ʦʪʢʨʳʪʳʤ 
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ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʜʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʘʭ ʀɹ ʚ ʚʠʜʝ XML-ʩʭʝʤ ʜʣʷ ʦʧʠʩʘʥʠʷ ʪʝʭʥʠ-

ʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʢʦʪʦʨʳʝ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ ʠʟʚʝʩʪʥʳʝ ʫʛʨʦʟʳ, ʤʝʪʦʜ rʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ 

ʠ ʜʨʫʛʠʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ. ʇʝʨʚʦʥʘʯʘʣʴʥʦ OpenIOC ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʚ ʧʨʦʜʫʢʪʘʭ Mandiant ʤʦʞʥʦ ʙʳʣʦ ʩʠʩʪʝʤʘʪʠʟʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʙʳʩʪʨʦʛʦ ʧʦʠʩʢʘ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʥʘʨʫʰʝʥʠʡ ʀɹ. ʇʦʟʞʝ Mandiant ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʣʘ ʦʪʢʨʳʪʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʩʭʝʤ rOpenIOC ʠ ʪʝʧʝʨʴ ʚʳʧʫʩʢʘʝʪ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʫʪʠʣʠʪʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʙʳʩʪʨʦ ʧʝʨʝʜʘʚʘʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʛʨʦʟʘʭ. OpenIOC ʧʦʩʪʘʚʣʷʝʪʩʷ ʩ ʙʘʟʦʚʳʤ ʥʘʙʦʨʦʤ ʠʥʜʠʢʘʪʦʨʦʚ, ʦʧʠʩʳʚʘʶ-

ʱʠʭ ʙʦʣʝʝ 500 ʨʘʟʣʠʯʥʳʭ ʩʨʝʜ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʟʣʦʫʤʳʰʣʝʥ-

ʥʠʢʦʚ. 

2012 ʛ. ï ʄʝʞʩʝʪʝʚʘʷ ʟʘʱʠʪʘ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ (ʘʥʛʣ. Real-time Internetwork Defense, 

RID) ʨʘʙʦʯʝʡ ʛʨʫʧʧʳ MILE [https://datatracker.ietf.org/wg/mile/about/]. ʕʪʦ ʩʪʘʥʜʘʨʪ ʧʝʨʝʜʘʯʠ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠʙʝʨʫʛʨʦʟʘʭ, ʦʙʣʝʛʯʘʶʱʠʡ ʦʙʤʝʥ ʜʘʥʥʳʤʠ ʧʦ ʦʙʨʘʙʦʪʢʝ ʠʥʮʠʜʝʥʪʦʚ ʠ ʠʥʪʝʛ-

ʨʠʨʫʶʱʠʡ ʚʩʝ ʵʪʘʧʳ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ï ʦʙʥʘʨʫʞʝʥʠʝ, ʦʪʩʣʝʞʠʚʘʥʠʝ, ʠʜʝʥ-

ʪʠʬʠʢʘʮʠ ʁʠʩʪʦʯʥʠʢʘ ʠ ʩʤʷʛʯʝʥʠʝ ʧʦʩʣʝʜʩʪʚʠʡ. RID ʦʧʨʝʜʝʣʷʝʪ ʧʨʦʪʦʢʦʣ, ʫʧʨʦʱʘʶʱʠʡ ʩʦ-

ʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʩʝʪʝʡ. 

RID ʦʧʨʝʜʝʣʝʥ ʚ RFC 6545, ʘ RID-over-HTTPS ï ʚ RFC 6546. 

2012 ʛ. ï ʆʪʢʨʳʪʳʡ ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʘʭ (ʘʥʛʣ. Open Threat Exchange, OTX) ʦʪ 

ʢʦʤʧʘʥʠʠ Alien Vault [https://www.alienvault.com/open-threat-exchange]. ʕʪʦ ʦʙʱʝʜʦʩʪʫʧʥʘʷ ʮʝʥ-

ʪʨʘʣʠʟʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʦʙ ʫʛʨʦʟʘʭ. ʆʥʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ SIEM-ʩʠʩʪʝʤʦʡ ʩ 

ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ (ʘʥʛʣ. Open Source SIEM, OSSIM). OTX ʪʘʢʞʝ ʜʦʩʪʫʧʝʥ ʚ CIF. 

2013 ʛ. ï ʆʧʠʩʘʥʠʝ ʦʙʲʝʢʪʘ ʠ ʬʦʨʤʘʪ ʦʙʤʝʥʘ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʠʙʝʨ-

ʙʝʟʦʧʘʩʥʦʩʪʠ (IODEF-SCI) [https://datatracker.ietf.org/doc/rfc7203/]. ʆʥʦ ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʠʝʤ 

ʩʪʘʥʜʘʨʪʘ IODEF (ʚ ʚʠʜʝ RFC 7203), ʚ ʢʦʪʦʨʳʡ ʜʦʙʘʚʣʝʥʘ ʧʦʜʜʝʨʞʢʘ ʪʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʜʘʥʥʳʭ ʢʘʢ ʩʭʝʤʘ ʘʪʘʢʠ, ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʣʘʪʬʦʨʤʝ, ʫʷʟʚʠʤʦʩʪʴ, ʠʥʩʪʨʫʢʮʠʷ ʧʦ ʧʨʦʪʠʚʦʜʝʡʩʪ-

ʚʠʶ, ɾʈʉ, ʩʝʨʴʝʟʥʦʩʪʴ ʠ ʪ.ʜ. ʆʧʠʩʘʥʠʝ ʧʦʚʳʰʘʝʪ ʧʨʠʩʧʦʩʦʙʣʝʥʥʦʩʪʴ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʢ ʤʘ-

ʰʠʥʥʦʡ ʦʙʨʘʙʦʪʢʝ (ʤʘʰʠʥʦʯʠʪʘʝʤʦʩʪʴ), ʧʨʝʜʦʩʪʘʚʣʷʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʩʪʨʘʠʚʘʪ ɹʠʜʝʥʪʠʬʠʢʘʪʦ-

ʨr  ʠ XML-ʜʘʥʥʳʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʧʨʠʤʝʨ, ʠʟ CVE ʠ ʠʩʧʦʣʴʟʫʷ ʦʪʢʨʳʪʳʡ 

ʷʟʳʢ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʦʮʝʥʢʠ (ʘʥʛʣ. Open Vulnerability and Assessment Language, OVAL). ʊʘʢʞʝ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʩʪʘʥʜʘʨʪʳ: CAPEC, ʆʙ ʝɦʝ ʦʧʠʩʘʥʠʝ ʩʦʙʳʪʠʡ (ʘʥʛʣ. Common 

Event Expression, CEE), ʆʙʱʝʝ ʧʝʨʝʯʠʩʣʝʥʠʝ ʧʣʘʪʬʦʨʤ (ʘʥʛʣ. Common Platform Enumeration, 

CPE), ʆʙʱʠʡ ʬʦʨʤʘʪ ʦʪʯʝʪʦʚ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ (ʘʥʛʣ. Common Vulnerability Reporting Format, 

CVRF), ʆʙʱʘʷ ʩʠʩʪʝʤʘ ʦʮʝʥʢʠ ʫʷʟʚʠʤʦʩʪʝʡ (ʘʥʛʣ. Common Vulnerability Scoring System, CVSS), 

ʆʪʢʨʳʪʳʡ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʷʟʳʢ ʢʦʥʪʨʦʣʴʥʳʭ ʩʧʠʩʢʦʚ (ʘʥʛʣ. Open Checklist Interactive Language, 

OCIL), ʈʘʩʰʠʨʷʝʤʳʡ ʬʦʨʤʘʪ ʦʧʠʩʘʥʠʷ ʢʦʥʪʨʦʣʴʥʳʭ ʩʧʠʩʢʦʚ ʢʦʥʬʠʛʫʨʘʮʠʡ (ʘʥʛʣ. Extensible 

Configuration Checklist Description Format, XCCDF), ʈʘʩʧʨʝʜʝʣʝʥʥʘʷ ʩʣʫʞʙʘ ʘʫʜʠʪʘ (ʘʥʛʣ. Dis-
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tributed Audit Service, XDAS) ʠ ʨʷʜ ʜʨʫʛʠʭ. 

2013 ʛ. ï ʇʨʝʜʩʪʘʚʣʝʥʠʝ ʥʘʙʣʶʜʝʥʠʡ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ (ʘʥʛʣ. Cyber Observable 

eXpression, CybOX) ʦʪ ʢʦʤʧʘʥʠʠ MITRE [https://cybox.mitre.org/about/]. ʕʪʦ ʩʭʝʤʘ ʜʣʷ ʦʧʨʝʜʝʣʝ-

ʥʠʷ, ʩʙʦʨʘ, ʦʧʠʩʘʥʠʷ ʠ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʙʳʪʠʷʭ ʠʣʠ ʩʚʦʡʩʪʚʘʭ ʩʦʩʪʦʷʥʠʡ (ʥʘʧʨʠʤʝʨ, 

ʭʵʰ-ʟʥʘʯʝʥʠʷ ʬʘʡʣʦʚ, IP-ʘʜʨʝʩʘ, ʢʦʤʘʥʜʘ HTTP GET, ʢʣʶʯʠ ʨʝʝʩʪʨʘ), ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʥʘʙʣʶ-

ʜʘʪʴ ʚ ʨʘʙʦʪʘʶʱʝʤ ʜʦʤʝʥʝ ʠʟ 70 ʦʙʲʝʢʪʦʚ (ʥʘʧʨʠʤʝʨ, ʬʘʡʣ, HTTP-ʩʝʩʩʠʷ, ʩʝʪʝʚʦʡ ʧʦʪʦʢ, ʩʝʪʝ-

ʚʦʝ ʩʦʝʜʠʥʝʥʠʝ, ʩʝʨʪʠʬʠʢʘʪ X.509). ʕʪʦ ʠ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʥʳʡ ʷʟʳʢ ʢʦʜʠʨʦʚʘʥʠʷ ʠ ʧʝʨʝʜʘʯʠ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʙʣʶʜʝʥʠʷʭ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ ʠʣʠ ʠʟʤʝʨʝʥʠʡ ʩʦʩʪʦʷʥʠʡ (ʪʠʧʘ ʦʮʝʥʢʠ 

ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʫʛʨʦʟ (ʧʦʜʨʦʙʥʳʝ ʩʭʝʤʳ ʘʪʘʢ), ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʫʧʨʘʚ-

ʣʝʥʠ ̫ʩʦʙʳʪʠʷʤʠ), ʚʝʜʝʥʠʷ ɾʈʉ, ʨʝʘʛʠʨʦʚʘʥʠ ̫ʥʘ ʠʥʮʠʜʝʥʪʳ, ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠ ̫ʠʥ-

ʜʠʢʘʪʦʨʦʚ, ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʡ). 

2013 ʛ. ï ʉʪʨʫʢʪʫʨʠʨʦʚʘʥʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʝ (ʘʥʛʣ. Structured 

Threat Information Expression, STIX) ʦʪ ʢʦʤʧʘʥʠʠ MITRE [https://oasis-open.github.io/cti-

documentation/stix/about.html]. ʕʪʦ ʷʟʳʢ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ CybOX ʜʣʷ ʦʧʠʩʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ 

ʦʙ ʫʛʨʦʟʘʭ ʚ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʥʦʤ ʠ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʦʤ ʚʠʜʝ ʠ ʧʦʟʚʦʣʷʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʦʙʤʝʥ 

ʟʥʘʥʠʷʤʠ ʦʙ ʫʛʨʦʟʘʭ (ʘʥʛʣ. Cyber Threat Intelligence, CTI), ʥʘʧʨʠʤʝʨ, ʮʝʣʴ, ʠʥʮʠʜʝʥʪ, ʠʥʜʠʢʘ-

ʪʦʨ, ʠʩʪʦʯʥʠʢ ʫʛʨʦʟʳ. ʆʥ ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʜʣʷ ʘʥʘʣʠʟʘ ʢʠʙʝʨʫʛʨʦʟ, ʦʧʨʝʜʝʣʝʥʠ ̫ʠʥʜʠʢʘʪʦʨʦʚ 

ʩʭʝʤ ʨʝʘʣʠʟʘʮʠʠ, ʫʧʨʘʚʣʝʥʠ ̫ʜʝʡʩʪʚʠʷʤʠ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʘʭ. 

ɺ 2017 ʛ. ʧʦʷʚʠʣʘʩʴ ʚʪʦʨʘʷ ʚʝʨʩʠʷ ï STIX 2.0, ʢʦʪʦʨʘʷ ʨʘʩʰʠʨʷʝʪ CTI ʟʘ ʩʯʝʪ ʚʢʣʶʯʝʥʠʷ ʠʥʜʠʢʘ-

ʪʦʨʦʚ ʘʢʪʠʚʥʦʩʪʠ ʧʨʦʪʠʚʥʠʢʘ ʠ ʢʦʥʪʝʢʩʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʤʦʪʠʚʘʮʠʠ, ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ ʜʝʡʩʪ-

ʚʠʭ̫ ʧʨʦʪʠʚʥʠʢʘ, ʘ ʪʘʢʞʝ ʥʘʠʣʫʯʰʠʝ ʜʝʡʩʪʚʠʡ ʜʣʷ ʟʘʱʠʪʳ ʠ ʩʤʷʛʯʝʥʠʷ ʧʦʩʣʝʜʩʪʚʠʡ ʘʪʘʢ. STIX 

2.0 ʦʩʥʦʚʘʥ ʥʘ ʤʦʜʝʣʠ MITRE ATT&CK. ʉʪʨʫʢʪʫʨʘ STIX 2.0 ʥʝ ʟʘʚʠʩʠʪ ʦʪ ʢʘʢʦʛʦ-ʣʠʙʦ ʢʦʥʢʨʝʪ-

ʥʦʛʦ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ. 

2013 ʛ. ï ɼʦʚʝʨʝʥʥʳʡ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʥʜʠʢʘʪʦʨʘʭ (ʘʥʛʣ. 

Trusted Automated eXchange of Indicator Information, TAXII) ʦʪ MITRE [https://oasis-open.github.io/ 

cti-documentation/]. ʕʪʦ ʥʘʙʦʨ ʫʩʣʫʛ ʧʦ ʦʙʤʝʥʫ ʩʦʦʙʱʝʥʠʷʤʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʩʦʚʤʝʩʪʥʦʝ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ ʤʝʞʜʫ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʧʨʦʜʫʢʪʦʚ ʠʣʠ 

ʫʩʣʫʛ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ XML ʠ HTTP ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʠ ʪʨʘʥʩʧʦʨʪʘ ʩʦʦʙʱʝʥʠʡ ʩʦʦʪʚʝʪʩʪʚʝʥ-

ʥʦ, ʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʶʱʠʡ ʬʦʨʤʘʪ rʠ ʧʨʦʪʦʢʦʣ rʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʥ ʨʘʙʦʪʘʝʪ ʜʣʷ ʥʝʩʢʦʣʴ-

ʢʠʭ ʤʦʜʝʣʝʡ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, çʪʦʯʢʘ-ʪʦʯʢʘè) ʠ ʤʝʪʦʜʘ çʪʦʣʢʘʪʴ ʠʣʠ ʪʷ-

ʥʫʪʴè (ʘʥʛʣ. Push or pull). ʕʪʦ ʠ ʧʨʦʪʦʢʦʣ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠ-

ʙʝʨʫʛʨʦʟʘʭ ʧʨʦʩʪʳʤ ʠ ʤʘʩʰʪʘʙʠʨʫʝʤʳʤ ʩʧʦʩʦʙʦʤ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʤʝʥʘ CTI ʧʦ 

HTTPS. TAXII ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʠ ʦʙʲʝʢʪʦʚ STIX 2.0. 

ʇʦʩʣʝʜʥʠʝ ʪʨʠ ʩʧʝʮʠʬʠʢʘʮʠʠ ï CybOX, STIX 2.0 ʠ TAXII ï ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʫ-

ʶʪʩʷ ʯʘɦʝ ʚʩʝʛʦ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʩʦʚʤʝʩʪʠʤ,r ʤʘʰʠʥʦʯʠʪʘʝʤʳ ʠ ʣʝʛʢʦ ʘʚʪʦʤʘʪʠʟʠʨʫʶʪʩʷ. 
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ʇʨʠ ʩʦʩʪʘʚʣʝʥʠʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʢʨʦʤʝ ʚʳʰʝ ʫʢʘʟʘʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʦʙʟʦʨʳ ʠʥʦʩʪʨʘʥʥʳʭ ʠ ʨʦʩʩʠʡʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠ ʢʦʥ-

ʩʘʣʪʠʥʛʦʚʳʭ ʢʦʤʧʘʥʠʡ, ʘ ʪʘʢʞʝ ʩʣʝʜʫʶʱʠʝ ʩʪʘʥʜʘʨʪʳ: 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ ʊʆ 18044-2007 çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ (ʀʊ). ʄʝʪʦʜʳ ʠ 

ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʝʥʝʜʞʤʝʥʪ ʠʥʮʠʜʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè 

[161]; 

ð ɻʆʉʊ ʈ 57580.1ï2017 çɹʝʟʦʧʘʩʥʦʩʪʴ ʬʠʥʘʥʩʦʚʳʭ (ʙʘʥʢʦʚʩʢʠʭ) ʦʧʝʨʘʮʠʡ. ɿʘʱʠʪʘ ʠʥ-

ʬʦʨʤʘʮʠʠ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. ɹʘʟʦʚʳʡ ʩʦʩʪʘʚ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨè 

[162]; 

ð ɻʆʉʊ ʈ 57580.2-2018 çɹʝʟʦʧʘʩʥʦʩʪʴ ʬʠʥʘʥʩʦʚʳʭ (ʙʘʥʢʦʚʩʢʠʭ) ʦʧʝʨʘʮʠʡ. ɿʘʱʠʪʘ ʠʥ-

ʬʦʨʤʘʮʠʠ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʄʝʪʦʜʠʢʘ ʦʮʝʥʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷè ï ʇʨʠʣʦʞʝʥʠʝ ɹ. ʇʝʨʝ-

ʯʝʥʴ ʥʘʨʫʰʝʥʠʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ [144]; 

ð ʈʝʢʦʤʝʥʜʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ɹʘʥʢʘ ʈʦʩʩʠʠ ʈʉ ɹʈ ʀɹɹʉ-2.5-2014 çʆʙʝʩ-

ʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʥʢʦʚʩʢʦʡ ʩʠʩʪʝʤʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘ-

ʮʠʠ. ʄʝʥʝʜʞʤʝʥʪ ʠʥʮʠʜʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè [163]; 

ð ʉʪʘʥʜʘʨʪ ɹʘʥʢʘ ʈʦʩʩʠʠ ʉʊʆ ɹʈ ʀɹɹʉ-1.3-2016 çʆʙʝʩʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦ-

ʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʙʘʥʢʦʚʩʢʦʡ ʩʠʩʪʝʤʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. ʉʙʦʨ ʠ ʘʥʘʣʠʟ ʪʝʭʥʠʯʝʩʢʠʭ 

ʜʘʥʥʳʭ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ 

ʧʝʨʝʚʦʜʦʚ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚè [164]; 

ð ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʪʘʥʜʘʨʪ ʈʝʩʧʫʙʣʠʢʠ ʋʟʙʝʢʠʩʪʘʥ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. 

ʄʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʘʩʪʴ 1. ʇʨʠʥʮʠʧʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ (ISO/IEC 27035-1:2016, MOD) [165]; 

ð ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʪʘʥʜʘʨʪ ʈʝʩʧʫʙʣʠʢʠ ʋʟʙʝʢʠʩʪʘʥ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. 

ʄʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʘʩʪʴ 2 ʈʫʢʦʚʦʜʷʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ ʧʣʘʥʠʨʦʚʘʥʠʶ ʠ ʧʦʜʛʦʪʦʚʢʝ ʢ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ 

(ISO/IEC 27035-2:2016, MOD) [166]; 

ð ISO/IEC 27035-1:2016 Information technology ð Security techniques ð Information secu-

rity incident management ð Part 1: Principles of incident management (ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ 

ʀɹ ð ʏʘʩʪʴ 1. ʇʨʠʥʮʠʧʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ) [68]; 

ð ISO/IEC 27035-2:2016 Information technology ð Security techniques ð Information secu-

rity incident management ð Part 2: Guidelines to plan and prepare for incident response (ʏʘʩʪʴ 2. 

ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʧʦʜʛʦʪʦʚʢʠ ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ) [127]; 

ð CMU/SEI-2004-TR-015 Defining incident management processes for CISRT: A Work in 

Progress. Technical Report. 2004 [167]; 

ð NIST Special Publication 800-61. Revision 2. 2012. Computer Security Incident Handling 
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Guide (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʦʙʨʘʙʦʪʢʝ ʠʥʮʠʜʝʥʪʦʚ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ) [131]; 

ð ʇʨʦʝʢʪ ɻʆʉʊ ʈ çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʈʝʛʠʩʪʨʘʮʠʷ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʨʝʙʦʚʘ-

ʥʠʷ ʢ ʨʝʛʠʩʪʨʠʨʫʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠè [16]. 

ɺ ʧʦʜʨʘʟʜʝʣʝ 2.1 ʙʳʣʠ ʧʨʦʮʠʪʠʨʦʚʘʥʳ ʦʧʨʝʜʝʣʝʥʠʷ ʩʦʙʳʪʠʷ ʠ ʠʥʮʠʜʝʥʪʘ ʀɹ. ʉʜʝʣʘʝʤ ʢ 

ʥʠʤ ʨʷʜ ʚʘʞʥʳʭ ʜʦʧʦʣʥʝʥʠʡ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʦʙʳʪʠʝ ʀɹ ʠʤʝʣʦ ʤʝʩʪʦ, ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ 

ʩʫʙʲʝʢʪʦʤ ʙʳʣʦ ʩʦʚʝʨʰʝʥʦ ʢʘʢʦʝ-ʪʦ ʜʝʡʩʪʚʠʝ, ʥʘʧʨʘʚʣʝʥʥʦʝ ʥʘ ʢʘʢʦʡ-ʣʠʙʦ ʦʙʲʝʢʪ. ɺ ʦʧʨʝʜʝ-

ʣʝʥʠʠ ʩʦʙʳʪʠʷ ʀɹ ʥʝ ʜʝʣʘʝʪʩʷ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤʠ ʠ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤʠ ʜʝʡʩʪ-

ʚʠʷʤʠ ʥʘʨʫʰʠʪʝʣʷ ʀɹ. ʆʙʥʘʨʫʞʠʚʘʝʤʳʝ ʩʦʙʳʪʠʷ ʀɹ ʤʦʛʫʪ ʙʳʪʴ ʯʘʩʪʴʶ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠʣʠ 

ʧʨʦʩʪʦ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ, ʙʝʟ ʢʘʢʠʭ ʣʠʙʦ ʥʝʛʘʪʠʚʥʳʭ ʧʦʩʣʝʜʩʪʚʠʡ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʧʦʣʴ-

ʟʦʚʘʪʝʣʴ ʚʝʨʥʦ ʚʚʦʜʠʪ ʨʝʛʠʩʪʨʘʮʠʦʥʥʦʝ ʠʤʷ ʠ ʧʘʨʦʣʴ, ʪʦʛʜʘ ʝʤʫ ʜʘʝʪʩʷ ʜʦʩʪʫʧ ʢ ʝʛʦ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ ï ʠ ʵʪʦ ʩʦʙʳʪʠʝ ʀɹ, ʧʦʩʢʦʣʴʢʫ ʦʥʦ ʩʚʷʟʘʥʦ ʩ ʀɹ. ʅʦ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ, ʯʪʦ ʙʳʣʘ ʦʩʫʱʝ-

ʩʪʚʣʝʥʘ ʧʦʜʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ï çʤʘʩʢʘʨʘʜè, ʠ ʪʦʛʜʘ ʵʪʦ ʫʞʝ ʠʥʮʠʜʝʥʪ ʀɹ. ʏʘʩʪʦ ʥʘʙʣʶʜʘʝʤʦʝ 

ʩʦʙʳʪʠʝ ʀɹ ʷʚʣʷʝʪʩʷ ʣʠʰʴ ʯʘʩʪʴʶ ʰʘʛʦʚ, ʧʨʝʜʧʨʠʥʠʤʘʝʤʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʢʘʢʦʛʦ-ʪʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʇʦʣʠʪʠʢʦʡ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʨʝʟʫʣʴʪʘʪʘ. ʊʘʢʠʝ ʩʦʙʳʪʠʷ 

ʀɹ ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʯʘʩʪʴ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʘ ʩʘʤ ʠʥʮʠʜʝʥʪ ʀɹ ʙʫʜʝʪ ʩʦʩʪʦʷʪʴ ʠʟ ʩʦʚʦ-

ʢʫʧʥʦʩʪʠ ʩʦʙʳʪʠʡ ʀɹ [168]. 

ɽʜʠʥʦʛʦ ʫʥʠʚʝʨʩʘʣʴʥʦʛʦ ʧʝʨʝʯʥʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʣʶʙʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʩʫʱʝʩʪʚʦʚʘʪʴ ʥʝ ʤʦʞʝʪ. ʇʨʠʯʠʥʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʢʘʞʜʘʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ 

ʩʚʦʝʡ ʇʦʣʠʪʠʢʦʡ ʀɹ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʠʟʥʘʝʪ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʦʧʨʝʜʝʣʝʥʥʳʝ ʩʦʙʳʪʠʷ ʠʣʠ ʩʦ-

ʚʦʢʫʧʥʦʩʪʴ ʩʦʙʳʪʠʡ ʀɹ. ʅʘʧʨʠʤʝʨ, ʜʣʷ ʦʙʳʯʥʦʡ ʢʦʤʧʘʥʠʠ ʦʙʥʘʨʫʞʝʥʠʝ ʢʦʤʧʴʶʪʝʨʥʦʛʦ ʚʠʨʫ-

ʩʘ ʚ ʝʝ ʩʝʪʠ ʙʫʜʝʪ ʩʦʙʳʪʠʝʤ ʀɹ, ʘ ʜʣʷ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʘʷ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʉɸɺɿ ï ʵʪʦ ʟʘʤʝʯʘ-

ʪʝʣʴʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʧʦʣʥʠʪʴ ʩʚʦʶ ʵʥʮʠʢʣʦʧʝʜʠʶ ʚʠʨʫʩʦʚ ʥʦʚʳʤ ʵʢʟʝʤʧʣʷʨʦʤ, ʜʦʙʘʚʠʚ ʝʛʦ 

ʩʠʛʥʘʪʫʨʫ ʚ ʩʣʝʜʫʶʱʫʶ ʚʝʨʩʠʶ ʩʚʦʝʛʦ ʧʨʦʜʫʢʪʘ. ʉʦʙʳʪʠʝ ʞʝ ʦʙʥʘʨʫʞʝʥʠʷ DoS-ʘʪʘʢʠ ʥʘ ʚʝʙ-

ʩʝʨʚʝʨ ʜʣʷ ʣʶʙʦʡ ʢʦʤʧʘʥʠʠ ʙʫʜʝʪ ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝʛʜʘ ʷʚʣʷʪʴʩʷ ʠʥʮʠʜʝʥʪʦʤ ʀɹ, ʪʨʝʙʫʶʱʠʤ 

ʥʝʤʝʜʣʝʥʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʧʦʩʢʦʣʴʢʫ ʥʝʚʦʟʤʦʞʥʦʩʪ ɹʫʟʥʘʪʴ ʦ ʝʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʤʦʞʝʪ ʚʳʟʚʘʪʴ 

ʦʪʪʦʢ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʋʯʠʪʳʚʘʷ ʠʤʝʶʱʠʡʩʷ ʦʧʳʪ ʨʘʩʩʤʦʪʨʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʧʝʨʚʦʠʩʪʦʯʥʠʢʘʭ, ʙʳʣʠ 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʧʷʪʴ ʚʘʞʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ: 

1) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʀɹ, ʢʦʪʦʨʳʝ ʭʘʨʘʢ-

ʪʝʨʥʳ ʢʘʢ ʜʣʷ ʩʘʤʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʎʀʋʉɹ ʢʘʢ ʝʝ ʚʘʞʥʝʡʰʝʡ ʯʘʩʪʠ ʠ ʩʠʩʪʝʤʦ-

ʦʙʨʘʟʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ; 

2) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʘʧʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʲʝʢ-

ʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʦʟʥʠʢʘʝʪ ʠʥʮʠʜʝʥʪ ʀɹ; 

3) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʧʨʘʚʣʝʥʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʥʘ 

ʨʘʟʣʠʯʥʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ; 
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4) ʥʘ ʦʜʥʦʤ ʫʨʦʚʥʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝ ʜʦʣʞʥʳ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʧʦʥʷʪʠʷ ʨʘʟʥʦʡ ʩʪʝʧʝʥʠ ʘʙ-

ʩʪʨʘʢʮʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʜʦʩʪʘʪʦʯʥʦ ʰʠʨʦʢʠʡ ʦʪʚʣʝʯʝʥʥʳʡ ʢʣʘʩʩ ʧʨʦʙʣʝʤ ʠʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʜ-

ʢʠʡ ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ; 

5) ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴ ʠʥʮʠʜʝʥʪʳ ʀɹ ʩ ʫʛʨʦʟʘʤʠ ʀɹ ʠ ʩʝʪʝʚʳʤʠ ʘʪʘʢʘ-

ʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʠʭ ʨʝʘʣʠʟʘʮʠʠ, ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʫʷʟʚʠʤʦʩʪʷʤʠ. 

ʆʙʦʙʱʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʨʘʟʨʘʙʦʪʢʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʜʣʷ ʪʠʧʦʚ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʣʫʯʝʥʥʳʝ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʚʳʰʝ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʜʦʢʫʤʝʥ-

ʪʦʚ ʠ ʨʘʙʦʪ ʘʚʪʦʨʘ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ [45, 46, 48, 55, 132, 134-141, 160, 168], ʩʚʝʜʝʥʳ ʚ ʪʘʙʣ. 

5. ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ:  

ð ʚʳʧʦʣʥʷʶʱʠʝ ʧʦʩʣʝʜʥʝʝ ʪʨʝʙʦʚʘʥʠʝ ʠ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʶʱʠʝ ʩ ʦʧʠʩʘʥʠʝʤ ʩʝʪʝʚʳʭ 

ʘʪʘʢ (ʪʠʧʳ 1-19), ʥʦ ʩ ʟʘʤʝʥʦʡ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʥʷʪʠʡ ʥʘ ʙʦʣʝʝ ʙʣʠʟʢʠʝ ʢ ʠʥʮʠʜʝʥʪʘʤ ʀɹ, ʘ 

ʠʤʝʥʥʦ: ʨʘʩʧʦʣʦʞʝʥʠʝ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʮʝʣ ɹʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʤʝʩʪʦ ʧʨʦʠʩʰʝʩʪʚʠʷ ʠ ʥʘʧʨʘʚʣʝʥ-

ʥʦʩʪʴ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʟʘʪʨʦʥʫʪʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʎʀʋʉɹ), ʩʪʘʜʠ ̫ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ 

ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʷʚʠʣʩʷ ʠʥʮʠʜʝʥʪ ʀɹ, ʧʨʠʯʠʥʳ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʠʩʧʦʣʴ-

ʟʫʝʤʳʝ ʫʷʟʚʠʤʦʩʪʠ), ʫʩʣʦʚʠʝ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʪʠʧ ʚʦʟʜʝʡʩʪʚʠʷ (ʭʘʨʘʢʪʝʨ) ʠʥʮʠʜʝʥʪʘ 

ʀɹ, ʫʨʦʚʝʥʴ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʩʝʤʠʫʨʦʚʥʝʚʦʡ ʤʦʜʝʣʴʶ OSI/ISO, ʚʠʜʳ 

ʥʘʨʫʰʝʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʠʥʮʠʜʝʥʪʦʤ ʀɹ ï ʧʦʩʣʝʜʩʪʚʠʷ/ʤʘʩʰʪʘʙ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʩʝʨʴʝʟʥʦʩʪʴ 

ʫʱʝʨʙʘ ʦʪ ʠʥʮʠʜʝʥʪʘ ʀɹ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʠʜ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʯʠʩʣʦ ʥʘʨʫʰʠʪʝ-

ʣʝʡ ʀɹ, ʥʘʣʠʯʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʩ ʥʘʨʫʰʠʪʝʣʝʤ ʀɹ, ʤʝʪʦʜ ʠ ʩʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ 

ʀɹ, ʘ ʪʘʢʞʝ ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʚʝʨʦʷʪʥʦʩʪʴ ʝʛʦ ʧʦʚʪʦʨʥʦʛʦ ʚʦʟʥʠʢʥʦʚʝʥʠʷ 

ʚ ʙʫʜʫʱʝʤ ʠ ʩʣʦʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. ʉ ʮʝʣʴʶ ʩʦʢʨʘʱʝʥʠʷ ʨʝʟʫʣʴʪʠʨʫʶʱʝʡ 

ʪʘʙʣ. 5 ʵʪʠ ʧʨʠʟʥʘʢʠ ʫʢʘʟʘʥʳ ʪʦʣʴʢʦ ʥʘʟʚʘʥʠʝʤ ʪʠʧʘ. ɺ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʢʦʥʢʨʝʪʠʟʘʮʠʠ 

ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʧʠʩʘʥʠʝʤ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʩʪʨʦʢʫ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ; 

ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ: ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ, ʝʛʦ ʩʪʘʪʫʩ, ʧʨʝʜʥʘʤʝʨʝʥ-

ʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʭʘʨʘʢʪʝʨ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪ-

ʚʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʦʙʣʘʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʧʨʠʦʨʠʪʝʪ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʩʨʦʯ-

ʥʦʩʪʴ ʨʝʘʛʠʨʦʚʘʥʠʷ), ʩʣʦʞʥʦʩʪʴ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ (ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ) ʠ 

ʩʣʦʞʥʦʩʪʴ ʟʘʢʨʳʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʢʣʘʩʩʦʚ 

ʤʦʞʥʦ ʝʱʝ ʦʧʨʝʜʝʣʠʪʴ ʠ ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚʳʜʝʣʝʥʠʝʤ 

ʚ ʧʦʜʢʣʘʩʩʳ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ ʫʨʦʚʝʥʴ 

ʩʠʩʪʝʤʘʪʠʟʘʮʠʠ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 
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ʊʘʙʣʠʮʘ 5 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ (ʥʘʯʘʣʦ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʠʥʮʠʜʝʥʪʦʚ ʀɹ 

ʊʠʧ 1. ʈʘʩʧʦʣʦʞʝʥʠʝ ʥʘʨʫʰʠʪʝʣʷ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 2. ʎʝʣʴ ʥʘʨʫʰʠʪʝʣʷ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 3. ʄʝʩʪʦ ʧʨʦʠʩʰʝʩʪʚʠʷ ʠ ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ (ʟʘʪʨʦʥʫʪʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ) ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 4. ʉʪʘʜʠʷ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʷʚʠʣʩʷ ʠʥʮʠʜʝʥʪ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 5. ʇʨʠʯʠʥʳ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʷʟʚʠʤʦʩʪʠ) ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 6. ʋʩʣʦʚʠʝ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 7. ʊʠʧ ʚʦʟʜʝʡʩʪʚʠʷ (ʭʘʨʘʢʪʝʨ) ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 8. ʋʨʦʚʝʥʴ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʤʦʜʝʣʴʶ ISO/OSI ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 9. ɺʠʜʳ ʥʘʨʫʰʝʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʩ ʠʥʮʠʜʝʥʪʦʤ ʀɹ ï ʧʦʩʣʝʜʩʪʚʠʷ / ʤʘʩʰʪʘʙ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 10. ʉʝʨʴʝʟʥʦʩʪʴ ʫʱʝʨʙʘ (ʪʷʞʝʩʪʴ ʧʦʩʣʝʜʩʪʚʠʡ) ʦʪ ʠʥʮʠʜʝʥʪʘ ʀɹ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 11. ɺʠʜ ʥʘʨʫʰʠʪʝʣʷ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 12. ʏʠʩʣʦ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 13. ʅʘʣʠʯʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʩ ʥʘʨʫʰʠʪʝʣʝʤ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 14. ʄʝʪʦʜ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 15. ʉʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 16. ɿʘʚʝʨʰʝʥʥʦʩʪʴ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 17. ɺʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 18. ɺʝʨʦʷʪʥʦʩʪʴ ʧʦʚʪʦʨʥʦʛʦ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 19. ʉʣʦʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ ï ʢʘʢ ʜʣʷ ʩʝʪʝʚʦʡ ʘʪʘʢʠ 

ʊʠʧ 20. ʀʩ-

ʪʦʯʥʠʢ ʠʥ-

ʬʦʨʤʘʮʠʠ ʦʙ 

ʠʥʮʠʜʝʥʪʝ 

ʀɹ 

ʂʣʘʩʩ 1. ʈʘʙʦʪʥʠʢ ʦʨ-

ʛʘʥʠʟʘʮʠʠ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʀʉ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʩʦʟʜʘʥʠʶ, 

ʫʜʘʣʝʥʠʶ, ʢʦʧʠʨʦʚʘʥʠʶ ʨʝʩʫʨʩʦʚ ʜʦʩʪʫʧʘ. ʆʙʥʘʨʫʞʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʀʉ 

ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʠʟʤʝʥʝʥʠʶ (ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ) ʧʨʘʚ ʣʦʛʠʯʝʩʢʦʛʦ 

ʜʦʩʪʫʧʘ. 

ʂʣʘʩʩ 2. ʊʝʭʥʠʯʝʩʢʦʝ 

ʩʨʝʜʩʪʚʦ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʪʠʧʠʯʥʳʭ ʧʨʠʟʥʘʢʦʚ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚ ɾʈʉ ʆʉ. ʆʙʥʘʨʫʞʝʥʠʝ ʪʠ-

ʧʠʯʥʳʭ ʧʨʠʟʥʘʢʦʚ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚ ɾʈʉ ʉʋɹɼ. ʆʙʥʘʨʫʞʝʥʠʝ ʠʟʤʝʥʝʥʠʷ ʪʦʧʦ-

ʣʦʛʠʠ ʩʝʪʠ. 

ʊʠʧ 21. ʉʪʘ-

ʪʫʩ ʠʥʮʠʜʝʥ-

ʪʘ ʀɹ 

  ʀʥʮʠʜʝʥʪ ʀɹ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ, ʥʘʟʥʘʯʝʥ, ʚ ʦʙʨʘʙʦʪʢʝ, ʟʘʢʨʳʪ. 
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ʊʘʙʣʠʮʘ 5 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʊʠʧ ʂʣʘʩʩ ʇʦʜʢʣʘʩʩ ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʠʥʮʠʜʝʥʪʦʚ ʀɹ 

ʊʠʧ 22. ʇʨʝʜ-

ʥʘʤʝʨʝʥʥʦʩʪʴ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ 

ʠʥʮʠʜʝʥʪʘ 

ʀɹ 

ʂʣʘʩʩ 1. ʉʣʫʯʘʡʥʳʡ 

ʠʣʠ ʦʰʠʙʦʯʥʳʡ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʩʣʫʯʘʡʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʚʠʨʫʩʦʤ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʫʯʝʙʥʦʛʦ ʧʘʢʝʪʘ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʝʥʘʤʝʨʝʥʥʦʛʦ ʧʦʚʨʝʞʜʝʥʠʷ ʘʧʧʘʨʘʪʫʨʳ ʚ ʨʝ-

ʟʫʣʴʪʘʪʝ ʩʣʫʯʘʡʥʳʭ ʜʝʡʩʪʚʠʡ ʙʝʟʦʪʚʝʪʩʪʚʝʥʥʳʭ ʣʠʮ, ʥʘʧʨʠʤʝʨ ʦʙʨʳʚ ʩʦʝʜʠʥʠ-

ʪʝʣʴʥʦʛʦ ʢʘʙʝʣʷ. 

ʂʣʘʩʩ 2. ʅʘʤʝʨʝʥʥʳʡ  

ʆʙʥʘʨʫʞʝʥʠʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʟʘʱʠʪʝ 

ʠʥʬʦʨʤʘʮʠʠ. ʆʙʥʘʨʫʞʝʥʠʝ ʩʤʝʥʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʪʝʚʦʤʫ ʦʙʦʨʫʜʦʚʘʥʠʶ. ʆʙʥʘʨʫʞʝʥʠʝ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ɹɼ, 

ʦʪʜʝʣʴʥʳʝ ʬʘʡʣʳ ʜʣʷ ʧʦʜʜʝʣʢʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʊʠʧ 23. ʍʘ-

ʨʘʢʪʝʨ ʜʝʡ-

ʩʪʚʠʡ ʥʘʨʫ-

ʰʠʪʝʣʷ ʀɹ 

ʂʣʘʩʩ 1. ɼʝʡʩʪʚʠʷ ʧʦ 

ʩʝʪʠ, ʙʝʟ ʜʦʩʪʫʧʘ ʢ 

ʵʣʝʤʝʥʪʘʤ ʀʊʂʉ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʣʦʛʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ. ʆʙʥʘʨʫʞʝʥʠʝ 

ʦʧʝʨʘʮʠʡ ʧʦ ʠʟʤʝʥʝʥʠʶ ʩʦʩʪʘʚʘ ʇʆ ɸʈʄ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ, ʟʘʧʫʩ-

ʢʘʝʤʦʛʦ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʟʘʛʨʫʟʢʝ ʆʉ. ʆʙʥʘʨʫʞʝʥʠʝ ʚʥʝʰʥʠʭ ʚʦʟʜʝʡʩʪʚʠʡ ʠʟ 

ʠʥʪʝʨʥʝʪʘ ʥʘ ʇʆ ʫʨʦʚʥʷ ʆʉ. 

ʂʣʘʩʩ 2. ɼʝʡʩʪʚʠʷ ʩ 

ʝʜʠʥʠʯʥʳʤʠ ʧʨʦʥʠʢ-

ʥʦʚʝʥʠʷʤʠ ʚ ʧʦʤʝʱʝ-

ʥʠʷ, ʛʜʝ ʥʘʭʦʜʷʪʩʷ 

ʵʣʝʤʝʥʪʳ ʀʊʂʉ 

ʇʦʜʢʣʘʩʩ 1. ʆʪʢʨʳʪʳʝ 

ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʠ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʪʝʭʥʠʯʝʩʢʠʭ ʉɿʀ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʟʠ-

ʯʝʩʢʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʥʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʤʫʥʘʣʴʥʳʭ ʩʣʫʞʙ. ʆʙʥʘʨʫʞʝʥʠʝ 

ʠʟʤʝʥʝʥʠʷ ʢʣʠʤʘʪʠʯʝʩʢʠʭ ʨʝʞʠʤʦʚ ʧʦʤʝʱʝʥʠʡ, ʚ ʢʦʪʦʨʳʭ ʨʘʩʧʦʣʦʞʝʥʳ ʉɺʊ, 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ. 

ʇʦʜʢʣʘʩʩ 2. ʅʝʛʣʘʩʥʳʝ 
ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʠ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʪʝʭʥʠʯʝʩʢʠʭ ʉɿʀ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʟʠ-

ʯʝʩʢʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʥʠʭ ʚ ʚʳʭʦʜʥʳʝ ʜʥʠ ʠʣʠ ʥʦʯʴʶ.  

ʂʣʘʩʩ 3. ɼʝʡʩʪʚʠʷ ʩʦ 

ʩʪʦʨʦʥʳ ʧʦʩʪʘʚʱʠʢʦʚ 

ʦʙʦʨʫʜʦʚʘʥʠʷ, ʧʦʩʪʦ-

ʷʥʥʦ ʨʘʙʦʪʘʶʱʠʭ ʚ 

ʧʦʤʝʱʝʥʠʷʭ, ʠ ʦʙʩʣʫ-

ʞʠʚʘʶʱʝʛʦ ʧʝʨʩʦʥʘʣʘ 

 

ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʠ ʩʙʦʝʚ ʚ ʫʩʪʘʥʦʚʣʝʥʠʠ (ʦʙʥʦʚʣʝʥʠʠ) ʩʠʩʪʝʤʥʦʛʦ ʇʆ 

ʠ ʧʘʨʘʤʝʪʨʦʚ ʝʛʦ ʥʘʩʪʨʦʝʢ, ʚʣʠʷʶʱʠʭ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ, ʧʨʦʠʟʚʝʜʝʥʥʳʭ ʧʦ-

ʩʪʘʚʱʠʢʘʤʠ ʩʨʝʜʩʪʚ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʠ ʩʙʦʝʚ ʚ ʫʩʪʘʥʦʚʣʝʥʠʠ (ʦʙʥʦʚ-

ʣʝʥʠʠ) ʇʆ ʠ ʧʘʨʘʤʝʪʨʦʚ ʥʘʩʪʨʦʝʢ ʪʝʭʥʠʯʝʩʢʠʭ ʉɿʀ, ʠʭ ʩʠʛʥʘʪʫʨʥʳʭ ʙʘʟ (ʚ ʩʣʫ-

ʯʘʝ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ) ʧʦʩʪʘʚʱʠʢʘʤ ʩʨʝʜʩʪʚ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʶ ʧʦʜʢʦʥʪʨʦʣʴʥʳʭ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ. ʆʙʥʘʨʫʞʝʥʠʝ ʬʦʪʦʩʲʝʤʢʠ. 

ʊʠʧ 24. ʅʝʛʘ-

ʪʠʚʥʳʝ ʧʦʩ-

ʣʝʜʩʪʚʠʷ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ 

ʂʣʘʩʩ 1. ʄʛʥʦʚʝʥʥʳʝ  
ʆʙʥʘʨʫʞʝʥʠʝ ʤʛʥʦʚʝʥʥʦʛʦ ʦʪʢʘʟʘ ʚ ʨʘʙʦʪʝ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘ-

ʥʠʷ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀʊʂʉ. 

ʂʣʘʩʩ 2. ʅʘʢʘʧʣʠʚʘʶ-

ʱʠʝʩʷ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʦʪʢʘʟʘ ʦʙʦʨʫʜʦʚʘʥʠʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʩʯʝʨʧʘʥʠʷ ʝʛʦ ʨʝʩʫʨʩʘ. ʆʙʥʘ-

ʨʫʞʝʥʠʝ ʣʠʢʚʠʜʘʪʦʨʦʚ ʟʘʤʝʜʣʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʩ ʮʝʣʴʶ ʫʥʠʯʪʦʞʝʥʠʷ ʠʥʬʦʨʤʘ-

ʮʠʠ ʠʣʠ ʦʙʦʨʫʜʦʚʘʥʠʷ. 
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ʊʠʧ 25. ʆʙ-

ʣʘʩʪʴ ʨʘʩʧʨʦ-

ʩʪʨʘʥʝʥʠʷ 

ʠʥʮʠʜʝʥʪʘ 

ʀɹ 

ʂʣʘʩʩ 1. ʇʨʝʜʝʣʳ ʦʜ-

ʥʦʛʦ ʵʣʝʤʝʥʪʘ ʀʊʂʉ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʀʉ ʥʘ ɸʈʄ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʙʥʘʨʫ-

ʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʟʘʧʫʩʢʫ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʮʝʩʩʦʚ. ʆʙʥʘʨʫ-

ʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʜʦʚʝʨʝʥʥʦʡ ʟʘʛʨʫʟʢʠ ʆʉ ɸʈʄ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʵʢʩʧʣʫʘʪʘʮʠ-

ʦʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ. 

ʂʣʘʩʩ 2. ʇʨʝʜʝʣʳ ʥʝ-

ʩʢʦʣʴʢʠʭ ʵʣʝʤʝʥʪʦʚ 

ʀʊʂʉ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʷ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨ-

ʥʳʤ ʢʦʤʧʦʥʝʥʪʘʤ ʚʠʨʪʫʘʣʠʟʘʮʠʠ ʥʝʩʢʦʣʴʢʠʤʠ ʚʠʨʪʫʘʣʴʥʳʤʠ ʤʘʰʠʥʘʤʠ, ʣʦʛʠ-

ʯʝʩʢʠʤʠ ʨʘʟʜʝʣʘʤʠ ʠʣʠ ʪʦʤʘʤʠ. 

ʂʣʘʩʩ 3. ʇʨʝʜʝʣʳ ʦʪ-

ʜʝʣʴʥʦʛʦ ʩʪʨʫʢʪʫʨʥʦʛʦ 

ʧʦʜʨʘʟʜʝʣʝʥʠʷ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʨʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ ʩʠʩʪʝʤʳ ʭʨʘ-

ʥʝʥʠʷ ʜʘʥʥʳʭ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʨʘʟ-

ʙʣʦʢʠʨʦʚʘʥʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʧʦʨʪʦʚ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ. ʆʙ-

ʥʘʨʫʞʝʥʠʝ ʘʥʦʤʘʣʴʥʦʡ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

ʂʣʘʩʩ 4. ʆʨʛʘʥʠʟʘʮʠʷ 

ʚ ʮʝʣʦʤ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʧʦʜʢʣʶʯʝʥʠʶ ʉɺʊ ʢ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʮʝʣʦʩʪʥʦʩʪʠ ʵʪʘʣʦʥʥʳʭ ʢʦʧʠʡ ʇʆ 

ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʠʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʠ (ʠʣʠ) ʦʙʥʦʚʣʝʥʠʷ ʚ ʧʨʝʜʝʣʘʭ ʚʩʝʡ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ, ʧʨʠʚʝʜʰʠʭ ʢ ʧʦʨʦʞʜʝʥʠʶ ʩʠʩʪʝʤ-

ʥʳʭ ʠ ʙʠʟʥʝʩ-ʨʠʩʢʦʚ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʝʪʠʧʠʯʥʳʭ (ʘʥʦʤʘʣʴʥʳʭ) ʟʘʧʨʦʩʦʚ ʥʘ 

ʫʨʦʚʥʝ ʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʨʚʠʩʦʚ. 

ʂʣʘʩʩ 5. ɺʳʭʦʜʷʱʠʡ 

ʟʘ ʧʨʝʜʝʣʳ ʦʨʛʘʥʠʟʘ-

ʮʠʠ 
 

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʧʝʨʝʜʘʯʝ ʠʥʬʦʨʤʘʮʠʠ ʩ ʠʩʧʦʣʴʟʦ-

ʚʘʥʠʝʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʟʘ ʧʨʝʜʝʣʳ ʆʈɻɸʅʀɿɸʎʀʀ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪ-

ʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʜʦʩʪʫʧʘ ʢ ʨʝʩʫʨʩʘʤ ʠʥʪʝʨʥʝʪʘ. ʆʙʥʘ-

ʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ, ʧʨʠʚʝʜʰʠʭ ʢ ʧʦʪʝʨʝ ʢʦʥʢʫʨʝʥʪʥʳʭ ʧʨʝʠʤʫʱʝʩʪʚ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ, ʧʨʠʚʝʜʰʠʭ ʢ ʥʘʨʫʰʝʥʠʶ ʧʨʘʚʦʚʳʭ ʠ 

ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ. 

ʊʠʧ 26. ʇʨʠ-

ʦʨʠʪʝʪ ʧʨʠ 

ʦʙʨʘʙʦʪʢʝ 

ʠʥʮʠʜʝʥʪʘ 

ʀɹ (ʩʨʦʯ-

ʥʦʩʪʴ ʨʝʘʛʠ-

ʨʦʚʘʥʠʷ)  

  
ʅʘʧʨʠʤʝʨ, ʚ ʩʣʝʜʫʶʱʝʤ ʜʠʘʧʘʟʦʥʝ: 0 (ʥʘʠʚʳʩʰʠʡ), 1 (ʚʳʩʦʢʠʡ), 2 (ʚʳʰʝ ʩʨʝʜ-

ʥʝʛʦ), 3 (ʩʨʝʜʥʠʡ), 4 (ʥʠʟʢʠʡ), 5 (ʤʠʥʠʤʘʣʴʥʳʡ). 
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ʊʠʧ 27. 

ʉʣʦʞʥʦʩʪʴ 

ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪ 

ʀɹ (ʣʠʢʚʠʜʘ-

ʮʠʠ ʧʦʩʣʝʜ-

ʩʪʚʠʡ)  

ʂʣʘʩʩ 1. ʆʙʳʯʥʘʷ  

ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʀʉ ʥʘ ɸʈʄ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʵʢʩ-

ʧʣʫʘʪʘʮʠʦʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ. ʆʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʯʥʳʭ ʜʝʡʩʪʚʠʡ ʤʘʣʦʢʚʘʣʠʬʠ-

ʮʠʨʦʚʘʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ ʧʨʠ ʧʨʦʬʠʣʘʢʪʠʢʝ, ʪʝʭʥʠʯʝʩʢʦʤ ʦʙʩʣʫʞʠʚʘʥʠʠ ʠʣʠ ʨʝ-

ʤʦʥʪʝ ʦʙʦʨʫʜʦʚʘʥʠʷ. ʆʙʥʘʨʫʞʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʠ (ʠʣʠ) ʤʦʙʠʣʴʥʦʛʦ ʢʦʜʘ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʬʦʨʤʠʨʦʚʘʥʠʷ ʣʦʞʥʳʭ ʫʪʚʝʨʞʜʝʥʠʡ ʦ ʧʦʣʫʯʝʥʥʳʭ (ʧʝʨʝʜʘʥʥʳʭ) 

ʜʦʢʫʤʝʥʪʘʭ. 

ʂʣʘʩʩ 2. ɺʳʩʦʢʘʷ  

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʠʟʤʝʥʝʥʠʶ ʩʦʩʪʘʚʘ ʇʆ ʩʝʨʚʝʨʥʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʠʟ-

ʤʝʥʝʥʠʝ ʧʨʘʚʠʣ ʩʝʛʤʝʥʪʘʮʠʠ ʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ. ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡ-

ʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʠʟʤʝʥʝʥʠʶ ʧʘʨʘʤʝʪʨʦʚ ʥʘʩʪʨʦʝʢ ʪʝʭʥʠʯʝʩʢʠʭ ʉɿʀ, 

ʧʘʨʘʤʝʪʨʦʚ ʥʘʩʪʨʦʝʢ ʩʠʩʪʝʤʥʦʛʦ ʇʆ, ʚʣʠʷʶʱʠʭ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ. 

ʊʠʧ 28. 

ʉʣʦʞʥʦʩʪʴ 

ʟʘʢʨʳʪʠʷ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ 

ʂʣʘʩʩ 1. ʆʙʳʯʥʘʷ  

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʠ (ʠʣʠ) ʦʧʝʨʘʮʠʡ ʧʦ ʩʦʟʜʘʥʠʶ, ʫʜʘʣʝʥʠʶ, ʙʣʦʢʠʨʦʚʘ-

ʥʠʶ, ʨʘʟʙʣʦʢʠʨʦʚʘʥʠʶ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʧʨʠ ʜʦʚʝ-

ʨʝʥʥʦʡ ʟʘʛʨʫʟʢʝ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ. ʆʙʥʘʨʫʞʝʥʠʝ ʦʧʝʨʘʮʠʡ ʩʦ ʩʧʠʩʢʘʤʠ ʨʘʩ-

ʩʳʣʢʠ ʠ ʘʜʨʝʩʥʳʤʠ ʢʥʠʛʘʤʠ. 

ʂʣʘʩʩ 2. ɺʳʩʦʢʘʷ  

ʆʙʥʘʨʫʞʝʥʠʝ ʜʝʡʩʪʚʠʡ ʩʦ ʩʨʝʜʩʪʚʘʤʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ 

ʠ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. ʆʙʥʘʨʫʞʝʥʠʝ ʦʧʝʨʘʮʠʡ ʧʦ ʠʟʤʝʥʝʥʠʶ ʩʦʩʪʘʚʘ ʇʆ 

ʩʝʨʚʝʨʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʩʝʨʚʝʨʘʭ ʦʜʥʦʚʨʝʤʝʥʥʦ. ʆʙʥʘʨʫʞʝʥʠʝ 

ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʧʨʠ ʧʘʩʩʠʚʥʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʘʥʘʣʫ ʩʚʷʟʠ ʀʊʂʉ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʩʢʨʳʪʦʡ ʧʝʨʝʜʘʯʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʦʩʪʘʚʝ ʣʝ-

ʛʘʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʧʘʨʦʣʝʡ, ʢʣʶʯʝʡ ʠ ʧʨʦʪʦʢʦʣʦʚ ʜʦʩʪʫʧʘ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʥʝʛʣʘʩʥʦʡ ʧʝʨʝʨʘʙʦʪʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʇʆ ʥʘ ʬʠʨʤʝ-

ʠʟʛʦʪʦʚʠʪʝʣʝ, ʬʠʨʤʝ-ʧʦʩʪʘʚʱʠʢʝ, ʚ ʤʝʩʪʝ ʩʢʣʘʜʠʨʦʚʘʥʠʷ ʠʣʠ ʚ ʧʫʪʠ ʩʣʝʜʦʚʘʥʠʷ 

ʢ ʟʘʢʘʟʯʠʢʫ ʩ ʮʝʣʴʶ ʚʥʝʜʨʝʥʠʷ ʩʨʝʜʩʪʚ ʅʉɼ ʢ ʠʥʬʦʨʤʘʮʠʠ ʠʟʚʥʝ (ʧʨʦʛʨʘʤʤ-

ʧʝʨʝʭʚʘʪʯʠʢʦʚ, ʪʨʦʷʥʩʢʠʭ ʧʨʦʛʨʘʤʤ), ʘ ʪʘʢʞʝ ʫʥʠʯʪʦʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ 

ʦʙʦʨʫʜʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, ʩ ʧʦʤʦʱʴʶ ʣʠʢʚʠʜʘʪʦʨʦʚ ʩ ʜʠʩʪʘʥʮʠʦʥʥʳʤ ʫʧʨʘʚʣʝ-

ʥʠʝʤ ʠʣʠ ʟʘʤʝʜʣʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ. 

 



129 

 

 

ʂʘʢ ʚʠʜʥʦ ʠʟ ʪʘʙʣ. 5, ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʥʝ ʫʜʘʣʦʩʴ ʠʟʙʝ-

ʞʘʪʴ ʫʧʦʤʠʥʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ, ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ ï ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ ʠ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ 

ʨʝʘʣʠʟʘʮʠʠ ʢʦʥʢʨʝʪʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢ, ʯʪʦ ʚ ʦʯʝʨʝʜʥʦʡ ʨʘʟ ʧʦʜʪʚʝʨʞʜʘʝʪ ʥʝʨʘʟʨʳʚʥʫʶ ʩʚʷʟʴ 

ʚʩʝʭ ʵʪʠʭ ʧʦʥʷʪʠʡ. 

ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝ ʧʨʝʪʝʥʜʫʝʪ ʥʘ ʧʦʣʥʦʪʫ, ʧʦʩʢʦʣʴʢʫ ʥʦʚʳʝ 

ʠʥʮʠʜʝʥʪʳ ʀɹ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʨʘʢʪʠʯʝʩʢʠ ʢʘʞʜʳʡ ʜʝʥʴ. ʅʦ ʦʥʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʚ 

ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʳ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. 

ɹʦʣʝʝ ʥʘʛʣʷʜʥʦ ʠ ʢʦʤʧʘʢʪʥʦ ʚʩʝ ʪʠʧʳ ʚʦʟʤʦʞʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʦʪʜʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ ʠʟʦʙʨʘʞʝʥʳ ʥʘ ʨʠʩ. 17. ʆʧʷʪʴ ʧʦʜʯʝʨʢʥʝʤ, ʯʪʦ ʩʭʦ-

ʞʠʝ ʩ ʩʝʪʝʚʳʤʠ ʘʪʘʢʘʤʠ ʪʠʧʳ ʠʟʦʙʨʘʞʝʥʳ ʚ ʩʚʝʨʥʫʪʦʤ ʚʠʜʝ ï ʙʝʟ ʢʣʘʩʩʦʚ ʠ ʧʦʜʢʣʘʩʩʦʚ. 

ʂʘʢ ʠ ʪʨʠ ʧʨʝʜʳʜʫʱʠʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʪʨʝʙʫ-

ʝʪʩʷ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʟʠʮʠʡ ʚ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ. 

ʂʨʦʤʝ ʪʦʛʦ, ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʦʡ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ 

ʇʦʣʠʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʠ ʇʣʘʥʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. 

ʇʦʥʠʤʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʚʳʙʦʨʘ ʘʜʝʢ-

ʚʘʪʥʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʨʘʟʨʘʙʦʪʢʠ ʠ ʚʥʝʜʨʝʥʠʷ ʚʩʝʛʦ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ 

ʀɹ ʜʣʷ ʆʈɻɸʅʀɿɸʎʀʀ, ʥʘʯʠʥʘʷ ʩ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʟʘʢʘʥʯʠʚʘʷ ʣʠʢʚʠʜʘʮʠʝʡ ʧʦʩʣʝʜʩʪʚʠʡ, 

ʟʘʢʨʳʪʠʝʤ, ʠʟʚʣʝʯʝʥʠʝʤ ʫʨʦʢʦʚ ʠ ʥʝʜʦʧʫʱʝʥʠʷ ʧʦʚʪʦʨʥʦʛʦ ʧʦʷʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. 

 

ɺʳʚʦʜʳ ʧʦ ʛʣʘʚʝ 2 

 

1. ɼʣʷ ʩʦʟʜʘʥʠʷ ʉʆʀɹ ʀʊʂʉ ʪʨʝʙʦʚʘʣʦʩʴ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʩʤʳʩʣʦʚʳʝ ʠ ʩʪʨʫʢʪʫʨʥʳʝ 

ʵʣʝʤʝʥʪʳ, ʦʧʠʩʳʚʘʶʱʠʝ ʩʨʝʜʫ ʧʦʩʪʨʦʝʥʠʷ ʪʠʧʦʚʦʛʦ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. ɼʣʷ ʵʪʦʛʦ ʨʝ-

ʰʝʥʘ ʟʘʜʘʯʘ ʨʘʟʨʘʙʦʪʢʠ ʪʘʢʩʦʥʦʤʠʠ ʙʘʟʦʚʳʭ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʧʦʥʷʪʠʡ ʀɹ (ʫʷʟʚʠʤʦʩʪʴ ïʫʛʨʦʟʘ 

ʀɹ ï ʩʝʪʝʚʘʷ ʘʪʘʢʘ ï ʠʥʮʠʜʝʥʪ ʀɹ), ʢʦʪʦʨʘʷ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʧʠʩʘʥʠʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢ-

ʩʪʘ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ ʧʝʨʝʜʘʚʘʝʤʳʭ 

ʧʦ ʀʊʂʉ ʜʘʥʥʳʭ. ʀʩʧʦʣʴʟʫʷ ʦʧʠʩʘʥʥʳʝ ʚ ʠʩʩʣʝʜʦʚʘʥʠʠ ʩʤʳʩʣʦʚʳʝ ʠ ʩʪʨʫʢʪʫʨʥʳʝ ʵʣʝʤʝʥʪʳ, ʚ 

ʉʪʨʘʪʝʛʠʠ ʠ ʇʦʣʠʪʠʢʝ ʀɹ ʤʦʞʥʦ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʘ ʪʘʢʞʝ ʨʘʟ-

ʨʘʙʦʪʘʪʴ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ, ʢʦʪʦʨʳʝ ʘʢʪʫʘʣʴʥʳ ʠ ʭʘʨʘʢʪʝʨʥʳ ʠʤʝʥ-

ʥʦ ʜʣʷ ʵʪʦʡ ʆʈɻɸʅʀɿɸʎʀʀ.  

2. ʇʨʝʜʣʘʛʘʝʤʘʷ ʪʘʢʩʦʥʦʤʠʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʣʶʙʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʨʠ ʥʘʧʠʩʘ-

ʥʠʠ ʚʥʫʪʨʝʥʥʝʡ ʜʦʢʫʤʝʥʪʘʮʠʠ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʝʝ ʩʠʩʪʝʤʳ ʠ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʢʘʢ ʦʩ-

ʥʦʚʘ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʰʠʨʝʥʠʷ ʠ ʫʪʦʯʥʝʥʠʷ. ʅʘʧʠʩʘʥʠʝ ʘʜʝʢʚʘʪʥʦʡ ʉʪʨʘʪʝʛʠʠ ʠ ʇʦʣʠʪʠʢ 
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ʀɹ, ʨʘʟʨʘʙʦʪʢʘ ʩʠʩʪʝʤʳ ʠ ʦʙʦʩʥʦʚʘʥʥʳʡ ʚʳʙʦʨ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʥʘʧʨʷʤʫʶ ʟʘʚʠʩʠʪ ʦʪ ʧʦʣʥʦʪʳ ʠ ʢʘʯʝʩʪʚʘ ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʪʘʢʩʦʥʦʤʠʠ ʠ ʧʨʝʜ-

ʩʪʘʚʣʝʥʥʳʭ ʢʣʘʩʩʠʬʠʢʘʮʠʡ. 

 

 

ʈʠʩʫʥʦʢ 17 ï ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 



131 

 

 

3. ʈʘʟʨʘʙʦʪʘʥʘ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʪʠʧʦʚ ʫʷʟʚʠʤʦʩʪʝʡ ʷʚʣʷʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ: ʤʝʩʪʦ ʥʘʭʦʞʜʝʥʠʷ ʠʣʠ ʧʨʦʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʧʨʝʜʧʦʩʳʣʢʠ ʧʦʷʚʣʝʥʠʷ ʫʷʟʚʠʤʦ-

ʩʪʠ, ʠʩʪʦʯʥʠʢ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ ï ʩʪʘʜʠʷ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ, ʥʘ ʢʦʪʦʨʦʡ ʚʦʟʥʠʢʣʘ ʫʷʟ-

ʚʠʤʦʩʪʴ, ʣʝʛʢʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʣʝʛʢʦʩʪʴ ʫʩʪʨʘʥʝʥʠʷ ʫʷʟʚʠʤʦʩʪʠ, ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘ-

ʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ ʥʘ ʦʩʥʦʚʝ ʫʷʟʚʠʤʦʩʪʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʫʷʟʚʠʤʦʩʪʴ ʫʛʨʦʟʳ ʀɹ ʠ ʫʨʦʚʝʥʴ ʨʠʩ-

ʢʘ (ʢʨʠʪʠʯʥʦʩʪʴ, ʩʝʨʴʝʟʥʦʩʪʴ, ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ) ʚ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʠ. 

ɺ ʮʝʣʷʭ ʦʮʝʥʢʠ ʫʷʟʚʠʤʦʩʪʝʡ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʚʳʜʝʣʝʥʥʳʭ ʢʣʘʩʩʦʚ ʤʦʞʥʦ ʚʚʝʩʪʠ 

ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʜʝʪʘʣʠʟʠʨʫʶʱʠʝ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ. ʉʦʦʪʥʦʰʝʥʠʝ ʢʘʞʜʦʡ 

ʫʷʟʚʠʤʦʩʪʠ ʢʘʞʜʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩ ʢʘʞʜʳʤ ʢʦʥʢʨʝʪʥʳʤ 

ʪʠʧʦʤ, ʘ ʧʦʪʦʤ ʠ ʢʣʘʩʩʦʤ ʠ ʧʦʜʢʣʘʩʩʦʤ (ʧʨʠ ʥʘʣʠʯʠʠ) ʧʦʟʚʦʣʠʪ ʥʘʠʙʦʣʝʝ ʧʦʣʥʦ ʦʭʘʨʘʢʪʝʨʠʟʦ-

ʚʘʪʴ ʝʝ ʠ ʧʦʥʷʪʴ ʝʝ ʧʨʠʨʦʜʫ. ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚ ʜʘʣʴʥʝʡʰʝʤ ʚ ʧʨʦʮʝʩʩʝ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʣʷ ʢʘʞʜʦʡ ʚʳʷʚʣʝʥʥʦʡ ʫʷʟʚʠʤʦʩʪʠ ʧʦʜʦʙʨʘʪʴ ʥʘʠʙʦʣʝʝ 

ʧʦʜʭʦʜʷʱʫʶ ʧʨʦʮʝʜʫʨʫ ʠ ʩʨʝʜʩʪʚʘ ʫʩʪʨʘʥʝʥʠʷ (ʠ ʩʦʩʪʘʚʠʪʴ ʧʣʘʥ ʫʩʪʨʘʥʝʥʠʷ ʦʙʥʘʨʫʞʝʥʥʳʭ 

ʫʷʟʚʠʤʦʩʪʝʡ) ʠ, ʯʪʦ ʝʱʝ ʙʦʣʝʝ ʚʘʞʥʦ, ʥʝ ʜʦʧʫʩʪʠʪʴ ʝʝ ʧʦʷʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ ʠʣʠ, ʧʦ ʢʨʘʡʥʝʡ 

ʤʝʨʝ, ʩʫʱʝʩʪʚʝʥʥʦ ʩʥʠʟʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʵʪʦʛʦ ʧʦʷʚʣʝʥʠʷ. 

4. ʈʘʟʨʘʙʦʪʘʥʘ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʫʛʨʦʟ ʀɹ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʪʠʧʦʚ ʫʛʨʦʟ ʀɹ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: ʠʩʪʦʯʥʠʢ 

ʫʛʨʦʟʳ, ʨʘʩʧʦʣʦʞʝʥʠʝ ʠʩʪʦʯʥʠʢʘ ʫʛʨʦʟʳ, ʮʝʣʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ, ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ ʫʛʨʦʟʳ, ʩʪʘ-

ʜʠʠ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʪʨʦʥʫʪʴ ʫʛʨʦʟʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʛʨʦʟʦʡ ʫʷʟʚʠʤʦʩʪʠ, 

ʚʠʜʳ ʥʘʨʫʰʝʥʠʷ, ʚʳʟʚʘʥʥʳʭ ʫʛʨʦʟʦʡ ʀɹ (ʧʦʩʣʝʜʩʪʚʠʷ/ʤʘʩʰʪʘʙ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ), ʭʘʨʘʢʪʝʨ 

ʫʛʨʦʟʳ, ʧʨʝʜʧʦʩʳʣʢʠ ʧʦʷʚʣʝʥʠʷ ʠ ʧʨʠʨʦʜʘ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʫʛʨʦʟʳ, ʚʝʨʦʷʪʥʦʩʪʴ ʠ ʤʝʪʦʜ ʨʝʘʣʠ-

ʟʘʮʠʠ ʫʛʨʦʟʳ. ɺ ʮʝʣʷʭ ʦʮʝʥʢʠ ʫʛʨʦʟ ʀɹ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʢʣʘʩʩʦʚ ʤʦʞʥʦ ʝʱʝ ʦʧ-

ʨʝʜʝʣʠʪʴ ʠ ʧʦʜʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚʳʜʝʣʝʥʠʝʤ ʚ ʧʦʜʢʣʘʩʩʳ 

ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ ʫʨʦʚʝʥʴ ʩʠʩʪʝʤʘʪʠʟʘ-

ʮʠʠ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʫʛʨʦʟʳ ʀɹ. ɼʘʥʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʦʧʨʝʜʝʣʝ-

ʥʠʷ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʫʛʨʦʟ ʀɹ ʩ ʮʝʣʴʶ ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʳʙʦʨʘ ʤʝʨ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ, ʩʥʠʞʘʶʱʠʭ ʠʣʠ ʫʩʪʨʘʥʷʶʱʠʭ ʚʦʟʤʦʞʥʦʩʪʴ ʠʭ ʨʝʘʣʠʟʘʮʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʚ 

ʚʠʜʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

5. ʈʘʟʨʘʙʦʪʘʥʥʳʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʛʨʦʟ ʀɹ ʧʦʣʥʦʩʪʴʶ ʩʦʛʣʘ-

ʩʦʚʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ, ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʮʝʣʦʩʪʥʳʡ ʚʟʛʣʷʜ ʥʘ ʧʨʠʨʦʜʫ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʧʦʥʠʤʘʥʠʷ ʢʘʢʠʝ ʫʷʟʚʠʤʦʩʪʠ ʫʩʪʨʘʥʷʪʴ ʠ ʢʘʢʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʦʪ ʠʭ 

ʨʝʘʣʠʟʘʮʠʠ ʦʞʠʜʘʪʴ. ʆʥʠ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝ-

ʣʝʡ ʀɹ, ʩʦʩʪʘʚʣʷʶʱʠʭ ʦʩʥʦʚʫ ʨʘʟʨʘʙʦʪʢʠ ʧʦʣʦʞʝʥʠʡ ʩʥʘʯʘʣʘ ʂʦʨʧʦʨʘʪʠʚʥʦʡ ʇʦʣʠʪʠʢʠ ʀɹ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʘ ʟʘʪʝʤ ʯʘʩʪʥʦʡ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ ʠ ʨʝʝʩʪʨʘ ʨʠʩʢʦʚ ʀɹ ʜʣʷ ʚʳʙʦʨʘ ʘʜʝʢ-
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ʚʘʪʥʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʩʪʨʦʠʪʩʷ ʥʘ ʦʩʥʦʚʝ ʄʦʜʝ-

ʣʠ ʫʛʨʦʟ ʀɹ. 

6. ʈʘʟʨʘʙʦʪʘʥʘ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʮʝ-

ʣʦʤ ʠ ʝʝ ʵʣʝʤʝʥʪʳ. ʆʩʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʪʠʧʦʚ ʩʝʪʝʚʳʭ ʘʪʘʢ ʷʚʣʷʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ: ʨʘʩʧʦʣʦʞʝʥʠʝ ʘʪʘʢʫʶʱʝʛʦ, ʮʝʣʠ (ʤʦʪʠʚʘʮʠʷ) ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ 

ʘʪʘʢʠ, ʘʪʘʢʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʩʪʘʜʠʡ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʘʪʘʢʦʡ 

ʫʷʟʚʠʤʦʩʪʠ, ʫʩʣʦʚʠʝ ʥʘʯʘʣʘ ʘʪʘʢʠ, ʪʠʧ ʚʦʟʜʝʡʩʪʚʠʷ (ʭʘʨʘʢʪʝʨ) ʘʪʘʢʠ, ʫʨʦʚʝʥʴ ʨʝʘʣʠʟʘʮʠʠ ʚ ʩʦ-

ʦʪʚʝʪʩʪʚʠʠ ʩ ʩʝʤʠʫʨʦʚʥʝʚʦʡ ʤʦʜʝʣʴʶ OSI/ISO, ʚʠʜʳ ʥʘʨʫʰʝʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʘʪʘʢʦʡ ï ʧʦʩʣʝʜʩʪʚʠʷ/ʤʘʩʰʪʘʙ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʩʝʨʴʝʟʥʦʩʪʴ ʫʱʝʨʙʘ ʦʪ ʘʪʘʢʠ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʚʠʜ ʘʪʘʢʫʶʱʝʛʦ, ʯʠʩʣʦ ʞʝʨʪʚ ʠ ʘʪʘʢʫʶʱʠʭ, ʥʘʣʠʯʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʘʪʘʢʫʶʱʝʛʦ 

ʩ ʞʝʨʪʚʦʡ, ʤʝʪʦʜ ʠ ʩʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʘ ʪʘʢʞʝ ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢʠ, ʚʝʨʦʷʪ-

ʥʦʩʪʴ ʝʝ ʧʦʚʪʦʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ ʠ ʩʣʦʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʘʪʘʢʠ. ɺ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ 

ʩʝʪʝʚʳʭ ʘʪʘʢ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʚʚʝʜʝʥʥʳʭ ʢʣʘʩʩʦʚ ʤʦʞʥʦ ʝʱʝ ʦʧʨʝʜʝʣʠʪʴ ʠ ʧʦʜ-

ʢʣʘʩʩʳ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ), ʥʘʧʨʠʤʝʨ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʚʳʜʝʣʝʥʠʝʤ ʚ ʧʦʜʢʣʘʩʩʳ ʦʪʜʝʣʴʥʳʭ 

ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʘʢ ʥʘʛʣʷʜʥʝʝ ʚʚʝʩʪʠ ʝʱʝ ʦʜʠʥ ʫʨʦʚʝʥʴ ʩʠʩʪʝʤʘʪʠʟʘʮʠʠ, ʜʝʪʘʣʠ-

ʟʠʨʫʶʱʠʡ ʦʧʠʩʘʥʠʝ ʩʝʪʝʚʦʡ ʘʪʘʢʠ. ʇʦʥʠʤʘʥʠʝ ʘʢʪʫʘʣʴʥʳʭ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʝʪʝ-

ʚʳʭ ʘʪʘʢ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʭʘʨʘʢʪʝʨʥʳʭ ʩʦʧʨʦʚʦʞʜʘʶʱʠʭ ʠʭ ʩʦʙʳʪʠʡ ʀɹ, ʢʦʪʦʨʳʝ 

ʧʦ ʦʪʜʝʣʴʥʦʩʪʠ ʠʣʠ ʚ ʥʝʢʦʪʦʨʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʙʫʜʫʪ ʧʨʠʟʥʘʥʳ 

ʆʈɻɸʅʀɿɸʎʀɽʁ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ. 

7. ʂʘʢ ʠ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʛʨʦʟ ʀɹ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʩʝʪʝʚʳʭ ʘʪʘʢ 

ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʟʠʮʠʡ ʚ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠ-

ʪʝʣʝʡ ʀɹ, ʘ ʠʤʝʥʥʦ ʢʘʩʘʶʱʠʭʩʷ ʤʝʪʦʜʦʚ ʠ ʩʨʝʜʩʪʚ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʚʠʜʝ ʢʦʥʢʨʝʪʥʳʭ ʩʝʪʝʚʳʭ ʘʪʘʢ.  

8. ʇʝʨʚʳʝ ʪʨʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʧʦʣʥʦʩʪʴʶ ʛʦʪʦʚʳ ʢ ʨʘʟʨʘʙʦʪʢʝ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝ-

ʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ. ʕʪʠ ʤʦʜʝʣʠ ʦʧʠʩʳʚʘʶʪʩʷ ʣʠʙʦ ʚ ʦʪʜʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʘʭ ʠʣʠ ʚ ʜʦʢʫʤʝʥʪʘʭ 

ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ (ʩʪʨʘʪʝʛʠʠ, ʢʦʥʮʝʧʮʠʠ, ʧʦʣʠʪʠʢʠ ʀɹ) ʆʈɻɸʅʀɿɸʎʀʀ. 

9. ʈʘʟʨʘʙʦʪʘʥʘ ʩʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʆʩ-

ʥʦʚʥʳʤʠ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʳʤʠ ʧʨʠʟʥʘʢʘʤʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ:  

ð ʚʳʧʦʣʥʷʶʱʠʝ ʧʦʩʣʝʜʥʝʝ ʪʨʝʙʦʚʘʥʠʝ ʠ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʶʱʠʝ ʩ ʦʧʠʩʘʥʠʝʤ ʩʝʪʝʚʳʭ 

ʘʪʘʢ, ʥʦ ʩ ʟʘʤʝʥʦʡ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʥʷʪʠʡ ʥʘ ʙʦʣʝʝ ʙʣʠʟʢʠʝ ʢ ʠʥʮʠʜʝʥʪʘʤ ʀɹ, ʘ ʠʤʝʥʥʦ: 

ʨʘʩʧʦʣʦʞʝʥʠʝ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʮʝʣʴ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʤʝʩʪʦ ʧʨʦʠʩʰʝʩʪʚʠʷ ʠ ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ (ʟʘʪʨʦʥʫʪʳʝ ʵʣʝʤʝʥʪʳ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʎʀʋʉɹ), ʩʪʘʜʠʷ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʵʣʝʤʝʥʪʘ 

ʀʊʂʉ, ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʷʚʠʣʩʷ ʠʥʮʠʜʝʥʪ ʀɹ, ʧʨʠʯʠʥʳ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʠʩʧʦʣʴʟʫʝʤʳʝ 

ʫʷʟʚʠʤʦʩʪʠ), ʫʩʣʦʚʠʝ ʨʘʟʚʠʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʪʠʧ ʚʦʟʜʝʡʩʪʚʠʷ (ʭʘʨʘʢʪʝʨ) ʠʥʮʠʜʝʥʪʘ ʀɹ, ʫʨʦ-

ʚʝʥɹ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʩʝʤʠʫʨʦʚʥʝʚʦʡ ʤʦʜʝʣʴʶ OSI/ISO, ʚʠʜʳ ʥʘʨʫ-
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ʰʝʥʠʡ, ʚʳʟʚʘʥʥʳʭ ʠʥʮʠʜʝʥʪʦʤ ʀɹ ï ʧʦʩʣʝʜʩʪʚʠʷ/ʤʘʩʰʪʘʙ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʩʝʨʴʝʟʥʦʩʪʴ ʫʱʝʨʙʘ 

ʦʪ ʠʥʮʠʜʝʥʪʘ ʀɹ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʠʜ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʯʠʩʣʦ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ, 

ʥʘʣʠʯʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʩ ʥʘʨʫʰʠʪʝʣʝʤ ʀɹ, ʤʝʪʦʜ ʠ ʩʨʝʜʩʪʚʘ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʘ ʪʘʢ-

ʞʝ ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʚʝʨʦʷʪʥʦʩʪʴ ʝʛʦ ʧʦʚʪʦʨʥʦʛʦ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʚ ʙʫʜʫ-

ʱʝʤ ʠ ʩʣʦʞʥʦʩʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. ʉ ʮʝʣʴʶ ʩʦʢʨʘʱʝʥʠʷ ʨʝʟʫʣʴʪʠʨʫʶʱʝʡ ʪʘʙʣ. 6 

ʵʪʠ ʧʨʠʟʥʘʢʠ ʫʢʘʟʘʥʳ ʪʦʣʴʢʦ ʥʘʟʚʘʥʠʝʤ ʪʠʧʘ. ɺ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʢʦʥʢʨʝʪʠʟʘʮʠʠ ʧʦ ʩʨʘʚ-

ʥʝʥʠʶ ʩ ʦʧʠʩʘʥʠʝʤ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʩʪʨʦʢʫ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ; 

ð ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ: ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ, ʝʛʦ ʩʪʘʪʫʩ, ʧʨʝʜʥʘʤʝʨʝʥ-

ʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʭʘʨʘʢʪʝʨ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝʣʷ ʀɹ, ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪ-

ʚʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʦʙʣʘʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʧʨʠʦʨʠʪʝʪ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʩʨʦʯ-

ʥʦʩʪʴ ʨʝʘʛʠʨʦʚʘʥʠʷ), ʩʣʦʞʥʦʩʪʴ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ (ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ) ʠ 

ʩʣʦʞʥʦʩʪʴ ʟʘʢʨʳʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

10. ʉʠʩʪʝʤʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʦʡ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʇʦʣʠʪʠ-

ʢʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʠ ʇʣʘʥʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ.  

11. ʇʨʝʜʩʪʘʚʣʝʥʥʳʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʥʝ ʧʨʝʪʝʥʜʫʝʪ ʥʘ ʧʦʣʥʦʪʫ ʠ ʤʦʛʫʪ ʙʳʪʴ 

ʨʘʩʰʠʨʝʥʠʷ ʚ ʙʫʜʫʱʝʤ ʠ, ʯʪʦ ʝʱʝ ʚʘʞʥʝʝ, ʩʪʨʦʛʦ ʘʜʘʧʪʠʨʦʚʘʥʳ ʧʦʜ ʩʧʝʮʠʬʠʢʫ ʩʘʤʦʡ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʥʫʞʜʳ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

12. ɺʩʝ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʩʠʩʪʝʤʥʳʝ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʚʧʝʨʚʳʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʦʪʨʳʪʳʭ ʧʫʙ-

ʣʠʢʘʮʠʷʭ ʚ ʝʜʠʥʦʤ ʩʪʠʣʝ ʚʩʝ ʚʤʝʩʪʝ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʣʝʜʠʪʴ ʠʭ ʛʣʫʙʦʢʠʝ ʚʟʘʠʤʦʩʚʷʟʠ. 

13. ʕʪʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʝʪʘʣʴʥʦ ʦʧʠʩʳʚʘʶʪ ʚʥʝʰʥʠʡ ʠ ʚʥʫʪʨʝʥʥʠʡ ʢʦʥʪʝʢʩʪ ʦʩʫʱʝʩʪʚ-

ʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ ʪʨʝʙʫʝʪʩʷ ʢʘʢ ʜʣʷ ʩʦʟʜʘʥʠʷ ʘʜʝʢʚʘʪʥʦʡ ʝʤʫ ʉʆʀɹ 

ʀʊʂʉ, ʪʘʢ ʠ ʜʣʷ ʬʦʨʤʫʣʠʨʦʚʘʥʠʷ ʥʘʠʙʦʣʝʝ ʧʦʣʥʳʭ ʠ ʩʧʝʮʠʬʠʯʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝ-

ʥʠʶ ʀɹ ʜʣʷ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. 

14. ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʪʘʢʩʦʥʦʤʠʷ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʜʘʣʴʥʝʡʰʝʡ ʨʘʟʨʘʙʦʪʢʠ ʚ ʩʣʝʜʫʶʱʝʡ 

ʛʣʘʚʝ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʘ ʠʤʝʥʥʦ çʆʙʥʘʨʫʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʦʙʳʪʠʡ 

ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹè ʠ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè ʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʦʛʦ ʩ ʥʠʤʠ ʧʨʦʮʝʩʩʘ ʤʦʥʠʪʦ-

ʨʠʥʛʘ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ.  

15. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʦ ʚʪʦʨʦʡ ʛʣʘʚʝ ʨʘʟʨʘʙʦʪʘʥʘ ʪʘʢʩʦʥʦʤʠʷ ʢʘʢ ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʠ ʩʦʚʦ-

ʢʫʧʥʦʩʪʴ ʢʣʘʩʩʠʬʠʢʘʮʠʡ ʩʣʦʞʥʦʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʠʝʨʘʨʭʠʯʝʩʢʠ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʭ ʩʫʱʥʦʩʪʝʡ ï 

ʙʘʟʦʚʳʭ ʧʦʥʷʪʠʡ ʀɹ, ʘ ʠʤʝʥʥʦ çʫʷʟʚʠʤʦʩʪʴè, çʫʛʨʦʟʘ ʀɹè, çʩʝʪʝʚʘʷ ʘʪʘʢʘè ʠ çʠʥʮʠʜʝʥʪ ʀɹè, 

ʢʦʪʦʨʘʷ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʟʥʘʥʠʡ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʦʧʠʩʘʥʠʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢʩʪʘ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʚ 

ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ ʀʊʂʉ, ʠ ʜʣʷ ʨʘʟʨʘ-

ʙʦʪʢʠ ʜʦʢʫʤʝʥʪʘʣʴʥʦʡ ʙʘʟʳ ʦʙʝʩʧʝʯʝʥʠʷ ʝʝ ʀɹ ʚ ʮʝʣʦʤ ʠ ʝʝ ʵʣʝʤʝʥʪʦʚ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʠʭ ʞʠʟ-
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ʥʝʥʥʦʛʦ ʮʠʢʣʘ. ʆʥʘ ʧʦʣʥʦʩʪʴʶ ʛʦʪʦʚʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʪʠʧʦʚʦʤ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ ʚ 

ʢʘʯʝʩʪʚʝ ʪʠʧʦʚʦʡ ʦʩʥʦʚʳ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʜʦʨʘʙʦʪʘʥʘ (ʥʘʧʨʠʤʝʨ, ʨʘʩʰʠʨʝʥʘ ʠ ʜʝʪʘʣʠʟʠʨʦ-

ʚʘʥʘ) ʧʦʜ ʩʧʝʮʠʬʠʢʫ ʢʦʥʢʨʝʪʥʦʡ ʆʈɻɸʅʀɿɸʎʀʀ. ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʪʘʢʩʦʥʦ-

ʤʠʠ ʚ ʥʝʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʜʝʣʠʪʴ ʪʦʣʴʢʦ ʘʢʪʫʘʣʴʥʳʝ ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

ʫʷʟʚʠʤʦʩʪʠ, ʫʛʨʦʟʳ ʀɹ, ʩʝʪʝʚʳʝ ʘʪʘʢʠ ʠ ʠʥʮʠʜʝʥʪʳ ʀɹ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʨʘʟʤʝʨʥʦʩʪʴ ʠʩʭʦʜʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʫʜʝʪ ʩʥʠʞʝʥʘ, ʜʣʷ ʙʳʩʪʨʦʪʳ ʥʘʭʦʞʜʝʥʠʷ ʧʝʨʚʦʠʩʪʦʯʥʠʢʦʚ ʝʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦ-

ʧʦʣʥʠʪʴ ʩʩʳʣʢʘʤʠ ʥʘ ʘʢʪʫʘʣʴʥʳʝ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʠ ʥʘʮʠʦʥʘʣʴʥʳʝ ʙʘʟʳ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʧʨʦʙʣʝʤ 

ʢʦʥʬʠʛʫʨʘʮʠʡ (ʪʠʧʘ CVE, NVD ʠ ʙʘʟʳ ʌʉʊʕʂ ʈʦʩʩʠʠ), ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʛʨʦʟ ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ 

ʀɹ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʘʙʩʪʨʘʢʪʥʘʷ ʪʘʢʩʦʥʦʤʠʷ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ɸʆ, ʇʆ, ʀʉ 

ʠ ʜʨʫʛʠʭ ʘʢʪʠʚʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʝʨʝʩʪʘʥʝʪ ʙʳʪʴ ʚʳʩʦʢʦ ʬʦʨʤʘʣʠʟʦʚʘʥʥʦʡ ʠ ʧʨʠʤʝʪ 

ʚʠʜ ʧʦʣʝʟʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ, ʧʨʠʛʦʜʥʦʛʦ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʚ ʢʦʥʢʨʝʪʥʦʤ ʎʀʋʉɹ 

ʆʈɻɸʅʀɿɸʎʀʀ. 

  



135 

 

 

ɻʃɸɺɸ 3. ʀʉʉʃɽɼʆɺɸʅʀɽ ʀ ʈɸɿʈɸɹʆʊʂɸ ʇʈʆʎɽʉʉʆɺ 

ʆɹɽʉʇɽʏɽʅʀʗ ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ ʀ ʉɽʊɽɺʆʁ ɹɽɿʆʇɸʉʅʆʉʊʀ 

ʀʅʌʆʈʄɸʎʀʆʅʅʆ-ʊɽʃɽʂʆʄʄʋʅʀʂɸʎʀʆʅʅʓʍ ʉɽʊɽʁ 

 

ɺ ʛʣʘʚʝ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʦʩʥʦʚʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ ʦʧʨʝʜʝʣʷʶʪʩʷ ʧʦʥʷʪʠʷ çʧʨʦʮʝʩʩè, çʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʧʨʦʮʝʩʩʘè, çʵʬʬʝʢʪʠʚ-

ʥʦʩʪʴ ʧʨʦʮʝʩʩʘè, çʦʙʝʩʧʝʯʝʥʠʝ ʀɹè, çʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʟʘʱʠʱʝʥʥʦʩʪʴè, çʉʆʀɹè, çʫʧʨʘʚʣʝʥʠʝ 

ʀɹè, çʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹè, çʤʦʥʠʪʦʨʠʥʛ ʀɹè ʠ ʜʨʫʛʠʝ. ʅʘ ʵʪʦʡ ʦʩʥʦʚʝ ʜʝʪʘʣʴʥʦ ʦʧʠʩʳʚʘ-

ʶʪʩʷ ʧʨʦʮʝʩʩʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʧʦʢʘʟʳʚʘʝʪʩʷ ʠʭ ʚʟʘʠʤʥʘʷ ʩʚʷʟʴ ʠ ʜʘʶʪʩʷ ʦʧʨʝ-

ʜʝʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʨʠʚʦʜʠʪ-

ʩʷ ʘʥʘʣʠʟ ʵʚʦʣʶʮʠʠ ʦʩʥʦʚʥʳʭ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʇʝʨʝʯʠʩʣʷʶʪʩʷ 

ʦʩʥʦʚʥʳʝ ʧʨʦʮʝʩʩʳ ʧʨʦʚʝʨʢʠ ʀɹ ʩ ʦʩʦʙʳʤ ʚʥʠʤʘʥʠʝʤ ʢ ʧʨʦʮʝʩʩʫ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʢʘʢ ʦʩʥʦʚʳ ʚʳʷʚʣʝʥʠʷ ʩʦʙʳʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʝʝ ʀɹ, ʚ ʨʘʤʢʘʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘ-

ʥʠʷ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʦʜʨʦʙʥʦ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʷʚʣʷʶʱʠʡʩʷ ʦʩʥʦʚʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ (ʇʋʀʀɹ) ʜʣʷ ʀʊʂʉ ʩ ʜʝʪʘʣʴ-

ʥʳʤ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ ʢʘʨʪ ʝʛʦ ʧʨʦʮʝʩʩʦʚ ʠ ʠʭ ʦʧʠʩʘʥʠʝʤ. ɺ ʟʘʢʣʶʯʝʥʠʠ ʨʘʟʜʝʣʘ ʧʦʢʘʟʳʚʘʝʪʩʷ 

ʤʝʩʪʦ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʎʀʋʉɹ ʩʨʝʜʠ ʩʠʩʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ 

ʚ ʢʘʯʝʩʪʚʝ ʬʫʥʜʘʤʝʥʪʘ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ. 

 

3.1. ʇʦʥʷʪʠʝ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ɼʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʫʛʨʦʟʘʤ ʀɹ, ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʦʙʳʪʠ ̫ʠ ʠʥʮʠʜʝʥʪ r

ʀɹ ʠ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʀɹ ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʚʘʪʴ ʠ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʜʣʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʩʦ-

ʭʨʘʥʷʪʴ ʜʦʩʪʘʪʦʯʥʳʡ ʜʣʷ ʆʈɻɸʅʀɿɸʎʀʀ ʫʨʦʚʝʥʴ ʀɹ ʝʝ ʀʊʂʉ. ʇʦʵʪʦʤʫ ʚ ʵʧʦʭʫ ʮʠʬʨʦʚʦʡ 

ʵʢʦʥʦʤʠʢʠ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʢʘʢ ʧʨʦʮʝʩʩ ʧʦʜʜʝʨʞʘʥʠʷ ʩʦʩʪʦʷʥʠʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʳʭ ʘʢʪʠʚʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʦʩʥʦʚʦʧʦʣʘʛʘʶʱʠʭ ʘʩʧʝʢʪʦʚ ʫʩʧʝʰʥʦ-

ʛʦ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʫʩʣʦʚʠʷʭ ʞʝʩʪʢʦʡ ʢʦʥʢʫʨʝʥʪʥʦʡ ʙʦʨʴʙʳ ʠ ʵʢʦʥʦʤʠʯʝʩʢʠʭ 

ʪʨʫʜʥʦʩʪʝʡ.  

 

3.1.1. ʇʦʥʷʪʠʝ ʧʨʦʮʝʩʩʘ ʠ ʧʨʦʮʝʩʩʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ 

 

ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʙʘʟʦʚʦʝ ʧʦʥʷʪʠʝ ʧʨʦʮʝʩʩʘ (ʦʪ ʣʘʪ. processus ï ʧʨʦ-

ʜʚʠʞʝʥʠʝ). ʆʧʠʨʘʷʩ ɹʥʘ ɻʆʉʊ ʈ ʀʉʆ 9000-2015 [169] ʠ ʧʨʦʚʝʜʝʥʥʳʡ ʘʥʘʣʠʟ, ʦʧʨʝʜʝʣʠʤ ʧʨʦ-
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ʮʝʩʩ ʢʘʢ ʩʦʚʦʢʫʧʥʦʩʪʴ ʫʧʦʨʷʜʦʯʝʥʥʳʭ ʚʦ ʚʨʝʤʝʥʠ ʣʦʛʠʯʝʩʢʠ ʩʚʷʟʘʥʥʳʭ, ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʭ ʠ 

ʟʘʚʝʨʰʝʥʥʳʭ ʚʠʜʦʚ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʥʘʧʨʘʚʣʝʥʥʘʷ ʥʘ ʜʦʩʪʠʞʝʥʠʝ ʧʦʩʪʘʚʣʝʥʥʳʭ ʮʝʣʝʡ, ʧʨʝʦʙʨʘ-

ʟʫʶʱʘʷ ʚʭʦʜʳ ʚ ʚʳʭʦʜʳ ʠ ʪʨʝʙʫʶʱʘʷ ʜʣʷ ʵʪʦʛʦ ʦʧʨʝʜʝʣʝʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʫʧʨʘʚʣʷʶʱʠʭ ʚʦʟ-

ʜʝʡʩʪʚʠʡ (ʫʧʨʘʚʣʝʥʠʷ) (ʨʠʩ. 18). ʃʶʙʦʡ ʧʨʦʮʝʩʩ ʠʤʝʝʪ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʝ ʩʪʦʨʦʥʳ ï ʧʦʪʨʝʙʠʪʝ-

ʣʷ, ʚʥʫʪʨʝʥʥʝʛʦ ʠʣʠ ʚʥʝʰʥʝʛʦ, ʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʮʝʣʷʤʠ. 

 

 
ʈʠʩʫʥʦʢ 18 ï ʀʣʣʶʩʪʨʘʮʠʷ ʧʦʥʷʪʠʷ çʧʨʦʮʝʩʩè 

 

ɺʭʦʜʘʤʠ ʦʜʥʦʛʦ ʧʨʦʮʝʩʩʘ ʦʙʳʯʥʦ ʷʚʣʷʶʪʩʷ ʚʳʭʦʜʳ ʜʨʫʛʠʭ ʧʨʦʮʝʩʩʦʚ. ɺʭʦʜʘʤʠ ʤʦʛʫʪ 

ʙʳʪʴ ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʪʨʝʙʦʚʘʥʠʷ, ʚʢʣʶʯʘʷ ʨʝʩʫʨʩʳ ï ʧʦʜʤʥʦʞʝʩʪʚʦ ʘʢʪʠʚʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʠʩ-

ʧʦʣʴʟʫʝʤʳʭ ʠʣʠ ʧʦʪʨʝʙʣʷʝʤʳʭ ʚ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʥʝʢʦʪʦʨʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʅʘ ʚʳʭʦʜʝ ʧʦ-

ʣʫʯʘʶʪʩʷ ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ ʩʪʝʧʝʥʠ ʫʜʦʚʣʝʪʚʦʨʝʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʳʡ ʨʝʟʫʣʴʪʘʪ 

ʧʨʦʮʝʩʩʘ. ɺʭʦʜʳ ʠ ʚʳʭʦʜʳ ʧʨʦʮʝʩʩʘ ʤʦʛʫʪ ʙʳʪʴ ʦʩʷʟʘʝʤʳʤʠ (ʦʙʦʨʫʜʦʚʘʥʠʝ, ʤʘʪʝʨʠʘʣʳ, ʧʨʦ-

ʜʫʢʮʠʷ, ʠʥʬʦʨʤʘʮʠʷ ʥʘ ʨʘʟʣʠʯʥʳʭ ʥʦʩʠʪʝʣʷʭ ʠ ʪ.ʧ.) ʠ ʥʝʦʩʷʟʘʝʤʳʤʠ (ʩʧʝʮʠʬʠʮʠʨʦʚʘʥʥʳʝ ʪʨʝ-

ʙʦʚʘʥʠʷ, ʫʩʣʫʛʘ ʠ ʪ.ʧ.). 

ɺ [169] ʩʦʜʝʨʞʠʪʩʷ ʨʷʜ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʮʝʩʩʥʦʛʦ ʧʦʜʭʦʜʘ, ʦʩʥʦʚʥʳʤʠ ʠʟ 

ʢʦʪʦʨʳʭ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: 

1) ʦʧʨʝʜʝʣʝʥʠʝ ʧʨʦʮʝʩʩʦʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʚ ʆʈɻɸʅʀɿɸʎʀʀ;  

2) ʦʧʨʝʜʝʣʝʥʠʝ ʚʭʦʜʦʚ ʠ ʚʳʭʦʜʦʚ ʢʘʞʜʦʛʦ ʧʨʦʮʝʩʩʘ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ-

ʩʪʠ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʨʦʮʝʩʩʦʚ;  

3) ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʨʝʩʫʨʩʘʤʠ (ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ), ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤʠ;  

4) ʦʧʨʝʜʝʣʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦʡ ʩʪʝʧʝʥʠ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠ ̫ʠ ʩʦʙʩʪʚʝʥʥʦ ʜʦʢʫʤʝʥʪʠʨʦʚʘ-

ʥʠʝ ʧʨʦʮʝʩʩʦʚ;  

5) ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʧʣʘʥʠʨʦʚʘʥʠʷ ʧʨʦʮʝʩʩʦʚ;  

6) ʥʘʣʠʯʠʝ ʢʨʠʪʝʨʠʝʚ ʠ ʤʝʪʦʜʦʚ ʦʮʝʥʢʠ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘʤʠ;  

7) ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʤʦʥʠʪʦʨʠʥʛʘ, ʦʮʝʥʢʠ ʠ ʘʥʘʣʠʟʘ ʧʨʦʮʝʩʩʦʚ;  

8) ʧʨʦʚʝʜʝʥʠʝ ʢʦʨʨʝʢʪʠʨʫʶʱʠʭ (ʧʨʝʚʝʥʪʠʚʥʳʭ) ʠ ʫʧʨʝʞʜʘʶʱʠʭ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʟʫʣʴʪʘ-

ʪʘʤ ʘʥʘʣʠʟʘ ʧʨʦʮʝʩʩʦʚ, ʚʢʣʶʯʘʷ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʧʨʦʮʝʩʩʦʚ;  
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9) ʦʧʨʝʜʝʣʝʥʠʝ ʤʝʪʦʜʦʚ ʠ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘʤʠ, ʨʝʟʫʣʴʪʘʪʳ ʢʦʪʦʨʳʭ 

ʥʝʣʴʟʷ ʧʨʦʚʝʨʠʪʴ ʧʦʩʨʝʜʩʪʚʦʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʠʟʤʝʨʝʥʠʷ. 

ɺʩʝ ʧʨʦʮʝʩʩʳ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʯʝʪʳʨʝ ʦʩʥʦʚʥʳʝ ʛʨʫʧʧʳ [170]: 

1) ʦʩʥʦʚʥʳʝ (ʧʨʦʮʝʩʩʳ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ), ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʥʘʤʝʯʝʥʥʳʡ ʨʝʟʫʣʴʪʘʪ ʜʝʷ-

ʪʝʣʴʥʦʩʪʠ; ʥʘʟʥʘʯʝʥʠʝ ʧʨʦʮʝʩʩʘ ï ʩʦʟʜʘʥʠʝ ʦʩʥʦʚʥʳʭ ʧʨʦʜʫʢʪʦʚ ʜʝʷʪʝʣʴʥʦʩʪʠ; ʨʝʟʫʣʴʪʘʪ ï ʦʩ-

ʥʦʚʥʦʡ ʧʨʦʜʫʢʪ ʠ/ʠʣʠ ʧʦʣʫʬʘʙʨʠʢʘʪ ʜʣʷ ʝʛʦ ʠʟʛʦʪʦʚʣʝʥʠʷ ʜʣʷ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʧʨʦʮʝʩʩʦʚ; 

2) ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʦʨʤʘʣʴʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʦʩʥʦʚʥʳʭ ʠ ʜʨʫʛʠʭ ʧʨʦʮʝʩʩʦʚ ʥʝʦʙʭʦʜʠʤʳʤʠ ʨʝʩʫʨʩʘʤʠ; ʦʥʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʨʘʙʦʪʫ ʦʩʥʦʚʥʳʭ 

(ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʙʝʩʧʝʯʝʥʠʝ ʵʥʝʨʛʦʨʝʩʫʨʩʘʤʠ ʠ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ 

ʩʨʝʜʦʡ, ʦʙʝʩʧʝʯʝʥʠʝ ʨʘʙʦʪʳ ʦʬʠʩʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʦʙʝʩʧʝʯʝʥʠʝ ʬʠʥʘʥʩʦʚʦʡ 

ʧʦʜʜʝʨʞʢʠ, ʫʧʨʘʚʣʝʥʠʝ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʦʡ, ʩʚʷʟʴ ʩ ʦʙʱʝʩʪʚʝʥʥʦʩʪʴʶ ʠ ʪ.ʜ.); ʥʘʟʥʘʯʝʥʠʝ ʧʨʦ-

ʮʝʩʩʘ ï ʦʙʝʩʧʝʯʝʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʩʥʦʚʥʳʭ ʧʨʦʮʝʩʩʦʚ; ʨʝʟʫʣʴʪʘʪ ï ʨʝʩʫʨʩʳ ʠ ʩʝʨʚʠʩʳ ʜʣʷ ʦʩ-

ʥʦʚʥʳʭ ʧʨʦʮʝʩʩʦʚ. ʇʨʦʮʝʩʩ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʦʪʥʦʩʠʪʩʷ ʢ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ; 

3) ʧʨʦʮʝʩʩʳ ʫʧʨʘʚʣʝʥʠʷ (ʤʝʥʝʜʞʤʝʥʪʘ), ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʪʨʘʪʝʛʠʯʝʩʢʦʤʫ ʧʣʘʥʠʨʦʚʘʥʠʶ, 

ʧʦʩʪʘʥʦʚʢʝ ʮʝʣʝʡ ʠ ʫʩʪʘʥʦʚʣʝʥʠʶ ʧʦʣʠʪʠʢ, ʦʙʝʩʧʝʯʝʥʠʶ ʢʦʤʤʫʥʠʢʘʮʠʡ ʠ ʪ.ʧ.; ʥʘʟʥʘʯʝʥʠʝ ʧʨʦ-

ʮʝʩʩʘ ï ʫʧʨʘʚʣʝʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʆʈɻɸʅʀɿɸʎʀʀ; ʨʝʟʫʣʴʪʘʪ ï ʜʝʷʪʝʣʴʥʦʩʪʴ ʚʩʝʡ 

ʆʈɻɸʅʀɿɸʎʀʀ; ʫʧʨʘʚʣʝʥʯʝʩʢʠʝ ʟʘʜʘʯʠ ʧʦ ʩʚʦʝʡ ʧʨʠʨʦʜʝ ʷʚʣʷʶʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ; 

ʫʧʨʘʚʣʝʥʠʝ ʦʙʝʩʧʝʯʝʥʠʝʤ ʀɹ ʘ ʨʘʤʢʘʭ ʫʧʨʘʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʆʈɻɸʅʀɿɸʎʀʀ ʦʪʥʦʩʠʪʩʷ 

ʢ ʵʪʦʡ ʛʨʫʧʧʝ ʧʨʦʮʝʩʩʦʚ; 

4) ʧʨʦʮʝʩʩʳ ʢʦʥʪʨʦʣʷ ï ʠʟʤʝʨʝʥʠʷ, ʘʥʘʣʠʟʘ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ; ʥʘʟʥʘʯʝʥʠʝ ʧʨʦʮʝʩʩʘ ï 

ʧʦʣʫʯʝʥʠʝ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ ʜʣʷ ʧʨʦʮʝʩʩʦʚ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ; 

ʨʝʟʫʣʴʪʘʪ ï ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʚʩʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʈʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ (ʧʨʦʜʫʢʪʠʚʥʦʩʪʴ) (ʘʥʛʣ. effectiveness) ʧʨʦʮʝʩʩʘ ʦʪʨʘʞʘʝʪ ʩʪʝʧʝʥʴ ʨʝʘ-

ʣʠʟʘʮʠʠ ʟʘʧʣʘʥʠʨʦʚʘʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʜʦʩʪʠʞʝʥʠʷ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ [171]. ʕʬ-

ʬʝʢʪʠʚʥʦʩʪʴ (ʘʥʛʣ. efficiency) ʧʨʦʮʝʩʩʘ ï ʵʪʦ ʚ ʙʦʣʴʰʝʡ ʩʪʝʧʝʥʠ ʵʢʦʥʦʤʠʯʝʩʢʘʷ ʢʘʪʝʛʦʨʠʷ, ʧʦʢʘ-

ʟʳʚʘʶʱʘʷ ʩʦʦʪʥʦʰʝʥʠʝ ʤʝʞʜʫ ʜʦʩʪʠʛʥʫʪʳʤ ʨʝʟʫʣʴʪʘʪʦʤ (ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʡ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ) 

ʠ ʠʩʧʦʣʴʟʦʚʘʥʥʳʤʠ ʟʘʪʨʘʪʘʤʠ-ʨʝʩʫʨʩʘʤʠ (ʚʨʝʤʷ, ʬʠʥʘʥʩʳ ʠ ʪ.ʜ.), ʦʙʝʩʧʝʯʠʚʰʠʤ ʝʛʦ ʧʦʣʫʯʝʥʠʝ 

(ʨʠʩ. 19).  

 
ʈʠʩʫʥʦʢ 19 ï ɺʟʘʠʤʦʩʚʷʟʴ ʧʦʥʷʪʠʡ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʮʝʩʩʦʚ 
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ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʟʘʚʠʩʠʪ ʦʪ ʢʘʯʝʩʪʚʘ ʨʝʰʝʥʠʡ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʮʝʣʷʤ 

(çʜʝʣʘʪʴ ʧʨʘʚʠʣʴʥʳʝ ʚʝʱʠè), ʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ï ʦʪ ʢʘʯʝʩʪʚʘ ʜʝʡʩʪʚʠʡ (çʜʝʣʘʪʴ ʚʝʱʠ ʧʨʘʚʠʣʴ-

ʥʦè). ʀ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʤʦʛʫʪ ʦʮʝʥʠʚʘʪʴʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰ-

ʥʠʭ ʧʨʦʮʝʩʩʦʚ ʢʦʥʪʨʦʣʷ (ʧʨʦʚʝʨʢʠ). 

 

3.1.2. ʆʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʇʨʝʞʜʝ ʯʝʤ ʦʧʨʝʜʝʣʠʪʴ ʪʝʨʤʠʥ çʦʙʝʩʧʝʯʝʥʠʝ ʀɹè, ʥʘʧʦʤʥʠʤ, ʯʪʦ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ï ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʝʥʥʦʩʪʠ ʊʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʙʨʘ-

ʙʦʪʢʠ ʠ ʧʝʨʝʜʘʯʠ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʠʥʬʦʨʤʘʮʠʠ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦ-

ʚʘʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʀʊ, ʉɺʊ ʠ ʩʨʝʜʩʪʚ ʩʚʷʟʠ, ʚʢʣʶʯʘʶʱʝʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʠ ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʀʊʂʉ ʚ 

ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, 

ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ) ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ. 

ʀʩʭʦʜʷ ʠʟ ʚʚʝʜʝʥʥʳʭ ʧʦʥʷʪʠʡ ʧʨʦʮʝʩʩʘ ʠ ʀɹ ʀʊʂʉ, ʦʧʨʝʜʝʣʠʤ, ʯʪʦ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʩʪʠʛʘʝʪʩʷ ʟʘ ʩʯʝʪ ʨʝʘʣʠʟʘʮʠʠ ʛʨʫʧʧʳ ʧʨʦʮʝʩʩʦʚ ʧʦʜʜʝʨʞʘʥʠʷ ʩʦʚʦ-

ʢʫʧʥʦʩʪʠ ʩʚʦʡʩʪʚ ʀɹ ʜʣʷ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ï ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ, ʜʦʩʪʫʧʥʦ-

ʩʪʠ, ʧʦʜʣʠʥʥʦʩʪʠ, ʧʦʜʦʪʯʝʪʥʦʩʪʠ, ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ, ʧʨʠʦʨʠʪʝʪʥʦʩʪʴ ʢʦʪʦʨʳʭ 

ʦʧʨʝʜʝʣʷʝʪʩʷ ʟʥʘʯʠʤʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʠʥʪʝʨʝʩʦʚ (ʮʝʣʝʡ) ʆʈɻɸʅʀɿɸʎʀʀ. ʊʘʢʠʤ ʦʙʨʘ-

ʟʦʤ, ʣʶʙʦʝ ʦʪʜʝʣʴʥʦʝ ʜʝʡʩʪʚʠʝ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʩʚʦʡʩʪʚ ʀɹ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʣʠʙʦ ʢʘʢ ʧʨʦʮʝʩʩ, ʣʠʙʦ ʢʘʢ ʝʛʦ ʯʘʩʪʴ (ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʩʦ-

ʩʪʘʚʝ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʆʈɻɸʅʀɿɸʎʀʀ). ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ï ʵʪʦ ʜʝʷʪʝʣʴʥʦʩʪɹ , ʥʘʧʨʘʚʣʝʥʥʘ ̫ʥʘ ʨʝʘʣʠʟʘʮʠʶ ʤʝʨ ʧʦ ʟʘʱʠʪʝ ʀʊʂʉ ʦʪ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʧʨʝʜʩʪʘʚʣʷʝʤʘ ̫ʩʣʦʞʥʳʤ ʧʨʦʮʝʩʩʦʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʤʥʦʞʝʩʪʚʘ ʧʦʜʧʨʦ-

ʮʝʩʩʦʚ ʧʦʜʜʝʨʞʘʥʠʷ ʙʝʟʦʧʘʩʥʦʛʦ (ʟʘʱʠʱʝʥʥʦʛʦ) ʩʦʩʪʦʷʥʠʷ ʚʩʝʭ ʝʝ ʵʣʝʤʝʥʪʦʚ ʚ ʦʪʜʝʣʴʥʦʩʪʠ 

(ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ) ʠ ʀʊʂʉ ʚ ʮʝʣʦʤ (ʦʙʲʝʜʠʥʷʶʱʝʡ ʀʀ) ʢʘʢ ʦʩʥʦʚʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 

ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. ʆʪʩʶʜʘ ʩʣʝʜʫʝʪ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʟʘʱʠʱʝʥʥʦʩʪʴ ɽʀʇ ʥʘʧʨʷʤʫʶ 

ʟʘʚʠʩʠʪ ʦʪ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʝʝ ʀʊʂʉ, ʢʦʛʜʘ ʩʦʟʜʘʥʘ ʘʜʝʢʚʘʪʥʘʷ ʟʘʱʠʱʝʥʥʘʷ 

ʩʨʝʜʘ ʫʩʪʦʡʯʠʚʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ, ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʀɹ ʜʣʷ 

ʦʙʨʘʙʦʪʢʠ, ʧʝʨʝʜʘʯʠ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʦʜʜʝʨʞʠʚʘʶʱʝʡ ʠʭ ʀʀ. ʈʘʥʝʝ 

ʦʪʤʝʯʘʣʦʩʴ, ʯʪʦ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʟʘ ʩʯʝʪ ʚʟʘʠʤʦʫʚʷʟʘʥ-

ʥʳʭ ʧʨʘʚʦʚʳʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ, ʦʧʝʨʘʪʠʚʥʦ-ʨʦʟʳʩʢʥʳʭ, ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʭ, ʢʦʥʪʨʨʘʟʚʝʜʳʚʘ-

ʪʝʣʴʥʳʭ, ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʠʭ, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʘʥʘʣʠʪʠʯʝʩʢʠʭ, ʢʘʜʨʦʚʳʭ, ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʠ 
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ʠʥʳʭ ʤʝʨ ʧʦ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʶ, ʦʙʥʘʨʫʞʝʥʠʶ, ʩʜʝʨʞʠʚʘʥʠʶ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ, ʦʪʨʘʞʝʥʠʶ ʫʛ-

ʨʦʟ ʀɹ ʠ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʠʭ ʧʨʦʷʚʣʝʥʠʷ ʜʣʷ ʀʊʂʉ (ʘʜʘʧʪʠʨʦʚʘʥʦ ʥʘ ʦʩʥʦʚʝ [2]).  

ʄʦʜʝʣʴ, ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʥʘ ʨʠʩ. 20, ʠʣʣʶʩʪʨʠʨʫʝʪ ʩʚʷʟʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀɹ ʀʊʂʉ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʯʪʦ ʭʘʨʘʢʪʝʨʠʟʫʝʪ ʦʙʝʩʧʝʯʝʥʠʝ 

ʀɹ ʀʊʂʉ ʠʤʝʥʥʦ ʢʘʢ ʧʨʦʮʝʩʩ [172].  

 

 

ʈʠʩʫʥʦʢ 20 ï ɺʟʘʠʤʦʩʚʷʟʴ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʠ ʝʝ 

ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ɽʀʇ 

 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʝʦʙʭʦʜʠʤʳ ʠʩʭʦʜʥʳʝ ʜʘʥʥʳʝ, ʨʝʩʫʨʩʳ ʠ 

ʫʧʨʘʚʣʷʶʱʠʝ ʚʦʟʜʝʡʩʪʚʠʷ.  

ɺʭʦʜʥʳʤʠ ʜʘʥʥʳʤʠ ʜʣʷ ʧʨʦʮʝʩʩʘ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: 

ð ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʤʦʜʝʣʠ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ï ʦʧʠʩʘʥʠʷ ʙʠʟ-

ʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʨʝʘʣʠʟʫʝʤʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʪ.ʜ.; 

ð ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʨʝʜʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ; 
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ð ʧʦʪʨʝʙʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʀɹ ʀʊʂʉ; 

ð ʠʥʬʦʨʤʘʮʠʷ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʢʦʥʪʨʦʣʷ ʫʩʧʝʰʥʦʩʪʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀɹ ʀʊʂʉ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʤʦʜʝʣʠ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʨʝ-

ʜʝ ʦʧʨʝʜʝʣʷʶʪ ʚʥʫʪʨʝʥʥʠʡ ʠ ʚʥʝʰʥʠʡ ʢʦʥʪʝʢʩʪ ʚʩʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʚʢʣʶ-

ʯʘʷ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʀʊʂʉ ʚ ʪʦʤ ʯʠʩʣʝ, ʧʦʩʢʦʣʴʢʫ ʠʤʝʥʥʦ ʦʥ ʧʦʟʚʦʣʷ-

ʝʪ ʧʦʥʷʪʴ, ʛʜʝ ʚ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʀʀ ʧʦʜʜʝʨʞʢʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʯʘʩʪʠ ʀʊ ʠʤʝʶʪʩʷ ʫʷʟʚʠʤʦʩʪʠ, 

ʛʜʝ ʠ ʧʨʠ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʤʦʛʫʪ ʥʘ ʠʭ ʦʩʥʦʚʝ ʧʨʦʷʚʠʪʴʩʷ ʪʝ ʠʣʠ ʠʥʳʝ ʫʛʨʦʟʳ ʀɹ ʠ ʜʝʡʩʪʚʠʷ ʥʘ-

ʨʫʰʠʪʝʣʝʡ ʀɹ, ʛʜʝ ʥʘʭʦʜʷʪʩʷ ʪʨʝʙʫʶʱʠʝ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʘʢʪʠʚʳ, ʢʘʢʠʝ ʤʝʨʳ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ ï ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ, ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʝ, ʪʝʭʥʠʯʝʩʢʠʝ ï 

ʤʦʛʫʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʠ ʢʘʢʠʝ ʠʟ ʥʠʭ ʙʫʜʫʪ ʥʘʠʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʤʠ ʚ ʢʘʞʜʦʤ ʢʦʥʢʨʝʪʥʦʤ            

ʩʣʫʯʘʝ. 

ʂʨʦʤʝ ʵʪʦʛʦ ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴʩʷ ʧʨʘʚʦʚʳʝ ʠ ʥʦʨʤʘʪʠʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀɹ ʠ ʫʧʨʘʚʣʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʯʘʩʪʠ ʀɹ, ʘ ʪʘʢʞʝ ʚʩʝ ʨʝʩʫʨʩʳ (ʬʠʥʘʥʩʦʚʳʝ, ʤʘʪʝʨʠʘʣʴʥʳʝ, 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ, ʯʝʣʦʚʝʯʝʩʢʠʝ ʠ ʦʙʦʨʫʜʦʚʘʥʠʝ), ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʜʘʥʥʦʡ ʜʝ̫-

ʪʝʣʴʥʦʩʪʠ. 

ɺʳʭʦʜʦʤ (ʨʝʟʫʣʴʪʘʪʦʤ) ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷ-

ʝʪʩʷ ʩʣʝʜʫʶʱʝʝ: 

ð ʜʦʢʫʤʝʥʪʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ (ʦʪʯʝʪʳ, ʧʨʝʜʣʦʞʝʥʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʦ ʦʙʫʯʝ-

ʥʠʶ ʧʝʨʩʦʥʘʣʘ, ʚʥʫʪʨʝʥʥʠʝ ʥʦʨʤʘʪʠʚʥʳʝ ʜʦʢʫʤʝʥʪʳ ʠ ʪ.ʜ.);  

ð ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʙ ʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳʟʚʘʥʥʳʝ 

ʩʦʙʳʪʠʷʤʠ ʀɹ, ʚʦʟʥʠʢʘʶʱʠʤʠ ʚ ʀʊʂʉ; 

ð ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʜʣʷ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ (ʉɿʀ) ʠ ʧʨʦ-

ʮʝʩʩʳ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ, ʘ ʪʘʢʞʝ ʟʘʢʘʟʳ ʥʘ ʠʭ ʧʨʠʦʙʨʝʪʝʥʠʝ, ʧʦʩʪʘʚʢʫ ʠ ʨʝʛʣʘʤʝʥʪʘʮʠʶ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʷ ʠ ʪ.ʧ. 

ʈʝʟʫʣʴʪʘʪ rʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʚʳʩʪʫʧʘʪʁ ʚ ʢʘʯʝʩʪʚʝ 

ʨʝʩʫʨʩʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚʣʠʷ-

ʶʪ ʥʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. ʈʘʩʩʤʦʪʨʝʥʥʘʷ ʩʚʷʟʴ ʟʘʜʘʝʪ ʢʦʥʪʝʢʩʪ ʚʳʩʦ-

ʢʦʛʦ ʫʨʦʚʥʷ, ʧʦʟʚʦʣʷʶʱʠʡ ʚ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʧʦʟʠʮʠʦʥʠʨʦʚʘʪʴ ʫʧʨʘʚʣʝʥʯʝ-

ʩʢʠʝ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ, ʤʘʪʝʨʠʘʣʴʥʳʝ ʠ ʨʝʩʫʨʩʥʳʝ ʧʦʪʦʢʠ ʚ ʨʘʤʢʘʭ ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʷ ʜʝʷʪʝʣʴ-

ʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ (ʢʘʢ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʡ) ʩ ʦʩʥʦʚʥʦʡ ʠ ʜʨʫʛʠʤʠ ʙʠʟʥʝʩ-

ʧʨʦʮʝʩʩʘʤʠ. 
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3.1.3. ʄʦʜʝʣʴ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʀʩʭʦʜʷ ʠʟ ʣʦʛʠʢʠ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʣʶʙʦʛʦ ʧʨʦʮʝʩʩʘ, ʧʨʝʜʩʪʘʚʠʤ ʫʧʨʦʱʝʥʥʫʶ ʤʦʜʝʣʴ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʥʦ ʠ ʢʦʤʧʣʝʢʩʥʦ ʨʝʰʘʪʴ ʧʦ-

ʩʪʘʚʣʝʥʥʳʝ ʟʘʜʘʯʠ ʧʦ ʜʦʩʪʠʞʝʥʠʶ ʪʨʝʙʫʝʤʦʛʦ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ (ʨʠʩ. 21). ʇʝʨʝʜ ʪʝʤ, ʢʘʢ ʧʨʦ-

ʮʝʩʩ ʙʫʜʝʪ ʨʘʟʨʘʙʦʪʘʥ ʠ ʚʥʝʜʨʝʥ, ʜʦʣʞʝʥ ʙʳʪʴ ʦʧʠʩʘʥ ʢʦʥʪʝʢʩʪ (ʩʨʝʜʘ), ʚ ʢʦʪʦʨʦʤ ʝʛʦ ʙʫʜʫʪ ʠʩ-

ʧʦʣʴʟʦʚʘʪʴ. ʅʘ ʵʪʦʡ ʦʩʥʦʚʝ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʮʝʣʠ ʧʨʦʮʝʩʩʘ ʚ ʧʦʜʜʝʨʞʢʫ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-ʮʝʣʝʡ 

ʆʈɻɸʅʀɿɸʎʀʀ. ʊʦʣʴʢʦ ʧʦʩʣʝ ʵʪʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʨʝʘʣʠʟʘʮʠʷ ʮʝʣʝʡ ʧʨʦʮʝʩʩʘ. ʀ, ʥʘʢʦʥʝʮ, ʢʦʛʜʘ 

ʦʥ ʚʥʝʜʨʝʥ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʦʷʥʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʜʦʩʪʠʞʝ-

ʥʠʝ ʧʦʩʪʘʚʣʝʥʥʳʭ ʚ ʥʘʯʘʣʝ ʮʝʣʝʡ, ʠ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʪʘʢʦʛʦ ʢʦʥʪʨʦʣʷ ʨʝʛʫʣʷʨʥʦ ʧʝʨʝʩʤʘʪʨʠʚʘʪʴ 

ʦʧʠʩʘʥʠʝ ʢʦʥʪʝʢʩʪʘ (ʧʦʩʢʦʣʴʢʫ ʩʨʝʜʘ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʜʠʥʘʤʠʯʝʩʢʠ ʤʝʥʷʝʪʩʷ) ʠ 

ʧʝʨʝʬʦʨʤʫʣʠʨʦʚʘʪʴ ʮʝʣʠ ʧʨʦʮʝʩʩʘ, ʯʪʦ ʜʦʢʘʟʳʚʘʝʪ ʠʪʝʨʘʮʠʦʥʥʦʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ. ʋʧ-

ʨʦʱʝʥʠʷ ʚ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʤʦʜʝʣʠ ʢʘʩʘʶʪʩʷ ʥʘʤʝʨʝʥʥʦʛʦ ʫʧʫʱʝʥʠʷ ʨʝʩʫʨʩʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ 

ʫʧʨʘʚʣʷʶʱʠʭ ʚʦʟʜʝʡʩʪʚʠʡ ʢʘʞʜʦʛʦ ʠʟ ʵʪʘʧʦʚ ʧʨʦʮʝʩʩʘ, ʯʪʦʙʳ ʥʝ ʧʝʨʝʛʨʫʟʠʪʴ ʤʦʜʝʣʴ ʠʟʣʠʰʥʝʡ 

ʩ ʜʘʥʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʠʥʬʦʨʤʘʮʠʝʡ. 

 

 

ʈʠʩʫʥʦʢ 21 ï ʋʧʨʦʱʝʥʥʘʷ ʤʦʜʝʣʴ ʧʨʦʮʝʩʩʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 



142 

 

 

ɺʩʝ ʥʘʯʠʥʘʝʪʩʷ ʩ ʦʧʠʩʘʥʠʷ ʚʥʝʰʥʝʛʦ ʠ ʚʥʫʪʨʝʥʥʝʛʦ ʢʦʥʪʝʢʩʪʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 

ʢʘʢ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ. ɼʣʷ 

ʵʪʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʘ ʧʘʨʘʜʠʛʤʘ (ʠʩʭʦʜʥʘʷ ʢʦʥʮʝʧʪʫʘʣʴʥʘʷ ʩʭʝʤʘ, ʤʦʜʝʣʴ ʧʦʩʪʘʥʦʚʢʠ 

ʧʨʦʙʣʝʤʳ ʠ ʝʝ ʨʝʰʝʥʠʷ) ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʥʘʧʨʠʤʝʨ, ʧʨʦʪʠʚʦʙʦʨʩʪʚʦ ʩʦʙʩʪʚʝʥʥʠʢʘ ʠ ʥʘʨʫʰʠ-

ʪʝʣʷ ʀɹ ʟʘ ʧʦʣʫʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʥʘʜ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʘʢʪʠʚʘʤʠ ʀʊʂʉ) ʠ ʦʧʨʝʜʝʣʝʥʳ ʠʥʬʦʨ-

ʤʘʮʠʦʥʥʳʝ ʘʢʪʠʚʳ ʀʊʂʉ, ʪʨʝʙʫʶʱʠʝ ʟʘʱʠʪʳ. ʀʩʭʦʜʷ ʠʟ ʵʪʦʡ ʩʭʝʤʳ ʠ ʨʝʝʩʪʨʘ ʘʢʪʠʚʦʚ, ʩʪʨʦ-

ʷʪʩʷ ʤʦʜʝʣʠ ʀɹ ï ʄʦʜʝʣʴ ʫʛʨʦʟ ʠ ʄʦʜʝʣʴ ʥʘʨʫʰʠʪʝʣʷ ʀɹ (ʜʣʷ ʀʊʂʉ ʚ ʮʝʣʦʤ, ʝʝ ʀʉ ʠ ʪ.ʧ.). ʈʝ-

ʟʫʣʴʪʘʪʳ ʧʝʨʚʦʛʦ ʵʪʘʧʘ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʧʨʦʮʝʩʩʘ ʦʪʨʘʞʘʶʪ ʩʧʝʮʠʬʠʢʫ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʧʨʝʜʝʣʷʶʪ ʛʨʘʥʠʮʳ, ʚ ʢʦʪʦʨʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ. 

ʅʘ ʚʪʦʨʦʤ ʵʪʘʧʝ ʜʦʣʞʥʳ ʙʳʪʴ ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʮʝʣʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ. ɺ ʧʝʨʚʫʶ 

ʦʯʝʨʝʜʴ ʜʦʣʞʝʥ ʙʳʪʴ ʩʦʟʜʘʥ ʨʝʝʩʪʨ (ʢʣʘʩʩʠʬʠʢʘʪʦʨ) ʨʠʩʢʦʚ ʀɹ ʀʊʂʉ, ʢʦʪʦʨʳʡ ʩʪʨʦʠʪʩʷ ʥʘ ʦʩ-

ʥʦʚʝ ʜʚʫʭ ʤʦʜʝʣʝʡ ʀɹ ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʜʦʙʨʘʪʴ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʧʨʠʝʤ-

ʣʝʤʦʡ ʦʙʨʘʙʦʪʢʠ ʨʘʩʩʯʠʪʘʥʥʳʭ ʨʠʩʢʦʚ ʀɹ. ʂʨʦʤʝ ʵʪʦʛʦ ʚ ʨʝʝʩʪʨʝ ʫʢʘʟʳʚʘʶʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʳʝ ʘʢʪʠʚʳ ʀʊʂʉ, ʪʨʝʙʫʶʱʠʝ ʟʘʱʠʪʳ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʨʠʦʨʠʪʝʪʥʦʤ ʧʦʨʷʜʢʝ ʚ ʟʘʚʠʩʠʤʦʩʪʠ 

ʦʪ ʠʭ ʮʝʥʥʦʩʪʠ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ, ʯʪʦ ʜʦʧʦʣʥʷʝʪ ʤʦʜʝʣʠ ʀɹ. ɺʦ ʤʥʦʛʠʭ ʥʦʨ-

ʤʘʪʠʚʥʳʭ ʠ ʧʨʘʚʦʚʳʭ ʜʦʢʫʤʝʥʪʘʭ ʥʝʦʜʥʦʢʨʘʪʥʦ ʫʧʦʤʠʥʘʝʪʩʷ ʨʝʝʩʪʨ ʨʠʩʢʦʚ (ʜʘʞʝ ʚ ɻʆʉʊ ʈ 

51901.23-2012 [173], ʚ ʥʘʟʚʘʥʠʠ ʢʦʪʦʨʦʛʦ ʧʨʠʩʫʪʩʪʚʫʝʪ ʵʪʦ ʩʣʦʚʦʩʦʯʝʪʘʥʠʝ), ʥʦ ʥʠ ʚ ʦʜʥʦʤ ʠʟ 

ʥʠʭ ʥʝ ʧʨʠʚʦʜʠʪʩʷ ʝʛʦ ʚʠʜ. ʇʨʝʜʩʪʘʚʠʤ ʰʘʧʢʫ ʪʘʙʣʠʮʳ, ʢʦʪʦʨʘʷ ʣʫʯʰʝ ʚʩʝʛʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʥʘ-

ʟʥʘʯʝʥʠʶ ʨʝʝʩʪʨʘ ʨʠʩʢʦʚ ʀɹ, ʘ ʠʤʝʥʥʦ ʦʧʠʩʘʥʠʶ ʦʩʥʦʚʥʳʭ ʚʠʜʦʚ ʦʧʘʩʥʳʭ ʩʦʙʳʪʠʡ ï ʧʦʪʝʥʮʠ-

ʘʣʴʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ ʧʨʠʤʝʥʷʝʤʳʭ ʤʝʪʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʨʠʩʢʦʚ ʀɹ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʡ ʨʘʟʨʘ-

ʙʦʪʢʠ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʛʦ ʠ ʚʩʝʩʪʦʨʦʥʥʝʛʦ ʧʣʘʥʘ ʤʝʨʦʧʨʠʷʪʠʡ ʧʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʠ ʩʥʠʞʝʥʠʶ 

ʨʠʩʢʦʚ ʀɹ: 

ɸʢʪʠʚ ʋʛʨʦʟʘ ʀɹ 

ʆʮʝʥʢʘ ʥʘ-

ʯʘʣʴʥʦʛʦ ʨʠʩ-

ʢʘ ʀɹ 

ʄʝʨʳ ʦʙʨʘʙʦʪʢʠ 

ʨʠʩʢʘ ʀɹ 

ʆʮʝʥʢʘ ʦʩʪʘ-

ʪʦʯʥʦʛʦ ʨʠʩ-

ʢʘ ʀɹ 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 

              

 

ɺ hʘʧʢʝ ʪʘʙʣʠʮ rʚʚʝʜʝʥʳ ʩʣʝʜʫʶʱʠʝ ʩʦʢʨʘʱʝʥʠʷ: 

1 ï ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʘʢʪʠʚ, ʠʤʝʶʱʠʡ ʮʝʥʥʦʩʪʴ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʧʦʪʦʤʫ ʪʨʝʙʫʶʱʠʡ ʧʦʜʜʝʨʞʘʥʠʷ ʜʣʷ ʥʝʛʦ ʦʩʥʦʚʥʳʭ ʩʚʦʡʩʪʚ ʀɹ; 

2 ï ʉʆʀɸ (ʩʨʝʜʘ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʘʢʪʠʚʘ); 

3 ï ʫʷʟʚʠʤʦʩʪ ɹʉʆʀɸ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʫʛʨʦʟʘʤʠ ʀɹ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ; 

4 ï ʧʨʠʦʨʠʪʝʪʳ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʦʡʩʪʚ ʀɹ ʜʣʷ ʘʢʪʠʚʘ; 

5 ï ʥʘʠʤʝʥʦʚʘʥʠʝ ʫʛʨʦʟʳ ʀɹ (ʠʟ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ); 

6 ï ʠʩʪʦʯʥʠʢ ʫʛʨʦʟʳ ʀɹ (ʠʟ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ); 
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7 ï ʤʝʪʦʜ ʠ ʩʧʦʩʦʙ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ; 

8 ï ʚʝʨʦʷʪʥʦʩʪʴ/ʩʪʝʧʝʥʴ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ; 

9 ï ʧʦʩʣʝʜʩʪʚʠʷ/ʩʪʝʧʝʥʴ ʪʷʞʝʩʪʠ ʧʦʩʣʝʜʩʪʚʠʡ ʫʛʨʦʟʳ ʀɹ; 

10 ï ʚʝʣʠʯʠʥʘ ʠ ʟʥʘʯʠʤʦʩʪʴ (ʚ ʪʝʨʤʠʥʘʭ çʜʦʧʫʩʪʠʤʳʡïʥʝʜʦʧʫʩʪʠʤʳʡè) ʥʘʯʘʣʴʥʦʛʦ   

ʨʠʩʢʘ ʀɹ; 

11 ï ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʩʥʠʞʘʶʱʠʝ ʚʝʣʠʯʠʥʫ ʥʘʯʘʣʴʥʦʛʦ ʨʠʩʢʘ ʀɹ; 

12 ï ʚʝʨʦʷʪʥʦʩʪʴ/ʩʪʝʧʝʥʴ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ ʀɹ ʧʦʩʣʝ ʚʥʝʜʨʝʥʠʷ ʤʝʨ ʦʙ-

ʨʘʙʦʪʢʠ ʨʠʩʢʘ ʀɹ; 

13 ï ʧʦʩʣʝʜʩʪʚʠʷ/ʩʪʝʧʝʥʴ ʪʷʞʝʩʪʠ ʧʦʩʣʝʜʩʪʚʠʡ ʫʛʨʦʟʳ ʀɹ ʧʦʩʣʝ ʚʥʝʜʨʝʥʠʷ ʤʝʨ ʦʙʨʘʙʦʪ-

ʢʠ ʨʠʩʢʘ ʀɹ; 

14 ï ʚʝʣʠʯʠʥʘ ʠ ʟʥʘʯʠʤʦʩʪʴ (ʚ ʪʝʨʤʠʥʘʭ çʜʦʧʫʩʪʠʤʳʡïʥʝʜʦʧʫʩʪʠʤʳʡè ʦʩʪʘʪʦʯʥʦʛʦ  

ʨʠʩʢʘ ʀɹ. 

ɼʣʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʘʢʪʠʚʘ, ʠʤʝʶʱʝʛʦ ʥʝʩʢʦʣʴʢʦ ʫʷʟʚʠʤʦʩʪʝʡ, ʟʘʧʦʣʥʷʪʁʩʷ ʩʪʦʣʴʢʦ 

ʩʪʨʦʢ, ʩʢʦʣʴʢʦ ʝʩʪʴ ʫʷʟʚʠʤʦʩʪʝʡ, ʧʦʩʢʦʣʴʢʫ ʤʝʨʳ ʦʙʨʘʙʦʪʢʠ ʜʣʷ ʢʘʞʜʦʡ ʫʷʟʚʠʤʦʩʪʠ ʤʦʛʫʪ ʙʳʪʴ 

ʨʘʟʣʠʯʥʳʤʠ. ʊʘʢʞʝ ʝʩʣʠ ʦʜʥʫ ʠ ʪʫ ʞʝ ʫʷʟʚʠʤʦʩʪʴ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʫʛʨʦʟ ʀɹ, ʪʦ 

ʟʘʧʦʣʥʷʝʪʩʷ ʩʪʦʣʴʢʦ ʩʪʨʦʢ, ʩʢʦʣʴʢʦ ʚʦʟʤʦʞʥʦ ʨʝʘʣʠʟʦʚʘʪʴ ʥʘ ʠʭ ʦʩʥʦʚʝ ʫʛʨʦʟ ʀɹ. ɽʩʣʠ ʦʜʥʫ 

ʫʛʨʦʟʫ ʀɹ ʤʦʞʝʪ ʘʢʪʠʚʠʨʦʚʘʪʴ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʀɹ (ʘʥʪʨʦʧʦʛʝʥʥʳʭ, ʪʝʭʥʦ-

ʛʝʥʥʳʭ, ʩʪʠʭʠʡʥʳʭ), ʪʦ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʣʥʠʪʴ ʩʪʨʦʢʫ ʥʘ ʢʘʞʜʳʡ ʠʩʪʦʯʥʠʢ. ʂʘʢ ʚʠʜʥʦ ʠʟ 

ʵʪʠʭ ʨʘʩʩʫʞʜʝʥʠʡ, ʨʘʟʤʝʨʥʦʩʪʴ ʨʝʝʩʪʨʘ ʨʠʩʢʦʚ ʀɹ ʙʫʜʝʪ ʟʥʘʯʠʪʝʣʴʥʘʷ, ʥʦ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʙʫʜʝʪ 

ʧʦʣʫʯʝʥʦ ʦʯʝʥʴ ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʚʩʝʭ ʨʠʩʢʦʚ ʀɹ ʠ ʧʦʜʦʙʨʘʥʳ ʥʘʠʙʦʣʝʝ ʧʦʜʭʦʜʷʱʠʝ ʜʣʷ ʥʠʭ 

ʤʝʨr ʦʙʨʘʙʦʪʢʠ ʨʠʩʢʦʚ ʀɹ, ʢʦʪʦʨʳʝ ʧʨʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʝʨʝʬʨʘʟʠʨʦʚʘʥʠʠ ʙʫʜʫʪ ʧʨʝʜʩʪʘʚ-

ʣʷʪʴ ʩʦʙʦʡ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ɼʘʣʝʝ ʥʘ ʦʩʥʦʚʝ ʧʘʨʘʜʠʛʤʳ ʠ ʨʝʝʩʪʨʘ ʨʠʩʢʦʚ ʀɹ ʬʦʨʤʫʣʠʨʫʶʪʩʷ ʦʩʥʦʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ, ʢʦʪʦʨʳʝ ʠ ʩʦʩʪʘʚʣʷʶʪ ʦʩʥʦʚʥʫʶ ʯʘʩʪʴ ʩʦʜʝʨʞʘʥʠʷ ʯʘʩʪʥʦʡ ʇʦʣʠʪʠ-

ʢʠ ʀɹ ʀʊʂʉ ï ʜʦʢʫʤʝʥʪʘ, ʦʪʨʘʞʘʶʱʝʛʦ ʧʦʟʠʮʠʶ ʨʫʢʦʚʦʜʩʪʚʘ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦ ʦʙʝʩʧʝʯʝ-

ʥʠʶ ʀɹ ʀʊʂʉ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʝʝ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʧʨʘʚʦʚʳʤʠ ʠ ʟʘʢʦ-

ʥʦʜʘʪʝʣʴʥʳʤʠ ʥʦʨʤʘʤʠ. ʄʝʩʪʦ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ ʚ ʦʙʱʝʡ ʩʠʩʪʝʤʝ ʩʦʛʣʘʩʦʚʘʥʥʳʭ ʜʦʢʫʤʝʥ-

ʪʦʚ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩ. 22. ɺ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 13335-1-2006 ʇʦʣʠʪʠʢʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʂʊ (ʘʥʛʣ. ICT security policy) ï ʵʪʦ ʧʨʘʚʠʣʘ, ʜʠʨʝʢʪʠʚʳ, ʩʣʦʞʠʚʰʘʩ̫ʷ ʧʨʘʢʪʠʢʘ, 

ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʚ ʧʨʝʜʝʣʘʭ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʀʂʊ ʫʧʨʘʚʣʷʪʴ, ʟʘʱʠʱʘʪʴ ʠ ʨʘʩʧʨʝ-

ʜʝʣʷʪʴ ʘʢʪʠʚʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʢʨʠʪʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ [174]. ʉ ʮʝʣʴʶ ʩʦʭʨʘʥʝʥʠʷ ʣʦʛʠʢʠ ʨʠʩʫʥʢʘ 

ʦʙʦʟʥʘʯʠʤ ʇʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʂʊ ʢʘʢ ʇʦʣʠʪʠʢʫ ʀɹ ʀʂʊ. ʇʨʠ ʵʪʦʤ ʩʦʛʣʘʩʥʦ ɻʆʉʊ ʈ 

50922-2006 ʇʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʠʥʬʦʨʤʘʮʠʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ) ï ʵʪʦ ʩʦʚʦʢʫʧʥʦʩʪʴ ʜʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʥʳʭ ʧʨʘʚʠʣ, ʧʨʦʮʝʜʫʨ, ʧʨʘʢʪʠʯʝʩʢʠʭ ʧʨʠʝʤʦʚ ʠʣʠ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʚ ʦʙʣʘʩʪʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʤʠ ʨʫʢʦʚʦʜʩʪʚʫʝʪʩʷ ʦʨʛʘʥʠʟʘʮʠʷ ʚ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ [111].  
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ɺ ʰʠʨʦʢʦʤ ʩʤʳʩʣʝ ʇʦʣʠʪʠʢʘ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʝʪʩʷ ʩʠʩʪʝʤʦʡ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥ-

ʥʳʭ ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʝʝ ʀɹ [172]. ɺ ʫʟʢʦʤ ʩʤʳʩʣʝ ʇʦʣʠʪʠʢʘ ʀɹ ʧʨʝʜ-

ʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʪʜʝʣʴʥʳʡ ʥʦʨʤʘʪʠʚʥʳʡ ʜʦʢʫʤʝʥʪ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʀɹ, ʩʠʩʪʝʤʫ ʤʝʨ ʠ/ʠʣʠ ʧʦʨʷʜʦʢ ʜʝʡʩʪʚʠʡ, ʘ ʪʘʢʞʝ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ 

ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʦʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ. ʅʘʧʨʠʤʝʨ, 

ʵʪʦ ʇʦʣʠʪʠʢʘ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠʣʠ ʇʦʣʠʪʠʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʨʦʣʝʡ ʨʘʙʦʪʥʠʢʘʤʠ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʀʉ. ʊʘʢʠʝ ʯʘʩʪʥʳʝ ʧʦʣʠʪʠʢʠ ʜʝʪʘʣʠʟʠʨʫʶʪ ʧʦʣʦʞʝʥʠʷ ʇʦʣʠʪʠʢʠ ʀɹ ʧʨʠʤʝʥʠʪʝʣʴʥʦ 

ʢ ʦʜʥʦʡ ʠʣʠ ʥʝʩʢʦʣʴʢʠʤ ʦʙʣʘʩʪʷʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʚʠʜʘʤ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʪʝʭʥʦʣʦʛʠʷʤ, ʠʩʧʦʣʴ-

ʟʫʝʤʳʤ ʚ ʆʈɻɸʅʀɿɸʎʀʀ, ʠ ʷʚʣʷʝʪʩʷ ʇʦʣʠʪʠʢʦʡ ʀɹ ʚ ʫʟʢʦʤ ʩʤʳʩʣʝ. ʅʘ ʨʠʩ. 22 ʧʨʠʤʝʨʘʤʠ 

ʯʘʩʪʥʳʭ ʧʦʣʠʪʠʢ ʀɹ ʚ ʫʟʢʦʤ ʩʤʳʩʣʝ ʷʚʣʷʶʪʩʷ ʇʦʣʠʪʠʢʠ ʀɹ ʜʣʷ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʚʣʘʜʝ-

ʶʪ ʢʦʪʦʨʳʤʠ ʨʘʟʣʠʯʥʳʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʆʈɻɸʅʀɿɸʎʀʀ. 

 

 

ʈʠʩʫʥʦʢ 22 ï ʄʝʩʪʦ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ ʚ ʩʠʩʪʝʤʝ ʜʦʢʫʤʝʥʪʦʚ ʆʈɻɸʅʀɿɸʎʀʀ  

 

ʏʘʩʪʥʘʷ ʇʦʣʠʪʠʢʘ ʀɹ ʀʂʊ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʝʪʩʷ ʧʦʜʯʠʥʝʥʥʦʡ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʇʦ-

ʣʠʪʠʢʝ ʀɹ (ʜʦʢʫʤʝʥʪʫ, ʦʧʠʩʳʚʘʶʱʝʤʫ ʚʳʩʦʢʦʫʨʦʚʥʝʚʳʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʢʦ-

ʪʦʨʳʝ ʜʦʣʞʥʳ ʩʦʙʣʶʜʘʪʴʩʷ ʚʦ ʚʩʝʡ ʆʈɻɸʅʀɿɸʎʀʀ), ʢʦʪʦʨʘʷ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʷʚʣʷʝʪʩʷ ʧʦʜ-

ʯʠʥʝʥʥʦʡ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʂʦʨʧʦʨʘʪʠʚʥʦʡ ʧʦʣʠʪʠʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘʥʛʣ. corporate security 

policy) ï ʜʦʢʫʤʝʥʪʫ, ʦʪʨʘʞʘʶʱʝʤʫ ʧʦʟʠʮʠʶ ʨʫʢʦʚʦʜʩʪʚʘ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 



145 

 

 

ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʝʝ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʧʨʘʚʦʚʳʤʠ ʠ ʟʘ-

ʢʦʥʦʜʘʪʝʣʴʥʳʤʠ ʥʦʨʤʘʤʠ. ʅʘ ʨʠʩ. 22 ʇʦʣʠʪʠʢʘ ʀɹ ʠ ʇʦʣʠʪʠʢʘ ʀɹ ʀʂʊ ʠʟʦʙʨʘʞʝʥʳ ʨʷʜʦʤ, 

ʧʦʩʢʦʣʴʢʫ ʚ ʥʝʙʦʣʴʰʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠʭ ʩʦʜʝʨʞʘʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʟʣʦʞʝʥʳ ʚ ʦʜʥʦʤ ʜʦʢʫʤʝʥʪʝ. 

ʇʦʣʦʞʝʥʠʷ ʇʦʣʠʪʠʢʠ ʀɹ ʀʂʊ ʜʝʪʘʣʠʟʠʨʫʶʪʩʷ ʚ ʜʨʫʛʠʭ ʧʦʣʠʪʠʢʘʭ, ʥʘʧʨʠʤʝʨ, ʇʦʣʠʪʠʢʝ 

ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʀɹ ʀʂʊ ʠ ʇʦʣʠʪʠʢʝ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʂʊ. 

ʀʩʭʦʜʷ ʠʟ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʥʘʧʠʩʘʥʠʷ ʯʘʩʪʥʳʭ ʧʦʣʠʪʠʢ ʀɹ, ʧʨʝʜʣʘʛʘʝʤʘʷ ʧʨʠʤʝʨʥʘʷ ʪʠ-

ʧʦʚʘʷ ʩʪʨʫʢʪʫʨʘ ʇʦʣʠʪʠʢʠ ʀɹ ʜʣʷ ʵʣʝʤʝʥʪʘ ʀʊʂʉ (ʜʘʣʝʝ ï ʇʦʣʠʪʠʢʠ) ʤʦʞʝʪ ʙʳʪʴ ʪʘʢʦʡ. 

ʈʘʟʜʝʣ 1. ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ ʦ ʮʝʣʷʭ ʠ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʇʦʣʠʪʠʢʠ. 

ʈʘʟʜʝʣ 2. ʎʝʣʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ɻʣʝʤʝʥʪʘ ʀʊʂʉ ʚ ʨʘʤʢʘʭ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʠ ʠʭ ʩʦ-

ʦʪʥʦʰʝʥʠʝ ʩ ʧʨʘʚʦʚʳʤʠ ʠ ʥʦʨʤʘʪʠʚʥʳʤʠ ʦʙʷʟʘʪʝʣʴʩʪʚʘʤʠ ʠ ʙʠʟʥʝʩ-ʮʝʣʷʤʠ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʈʘʟʜʝʣ 3. ʇʨʠʥʮʠʧʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ɻʣʝʤʝʥʪʘ ʀʊʂʉ. 

ʈʘʟʜʝʣ 4. ʊʨʝʙʦʚʘʥʠʷ, ʧʨʝʜʲʷʚʣʷʝʤʳʝ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ɻʣʝʤʝʥʪʘ ʀʊʂʉ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ, ʜʦʩʪʫʧʥʦʩʪʠ, ʘʫʪʝʥʪʠʯʥʦʩʪʠ, ʧʦʜʦʪʯʝʪʥʦʩʪʠ, 

ʥʝʦʪʢʘʟʫʝʤʦʩʪʠ ʠ ʥʘʜʝʞʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʈʘʟʜʝʣ 5. ʆʨʛʘʥʠʟʘʮʠʷ ʠ ʩʠʩʪʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ɻʣʝʤʝʥʪʘ ʀʊʂʉ. 

ʈʘʟʜʝʣ 6. ʉʚʝʜʝʥʠʷ ʦʙ ʦʙʝʩʧʝʯʝʥʠʠ ʀɹ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʚʢʣʶʯʘʶʱʠʝ ʚ ʩʝʙʷ ʜʘʥʥʳʝ ʦʙ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʠ ʧʦʣʥʦʤʦʯʠʷʭ ʢʘʢ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʦʪʜʝʣʴʥʳʭ ʣʠʮ. 

ʈʘʟʜʝʣ 7. ʂʘʪʝʛʦʨʠʨʦʚʘʥʠʝ ʧʦʜʣʝʞʘʱʠʭ ʟʘʱʠʪʝ ʘʢʪʠʚʦʚ ʵʣʝʤʝʥʪʘ ʀʊʂʉ; ʦʙʱʠʡ ʦʙʟʦʨ 

ʜʣʷ ʥʠʭ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʛʨʦʟ ʀɹ, ʚʦʟʤʦʞʥʦ ʚ ʚʠʜʝ ʄʦʜʝʣʠ ʫʛʨʦʟ ʀɹ ʠ ʄʦʜʝʣʠ ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ 

(ʠʣʠ ʩʩʳʣʢʘ ʥʘ ʵʪʠ ʤʦʜʝʣʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʦʬʦʨʤʣʝʥʳ ʢʘʢ ʦʪʜʝʣʴʥʳʝ ʜʦʢʫʤʝʥʪʳ). 

ʈʘʟʜʝʣ 8. ʇʦʜʭʦʜ ʆʈɻɸʅʀɿɸʎʀʀ ʢ ʫʧʨʘʚʣʝʥʠʶ ʨʠʩʢʘʤʠ ʀɹ ʜʣʷ ʵʣʝʤʝʥʪʘ ʀʊʂʉ. 

ʈʘʟʜʝʣ 9. ʇʫʪʠ ʠ ʩʧʦʩʦʙʳ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʠʦʨʠʪʝʪʦʚ ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 

ʜʣʷ ʵʣʝʤʝʥʪʘ ʀʊʂʉ. 

ʈʘʟʜʝʣ 10. ʉʚʝʜʝʥʠʷ ʦʙ ʦʙʱʝʤ ʫʨʦʚʥʝ ʀɹ ʠ ʦʩʪʘʪʦʯʥʦʤ ʨʠʩʢʝ ʀɹ ʜʣʷ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʝʝ ʫʩʪʦʡʯʠʚʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʈʘʟʜʝʣ 11. ʉʚʝʜʝʥʠʷ ʦ ʥʘʣʠʯʠʠ ʦʙʱʠʭ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ʣʦʛʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ 

ʜʦʩʪʫʧʘ ʧʨʠ ʦʜʥʦʚʨʝʤʝʥʥʦʤ ʢʦʥʪʨʦʣʝ ʬʠʟʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʣʠʮ ʚ ʟʜʘʥʠʷ, ʨʘʙʦʯʠʝ ʧʦʤʝʱʝʥʠʷ, ʘ 

ʪʘʢʞʝ ʢ ʀʉ ʠ ʠʥʬʦʨʤʘʮʠʠ). 

ʈʘʟʜʝʣ 12. ʆʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ/ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʣʝʤʝʥʪʘ 

ʀʊʂʉ ʚ ʙʠʟʥʝʩ-ʮʝʣʷʭ, ʚʢʣʶʯʘʷ ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʨʠ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʷʭ ʠ ʚʦʩʩʪʘ-

ʥʦʚʣʝʥʠʠ ʧʦʩʣʝ ʘʚʘʨʠʡ, ʩʪʨʘʪʝʛʠʠ ʠ ʧʣʘʥ (ʧʣʘʥʳ). 

ʈʘʟʜʝʣ 13. ʉʚʝʜʝʥʠʷ ʦ ʜʦʚʝʜʝʥʠʠ ʜʦ ʧʝʨʩʦʥʘʣʘ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʦʙʫʯʝʥʠʠ ʣʠʮ, 

ʦʩʫʱʝʩʪʚʣʷʝʤʦʤ ʆʈɻɸʅʀɿɸʎʀɽʁ. 

ʈʘʟʜʝʣ 14. ʉʚʝʜʝʥʠʷ ʦʙ ʦʙʱʠʭ ʧʨʦʮʝʜʫʨʘʭ ʢʦʥʪʨʦʣʷ ʠ ʧʦʜʜʝʨʞʘʥʠʷ ʀɹ ʵʣʝʤʝʥʪʘ ʀʊʂʉ. 

ʈʘʟʜʝʣ 15. ʆʙʱʠʝ ʧʨʦʙʣʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʵʣʝʤʝʥʪʘ ʀʊʂʉ, ʢʘʩʘʶʱʠʝʩʷ ʦʙʩʣʫʞʠʚʘʶ-
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ʱʝʛʦ ʧʝʨʩʦʥʘʣʘ. 

ʈʘʟʜʝʣ 16. ʉʨʝʜʩʪʚʘ ʠ ʩʧʦʩʦʙʳ ʜʦʚʝʜʝʥʠʷ ʧʦʣʦʞʝʥʠʡ ʇʦʣʠʪʠʢʠ ʜʦ ʚʩʝʭ ʧʨʠʯʘʩʪʥʳʭ ʣʠʮ. 

ʈʘʟʜʝʣ 17. ʇʦʣʦʞʝʥʠʷ ʧʦ ʢʦʥʪʨʦʣʶ ʨʝʘʣʠʟʘʮʠʠ ʇʦʣʠʪʠʢʠ. 

ʈʘʟʜʝʣ 18. ʆʙʩʪʦʷʪʝʣʴʩʪʚʘ, ʧʨʠ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥ ʧʝʨʝʩʤʦʪʨ ʇʦʣʠʪʠʢʠ. 

ʈʘʟʜʝʣ 19. ʄʝʪʦʜʳ ʢʦʥʪʨʦʣʷ ʠʟʤʝʥʝʥʠʡ, ʚʥʦʩʠʤʳʭ ʚ ʇʦʣʠʪʠʢʫ. 

ʈʘʟʜʝʣ 20. ɺʣʘʜʝʣʝʮ ʇʦʣʠʪʠʢʠ. 

ʈʘʟʜʝʣ 21. ʆʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʥʝʩʦʙʣʶʜʝʥʠʝ ʇʦʣʠʪʠʢʠ. 

ʈʘʟʜʝʣ 22. ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷ. 

ʈʘʟʜʝʣ 23. ʉʩʳʣʦʯʥʳʝ ʜʦʢʫʤʝʥʪʳ ʠ ʩʧʨʘʚʦʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʗ ʤʦʞʝʪ ʜʦʙʘʚʠʪʴ, ʫʜʘʣʠʪʴ ʠʣʠ ʧʝʨʝʩʪʘʚʠʪʴ ʚʳʰʝ 

ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʨʘʟʜʝʣʳ, ʭʦʪʷ ʣʦʛʠʢʘ ʵʪʦʛʦ ʜʦʢʫʤʝʥʪʘ ʜʦʣʞʥʘ ʙʳʪʴ ʠʤʝʥʥʦ ʪʘʢʦʡ. 

ʂʨʦʤʝ ʥʘʟʚʘʥʥʳʭ ɸʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ, ʚʳʧʦʣʥʷʝʤʳʭ ʣʶʜʴʤʠ, ʇʦʣʠʪʠʢ ʀɹ, ʜʦʣʞʥʳ ʙʳʪʴ 

ʨʘʟʨʘʙʦʪʘʥʳ ʊʝʭʥʠʯʝʩʢʠʝ ʇʦʣʠʪʠʢʠ ʀɹ, ʨʝʛʫʣʠʨʫʶʱʠʭ ʦʙʨʘʙʦʪʢʫ, ʭʨʘʥʝʥʠʝ ʠ ʧʝʨʝʜʘʯʫ ʚʘʞ-

ʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ ʇʆ ʠ ɸʆ ʀʊʂʉ. 

ʅʘ ʪʨʝʪʴʝʤ ʵʪʘʧʝ ʨʝʘʣʠʟʘʮʠʠ ʮʝʣʝʡ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʳʙʦʨ ʢʦʥ-

ʢʨʝʪʥʳʭ ʨʝʰʝʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʠ ʠʭ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʝ ʚʥʝʜʨʝʥʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. ɼʣʷ 

ʵʪʦʛʦ ʩʦʟʜʘʝʪʩʷ ʉʆʀɹ ʀʊʂʉ ʢʘʢ ʯʘʩʪʴ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʩʢʦʣʴʢʫ ʝʝ ʦʩʥʦʚʥʦʝ ʥʘʟʥʘ-

ʯʝʥʠʝ ï ʵʪʦ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʧʦʜʜʝʨʞʢʘ ʩʦʩʪʦʷʥʠʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ (ʝʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ, ʀʊ-ʫʩʣʫʛ, ʭʨʘʥʠʣʠʱ ʠʥʬʦʨʤʘʮʠʠ, ʩʨʝʜʩʪʚ ʦʙʨʘʙʦʪʢʠ ʠ ʧʝʨʝʜʘʯʠ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʪ.ʧ.). ʉʆʀɹ ʩʦʩʪʦʠʪ ʠʟ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʉʋʀɹ) ʠ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ 

ʧʨʦʮʝʩʩʦʚ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʉʆʀɹ ʀʊʂʉ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ 

ʩʪʨʫʢʪʫʨʫ (ʚ ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʎʀʋʉɹ ʢʘʢ ʝʝ ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʠʡ ʵʣʝʤʝʥʪ), ʧʦʣʠʪʠʢʫ, 

ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ, ʨʦʣʠ ʠ ʦʙʷʟʘʥʥʦʩʪʠ, ʫʩʪʘʥʦʚʠʚʰʠʡʩʷ ʧʦʨʷʜʦʢ, ʧʨʦʮʝʩʩʳ ʠ ʧʨʦʮʝʜʫʨʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʨʝʩʫʨʩʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ. ɼʘʣʝʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʙʫʯʝʥʠʝ ʨʘʙʦʪʥʠʢʦʚ ʆʈɻɸʅʀɿɸʎʀʀ ʚʦʧʨʦʩʘʤ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ ʠ ʩʦʙʣʶʜʝʥʠʷ ʇʦʣʠʪʠʢ ʀɹ, ʧʦʩʢʦʣʴʢʫ ʪʘʢʠʝ ʟʥʘʥʠʷ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ 

ʨʘʙʦʪʳ ʠ ʦʙʩʣʫʞʠʚʘʥʠʷ ʟʘʱʠʱʘʝʤʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʀʊʂʉ, ʚʣʘʜʝʣʴʮʘʤʠ ʠʣʠ ʧʦʣʴ-

ʟʦʚʘʪʝʣʷʤʠ ʢʦʪʦʨʳʭ ʦʥʠ ʷʚʣʷʶʪʩʷ. 

ʏʝʪʚʝʨʪʳʡ ʵʪʘʧ ï ʢʦʥʪʨʦʣʴ ʜʦʩʪʠʞʝʥʠʷ ʮʝʣʝʡ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ï ʷʚʣʷʝʪʩʷ ʠʥʩʪʨʫ-

ʤʝʥʪʦʤ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʟʘ ʩʯʝʪ ʚʳʧʦʣʥʝʥʠʷ ʨʘʟʣʠʯʥʳʭ ʢʦʥʪʨʦʣʴʥʳʭ ʤʝʨʦʧʨʠʷʪʠʡ (ʚʥʫʪʨʝʥʥʠʝ 

ʠ ʚʥʝʰʥʠʝ ʘʫʜʠʪʳ ʀɹ, ʩʘʤʦʦʮʝʥʢʘ ʀɹ, ʤʦʥʠʪʦʨʠʥʛ ʀɹ ʠ ʘʥʘʣʠʟ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʉʆʀɹ ʨʫ-

ʢʦʚʦʜʩʪʚʦʤ ʆʈɻɸʅʀɿɸʎʀʀ) [175], ʧʦʩʢʦʣʴʢʫ ʧʦ ʠʭ ʨʝʟʫʣʴʪʘʪʘʤ ʜʦʣʞʥʦ ʚʳʧʦʣʥʷʪʴʩʷ ʩʪʨʘʪʝ-

ʛʠʯʝʩʢʦʝ, ʪʘʢʪʠʯʝʩʢʦʝ ʠ ʦʧʝʨʘʮʠʦʥʥʦʝ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʉʆʀɹ. ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʚʥʝʜʨʷʝʪʩʷ 

ʩʠʩʪʝʤʘ ʠʟʤʝʨʝʥʠʡ [176] ʠ ʟʘʜʘʶʪʩʷ ʢʨʠʪʝʨʠʠ ʦʮʝʥʠʚʘʥʠʷ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ, ʯʪʦ ʧʦʟʚʦ-

ʣʷʝʪ ʦʮʝʥʠʪʴ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʚʳʨʘʙʦʪʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʨʝʜʣʦʞʝʥʠʷ 
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ʧʦ ʝʛʦ ʫʣʫʯʰʝʥʠʶ. ʂʦʥʪʨʦʣʴʥʳʝ ʤʝʨʦʧʨʠʷʪʠʷ ʠ ʧʨʦʚʝʜʝʥʠʝ ʠʟʤʝʨʝʥʠʡ ʜʣʷ ʦʮʝʥʢʠ ʨʝʟʫʣʴʪʘ-

ʪʠʚʥʦʩʪʠ ʨʝʘʣʠʟʦʚʘʥʥʦʡ ʉʆʀɹ ʧʦʟʚʦʣʷʶʪ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʚʳʧʦʣʥʷʶʪʩʷ ʚʩʝ ʚʳʩʦʢʦʫʨʦʚʥʝʚʳʝ 

ʟʘʜʘʯʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ, ʠ ʚʳʷʚʣʷʶʪ ʥʘʨʫʰʝʥʠʷ ʇʦʣʠʪʠʢʠ ʀɹ (ʠʥʮʠʜʝʥʪʳ ʀɹ) ʠ ʪʦ, ʥʘ-

ʩʢʦʣʴʢʦ ʢʦʨʨʝʢʪʥʦ ʥʘ ʚʪʦʨʦʤ ʵʪʘʧʝ ʙʳʣʠ ʚʳʙʨʘʥʳ ʠ ʥʘʩʪʨʦʝʥʳ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. 

ɼʚʫʥʘʧʨʘʚʣʝʥʥʳʝ ʩʪʨʝʣʢʠ ʥʘ ʨʠʩ. 21 ʧʦʢʘʟʳʚʘʶʪ ʧʦʩʪʦʷʥʥʫʶ ʜʠʥʘʤʠʢʫ ʠ ʮʠʢʣʠʯʥʦʩʪʴ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʚʢʣʶʯʘʶʱʫʶ ʧʦʩʪʦʷʥʥʳʡ ʧʝʨʝʩʤʦʪʨ ʤʦʜʝʣʝʡ ʀɹ, ʠʪʝʨʘʮʠ-

ʦʥʥʦʩʪʴ ʧʨʦʮʝʩʩʘ ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʀɹ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʠʟʤʝʥʝʥʠʝ ʠ ʫʪʦʯʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʚ ʇʦʣʠʪʠʢʘʭ ʀɹ, ʧʦʜʩʪʨʦʡʢʫ ʧʦʜ ʜʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʶʱʫʶʩʷ ʠʥʬʦʨʤʘʮʠʦʥ-

ʥʫʶ ʩʬʝʨʫ ʆʈɻɸʅʀɿɸʎʀʀ ʵʢʩʧʣʫʘʪʠʨʫʝʤʳʭ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʇʦʣʠʪʠʢʘʤʠ ʀɹ ʤʝʨ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ ʠ ʧʦʩʣʝʜʫʶʱʝʝ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʉʆʀɹ ʀʊʂʉ ʠ ʚʩʝʭ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. 

ʆʯʝʚʠʜʝʥ ʚʘʞʥʳʡ ʚʳʚʦʜ, ʯʪʦ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʦʙʝʩʧʝʯʝʥʠ ʁʀɹ ʀʊʂʉ ʰʠʨʝ, ʯʝʤ ʧʨʦʩʪʦ 

ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʫʧʨʘʚʣʝʥʠ ʁʝʝ ʀɹ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʠʩʪʝʤʘʪʠʯʝʩʢʦʝ 

ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʢʦʥʪʨʦʣʴʥʳʭ ʤʝʨʦʧʨʠʷʪʠʡ ʠ ʧʦʚʩʝʜʥʝʚʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʧʦʜʜʝʨʞʘʥʠ ʁʠʥ-

ʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ ʥʘ ʜʦʩʪʘʪʦʯʥʦʤ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʆʈɻɸʅʀɿɸʎʀʀ ʫʨʦʚʥʝ ʚ 

ʪʝʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʟʘ ʩʯʝʪ ʚʥʝʜʨʝʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʩʦʦʪ-

ʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʚʢʣʶʯʘʷ ʧʨʦʮʝʩʩʳ ʵʢʩʧʣʫʘʪʘʮʠʠ ʪʘʢʠʭ ʩʨʝʜʩʪʚ). 

 

3.1.4. ʆʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʇʦʤʥʷ ʦ ʟʘʢʣʶʯʠʪʝʣʴʥʳʭ ʘʙʟʘʮʘʭ ʨʘʟʜʝʣʘ 1.2, ʦʧʨʝʜʝʣʠʤ, ʯʪʦ ʦʙʝʩʧʝʯʝʥʠʝ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊʂʉ ʚʢʣʶʯʘʝʪ ʜʝʷʪʝʣʴʥʦʩʪʴ, ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʪ-

ʨʦʡʩʪʚ ʀʊʂʉ, ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠ ̫ʵʪʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʧʨʠʣʦʞʝʥʠʷʤʠ, ʧʨʝ-

ʜʦʩʪʘʚʣʷʝʤʳʤʠ ʫʩʣʫʛʘʤʠ ʠ ʢʦʥʝʯʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩ-

ʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʀʊʂʉ. ʂʘʢ ʠ ʨʘʥʝʝ, ʩʦʦʪʥʦʰʝʥʠʝ ʧʦʥʷʪʠʡ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʠʭ ʧʝʨʝʩʝʯʝʥʠʠ ʚ ʯʘʩʪʠ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠ ʁʩʚʦʡʩʪʚ ʀɹ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ, ʧʝʨʝ-

ʜʘʚʘʝʤʳʭ ʠ ʭʨʘʥʠʤʳʭ ʚ ʀʊʂʉ. ʇʨʠ ʵʪʦʤ ʧʨʠ ʦʙʝʩʧʝʯʝʥʠʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊʂʉ ʝʩʪʴ 

ʝʱʝ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʜʚʘ ʚʠʜʘ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʦʪʥʦʩʪ̫ʩʷ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠ ̫ʠʤʠ. 

ʉʪʨʘʪʝʛʠʯʝʩʢʠʤʠ ʮʝʣʷʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

ʯʘʱʝ ʚʩʝʛʦ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: 

ð ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʀɹ ʚ ʦʪʥʦʰʝʥʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʘʢʪʠʚʦʚ ʀʊʂʉ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʧʦʪʨʝʙʠʪʝʣʷʤ ʥʘ ʝʝ ʦʩʥʦʚʝ ʀʊ-ʫʩʣʫʛ; 

ð ʫʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʚʩʝʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ; 
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ð ʩʥʠʞʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ ʀʊʂʉ; 

ð ʤʠʥʠʤʠʟʘʮʠʷ ʫʱʝʨʙʘ ʠ ʚʨʝʤʝʥʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʀʊʂʉ ʧʦʩʣʝ ʥʘʨʫʰʝʥʠʡ ʠ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ ʜʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʦ ʧʨʝʜʥʘʟʥʘʯʝʥʠʶ. 

 

3.2. ʋʧʨʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ ʢʘʢ ʯʘʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʋʧʨʘʚʣʝʥʠʝ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʝʪʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʫʧʨʘʚʣʝʥʠʷ ʣʁ -

ʙʦʡ ʩʦʚʨʝʤʝʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʚ ʮʝʣʦʤ ʠ ʝʝ ʀʊʂʉ ʚ ʯʘʩʪʥʦʩʪʠ. ɺ ʦʙʱʝʤ ʩʣʫʯʘʝ ʫʧʨʘʚʣʝʥʠʝ ʀɹ 

ʆʈɻɸʅʀɿɸʎʀʀ ï ʵʪʦ ʮʠʢʣʠʯʝʩʢʠʡ ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʩʦʩʪʦʠʪ ʠʟ ʩʦʚʦʢʫʧʥʦʩʪʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥ-

ʥʳʭ ʜʝʡʩʪʚʠʡ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʟʘʷʚʣʝʥʥʳʭ ʙʠʟʥʝʩ-ʮʝʣʝʡ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦ-

ʩʨʝʜʩʪʚʦʤ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʬʝʨʳ [172, 177]. ʕʪʦʪ ʧʨʦʮʝʩʩ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʩʦʟʥʘʥʠʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʧʦʩʪʘʥʦʚʢʫ ʟʘʜʘʯ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, 

ʦʮʝʥʢʫ ʪʝʢʫʱʝʡ ʩʠʪʫʘʮʠʠ ʠ ʩʦʩʪʦʷʥʠʷ ʦʙʲʝʢʪʦʚ ʫʧʨʘʚʣʝʥʠʷ, ʧʣʘʥʠʨʦʚʘʥʠʝ ʤʝʨ ʧʦ ʦʙʨʘʙʦʪʢʝ 

ʚʳʷʚʣʝʥʥʳʭ ʨʠʩʢʦʚ ʀɹ, ʨʝʘʣʠʟʘʮʠʶ, ʚʥʝʜʨʝʥʠʝ ʠ ʦʮʝʥʢʫ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʟʘʱʠʪʥʳʭ ʤʝʨ (ʘʥʛʣ. safeguard), ʠʣʠ ʢʦʥʪʨʤʝʨ (ʘʥʛʣ. countermeasure), ʠʣʠ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ, ʨʘʥʝʝ ʥʘʟʳʚʘʝʤʳʭ ʤʝʨʘʤʠ ʠ ʩʨʝʜʩʪʚʘʤʠ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʘʥʛʣ. controls) (ʩʨʝʜ-

ʩʪʚʘ ʤʝʥʝʜʞʤʝʥʪʘ ʨʠʩʢʘ, ʚʢʣʶʯʘʶʱʠʝ ʚ ʩʝʙʷ ʧʦʣʠʪʠʢʠ, ʧʨʦʮʝʜʫʨʳ, ʨʝʢʦʤʝʥʜʘʮʠʠ, ʠʥʩʪʨʫʢʮʠʠ 

ʠʣʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ, ʪʝʭʥʠʯʝʩʢʦʛʦ, 

ʫʧʨʘʚʣʝʥʯʝʩʢʦʛʦ ʠʣʠ ʧʨʘʚʦʚʦʛʦ ʭʘʨʘʢʪʝʨʘ [106]), ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʨʦʣʝʡ ʠ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʦʙ-

ʣʘʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʦʙʫʯʝʥʠʝ ʠ ʤʦʪʠʚʘʮʠʶ ʩʦʪʨʫʜʥʠʢʦʚ, ʚʳʙʦʨ ʫʧʨʘʚʣʷʶʱʠʭ ʠ ʢʦʨʨʝʢʪʠ-

ʨʫʶʱʠʭ ʚʦʟʜʝʡʩʪʚʠʡ ʠ ʠʭ ʨʝʘʣʠʟʘʮʠʶ. ʇʨʠ ʵʪʦʤ ʚ ʢʘʯʝʩʪʚʝ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʜʝʡʩʪʚʠʡ ʚʳʜʝ-

ʣʷʶʪʩʷ ʦʮʝʥʢʘ ʩʠʪʫʘʮʠʠ ʠ ʩʦʩʪʦʷʥʠʷ ʦʙʲʝʢʪʘ ʫʧʨʘʚʣʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ʥʘ ʦʩʥʦʚʝ ʧʨʦʚʝʜʝʥʠʷ 

ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʀɹ), ʚʳʙʦʨ ʫʧʨʘʚʣʷʶʱʠʭ ʚʦʟʜʝʡʩʪʚʠʡ ʠ ʠʭ ʨʝʘʣʠʟʘʮʠʶ (ʧʣʘʥʠʨʦʚʘʥʠʝ, ʚʥʝʜʨʝ-

ʥʠʝ ʠ ʦʙʩʣʫʞʠʚʘʥʠʝ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ) ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ.  

ʇʨʝʞʜʝ ʯʝʤ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʦʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ çʫʧʨʘʚʣʝʥʠʝ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀè, ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʥʝʩʢʦʣʴʢʦ ʚʘʞʥʳʭ ʟʘʤʝʯʘʥʠʡ. 

1. ɺ ʨʘʟʣʠʯʥʳʭ ʥʦʨʤʘʪʠʚʥʳʭ ʜʦʢʫʤʝʥʪʘʭ (ʥʘʧʨʠʤʝʨ, ʦʪʝʯʝʩʪʚʝʥʥʳʭ ʨʦʩʩʠʡʩʢʠʭ ʩʪʘʥ-

ʜʘʨʪʘʭ ï ʛʘʨʤʦʥʠʟʠʨʦʚʘʥʥʳʭ ʘʥʘʣʦʛʘʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ) ʠ ʧʫʙʣʠʢʘʮʠʷʭ ʤʦʞʥʦ ʚʩʪʨʝʪʠʪʴ ʪʝʨ-

ʤʠʥʳ çʫʧʨʘʚʣʝʥʠʝ ʀɹè ʠ çʤʝʥʝʜʞʤʝʥʪ ʀɹè, ʠʤʝʶʱʠʭ ʚ ʩʚʦʝʡ ʦʩʥʦʚʝ ʦʜʥʦ ʠ ʪʦ ʞʝ ʧʦʥʷʪʠʝ, 

ʢʘʢ ʩʪʘʥʦʚʠʪʩʷ ̫ʩʥʦ ʧʦʩʣʝ ʧʨʦʯʪʝʥʠʷ ʵʪʠʭ ʠʩʪʦʯʥʠʢʦʚ. ʕʪʦʤʫ ʚʦʧʨʦʩʫ ʧʦʩʚʷʱʝʥʦ ʜʦʩʪʘʪʦʯʥʦ 

ʧʫʙʣʠʢʘʮʠʡ, ʧʦʵʪʦʤ ʫʤʳʰʣʝʥʥʦ ʦʧʫʩʪʠʤ ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʜʚʫʭ ʧʦʥʷʪʠʡ. ɼʣʷ ʝʜʠʥʦʦʙʨʘ-

ʟʠʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʪʝʨʤʠʥ çʫʧʨʘʚʣʝʥʠʝ ʀɹè ʢʘʢ ʥʘʠʙʦʣʝʝ ʧʨʠʚʳʯʥʳʡ ʜʣʷ ʨʦʩ-

ʩʠʡʩʢʠʭ ʫʯʝʥʳʭ ʠ ʩʧʝʮʠʘʣʠʩʪʦʚ. 

2. ɹʦʣʝʝ ʧʨʘʚʠʣʴʥʳʤ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʣʦʚʦʩʦʯʝʪʘʥʠʷ çʫʧʨʘʚʣʝʥʠʝ ʦʙʝʩ-
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ʧʝʯʝʥʠʝʤ ʀɹè, ʘ ʥʝ ʧʨʦʩʪʦ çʫʧʨʘʚʣʝʥʠʝ ʀɹè, ʧʦʩʢʦʣʴʢʫ ʫʧʨʘʚʣʷʪʴ ʩʦʩʪʦʷʥʠʝʤ ʟʘʱʠʱʝʥʥʦʩʪʠ 

(ʯʪʦ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʩʣʝʜʫʝʪ ʠʟ ʦʧʨʝʜʝʣʝʥʠʷ ʀɹ) ʤʦʞʥʦ ʣʠʰʴ, ʦʩʫʱʝʩʪʚʣʷʷ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʢʦʪʦʨʘʷ ʨʝʘʣʠʟʫʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʮʝʩʩʦʚ ʧʦ ʦʙʝʩʧʝʯʝ-

ʥʠʶ ʪʘʢʦʛʦ ʩʦʩʪʦʷʥʠʷ. ɼʣʷ ʢʨʘʪʢʦʩʪʠ ʜʘʣʝʝ ʚʩʝ ʞʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʱʝʧʨʠʥʷʪʳʡ ʪʝʨʤʠʥ 

çʫʧʨʘʚʣʝʥʠʝ ʀɹè.  

3. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʢ ʩʦʞʘʣʝʥʠʶ, ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʦʙʱʝʧʨʠʥʷʪʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʫʧʨʘʚ-

ʣʝʥʠʷ ʀɹ. ʕʪʦʪ ʪʝʨʤʠʥ çʤʦʜʝʥè ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʥʦʛʠʤʠ: ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʠ ʧʨʦʜʘʚʮʘʤʠ ʉɿʀ, 

ʩʠʩʪʝʤʥʳʤʠ ʠʥʪʝʛʨʘʪʦʨʘʤʠ, ʩʧʝʮʠʘʣʠʩʪʘʤʠ, ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ ʩʨʝʜʩʪʚ ʤʘʩʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 

(ʉʄʀ) ʠ ʪ.ʜ. ʅʘʧʨʠʤʝʨ, ʧʝʨʚʳʝ ʜʚʝ ʢʘʪʝʛʦʨʠʠ ʧʦʥʠʤʘʶʪ ʧʦʜ ʵʪʠʤ ʪʝʨʤʠʥʦʤ ʪʝʭʥʠʯʝʩʢʫʶ ʩʦ-

ʩʪʘʚʣʷʶʱʫʶ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ (ʦʙʥʘʨʫʞʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʠ ʚʠʨʫʩʦʚ, ʫʧʨʘʚʣʝʥʠʝ ʥʘʩʪʨʦʡʢʘ-

ʤʠ ʉɿʀ ʠ ʪ.ʜ.). ʄʥʦʛʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʥʠʤʘʶʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʀɹ ʪʦʣʴʢʦ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦ-

ʛʨʘʤʤʥʳʤʠ ʠʣʠ ʘʧʧʘʨʘʪʥʳʤʠ ʉɿʀ. ʊʘʢʠʝ ʚʟʛʣʷʜʳ ʩʣʠʰʢʦʤ ʦʛʨʘʥʠʯʝʥʥr  ʠ ʫʟʢʦʥʘʧʨʘʚʣʝʥʥr . 

4. ʋʧʨʘʚʣʝʥʠʝ ʀɹ ï ʥʝ ʨʘʟʦʚʦʝ ʤʝʨʦʧʨʠʷʪʠʝ. ɽʛʦ ʩʣʝʜʫʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʥʝʧʨʝʨʳʚ-

ʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʧʦʩʪʦʷʥʥʦʤʫ ʧʦʜʜʝʨʞʘʥʠʶ ʪʨʝʙʫʝʤʦʛʦ ʆʈɻɸʅʀɿɸʎʀɽʁ ʫʨʦʚʥʷ ʀɹ, ʪʘʢ 

ʢʘʢ ʨʘʮʠʦʥʘʣʴʥʦ ʫʧʨʘʚʣʷʝʤʘʷ ʀɹ ï ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ ʫʩʧʝʰʥʦʛʦ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ. 

5. ɹʦʣʝʝ ʧʨʘʚʠʣʴʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʫʧʨʘʚʣʝʥʠʝ ʀɹ ʢʘʢ ʩʦʚʦʢʫʧʥʦʩʪʴ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ 

ʜʝʡʩʪʚʠʡ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-

ʧʨʦʮʝʩʩʦʚ ʠ, ʚ ʢʦʥʝʯʥʦʤ ʩʯʝʪʝ, ʜʦʩʪʠʞʝʥʠʷ ʙʠʟʥʝʩ-ʮʝʣʝʡ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦʩʨʝʜʩʪʚʦʤ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʝʝ ɽʀʇ ʚ ʫʩʣʦʚʠʷʭ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʫʛʨʦʟ ʀɹ.  

 

3.2.1. ʆʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʅʘ ʦʩʥʦʚʝ ʚʳʰʝ ʧʨʠʚʝʜʝʥʥʳʭ ʨʘʩʩʫʞʜʝʥʠʡ ʩʬʦʨʤʫʣʠʨʫʝʤ, ʯʪʦ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʀɹ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʙʫʜʝʪ ʧʦʥʠʤʘʪʴʩʷ ʮʠʢʣʠʯʝʩʢʠʡ ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʩʦʩʪʦʠʪ ʠʟ ʩʦʚʦʢʫʧ-

ʥʦʩʪʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʜʝʡʩʪʚʠʡ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʟʘʷʚʣʝʥʥʳʭ ʙʠʟʥʝʩ-ʮʝʣʝʡ 

ʆʈɻɸʅʀɿɸʎʀʀ ʧʦʩʨʝʜʩʪʚʦʤ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʝʝ ʀʊʂʉ ʢʘʢ ʦʩ-

ʥʦʚʳ ɽʀʇ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʠ ʚ ʫʩʣʦʚʠʷʭ ʫʛʨʦʟ ʀɹ (ʚ ʫʩʣʦʚʠʷʭ ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʝʛʦ ʢʦʤʧʴ-

ʶʪʝʨʥʳʭ ʘʪʘʢ, ʧʨʠ ʩʙʦʷʭ ʧʦʚʳʰʝʥʥʦʡ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ ʚ ʫʩʣʦʚʠʷʭ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘ-

ʮʠʡ). ɼʘʥʥʳʝ ʜʝʡʩʪʚʠʷ ʠʤʝʶʪ ʢʦʥʝʯʥʦʡ ʮʝʣʴʶ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʝ, ʥʘʜʝʞʥʦʝ ʠ ʫʩʪʦʡʯʠʚʦʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ, ʘ ʪʘʢʞʝ ʵʢʩʧʣʫʘʪʘʮʠʶ, ʩʦʧʨʦʚʦʞʜʝʥʠʝ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ ʝʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ. 

ʀʟ ʧʨʠʚʝʜʝʥʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʩʣʝʜʫʝʪ, ʯʪʦ ʫʧʨʘʚʣʝʥʠʝ ʀɹ ʀʊʂʉ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʩʣʦʞʥʳʡ ʥʝʧʨʝʨʳʚʥʳʡ ʧʨʦʮʝʩʩ, ʧʝʨʝʜ ʢʦʪʦʨʳʤ ʩʪʦʠʪ ʤʥʦʞʝʩʪʚʦ ʮʝʣʝʡ ʠ ʟʘʜʘʯ. ʇʦʵʪʦʤʫ ʵʪʦʪ 

ʧʨʦʮʝʩʩ ʨʘʩʧʘʜʘʝʪʩʷ ʥʘ ʪʝʩʥʦ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʝ ʧʦʜʧʨʦʮʝʩʩʳ. ʂʘʞʜʳʡ ʠʟ ʧʦʜʧʨʦʮʝʩʩʦʚ ʚ ʨʘʟ-
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ʥʦʡ ʩʪʝʧʝʥʠ ʚʥʦʩʠʪ ʩʚʦʡ ʚʢʣʘʜ ʚ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ. ʆʙʱʠʝ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ 

ʚʩʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʚ ʆʈɻɸʅʀɿɸʎʀʀ ʟʘʚʠʩʷʪ ʦʪ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʨʝʟʫʣʴ-

ʪʘʪʠʚʥʦʩʪʠ ʢʘʞʜʦʛʦ ʠʟ ʚʭʦʜʷʱʠʭ ʚ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʀɹ ʧʦʜʧʨʦʮʝʩʩʦʚ.  

 

3.2.2. ʋʨʦʚʥʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ɺ ʫʧʨʘʚʣʝʥʠʠ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʪʨʠ ʦʩʥʦʚʥʳʭ ʫʨʦʚʥʷ: ʩʪʨʘ-

ʪʝʛʠʯʝʩʢʦʛʦ, ʪʘʢʪʠʯʝʩʢʦʛʦ ʠ ʦʧʝʨʘʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. ʆʩʦʙʝʥʥʦʩʪʠ ʠ ʚʟʘʠʤʦʩʚʷʟʴ ʜʘʥʥʳʭ 

ʫʨʦʚʥʝʡ ʫʧʨʘʚʣʝʥʠʷ ʧʦʷʩʥʷʝʪ ʨʠʩ. 23 [172].  

ʉʘʤʳʡ ʚʝʨʭʥʠʡ ʫʨʦʚʝʥʴ ï ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ, ʥʘ ʢʦʪʦʨʦʤ ʧʨʠʥʠʤʘʶʪʩʷ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ 

ʨʝʰʝʥʠʷ. ʋʨʦʚʝʥʴ ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʦʩʪʘʥʦʚʢʠ ʮʝʣʝʡ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʀɹ ʀʊʂʉ ʥʘ ʜʣʠʪʝʣʴʥʫʶ ʧʝʨʩʧʝʢʪʠʚʫ ʠ ʚʦʧʣʦʱʝʥʠʷ ʚ ʞʠʟʥʴ ʩʪʨʘʪʝʛʠʠ ʆʈɻɸʅʀɿɸʎʀʀ 

ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʚ ʧʦʜʜʝʨʞʢʫ ʝʝ ʦʩʥʦʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʨʘʩʩʪʘʥʦʚʢʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʠʦʨʠʪʝʪʦʚ. ʉʪʨʘʪʝʛʠʷ ʀɹ ʷʚʣʷʝʪʩʷ ʦʬʠʮʠʘʣʴʥʦ ʧʨʠʥʷʪʦʡ ʨʫʢʦʚʦʜʩʪʚʦʤ 

ʆʈɻɸʅʀɿɸʎʀʀ ʩʠʩʪʝʤʦʡ ʚʟʛʣʷʜʦʚ ʥʘ ʧʨʦʙʣʝʤʫ ʦʙʝʩʧʝʯʝʥʠʷ ʝʝ ʀɹ, ʤʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ ʟʘʱʠ-

ʪʳ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʭ ʠʥʪʝʨʝʩʦʚ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʬʝʨʝ, ʚʢʣʶʯʘʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʕʪʘ ʩʠʩʪʝʤʘ ʚʟʛʣʷʜʦʚ ʦʧʨʝʜʝʣʷʝʪ ʮʝʣʠ, ʟʘʜʘʯʠ, ʧʨʠʥʮʠʧʳ ʠ ʦʩʥʦʚʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʚʟʘʠʤʦʫʚʷʟʘʥʥʳʤʠ ʧʨʘʚʦʚʳʤʠ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʤʠ, ʘʧ-

ʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥrʤʠ, ʪʝʭʥʠʯʝʩʢʠʤʠ ʠ ʠʥʳʤʠ ʤʝʨʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʚ ʢʘʯʝʩʪʚʝ ʦʙʨʘʪʥʦʡ 

ʩʚʷʟʠ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʧʦʩʪʦʷʥʥʦʤ ʘʥʘʣʠʟʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʩʨʝʜʩʪʚʘʤʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʠ ʧʦʩʣʝʜʫʶʱʝʛʦ ʫʩʪʨʘʥʝʥʠʷ ʫʷʟ-

ʚʠʤʦʩʪʝʡ, ʫʛʨʦʟ ʀɹ ʠ ʫʞʝ ʩʦʩʪʦʷʚʰʠʭʩʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʩ ʧʨʦʩʣʝʞʠʚʘʥʠʝʤ ʜʠʥʘʤʠʢʠ ʠʭ ʨʘʟʚʠ-

ʪʠʷ ʠ ʥʝʜʦʧʫʱʝʥʠʷ ʧʦʷʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. ʀʤʝʥʥʦ ʥʘ ʵʪʦʤ ʫʨʦʚʥʝ ʠ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʮʝʣʝʩʦʦʙ-

ʨʘʟʥʳʤ ʩʦʟʜʘʪʴ ʝʜʠʥʳʡ ʎʝʥʪʨ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ (ʎʀʋʉɹ) 

ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʩʢʦʣʴʢʫ ʝʛʦ ʛʣʘʚʥʳʤʠ ʮʝʣ̫ʤʠ ʷʚʣʷʝʪʩʷ ʩʪʨʘʪʝʛʠʯʝʩʢʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊʂʉ ʠ ʫʣʫʯʰʝʥʠʝ ʜʣʷ ʥʝʝ ʧʦʢʘʟʘʪʝʣʝʡ ʫʨʦʚʥʷ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪ-

ʚʠʠ ʩ ʨʘʟʣʠʯʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʥʘ ʜʣʠʪʝʣʴʥʫʶ ʧʝʨʩʧʝʢʪʠʚʫ, ʚʢʣʶʯʘʶʱʠʝ 

ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʨʘʟʚʠʪʠʷ ʩʠʪʫʘʮʠʠ ʚ ʀʊʂʉ ʚ ʩʚʷʟʠ ʩ ʚʥʝʜʨʝʥʠʝʤ ʥʦʚʳʭ ʀʂʊ, ʪʝʥʜʝʥʮʠʡ ʧʦ-

ʷʚʣʝʥʠʷ ʥʦʚʳʭ ʫʛʨʦʟ ʀɹ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʥʦʚʳʭ ʧʦʜʭʦʜʦʚ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʥʘ ʦʩʥʦ-

ʚʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ. 

ʂ ʟʘʜʘʯʘʤ ʪʘʢʪʠʯʝʩʢʦʛʦ ʫʨʦʚʥʷ ʫʧʨʘʚʣʝʥʠʷ ʦʪʥʦʩʷʪʩʷ ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʚr -

ʧʦʣʥʝʥʠʷ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ, ʨʘʟʨʘʙʦʪʢʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʦʞʝʥʠʡ, ʨʝʛʣʘʤʝʥʪʦʚ, ʧʨʘʚʠʣ, 

ʠʥʩʪʨʫʢʮʠʡ ʠ ʪ.ʧ., ʘ ʪʘʢʞʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. ɼʣʷ ʨʝʟʫʣʴʪʘʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀɹ 

ʀʊʂʉ ʥʘ ʪʘʢʪʠʯʝʩʢʦʤ ʫʨʦʚʥʝ, ʢʦʛʜʘ ʦʧʨʝʜʝʣʷʶʪʩʷ ʤʝʪʦʜʳ ʠ ʩʧʦʩʦʙʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʧʨʦʚʦ-
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ʜʠʪʩʷ ʚʳʨʘʙʦʪʢʘ ʢʦʨʨʝʢʪʠʨʫʶʱʠʭ ʠ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʭ ʚʦʟʜʝʡʩʪʚʠʡ ʥʘ ʀʊʂʉ, ʭʦʨʦʰʦ ʧʦʜʭʦ-

ʜʠʪ ʎʝʥʪʨ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʎʀɹ) ʀʊʂʉ. ʎʀɹ ʩʧʦʩʦʙʝʥ ʫʧʨʘʚʣʷʪʴ ʠʥʮʠʜʝʥʪʘ-

ʤʠ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʅʘ ʫʨʦʚʥʝ ʦʧʝʨʘʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʙʦʨʦʤ ʠ ʧʨʦʩʪʝʡʰʠʤ 

ʘʥʘʣʠʟʦʤ ʩʦʙʨʘʥʥʳʭ ʜʘʥʥʳʭ ʟʘʥʠʤʘʝʪʩʷ ʠʟʚʝʩʪʥʳʡ ʎʝʥʪʨ ʤʦʥʠʪʦʨʠʥʛʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʎʄɹ).  

 

 

ʈʠʩʫʥʦʢ 23 ï ʋʨʦʚʥʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 
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ʆʩʥʦʚʥʳʤʠ ʜʚʫʤʷ ʟʘʜʘʯʘʤʠ ʨʝʰʝʥʠʷ ʪʝʢʫʱʠʭ ʝʞʝʜʥʝʚʥʳʭ ʧʨʦʙʣʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ï 

ʦʧʝʨʘʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ï ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʥʘʟʚʘʥʥʳʤʠ ʥʘ ʨʠʩ. 23 ʦʙʲʝʢʪʘʤʠ 

ʀʊʂʉ, ʷʚʣʷʝʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʘʷ ʨʝʘʣʠʟʘʮʠʷ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʦʧʨʝʜʝʣʝʥʠʝ ʩʧʦ-

ʩʦʙʦʚ ʠ ʩʨʝʜʩʪʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʬʦʨʤʠʨʦʚʘʥʠʝ ʯʘʩʪʥʳʭ ʧʦʣʠʪʠʢ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʦʙʲʝʢʪʦʚ 

ʠ ʢʦʥʪʨʦʣʴ ʟʘ ʠʭ ʩʦʙʣʶʜʝʥʠʝʤ ʠ ʠʩʧʦʣʥʝʥʠʝʤ, ʘ ʪʘʢʞʝ ʨʝʘʣʠʟʘʮʠʷ ʠ ʵʢʩʧʣʫʘʪʘʮʠʷ ʤʝʨ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʀɹ. ʈʘʟʨʘʙʦʪʘʥʥʳʝ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʠ ʫʪʚʝʨʞʜʝʥʥʳʝ ʚʳʩʰʠʤ ʨʫʢʦʚʦʜʩʪʚʦʤ 

ʆʈɻɸʅʀɿɸʎʀʀ ʂʦʨʧʦʨʘʪʠʚʥʘʷ ʠ ʯʘʩʪʥʳʝ ʇʦʣʠʪʠʢʠ ʀɹ ʩʦʜʝʨʞʘʪ ʥʘʙʦʨ ʥʦʨʤ, ʧʨʘʚʠʣ ʠ ʧʨʘʢ-

ʪʠʯʝʩʢʠʭ ʧʨʠʝʤʦʚ, ʢʦʪʦʨʳʝ ʨʘʟʣʠʯʥʳʤ ʦʙʨʘʟʦʤ ʨʝʛʫʣʠʨʫʶʪ ʫʧʨʘʚʣʝʥʠʝ, ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʠ ʟʘ-

ʱʠʪʫ ʮʝʥʥʦʡ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʨʘʟʣʠʯʥʳʭ ʩʤʳʩʣʘʭ ʠʥʬʦʨʤʘʮʠʠ. ʕʪʦ ʧʨʘʚʠʣʘ ʨʘʟʛʨʘʥʠʯʝʥʠʷ 

ʜʦʩʪʫʧʘ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʩʫʙʲʝʢʪʦʚ ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ ʜʦʩʪʫʧʘ ʠ ʚʠʜʳ ʵʪʦʛʦ 

ʜʦʩʪʫʧʘ. ʅʠʞʥʠʡ ʫʨʦʚʝʥʴ ʨʝʘʣʠʟʫʝʪ ʚʳʧʦʣʥʝʥʠʝ ʯʘʩʪʥʳʭ ʇʦʣʠʪʠʢ ʀɹ. ɸʥʘʣʠʟ ʩʦʩʪʦʷʥʠʷ ʀɹ 

ʧʨʦʚʦʜʠʪʩʷ ʥʘ ʦʩʥʦʚʝ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʦʧʨʝʜʝʣʝʥʥʦʡ ʇʦʣʠʪʠʢʠ ʀɹ ʩʦʙʨʘʥʥʳʤ ʠ ʧʨʦ-

ʘʥʘʣʠʟʠʨʦʚʘʥʥʳʤ ʜʘʥʥʳʤ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʫʜʠʪʘ ʀɹ ʫʨʦʚʥʷ ʦʧʝʨʘʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

ʈʘʥʝʝ ʧʦʜʯʝʨʢʠʚʘʣʦʩʴ, ʯʪʦ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʣʞʝʥ ʙʳʪʴ 

ʠʥʪʝʛʨʠʨʦʚʘʥ ʚ ʦʙʱʠʡ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʀʂʊ. ʆʥ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʠʟʣʦʞʝʥʥʳʭ ʚ ɻʆʉʊ ʈ 

ʀʉʆ/ʄʕʂ 13335ï3 ʧʨʠʥʮʠʧʘʭ ʠ ʯʝʪʳʨʝʭ ʵʪʘʧʘʭ [178]: ʘʥʘʣʠʟ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ 

ʀʊʂʉ, ʨʘʟʨʘʙʦʪʢʘ ʧʣʘʥʘ ʚʳʧʦʣʥʝʥʠʷ ʵʪʠʭ ʪʨʝʙʦʚʘʥʠʡ, ʨʝʘʣʠʟʘʮʠʷ ʧʦʣʦʞʝʥʠʡ ʚʳʨʘʙʦʪʘʥʥʦʛʦ 

ʧʣʘʥʘ ʠ ʫʧʨʘʚʣʝʥʠʝ ʠ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʧʨʦʮʝʩʩʦʤ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ             

(ʨʠʩ. 24), ʯʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʧʨʦʮʝʩʩ ʥʝʩʢʦʣʴʢʦ ʩ ʠʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ, ʯʝʤ ʥʘ ʨʠʩ. 23. 

ʇʨʝʜʩʪʘʚʣʝʥʥʳʡ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʣʘʩʩʠʯʝʩʢʦʤʫ ʧʦʥʠʤʘ-

ʥʠʶ ʧʨʦʮʝʩʩʘ ʚ ʮʝʣʦʤ (ʨʠʩ. 25). 

ʅʘ ʨʠʩ. 24 ʪʘʢʞʝ ʧʦʢʘʟʘʥʘ ʦʙʨʘʪʥʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʨʝʟʫʣʴʪʘʪʘʤʠ ʧʨʦʮʝʩʩʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳ-

ʤʠ ʯʘʩʪʷʤʠ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʢʘʢ ʚ ʧʨʝʜʝʣʘʭ ʚʳʧʦʣʥʝ-

ʥʠʷ ʦʜʥʦʛʦ ʠʟ ʵʪʘʧʦʚ, ʪʘʢ ʠ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʵʪʘʧʦʚ. 
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ʈʠʩʫʥʦʢ 24 ï ʉʭʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

 

ʈʠʩʫʥʦʢ 25 ï ɺʳʩʦʢʦʫʨʦʚʥʝʚʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ 
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3.2.3. ʉʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʅʝʦʜʥʦʢʨʘʪʥʦ ʫʧʦʤʠʥʘʝʤʳʝ ʚ ʜʘʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʵʣʝʤʝʥʪʳ ʀʊʂʉ ï ʵʪʦ ʠ ʝʩʪʴ ʦʜʥʠ 

ʠʟ ʦʙʲʝʢʪʦʚ ʫʧʨʘʚʣʝʥʠʷ (ʫʧʨʘʚʣʷʝʤʳʭ ʦʙʲʝʢʪʦʚ) ʀɹ. ɺ ʨʘʤʢʘʭ ʧʦʜʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ 

ʜʣʷ ʀʊʂʉ ʧʦʥʷʪʠʝ ʦʙʲʝʢʪʦʚ ʫʧʨʘʚʣʝʥʠʷ ʰʠʨʝ ï ʵʪʦ ʥʝ ʪʦʣʴʢʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʘʢʪʠʚʳ, ʀʉ, 

ʀʊ-ʫʩʣʫʛʠ, ʥʦ ʠ ʨʠʩʢʠ ʀɹ, ʠʥʮʠʜʝʥʪʳ ʀɹ, ʥʝʧʨʝʨʳʚʥʦʩʪʴ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʠʟʤʝʥʝʥʠʷ, ʩʦʚʝʨʰʝʥ-

ʩʪʚʦʚʘʥʠʷ, ʩʘʤʠ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʨʝʩʫʨʩʳ, ʫʯʘʩʪʚʫʶʱʫʶ ʚ ʨʝʘʣʠʟʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ʀʊʂʉ, ʠ ʧʨ. (ʨʠʩ. 24). ʋʧʨʘʚʣʷʶʱʠʤ ʦʙʲʝʢʪʦʤ ʷʚʣʷʝʪʩʷ ʩʧʝʮʠʘʣʴ-

ʥʦ ʨʘʟʨʘʙʦʪʘʥʥʘʷ ʠ ʚʥʝʜʨʝʥʥʘʷ ʉʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹ (ʘʥʛʣ. information security management 

system) ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ (ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ) ʢʘʢ ʯʘʩʪʴ ʉʆʀɹ ʀʊʂʉ [172].  

ʉʋʀɹ ʀʊʂʉ ʢʘʢ ʚʘʞʥʘʷ ʯʘʩʪʴ ʉʆʀɹ ʀʊʂʉ ʜʦʣʞʥʘ ʦʙʣʘʜʘʪʴ ʩʣʝʜʫʶʱʠʤʠ ʯʝʨʪʘʤʠ: 

ð ʝʝ ʧʦʩʪʨʦʝʥʠʝ ʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʜʦʣʞʥʦ ʙʳʪʴ ʦʩʥʦʚʘʥʦ ʥʘ ʧʦʩʪʦʷʥʥʦʡ ʦʮʝʥʢʝ 

ʙʠʟʥʝʩ-ʨʠʩʢʦʚ ʠ ʨʠʩʢʦʚ ʀɹ ʚ ʯʘʩʪʥʦʩʪʠ, ʪʦ ʝʩʪʴ ʥʘ ʨʠʩʢ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʤ ʧʦʜʭʦʜʝ; 

ð ʦʥʘ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ, ʚʥʝʜʨʝʥʠʷ, ʵʢʩʧʣʫʘʪʘʮʠʠ, ʧʦʩʪʦʷʥʥʦ-

ʛʦ ʢʦʥʪʨʦʣʷ, ʘʥʘʣʠʟʘ, ʧʦʜʜʝʨʞʘʥʠʷ ʠ ʫʣʫʯʰʝʥʠʷ ʀɹ ʀʊʂʉ; 

ð ʦʥʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʩʪʨʫʢʪʫʨʫ, ʧʦʣʠʪʠʢʫ, ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ, 

ʨʦʣʠ ʠ ʦʙʷʟʘʥʥʦʩʪʠ, ʫʩʪʘʥʦʚʠʚʰʠʡʩʷ ʧʦʨʷʜʦʢ, ʧʨʦʮʝʜʫʨʳ, ʧʨʦʮʝʩʩʳ, ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ 

ʨʝʩʫʨʩʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ (ʨʠʩ. 26). 

 

 

ʈʠʩʫʥʦʢ 26 ï ʀʣʣʶʩʪʨʘʮʠʷ ʧʦʥʷʪʠʷ ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

ɸʜʘʧʪʠʨʫʷ ʚʚʝʜʝʥʥʳʝ ʚ [171] ʘʚʪʦʨʦʤ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʥʷʪʠʷ, ʦʧʨʝʜʝʣʠʤ ʬɻ-

ʬʝʢʪʠʚʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʢʘʢ ʵʢʦʥʦʤʠʯʝʩʢʫʶ ʢʘʪʝʛʦʨʠʶ, ʦʪʨʘʞʘʶʱʫʶ ʚʢʣʘʜ 

ʫʧʨʘʚʣʝʥʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʚ ʢʦʥʝʯʥʳʡ ʨʝʟʫʣʴʪʘʪ ï ʫʨʦ-

ʚʝʥʴ ʀɹ ʀʊʂʉ ʠ ʦʧʨʝʜʝʣʷʝʤʫʶ ʩʪʝʧʝʥʴʶ ʨʝʘʣʠʟʘʮʠʠ ʮʝʣʝʡ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩ-
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ʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʠ ʝʝ ʠʥʪʝʛʨʘʣʴʥʦʛʦ ʧʦʢʘʟʘʪʝʣʷ ï ʧʨʠʙʳʣʠ. ʊʦʛʜʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʉʋʀɹ 

ʀʊʂʉ ï ʵʪʦ ʩʦʦʪʥʦʰʝʥʠʝ ʤʝʞʜʫ ʜʦʩʪʠʛʥʫʪʳʤ ʫʨʦʚʥʝʤ ʀɹ ʀʊʂʉ, ʧʦʣʫʯʝʥʥʳʤ ʧʨʠ ʫʧʨʘʚʣʝʥʠʠ 

ʀɹ ʀʊʂʉ ʥʘ ʦʩʥʦʚʝ ʉʋʀɹ, ʠ ʠʩʧʦʣʴʟʦʚʘʥʥʳʤʠ ʨʝʩʫʨʩʘʤʠ, ʦʙʝʩʧʝʯʠʚʰʠʤʠ ʝʛʦ ʧʦʣʫʯʝʥʠʝ 

[171]. ʆʮʝʥʢʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʉʋʀɹ ʀʊʂʉ ʜʦʣʞʥʘ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʨʘʤʢʘʭ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦ-

ʮʝʩʩʘ ʧʦʣʫʯʝʥʠʷ ʠ ʦʮʝʥʢʠ ʦʙʲʝʢʪʠʚʥʳʭ ʜʘʥʥʳʭ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʉʋʀɹ ʀʊʂʉ, ʧʨʦʮʝʩʩʘʭ ʠ 

ʩʦʙʳʪʠʷʭ, ʧʨʦʠʩʭʦʜʷʱʠʭ ʚ ʥʝʡ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʝʛʦ ʫʨʦʚʝʥʴ ʠʭ ʩʦʦʪʚʝʪʩʪʚʠʷ ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʆʈɻɸʅʀɿɸʎʀɽʁ ʢʨʠʪʝʨʠʷʤ [171]. 

 

3.2.4. ʎʠʢʣʠʯʝʩʢʘʷ ʤʦʜʝʣʴ ʨʘʩʩʤʦʪʨʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ-

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʇʦʜʜʝʨʞʘʥʠʝ ʥʘ ʜʦʣʞʥʦʤ ʫʨʦʚʥʝ ʀɹ ʀʊʂʉ ʥʘ ʦʩʥʦʚʝ ʉʋʀɹ ʪʨʝʙʫʝʪ ʧʨʠʤʝʥʝʥʠʷ ʪʘʢʦʛʦ 

ʞʝ ʧʦʜʭʦʜʘ, ʢʘʢ ʠ ʣʶʙʘʷ ʜʨʫʛʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ. ʀʩʧʦʣʴʟʫʝʤʘʷ ʚ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27001-

2006 ʮʠʢʣʠʯʝʩʢʘʷ ʤʦʜʝʣʴ, ʠʣʠ ʮʠʢʣ, PDCA (ʦʪ ʘʥʛʣ. Plan-Do-Check-Act ï ʇʣʘʥʠʨʫʡïɺr ʧʦʣʥʷʡï

ʇʨʦʚʝʨʷʡïɼʝʡʩʪʚʫʡ) ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʥʝʧʨʝʨʳʚʥʳʡ ʮʠʢʣ ʤʝʨʦʧʨʠʷʪʠʡ (çʧʣʘʥʠʨʦʚʘʥʠʝ ï ʨʝʘ-

ʣʠʟʘʮʠʷ ï ʧʨʦʚʝʨʢʘ ï ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝè) ʧʦ ʫʧʨʘʚʣʝʥʠ ʁʀɹ ʀʊʂʉ ʥʘ ʩʠʩʪʝʤʥʦʡ ʦʩʥʦʚʝ ʧʨʠ-

ʤʝʥʠʪʝʣʴʥʦ ʢʦ ʚʩʝʤ ʧʨʦʮʝʩʩʘʤ ʥʘ ʪʨʝʭ ʫʨʦʚʥʷʭ ʫʧʨʘʚʣʝʥʠʷ ï ʩʪʨʘʪʝʛʠʯʝʩʢʦʤ, ʪʘʢʪʠʯʝʩʢʦʤ ʠ 

ʦʧʝʨʘʮʠʦʥʥʦʤ (ʨʠʩ. 27) [172].  

 

 
ʈʠʩʫʥʦʢ 27 ï ʎʠʢʣʠʯʝʩʢʘʷ ʤʦʜʝʣʴ ʨʘʩʩʤʦʪʨʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʚ ʨʘʤʢʘʭ 

ʉʋʀɹ ʀʊʂʉ 

 

ʅʘ ʩʪʘʜʠʠ ʧʣʘʥʠʨʦʚʘʥʠʷ ʜʦʣʞʥʦ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʦ ʢʦʨʨʝʢʪʥʦʝ ʟʘʜʘʥʠʝ ʚʥʝʰʥʝʛʦ ʠ ʚʥʫʪ-

ʨʝʥʥʝʛʦ ʢʦʥʪʝʢʩʪʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ ʠ ʤʘʩʰʪʘʙʘ ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ɺʤʝʩʪʝ ʩ 

ʚʣʘʜʝʣʴʮʘʤʠ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʜʦʣʞʥʳ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ ʠ ʦʧʠʩʘʥʳ ʪʝʢʫʱʝʝ ʠ ʞʝʣʘʝ-
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ʤʦʝ ʩʦʩʪʦʷʥʠʷ ʧʨʦʮʝʩʩʦʚ ʥʘ ʦʩʥʦʚʝ ʚʳʷʚʣʝʥʥʳʭ ʥʝʩʦʦʪʚʝʪʩʪʚʠʡ ʠ ʧʨʠʯʠʥ ʠʭ ʧʦʷʚʣʝʥʠʷ. ɼʦʣʞ-

ʥʳ ʙʳʪʴ ʦʮʝʥʝʥʳ ʨʠʩʢʠ ʀɹ ʜʣʷ ʀʊʂʉ ʠ ʧʨʝʜʣʦʞʝʥ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʣʘʥ ʦʙʨʘʙʦʪʢʠ ʚʳʷʚʣʝʥ-

ʥʳʭ ʨʠʩʢʦʚ, ʦʩʦʙʝʥʥʦ ʪʝʭ, ʢʦʪʦʨʳʝ ʧʦʧʘʜʘʶʪ ʚ ʦʙʣʘʩʪʴ ʥʝʜʦʧʫʩʪʠʤʳʭ ʨʠʩʢʦʚ ʀɹ (ʜʦʧʫʩʪʠʤʳʡ 

ʨʠʩʢ ʀɹ ï ʪɻʦ ʨʠʩʢ ʀɹ, ʧʨʝʜʧʦʣʘʛʘʝʤʳʡ ʫʱʝʨʙ ʦʪ ʢʦʪʦʨʦʛʦ ʆʈɻɸʅʀɿɸʎʀʗ ʚ ʜʘʥʥʦʝ ʚʨʝʤʷ ʠ 

ʚ ʜʘʥʥʦʡ ʩʠʪʫʘʮʠʠ ʛʦʪʦʚʘ ʧʨʠʥʷʪʴ [107]). ʅʘ ʩʪʘʜʠʠ ʨʝʘʣʠʟʘʮʠʠ ʚʥʝʜʨʷʶʪʩʷ ʧʨʠʥʷʪʳʝ ʚʦ ʚʨʝʤʷ 

ʧʣʘʥʠʨʦʚʘʥʠʷ ʨʝʰʝʥʠʷ, ʪʦ ʝʩʪʴ ʧʨʦʠʩʭʦʜʠʪ ʩʦʟʜʘʥʠʝ ʥʝʢʦʪʦʨʦʡ ʩʪʨʫʢʪʫʨʳ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ ʚʳ-

ʧʦʣʥʷʪʴ ʥʘʤʝʯʝʥʥʳʝ ʧʣʘʥʳ ʠ ʪʝʤ ʩʘʤʳʤ ʜʦʩʪʠʛʘʪʴ ʧʦʩʪʘʚʣʝʥʥʳʝ ʮʝʣʠ. ʏʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, 

ʯʪʦ ʉʋʀɹ ʀʊʂʉ ʚ ʮʝʣʦʤ ʜʦʩʪʠʛʘʝʪ ʠʭ, ʥʝʦʙʭʦʜʠʤʳ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʧʨʦʚʝʨʢʠ ʚʥʝʜʨʝʥʥʳʭ ʨʝ-

ʰʝʥʠʡ ï ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʧʨʦʮʝʩʩʦʚ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʅʘ ʩʪʘʜʠʷʭ ʧʨʦʚʝʨʢʠ ʠ ʩʦʚʝʨʰʝʥʩʪ-

ʚʦʚʘʥʠʷ ʨʘʥʝʝ ʦʧʨʝʜʝʣʝʥʥʳʝ ʠ ʫʞʝ ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʀɹ ʫʩʠʣʠʚʘʶʪ, ʢʦʨ-

ʨʝʢʪʠʨʫʶʪʩʷ ʠ ʩʦʚʝʨʰʝʥʩʪʚʫʶʪ, ʪʦ ʝʩʪʴ ʧʨʝʜʧʨʠʥʠʤʘʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʧʦ ʢʦʨ-

ʨʝʢʮʠʠ ʦʪʢʣʦʥʝʥʠʡ ʦʪ ʧʝʨʚʦʥʘʯʘʣʴʥʳʭ ʧʣʘʥʦʚ ʠ ʧʦʩʪʦʷʥʥʦʤʫ ʫʣʫʯʰʝʥʠʶ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ. ɽʩʣʠ ʚʥʦʩʠʤʳʝ ʠʟʤʝʥʝʥʠʷ ʥʝ ʨʝʰʘʶʪ ʧʦʩʪʘʚʣʝʥʥʫʶ ʟʘʜʘʯʫ, ʪʦ ʮʠʢʣ 

ʜʦʣʞʝʥ ʙʳʪʴ ʧʦʚʪʦʨʝʥ. 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʥʢʨʝʪʥʦʡ ʩʠʪʫʘʮʠʠ (ʚʥʫʪʨʝʥʥʝʛʦ ʠ/ʠʣʠ ʚʥʝʰʥʝʛʦ ʢʦʥʪʝʢʩʪʘ) ʧʨʦʚʝʨ-

ʢʠ ʉʋʀɹ ʀʊʂʉ ʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʀɹ ʀʊʂʉ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʦʡ ʉʋʀɹ ʤʦʛʫʪ ʧʨʦ-

ʚʦʜʠʪʴʩʷ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʠ ʩ ʣʶʙʦʡ ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ. ɺ ʥʝʢʦʪʦʨʳʭ ʵʣʝʤʝʥʪʘʭ ʀʊʂʉ ʩ ʮʝʣʴʶ 

ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʤʝʜʣʝʥʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʧʨʦʚʝʨʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʚʩʪʨʦʝʥʳ ʚ ʘʚ-

ʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʧʨʦʮʝʩʩʳ. ɼʣʷ ʜʨʫʛʠʭ ʧʨʦʮʝʩʩʦʚ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʫʞʥʦ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʚʳʷʚ-

ʣʝʥʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʘ ʪʘʢʞʝ ʢʦʛʜʘ ʚ ʪʨʝʙʫʶʱʠʝ ʩʦʭʨʘʥʝʥʠʷ ʩʚʦʡʩʪʚ ʀɹ ʵʣʝʤʝʥʪʳ ʀʊʂʉ 

ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ ʠʣʠ ʜʦʧʦʣʥʝʥʠʷ ʠʣʠ ʧʨʦʠʟʦʰʣʠ ʠʟʤʝʥʝʥʠʷ ʨʘʥʝʝ ʚʳʷʚʣʝʥʥʳʭ ʫʛʨʦʟ ʀɹ ʠ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ɼʝʪʘʣʴʥʝʝ ʩʦʜʝʨʞʘʥʠʝ ʦʩʥʦʚʥʳʭ ʧʦʜʧʨʦʮʝʩʩʦʚ ʮʠʢʣʘ PDCA ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʧʨʦʮʝʩʩʘʤ 

ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʧʦʢʘʟʘʥʦ ʨʠʩ. 28. 

ʇʨʠʤʝʨʘʤʠ ʦʩʥʦʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʮʝʣʝʚʳʝ (ʧʨʦʬʠʣʴʥʳʝ) ʚʠʜʳ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʠʥʦʛʜʘ ʥʘʟʳʚʘʝʤʳʝ ʯʘʩʪʥʳʤʠ ʫʧʨʘʚʣʝʥʠʷʤʠ [172]:  

ð ʫʧʨʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʘʢʪʠʚʘʤʠ ʠ ʦʙʲʝʢʪʘʤʠ ʉʆʀA ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ ʀɹ ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʨʦʣʷʤʠ, ʚʳʧʦʣʥʷʝʤʳʤʠ ʩʦʪʨʫʜʥʠʢʘʤʠ ʚ ʨʘʤʢʘʭ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʧʝʨʩʦʥʘʣʦʤ, ʚʢʣʶʯʘʷ ʩʣʫʞʙʫ ʀɹ ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʠʟʤʝʥʝʥʠʷʤʠ, ʫʣʫʯʰʝʥʠʷʤʠ (ʪʘʢʪʠʯʝʩʢʠʤʠ, ʩʪʨʘʪʝʛʠʯʝʩʢʠʤʠ), ʢʦʨʨʝʢʪʠ-

ʨʫʶʱʠʤʠ ʠ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʤʠ ʜʝʡʩʪʚʠʷʤʠ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʤʝʨʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʠ ʧʨʦʮʝʩʩʘʤʠ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʠʥʬʦʨʤʠʨʦʚʘʥʠʝʤ ʠ ʦʙʫʯʝʥʠʝʤ ʚʦʧʨʦʩʘʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ; 
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ð ʫʧʨʘʚʣʝʥʠʝ ʜʦʢʫʤʝʥʪʘʤʠ ʠ ʟʘʧʠʩʷʤʠ, ʦʪʥʦʩʷʱʠʤʠʩʷ ʢ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ ʚ ʨʘʤʢʘʭ ʉʋʀɹ ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʴʶ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʫʩʪʦʡʯʠʚʦʩʪʴʶ ʀʊʂʉ;  

ð ʫʧʨʘʚʣʝʥʠʝ ʢʦʥʪʨʦʣʴʥʳʤʠ ʤʝʨʦʧʨʠʷʪʠʷʤʠ ʚ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʫʨʦʚʥʷ ʀɹ (ʤʦʥʠʪʦ-

ʨʠʥʛ ʀɹ, ʚʥʫʪʨʝʥʥʠʝ ʠ ʚʥʝʰʥʠʝ ʘʫʜʠʪʳ ʀɹ, ʩʘʤʦʦʮʝʥʢʘ ʀɹ) ʀʊʂʉ; 

ð ʫʧʨʘʚʣʝʥʠʝ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴʶ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʴʶ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ ʀʊʂʉ. 

 

 

ʈʠʩʫʥʦʢ 28 ï ʉʦʜʝʨʞʘʥʠʝ ʧʦʜʧʨʦʮʝʩʩʦʚ ʮʠʢʣʘ PDCA ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʧʨʦʮʝʩʩʘʤ ʉʋʀɹ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 
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3.2.5. ʆʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʂʘʢ ʚ ʟʘʢʣʶʯʠʪʝʣʴʥʳʭ ʘʙʟʘʮʘʭ ʨʘʟʜʝʣʦʚ 1.2 ʠ 3.1 ʦʪʤʝʪʠʤ, ʯʪʦ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʀʊʂʉ ʙʫʜʝʪ ʦʩʥʦʚʳʚʘʪʴʩʷ ʥʘ ʮʠʢʣʠʯʝʩʢʦʤ ʧʨʦʮʝʩʩʝ, ʢʦʪʦʨʳʡ ʩʦʩʪʦʠʪ ʠʟ ʩʦʚʦ-

ʢʫʧʥʦʩʪʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʜʝʡʩʪʚʠʡ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʫʩʪ-

ʨʦʡʩʪʚ ʀʊʂʉ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʠ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚ 

ʜʦʧʦʣʥʝʥʠʝ ʢ ʫʧʨʘʚʣʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʧʦ ʣʠʥʠʷʤ ʩʚʷʟʠ ʀʊʂʉ, ʚ 

ʮʝʣ̫ʭ ʙʝʟʦʧʘʩʥʦʛʦ ʠ ʫʩʪʦʡʯʠʚʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ ʝʝ 

ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ. ʂʘʢ ʠ ʨʘʥʝʝ, ʩʦʦʪʥʦʰʝʥʠʝ ʧʦʥʷʪʠʡ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʠʭ ʧʝʨʝʩʝʯʝʥʠʠ ʚ ʯʘʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʝʤ ʩʚʦʡʩʪʚ ʀɹ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʠ ʭʨʘʥʠʤʳʭ ʚ ʀʊʂʉ. ʇʨʠ ʵʪʦʤ ʧʨʠ 

ʫʧʨʘʚʣʝʥʠʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʀʊʂʉ ʝʩʪʴ ʝʱʝ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʦʜʠʥ ʚʠʜ ʜʝʷʪʝʣʴʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʦʪʥʦʩʠʪʩʷ ʢ ʫʧʨʘʚʣʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʴ  ʁʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. 

ʅʘ ʦʩʥʦʚʝ ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ ʪʝʭʥʦʣʦʛʠʡ ʦʙʝʩʧʝʯʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʪʘʙʣ. 1) ʠ 

ʢʨʠʪʠʯʝʩʢʦʛʦ ʧʝʨʝʩʤʦʪʨʘ [179] ʙʳʣʘ ʧʨʦʩʣʝʞʝʥʘ ʵʚʦʣʶʮʠʷ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʧʦ ʤʝʨʝ ʨʘʩʰʠʨʝʥʠʷ ʝʝ ʚʦʟʤʦʞʥʦʩʪʝʡ (ʪʘʙʣ. 6) [180]. ɺʳʜʝʣʝʥʦ ʪʨʠ ʦʩʥʦʚʥʳʭ 

ʵʪʘʧʘ: ʧʝʨʚʡr ï ʟʘʱʠʪʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʝʨʠʤʝʪʨʘ ʩʝʪʠ, ʚʪʦʨʦʡ ï ʙʦʣʝʝ ʜʝʪʘʣʴʥʦʝ ʣʦʛʠʨʦʚʘʥʠʝ 

(ʨʝʛʠʩʪʨʘʮʠʷ) ʩʦʙʳʪʠʡ ʀɹ ʠ ʧʨʦʚʝʨʢʘ ʩʦʙʣʶʜʝʥʠʷ ʨʘʟʣʠʯʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʩʝ-

ʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʚʨʝʤʝʥʥʳʡ ʪʨʝʪʠʡ ï ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʧʦʜʭʦʜʦʚ ʢ 

ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʪʘʙʣ. 6 ʷʚʥʦ ʦʪʨʘʞʝʥʦ ʧʦʷʚʣʝʥʠʝ ʜʚʫʭ ʎʋɹ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʧʝʨʘʪʠʚʥʦʛʦ ï 

ʎʄɹ [11] ʠ ʪʘʢʪʠʯʝʩʢʦʛʦ ï ʎʝʥʪʨ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʎʀɹ) (ʘʥʛʣ. Security Intelli-

gence Center, SIC) ï ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʧʦʩʣʫʞʠʚʰʠʭ ʦʪʧʨʘʚʥʦʡ ʠʜʝʡ ʜʣʷ ʨʘʟ-

ʨʘʙʦʪʢʠ ʙʦʣʝʝ ʩʦʚʝʨʰʝʥʥʦʛʦ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. 
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ʊʘʙʣʠʮʘ 6 ï ʕʚʦʣʶʮʠʷ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ (ʥʘʯʘʣʦ) 

        ʕʪʘʧʳ 

 

ʂʨʠʪʝʨʠʠ 

ʩʨʘʚʥʝʥʠʷ 

ʕʪʘʧ 1 ï ɿʘʱʠʪʘ 

ʬʠʟʠʯʝʩʢʦʛʦ ʧʝʨʠ-

ʤʝʪʨʘ ʩʝʪʠ 

ʕʪʘʧ 2 ï ʃʦʛʠʨʦʚʘʥʠʝ ʠ 

ʧʨʦʚʝʨʢʘ ʩʦʙʣʶʜʝʥʠ ̫

ʪʨʝʙʦʚʘʥʠʡ 

ʕʪʘʧ 3 ï ʀʩʧʦʣʴʟʦʚʘʥʠʝ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ 

ʧʦʜʭʦʜʦʚ 

ɺʨʝʤʝʥʥʦʡ 

ʠʥʪʝʨʚʘʣ 
1983-2000 2001-2009 2010-ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ 

ɿʘʜʘʯʠ 

ɿʘʱʠʪʘ ʧʝʨʠʤʝʪʨʘ ʟʘ 

ʩʯʝʪ ʧʘʢʝʪʥʦʡ ʬʠʣʴ-

ʪʨʘʮʠʠ ʦʪ ʧʨʦʩʪʝʡʰʝʡ 

ʜʦ çʩʨʝʜʥʝʡ ʛʣʫʙʠʥʳè 

ʠ ʪʝʭʥʦʣʦʛʠʡ ʦʙʥʘʨʫ-

ʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ. ɸʫ-

ʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ 

ʫʨʦʚʥʝ ʩʝʪʠ. ʈʫʯʥʦʝ 

ʫʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩ-

ʪʝʡ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ 

ʟʘʱʠʱʝʥʥʦʩʪʠ. ʈʘʟʚʠ-

ʪʘʷ ʘʥʪʠʚʠʨʫʩʥʘʷ ʟʘ-

ʱʠʪʘ.  

ɹʦʣʝʝ çʛʣʫʙʦʢʘè̫ ʠʥʩʧʝʢ-

ʮʠʷ ʧʘʢʝʪʦʚ ʟʘ ʩʯʝʪ ʢʦʨʨʝ-

ʣʷʮʠʠ ʩʦʙʳʪʠʡ ʠʟ ʢʦʥʩʦ-

ʣʠʜʠʨʦʚʘʥʥʳʭ (ʨʘʩʩʤʘʪ-

ʨʠʚʘʝʤʳʭ ʩʦʚʤʝʩʪʥʦ) 

ɾʈʉ ʠ ʢʦʥʪʨʦʣʴ ʠʩʭʦʜʷ-

ʱʠʭ ʢʦʤʤʫʥʠʢʘʮʠʡ. ɿʘ-

ʨʦʞʜʝʥʠʝ ʘʥʘʣʠʪʠʢʠ ʀɹ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʟʥʘʥʠʡ ʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʠ ʧʨʠʣʦʞʝ-

ʥʠʷʭ. ʈʘʟʚʠʪʠʝ ʢʦʤʧʴʶ-

ʪʝʨʥʦʡ ʬʦʨʝʥʟʠʢʠ ʠ ʙʦʣʝʝ 

ʜʝʪʘʣʴʥʳʝ ʦʪʯʝʪʳ ʦʙ ʀɹ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʧʨʝʜʦʪ-

ʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. ɸʚ-

ʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʫʧʨʘʚ-

ʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʫʛʨʦ-

ʟʘʤʠ ʠ ʦʙʥʦʚʣʝʥʠʷʤʠ. 

ɿʘʱʠʪʘ, ʦʨʠʝʥʪʠʨʦʚʘʥ-

ʥʘʷ ʥʘ ʜʘʥʥʳʝ ʠ ʣʦʛʠ-

ʯʝʩʢʠʡ ʧʝʨʠʤʝʪʨ ʩʝʪʠ. 

ʇʦʣʥʦʮʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ 

ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʳʤʠ 

ɾʈʉ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʟʥʘʥʠʡ ʦ ʢʦʥʪʝʢʩʪʝ, ʚ ʢʦ-

ʪʦʨʦʤ ʧʨʦʚʦʜʠʪʩʷ ʘʥʘ-

ʣʠʟ. ʆʮʝʥʢʘ ʩʦʩʪʦʷʥʠʷ ʥʘ 

ʩʦʦʪʚʝʪʩʪʚʠʝ ʨʘʟʣʠʯʥʳʤ 

ʪʨʝʙʦʚʘʥʠʷʤ. ʆʙʥʘʨʫʞʝ-

ʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ 

ʫʛʨʦʟʳ ʀɹ; ʥʘ ʵʪʦʡ ʦʩʥʦ-

ʚʝ ʫʧʨʘʚʣʝʥʠ ̫ʨʠʩʢʘʤʠ 

ʀɹ. ʄʦʥʠʪʦʨʠʥʛ ʧʨʠʣʦ-

ʞʝʥʠʡ. ʈʘʟʚʠʪʳʝ ʧʦʜʭʦ-

ʜʳ ʢ ʤʦʥʠʪʦʨʠʥʛʫ ʨʘʙʦ-

ʪʳ ʠ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦ-

ʚʘʪʝʣʝʡ. 

ɸʨʭʠʪʝʢʪʫʨʘ 

ʋʧʨʘʚʣʝʥʠʝ ʀɹ ʢʘʢ 

ʢʦʤʧʣʝʢʩʥʦʝ ʨʝʰʝʥʠʝ. 

ɻʣʫʙʦʢʦ ʚʩʪʨʦʝʥʘ ʚ 

ʦʪʜʝʣʴʥʳʝ ʩʫʱʝʩʪ-

ʚʫʶʱʠʝ ʩʠʩʪʝʤʳ. 

ɹʦʣʝʝ ʟʨʝʣʳʝ ʫʧʨʘʚʣʝʥʠʝ 

ɾʈʉ ʠ ʀɹ-ʘʥʘʣʠʪʠʢʘ. 

ʈʘʩʧʨʝʜʝʣʝʥʥʘʷ ʘʨʭʠʪʝʢ-

ʪʫʨʘ. 

ʆʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ 

ʘʥʘʣʠʪʠʢʠ ʦʪʜʝʣʝʥʳ ʦʪ 

ʜʘʥʥʳʭ ʀʊʂʉ. ɺʝʩʴ ʩʝ-

ʪʝʚʦʡ ʧʦʪʦʢ ʚʢʣʶʯʝʥ ʚ 

ʘʥʘʣʠʪʠʢʫ. ʎʝʥʪʨʘʣʠ-

ʟʦʚʘʥʥʘʷ ʢʦʥʩʦʣʴ. 

ʀʩʪʦʯʥʠʢʠ 

ʜʘʥʥʳʭ 

ʅʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪ-

ʚʦ ʠʩʪʦʯʥʠʢʦʚ ʧʦʜ-

ʜʝʨʞʠʚʘʝʪʩʷ çʠʟ ʢʦ-

ʨʦʙʢʠè. 

ɹʦʣʴʰʝʝ ʨʘʟʥʦʦʙʨʘʟʠʝ ʠʩ-

ʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ ʚ ɾʈʉ. 

ɺʩʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʀɹ 

ʜʘʥʥʳʝ ʩʦ ʚʩʝʡ ʦʨʛʘʥʠ-

ʟʘʮʠʠ. 

ʂʦʣʠʯʝʩʪʚʦ 

ʫʧʨʘʚʣʷʝʤʳʭ 

ʫʩʪʨʦʡʩʪʚ 

ʆʪ ʜʝʩʷʪʢʦʚ ʜʦ ʩʦʪʝʥ. ʆʪ ʩʦʪʝʥ ʜʦ ʪʳʩʷʯ. 

ʅʝ ʦʛʨʘʥʠʯʝʥʦ, ʦʩʥʦʚʘʥʦ 

ʥʘ ʫʥʠʢʘʣʴʥʳʭ ʪʨʝʙʦʚʘ-

ʥʠʷʭ ʢ ʤʘʩʰʪʘʙʠʨʦʚʘ-

ʥʠʶ ʢʘʞʜʦʛʦ ʨʝʰʝʥʠʷ. 

ʂʦʣʠʯʝʩʪʚʦ 

ʩʦʙʳʪʠʡ ʚ ʩʝʢ 
1000-5000. ɹʦʣʝʝ 10000. 

ɹʫʜʝʪ ʦʧʨʝʜʝʣʝʥʦ ʦʧʳʪ-

ʥʳʤ ʧʫʪʝʤ. 

ʆʙʲʝʤʳ ʭʨʘ-

ʥʝʥʠʷ 
ʉʦʪʥʠ ʛʠʛʘʙʘʡʪ. ʊʝʨʘʙʘʡʪʳ. 

ɹʫʜʝʪ ʦʧʨʝʜʝʣʝʥʦ ʦʧʳʪ-

ʥʳʤ ʧʫʪʝʤ. 

ɸʥʘʣʠʪʠʢʘ 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʙʳʪʠʡ, 

ʙʘʟʦʚʘʷ ʢʦʨʨʝʣʷʮʠʷ 

ʩʦʙʳʪʠʡ. 

ʈʘʩʰʠʨʝʥʥʘʷ ʢʦʨʨʝʣʷʮʠʷ, 

ʘʥʘʣʠʪʠʢʘ ʦʛʨʘʥʠʯʝʥʘ ʪʠ-

ʧʦʤ ʜʘʥʥʳʭ (ʪʦʣʴʢʦ ʠʟ 

ɾʈʉ). 

ʈʘʩʰʠʨʝʥʥʘʷ ʘʥʘʣʠʪʠʢʘ, 

ʚʢʣʶʯʘʷ ʩʦʙʳʪʠʷ ʚ ʩʝʪʠ 

ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ (VPN, 

ʉʆɺ/ʉʇɺ ʠ ʪ.ʜ.), ʢʦʥ-

ʪʝʢʩʪ ʩʝʪʠ ʠ ʧʨʠʣʦʞʝʥʠʷ, 

ʜʘʥʥʳʝ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ 

ʠʟ IAM-ʩʠʩʪʝʤ. 
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ʊʘʙʣʠʮʘ 6 ï ʕʚʦʣʶʮʠʷ ʧʦʜʭʦʜʦʚ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ (ʦʢʦʥʯʘʥʠʝ) 

ʂʦʥʝʯʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ 

ɻʨʫʧʧʘ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥ-

ʮʠʜʝʥʪʳ ʠ ʟʘʱʠʪʳ ʧʝ-

ʨʠʤʝʪʨʘ (ʯʝʨʝʟ ʚʝʙ-

ʩʝʨʚʠʩʳ). 

ɻʨʫʧʧʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳ ʀɹ (ʛʨʫʧʧʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊ) ʠ ʛʨʫʧ-

ʧʘ ʧʨʦʚʝʨʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʨʘʟʣʠʯʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

ɻʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊ 

ʠ ʧʨʦʚʝʨʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʨʘʟʣʠʯʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ, 

ʦʧʝʨʘʪʦʨʳ ʎʄɹ, ʘʫʜʠʪʦ-

ʨr, ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʩʝ-

ʪʷʤ ʠ ʥʘʧʨʘʚʣʝʥʠʷʤ ʙʠʟ-

ʥʝʩʘ. 

ʈʝʘʛʠʨʦʚʘʥʠʝ 

ʥʘ ʥʘʨʫʰʝʥʠʷ 

ʀɹ 

ʄʝʜʣʝʥʥʦʝ. ʈʫʯʥʦʡ 

ʩʙʦʨ ʜʘʥʥʳʭ ʠ ʠʥʬʦʨ-

ʤʘʮʠʠ ʦʙ ʫʩʪʨʦʡʩʪʚʘʭ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʤʦʞʝʪ 

ʟʘʥʷʪʴ ʛʦʜʳ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʯʘʩʪʦ ʨʘʩʪ̫ -

ʛʠʚʘʝʪʩʷ ʥʘ ʤʝʩʷʮ rʠ ʛʦ-

ʜ.r ɹʳʩʪʨʝʝ, ʥʦ ʙʳʩʪʨʦʤʫ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʝ ʩʧʦʩʦʙ-

ʩʪʚʫʝʪ ʦʛʨʘʥʠʯʝʥʥʘʷ ʘʥʘ-

ʣʠʪʠʢʘ. ʇʦʷʚʣʝʥʠʝ ʎʄɹ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ 

ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ / 

ʙʣʠʟʢʦʛʦ ʢ ʨʝʘʣʴʥʦʤʫ 

ʚʨʝʤʝʥʠ, ʯʘʩʪʦ ʩ ʠʩʧʨʘʚ-

ʣʝʥʠʝʤ ʚ ʪʦʪ ʞʝ ʜʝʥʴ. 

ʏʘʩʪʦ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʨʝʘʛʠʨʦʚʘʥʠʝ. ʇʦʷʚʣʝ-

ʥʠʝ ʎʀɹ. 

ʆʩʥʦʚʥʳʝ 

ʦʛʨʘʥʠʯʝʥʠʷ 

ʈʫʯʥʦʡ ʘʥʘʣʠʟ. ʃʦʞ-

ʥr ʝ ʧʦʣʦʞʠʪʝʣʴʥʳʝ/ 

ʦʪʨʠʮʘʪʝʣʴʥʳʝ ʩʨʘʙʘ-

ʪʳʚʘʥʠʷ. ʆʛʨʘʥʠʯʝʥ-

ʥʳʝ ʬʦʨʤʘʪʳ ɾʈʉ. 

ʅʝʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ, 

ʥʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʫʩʪ-

ʨʦʡʩʪʚ. 

ʆʛʨʘʥʠʯʝʥʥʘʷ ʘʥʘʣʠʪʠʢʘ 

ʜʘʥʥʳʭ. ʅʝʣʴʟʷ ʩʦʙʠʨʘʪʴ 

ʜʘʥʥʳʝ ʥʝ ʠʟ ɾʈʉ. ʇʨʦ-

ʙʣʝʤʳ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦ-

ʩʪʠ ʧʨʠ ʨʘʙʦʪʝ ʩ ʙʦʣʴʰʠ-

ʤʠ ʜʘʥʥʳʤʠ. ʃʦʞʥʳʝ ʧʦ-

ʣʦʞʠʪʝʣʴʥʳʝ/ ʦʪʨʠʮʘ-

ʪʝʣʴʥʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ. 

ʉʪʘʥʜʘʨʪʳ ʨʫʢʦʚʦʜʷʱʠʭ 

ʦʨʛʘʥʦʚ ʝʱʝ ʥʝ ʚʳʨʘʙʦ-

ʪʘʥʳ. ʀʥʪʝʛʨʘʮʠʷ ʩʦ 

ʩʪʦʨʦʥʥʠʤʠ ʧʨʦʜʫʢʪʘʤʠ 

/ʠʩʪʦʯʥʠʢʘʤʠ ʚʩʝ ʝʱʝ 

ʪʨʫʜʦʝʤʢʘ. 

 

3.3. ʇʨʦʚʝʨʢʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ-

ʩʝʪʠ ʢʘʢ ʩʨʝʜʩʪʚʦ ʧʦʩʪʦʷʥʥʦʛʦ ʢʦʥʪʨʦʣʷ ʦʙʱʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ-

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʦʨʛʘʥʠʟʘʮʠʠ 

 

ʂʘʢ ʧʦʢʘʟʘʣ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚʦ ʚʚʝʜʝʥʠʠ ʘʥʘʣʠʟ ʩʪʝʧʝʥʠ ʨʘʟʨʘʙʦʪʘʥʥʦʩʪʠ ʧʨʦʙʣʝʤʳ 

ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʚ ʩʦʚʨʝʤʝʥʥʳʭ ʫʩʣʦʚʠʷʭ ʜʦʩʪʘʪʦʯʥʦ ʤʥʦʛʦ ʩʜʝʣʘʥʦ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʦʙʝʩ-

ʧʝʯʝʥʠʷ ʀɹ, ʥʦ ʤʘʣʦ ʧʨʝʜʣʦʞʝʥʦ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʪʝʤʠ ʤʝʨʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʢʦʪʦʨʳʝ ʚʥʝ-

ʜʨʝʥʳ ʚ ʆʈɻɸʅʀɿɸʎʀʀ. ʆʯʝʥʴ ʯʘʩʪʦ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʦʩʦʟʥʘʶʪ, ʢʘʢʠʝ ʵʣʝʤʝʥʪʳ ʠʭ ɽʀʇ ʚ̫-

ʣʷʶʪʩʷ ʥʘʠʙʦʣʝʝ ʢʨʠʪʠʯʥʳʤʠ ʠ ʢʘʢʠʝ ʠʟ ʥʠʭ ʥʠʢʘʢ ʥʝʣʴʟʷ ʫʪʨʘʪʠʪʴ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʫʩʧʝʰʥʦ-

ʛʦ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʘʢʠʝ ʠʤʝʥʥʦ ʨʠʩʢʠ ʀɹ ʠ ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʩʚʷʟʘʥʳ ʩ ʥʠʤʠ, ʢʘʢʠʝ 

ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʥʠʭ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʣʘʥʠʨʦʚʘʪʴ ʠ ʧʦʯʝʤʫ, ʝʩʪʴ ʣʠ ʧʨʠʟʥʘʢʠ ʦʩʣʘʙʣʝ-

ʥʠʷ (ʜʝʛʨʘʜʘʮʠʠ) ʠʩʧʦʣʴʟʫʝʤʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ ʪ.ʧ. ʆʪʚʝʪʳ ʥʘ ʵʪʠ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʚʦ-

ʧʨʦʩʳ ʤʦʛʫʪ ʜʘʪʴ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʝ ʟʘʢʣʶʯʝʥʠʷ ʠ ʚʳʚʦʜʳ ʨʘʟʣʠʯʥʳʭ ʧʨʦʚʝʨʦʢ ʀɹ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʠ ʢʦʥʪʨʦʣʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ [171], ʯʪʦ ʥʘ ʧʨʘʢʪʠʢʝ 

ʥʝʦʪʜʝʣʠʤʦ ʦʪ ʚʦʧʨʦʩʦʚ ʨʝʘʣʠʟʘʮʠʠ ʉʋʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ.  

ʎʝʣʴʶ ʚʳʧʦʣʥʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʛʨʫʧʧʳ ʧʨʦʮʝʩʩʦʚ çʇʨʦʚʝʨʢʘè ʷʚʣʷʝʪʩʷ ʦʙʝʩ-

ʧʝʯʝʥʠʝ ʜʦʩʪʘʪʦʯʥʦʡ ʫʚʝʨʝʥʥʦʩʪʠ ʚ ʪʦʤ, ʯʪʦ ʉʋʀɹ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʚʩʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ 
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ʀʊʂʉ, ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʥʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤ ʠ ʘʜʝʢʚʘʪʥʘ ʩʫʱʝʩʪʚʫʶʱʠʤ ʫʛʨʦʟʘʤ ʀɹ, ʘ ʪʘʢʞʝ 

ʚʥʫʪʨʝʥʥʝʤʫ ʠ ʚʥʝʰʥʝʤʫ ʢʦʥʪʝʢʩʪʫ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʚʣʠʷʶʱʠʤ ʥʘ 

ʝʝ ʀɹ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʦʙʭʦʜʠʤʦ ʫʯʝʩʪʴ ʣʶʙʳʝ ʠʟʤʝʥʝʥʠʷ ʚ ʜʦʧʫʱʝʥʠʷʭ ʠʣʠ ʦʙʣʘʩʪʠ ʦʮʝʥʢʠ 

ʨʠʩʢʦʚ ʀɹ. ʆʈɻɸʅʀɿɸʎʀʗ ʜʦʣʞʥʘ ʩʚʦʝʚʨʝʤʝʥʥʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʣʶʙʳʝ ʧʨʦʙʣʝʤʳ, ʧʨʷʤʦ ʠʣʠ 

ʢʦʩʚʝʥʥʦ ʚʣʠʷʶʱʠʝ ʥʘ ʀɹ ʀʊʂʉ ʠ ʩʧʦʩʦʙʥʳʝ ʧʦʚʣʠʷʪʴ ʥʘ ʝʝ ʙʠʟʥʝʩ-ʮʝʣʠ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʷ-

ʟʘʪʝʣʴʥʦ ʚʳʷʚʣʷʪʴ ʧʨʠʯʠʥʥʦ-ʩʣʝʜʩʪʚʝʥʥʫʶ ʩʚʷʟʴ ʚʦʟʤʦʞʥʳʭ ʧʨʦʙʣʝʤ ʠ ʩʪʨʦʠʪʴ ʥʘ ʵʪʦʡ ʦʩʥʦʚʝ 

ʧʨʦʛʥʦʟ ʠʭ ʨʘʟʚʠʪʠʷ. ʋʢʘʟʘʥʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ ʤʦʞʝʪ ʧʨʦʚʦʜʠʪʴʩʷ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʠ ʩ ʣʶʙʦʡ ʯʘʩ-

ʪʦʪʦʡ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʯʪʦ ʧʦʜʭʦʜʠʪ ʚ ʢʘʞʜʦʡ ʢʦʥʢʨʝʪʥʦʡ ʩʠʪʫʘʮʠʠ. 

ʅʘ ʵʪʘʧʝ çʇʨʦʚʝʨʢʘè ʥʝʦʙʭʦʜʠʤʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʤʦʥʠʪʦʨʠʥʛ ʠ ʘʥʘʣʠʟ ʀɹ ʀʊʂʉ ʠ ʠʩ-

ʧʦʣʴʟʫʝʤʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ, ʧʨʦʚʦʜʠʪʴ ʚʥʫʪʨʝʥʥʠʡ ʠ ʚʥʝʰʥʠʡ ʘʫʜʠʪ ʝʝ ʀɹ, ʘʥʘʣʠ-

ʟʠʨʦʚʘʪʴ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʉʋʀɹ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʢʘʢ ʵʪʦ ʨʝʢʦʤʝʥ-

ʜʫʝʪʩʷ ʚ [66] ʠ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 27 ʠ 28. ʇʨʠ ʵʪʦʤ, ʝʩʣʠ ʚʦʟʤʦʞʥʦ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʣʠʯʝʩʪʚʝʥ-

ʥʦʝ ʠʟʤʝʨʝʥʠʝ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦ-

ʦʪʚʝʪʩʪʚʠʷ ʪʨʝʙʦʚʘʥʠʷʤ ʥʦʨʤʘʪʠʚʥʳʭ ʠ ʧʨʘʚʦʚʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʩʪʘʥʜʘʨʪʦʚ ʠ ʧʦʣʠʪʠʢ, ʮʝʣʷʤ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʧʨʘʢʪʠʯʝʩʢʦʤʫ ʦʧʳʪʫ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʉʋʀɹ. 

ʇʨʦʮʝʩʩʳ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʥʘʣʠʟʘ ʉʋʀɹ ʀʊʂʉ ʜʦʣʞʥʳ ʙʳʪʴ ʠʥʪʝʛʨʠʨʦʚʘʥ  rʚ ʩʠʩʪʝʤʫ 

ʝʜʠʥʦʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʢʦʥʪʨʦʣʷ ʆʈɻɸʅʀɿɸʎʀʀ. ʇʝʨʝʬʨʘʟʠʨʫʷ ʧʦʣʦʞʝʥʠʷ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 

27002-2012 [106], ʩʬʦʨʤʫʣʠʨʫʝʤ ʧʝʨʝʯʝʥʴ ʧʝʨʚʦʦʯʝʨʝʜʥʳʭ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʜʦʣʞʥ rʧʨʝʜ-

ʧʨʠʥʠʤʘʪʴʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʦʩʣʝʜʫʶʱʠʭ ʤʝʨʦʧʨʠʷʪʠʡ ʧʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʉʋʀɹ ʀʊʂʉ. 

1. ʈʝʛʫʣʷʨʥʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʧʨʦʮʝʜʫʨʳ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʥʘʣʠʟʘ ʀɹ ʀʊʂʉ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴ-

ʟʦʚʘʪʴ ʚʩʝ ʜʦʩʪʫʧʥʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʜʣʷ ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʦʰʠʙʦʢ ʚ ʨʝʟʫʣʴ-

ʪʘʪʘʭ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʀʊʂʉ, ʚʳʷʚʣʝʥʠʷ ʫʜʘʚʰʠʭʩ/̫ʥʝʫʜʘʚʰʠʭʩʷ ʧʦʧʳʪʦʢ 

ʥʘʨʫʰʝʥʠʷ ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʫʢʦʚʦʜʩʪʚʫ ʠʥʬʦʨʤʘʮʠʠ ʦ ʭʦʜʝ ʚr -

ʧʦʣʥʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʠ ʦʧʨʝʜʝʣʝʥʠʷ, ʷʚʣʷʶʪʩʷ ʣʠ ʵʬʬʝʢʪʠʚʥʳʤʠ 

ʜʝʡʩʪʚʠʷ ʧʦ ʫʩʪʨʘʥʝʥʠ ʁʥʘʨʫʰʝʥʠʡ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ ʚ ʨʘʤʢʘʭ ʉʋʀɹ. 

2. ʇʨʦʚʦʜʠʪʴ ʨʝʛʫʣʷʨʥʳʡ ʘʥʘʣʠʟ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʉʋʀɹ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʧʨʦʚʝʨʢʫ ʝʝ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʇʦʣʠʪʠʢʝ ʀɹ ʀʊʂʉ ʠ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʮʝʣʷʤ ʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʳʡ ʘʥʘʣʠʟ ʤʝʨ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. ʊʘʢʦʡ ʘʥʘʣʠʟ ʜʦʣʞʝʥ ʫʯʠʪʳʚʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʘʫʜʠʪʦʨʩʢʠʭ ʧʨʦʚʝʨʦʢ ʀɹ ʀʊʂʉ ʠ 

ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʠʟʤʝʨʝʥʠʡ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʉʋʀɹ ʀʊʂʉ, ʦʧʳʪ ʚʳʷʚʣʝʥʠʷ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ ʚ ʀʊʂʉ, ʘ ʪʘʢʞʝ ʧʨʝʜʣʦʞʝʥʠʡ ʠ ʜʨʫʛʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʚʩʝʭ ʧʨʠʯʘʩʪʥʳʭ ʩʪʦʨʦʥ. 

3. ʀʟʤʝʨʷʪʴ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʥʘ ʧʨʝʜʤʝʪ ʩʦʦʪʚʝʪʩʪʚʠʷ ʚʩʝʤ 

ʧʨʠʤʝʥʠʤʳʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʚʢʣʶʯʘʷ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ, ʪʨʝʙʦʚʘʥʠʷ ʟʘʢʦʥʦʜʘʪʝʣʴ-

ʩʪʚʘ ʠ ʨʝʛʫʣʷʪʦʨʦʚ ʠ ʜʦʛʦʚʦʨʥʳʝ ʦʙʷʟʘʪʝʣʴʩʪʚʘ. 

4. ʏʝʨʝʟ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ ʧʝʨʝʩʤʘʪʨʠʚʘʪʴ ʧʨʦʚʝʜʝʥʥʫʶ ʦʮʝʥʢʫ ʨʠʩ-

ʢʦʚ ʀɹ ʜʣʷ ʀʊʂʉ, ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʦʩʪʘʪʦʯʥʳʝ ʨʠʩʢʠ ʀɹ, ʠʭ ʚʝʣʠʯʠʥʳ ʠ ʧʝʨʝʯʝʥʴ ʨʘʥʝʝ ʧʨʠʥʷ-
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ʪʳʭ ʜʦʧʫʩʪʠʤʳʭ ʨʠʩʢʦʚ ʀɹ, ʫʯʠʪʳʚʘʷ ʧʨʦʠʟʦʰʝʜʰʠʝ ʠʟʤʝʥʝʥʠʷ ʚʦ ʚʥʫʪʨʝʥʥʝʤ ʠ ʚʥʝʰʥʝʤ 

ʢʦʥʪʝʢʩʪʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ, ʪʝʭʥʦʣʦʛʠʷʭ, ʧʨʦʮʝʩʩʘʭ, ʚʳʷʚʣʝʥʥʳʭ ʥʦʚʳʭ ʠ ʠʟʤʝʥʠʚ-

ʰʠʭʩʷ ʩʪʘʨʳʭ ʫʛʨʦʟʘʭ ʀɹ, ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʨʝʘʣʠʟʦʚʘʥʥʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. 

5. ʏʝʨʝʟ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ ʧʨʦʚʦʜʠʪʴ ʚʥʫʪʨʝʥʥʠʝ ʘʫʜʠʪʳ ʉʋʀɹ 

ʀʊʂʉ ʩʠʣʘʤʠ ʩʘʤʦʡ ʆʈɻɸʅʀɿɸʎʀʀ. 

6. ʈʝʛʫʣʷʨʥʦ ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʠʟ ʉʋʀɹ ʀʊʂʉ ʨʫʢʦʚʦʜʩʪʚʦʤ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʮʝʣʷʭ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʘʜʝʢʚʘʪʥʦʩʪʠ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʨʘʤʢʘʭ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʠ 

ʦʧʨʝʜʝʣʝʥʠʷ ʥʘʧʨʘʚʣʝʥʠʡ ʜʘʣʴʥʝʡʰʝʛʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ. 

7. ʆʙʥʦʚʣʷʪʴ ʇʨʦʛʨʘʤʤʫ (ʇʣʘʥ) ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ, ʨʘʟʨʘʙʦʪʘʥʥʫʶ ʚ ʧʦʜʜʝʨʞʢʫ 

ʨʝʘʣʠʟʘʮʠʠ ʇʦʣʠʪʠʢʠ ʀɹ ʀʊʂʉ, ʩ ʫʯʝʪʦʤ ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʥʘʣʠʟʘ ʝʛʦ ʀɹ. 

8. ʈʝʛʠʩʪʨʠʨʦʚʘʪʴ ʚʩʝ ʜʝʡʩʪʚʠʷ ʠ ʩʦʙʳʪʠʷ, ʩʧʦʩʦʙʥʳʝ ʧʦʚʣʠʷʪʴ ʥʘ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʠʣʠ 

ʩʘʤʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʉʋʀɹ ʀʊʂʉ. 

 

3.3.1. ʆʧʨʝʜʝʣʝʥʠʝ ʧʦʥʷʪʠʷ ʤʦʥʠʪʦʨʠʥʛʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʄʦʥʠʪʦʨʠʥʛ ʀɹ ʤʦʞʝʪ ʙʳʪʴ ʥʘʟʚʘʥ ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ ʥʝʧʨʝʨʳʚʥʦʡ ʧʨʦʚʝʨʢʠ ʩʦ-

ʙʣʶʜʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʩʥʦʚʦʡ ʚʳʷʚʣʝʥʠʷ ʩʦʙʳ-

ʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʝʝ ʀɹ, ʚ ʨʘʤʢʘʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ (ʨʠʩ. 21). ʇʦʜ 

ʤʦʥʠʪʦʨʠʥʛʦʤ ʀɹ ʠ ʢʦʥʪʨʦʣʝʤ ʟʘʱʠʪʥʳʭ ʤʝʨ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ (ʜʘʣʝʝ ï ʤʦʥʠʪʦ-

ʨʠʥʛ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ) ʙʫʜʝʤ ʧʦʥʠʤʘʪʴ ʧʨʦʮʝʩʩ ʧʦʩʪʦʷʥʥʦʛʦ (ʥʝʧʨʝʨʳʚʥʦʛʦ) ʥʘ-

ʙʣʶʜʝʥʠ ̫ ʟʘ ʨʝʛʠʩʪʨʠʨʫʝʤʳʤʠ ʩʦʙʳʪʠʷʤʠ, ʚʣʠʷʶʱʠʤʠ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʘ ʪʘʢʞʝ ʩʙʦʨ, ʘʥʘʣʠʟ ʠ ʦʙʦʙʱʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʥʘʙʣʶʜʝʥʠʡ [171]. 

ʄʦʥʠʪʦʨʠʥʛ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʨʘʤʢʘʭ ʉʋʀɹ ʀʊʂʉ ʥʘ ʙʘʟʝ ʧʦ-

ʩʪʦʷʥʥʦʛʦ ʢʦʥʪʨʦʣʷ ʟʘ ʩʦʙʣʶʜʝʥʠʝʤ ʙʘʟʦʚʳʭ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠ ʁʀɹ ʠ ʧʨʝʜʧʠʩʘʥʥʳʭ 

ʨʝʛʣʘʤʝʥʪʦʚ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ (ʢʦʥʪʨʦʣʴ ʰʪʘʪʥʦʩʪʠ ʨʝʞʠʤʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʀʊʂʉ). ʊʦʛʜʘ ʜʚʝ ʦʩʥʦʚʥʳʝ ʮʝʣʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʤʦʞʥʦ ʩʬʦʨʤʫʣʠʨʦ-

ʚʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʚʳʷʚʣʝʥʠʝ, ʩʙʦʨ, ʘʥʘʣʠʟ ʠ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʥʘʧʨʘʚʣʝʥʠʡ ʜʝʷʪʝʣʴʥʦ-

ʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʀʊʂʉ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ ʮʝʣʷʤʠ; 

2) ʦʙʝʩʧʝʯʝʥʠʝ ʫʧʦʣʥʦʤʦʯʝʥʥʳʭ ʩʪʦʨʦʥ ʧʦʣʥʦʡ, ʩʚʦʝʚʨʝʤʝʥʥʦʡ, ʜʦʩʪʦʚʝʨʥʦʡ ʠʥʬʦʨʤʘ-

ʮʠʝʡ ʜʣʷ ʧʨʠʥʷʪʠʷ ʦʙʦʩʥʦʚʘʥʥʳʭ ʨʝʰʝʥʠʡ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠ-

ʤʦʩʪʠ, ʦʧʝʨʘʪʠʚʥʦʡ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʚʩʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʜʘʥʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ.  

ʇʝʨʚʘʷ ʮʝʣʴ ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʠʛʥʫʪʘ ʟʘ ʩʯʝʪ ʨʝʘʣʠʟʘʮʠʠ ʜʚʫʭ ʛʨʫʧʧ ʧʨʦʮʝʩʩʦʚ ʤʦʥʠʪʦ-

ʨʠʥʛʘ ʀɹ ʚ ʨʘʤʢʘʭ ʦʙʱʝʛʦ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʀɹ ʀʊʂʉ: 
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ð ʧʦʠʩʢ, ʦʪʩʣʝʞʠʚʘʥʠʝ, ʥʘʙʣʶʜʝʥʠʝ, ʥʘʢʦʧʣʝʥʠʝ, ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ, ʦʮʝʥʠʚʘʥʠʝ ʜʘʥʥʳʭ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʦʙʝʩʧʝʯʝʥʠ ʁʀɹ ʀʊʂʉ; 

ð ʢʨʘʪʢʦʩʨʦʯʥʦʝ ʠ ʜʦʣʛʦʚʨʝʤʝʥʥʦʝ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʩʦʩʪʦʷʥʠʷ ʚʩʝʭ ʦʙʲʝʢʪʦʚ ʠ ʧʨʦʮʝʩ-

ʩʦʚ ʚ ɽʀʇ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʀʩʭʦʜʷ ʠʟ ʵʪʦʛʦ ʤʦʞʥʦ ʟʘʢʣʶʯʠʪʴ, ʯʪʦ ʤʦʥʠʪʦʨʠʥʛ ʀɹ ʀʊʂʉ ï ʵʪʦ ʢʣʶʯʝʚʦʡ ʵʣʝʤʝʥʪ 

ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʀɹ ʚ ʜʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʶʱʝʡʩʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʩʢʦʣʴʢʫ ʘʥʘ-

ʣʠʟ ʩʦʙʨʘʥʥʳʭ ʚʦ ʚʨʝʤʷ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ ʜʘʥʥʳʭ ʦʙʳʯʥʦ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʦ ʩʣʝʜʫʶʱʠ-

ʤʠ ʮʝʣʷʤʠ: 

1) ʚʳʷʚʣʝʥʠʝ ʩʦʙʳʪʠʡ ʀɹ ʚ ʀʊʂʉ, ʯʘʩʪʴ ʠʟ ʢʦʪʦʨʳʭ ʚ ʜʘʣʴʥʝʡʰʝʤ ʙʫʜʝʪ ʢʣʘʩʩʠʬʠʮʠʨʦ-

ʚʘʥʘ ʢʘʢ ʠʥʮʠʜʝʥʪʳ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʚ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʘʚʠʣʘʤʠ; 

2) ʚʳʷʚʣʝʥʠʝ ʥʝʰʪʘʪʥʳʭ (ʢʘʢ ʥʝʫʤʳʰʣʝʥʥʳʭ, ʪʘʢ ʠ ʟʣʦʫʤʳʰʣʝʥʥʳʭ) ʜʝʡʩʪʚʠʡ ʩ ʠʥ-

ʬʦʨʤʘʮʠʦʥʥʳʤʠ ʘʢʪʠʚʘʤʠ ʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʘʤʠ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʤʠ ʚ ʨʘʤʢʘʭ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʀʊʂʉ; 

3) ʚʳʷʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ (ʚʢʣʶʯʘʷ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʘʤʠʭ ʉɿʀ ʀʊʂʉ), 

ʢʦʪʦʨʳʤʠ ʤʦʛʫʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢ ʥʘ ʩʠʩʪʝʤʳ, ʩʝʪʠ ʠ ʫʩ-

ʣʫʛʠ ʢʘʢ ʩʘʤʦʡ ʆʈɻɸʅʀɿɸʎʀʀ, ʪʘʢ ʠ ʝʝ ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʦʚ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʙʱʝʜʦʩʪʫʧʥʳʭ 

ʩʝʪʝʡ ʪʠʧʘ ʠʥʪʝʨʥʝʪʘ, ʝʩʣʠ ʀʊʂʉ ʠʤʝʝʪ ʩ ʥʠʤʠ ʩʦʝʜʠʥʝʥʠʝ; 

4) ʢʦʥʪʨʦʣʴ ʟʘ ʨʝʘʣʠʟʘʮʠʝʡ ʧʦʣʦʞʝʥʠʡ ʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰʥʠʭ ʜʦʢʫʤʝʥʪʦʚ ʧʦ ʦʙʝʩʧʝʯʝ-

ʥʠʶ ʀɹ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʩ ʮʝʣʴʶ ʦʙʥʘʨʫʞʝʥʠʷ ʦʪʢʣʦʥʝʥʠʡ ʦʪ ʧʨʠʥʷ-

ʪʳʭ ʪʨʝʙʦʚʘʥʠʡ ʙʠʟʥʝʩʘ ʠ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ (ʥʘʧʨʠʤʝʨ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʚ ʇʦ-

ʣʠʪʠʢʝ ʚ ʦʪʥʦʰʝʥʠʠ ʣʦʛʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʘʢʪʠʚʘʤ ʀʊʂʉ ʠʣʠ ʇʦʣʠʪʠʢʠ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʷ ʨʝʩʫʨʩʦʚ ʠʥʪʝʨʥʝʪʘ); 

5) ʢʦʥʪʨʦʣʴ ʢʘʯʝʩʪʚʘ (ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ) ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʀʊʂʉ ʤʝʨ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ; 

6) ʦʙʝʩʧʝʯʝʥʠʝ ʜʦʢʘʟʘʪʝʣʴʥʦʡ ʙʘʟʳ ʥʘ ʩʣʫʯʘʡ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʦʪʥʦʰʝ-

ʥʠʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʧʨʠʟʥʘʚʘʪʴʩʷ ʟʘʢʦʥʥʦʡ 

ʧʨʠ ʩʫʜʝʙʥʦʤ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʝ. 

ɼʘʣʝʝ ʦʙʣʘʩʪʴ ʨʘʩʩʤʦʪʨʝʥʠʷ ʢʦʥʪʨʦʣʴʥʳʭ ʧʨʦʚʝʨʦʢ ʀɹ ʀʊʂʉ ʩʫʞʝʥʘ ʜʦ ʤʦʥʠʪʦʨʠʥʛʘ 

ʀɹ, ʢʦʪʦʨʳʡ ʠ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʜʘʥʥʳʭ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʨʘʟʨʘʙʘʪrʚʘʝʤʦ-

ʛʦ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ, ʦʙʝʩʧʝʯʠʚʘ ̫ʥʘʙʣʶʜʘʝʤʦʩʪʴ ʠ ʧʨʦʟʨʘʯʥʦʩʪʴ ʚʩʝʭ ʘʚʪʦʤʘʪʠʟʠʨʦ-

ʚʘʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʀʊʂʉ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ (ʦʩʥʦʚʥʳʭ, ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ, ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ) ʠ ʛʘ-

ʨʘʥʪʠʨʫ ̫ʠʭ ʥʘʙʣʶʜʘʝʤʦʩʪʴ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ ʚʨʝʤʝʥʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʵʪʦʛʦ 

ʧʦʚʳʰʘʝʪʩʷ ʫʨʦʚʝʥʴ ʜʦʚʝʨʠʷ ʢ ʥʠʤ ʩʦ ʩʪʦʨʦʥʳ ʙʠʟʥʝʩʘ [170]. ʂʨʦʤʝ ʵʪʦʛʦ ʤʦʥʠʪʦʨʠʥʛ ʀɹ ʩʧʦ-

ʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ ʯʫʚʩʪʚʘ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʨʘʙʦʪʥʠʢʦʚ ʆʈɻɸʅʀɿɸʎʀʀ ʟʘ ʩʚʦʠ ʜʝʡʩʪʚʠʷ, 

ʚʣʠʷʶʱʠʝ ʥʘ ʀɹ. ʆʥ ʧʦʤʦʛʘʝʪ ʚ ʦʙʥʘʨʫʞʝʥʠʠ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʩʫʨʩʦʚ ʠ ʚʦ 
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ʤʥʦʛʦʤ ʜʝʡʩʪʚʫʝʪ ʚ ʢʘʯʝʩʪʚʝ ʩʜʝʨʞʠʚʘʶʱʝʛʦ ʬʘʢʪʦʨʘ ʜʣʷ ʣʠʮ, ʩʧʦʩʦʙʥʳʭ ʧʦʧʳʪʘʪʴʩʷ ʥʘʥʝʩʪʠ 

ʫʱʝʨʙ ʆʈɻɸʅʀɿɸʎʀʀ. ʀ, ʥʘʢʦʥʝʮ, ʚʦ ʚʨʝʤʷ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʚʳʷʚʣʷʶʪʩʷ ʦʰʠʙʢʠ ʚ ʩʘʤʦʡ 

ʦʙʨʘʙʦʪʢʝ ʠʥʬʦʨʤʘʮʠʠ ʠ ʝʝ ʨʝʟʫʣʴʪʘʪʘʭ, ʩʚʷʟʘʥʥʳʝ ʢʘʢ ʩʦ ʩʙʦʷʤʠ ʚ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʠ ʀʊʂʉ ʚ 

ʮʝʣʦʤ ʠ ʝʝ ʵʣʝʤʝʥʪʦʚ, ʪʘʢ ʠ ʩ ʯʝʣʦʚʝʯʝʩʢʠʤ ʬʘʢʪʦʨʦʤ. ʅʘ ʵʪʦʡ ʦʩʥʦʚʝ ʚ ʜʘʣʴʥʝʡʰʝʤ ʥʝʦʙʭʦʜʠ-

ʤʦ ʧʝʨʝʩʤʦʪʨʝʪʴ ʧʨʦʮʝʩʩ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʟʘʪʨʦʥʫʪʳʭ ʩʠʩʪʝʤ, ʩʝʪʝʡ ʠ ʩʝʨʚʠ-

ʩʦʚ ʀʊʂʉ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʨʝʛʣʘʤʝʥʪʦʚ. 

ʆʩʥʦʚʥʦʡ ʦʙʲʝʤ ʠʥʬʦʨʤʘʮʠʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʚ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʷʭ ʧʦʩʪʫʧʘʝʪ ʠʟ ʨʘʟ-

ʣʠʯʥʳʭ ɾʈʉ (ʣʦʛ-ʬʘʡʣʦʚ), ʭʨʘʥʷʱʠʭ ʟʘʧʠʩʠ ʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʉɿʀ ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʧʨʦʪʦ-

ʢʦʣʠʨʫʶʱʠʤʠ ʨʘʙʦʪʫ ɸʆ ʠ ʇʆ ʚ ʩʪʨʦʛʦʤ ʭʨʦʥʦʣʦʛʠʯʝʩʢʦʤ ʧʦʨʷʜʢʝ. ʈʘʟʣʠʯʘʶʪ ʨʝʛʠʩʪʨʘʮʠʶ 

(ʟʘʥʝʩʝʥʠʝ ʚ ɾʈʉ) ʚʥʝʰʥʠʭ ʩʦʙʳʪʠʡ ʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤ ï ʠʩʪʦʯʥʠʢʦʚ ʟʘʧʠ-

ʩʝʡ (ʭʦʪʷ ʯʘʩʪʦ ʚʩʸ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʝʜʠʥʳʡ ʬʘʡʣ). ɺ ɾʈʉ ʬʠʢʩʠʨʫʶʪʩʷ ʣʶʙʳʝ ʩʙʦʠ ʠ ʦʪʢʘʟʳ, ʦ 

ʢʦʪʦʨʳʭ ʩʦʦʙʱʠʣʠ ʩʠʩʪʝʤʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠ ʢʦʪʦʨʳʝ ʩʚʷʟʘʥʳ ʩ ʧʨʦʙʣʝʤʘʤʠ ʚ ʩʠʩʪʝʤʘʭ ʦʙʨʘ-

ʙʦʪʢʠ ʠʣʠ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ. 

ɾʈʉ ʀʊʂʉ ï ʵʪʦ ʠʤʝʶʱʘʷ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ ʭʨʦʥʦʣʦʛʠʯʝʩʢʘʷ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʚʘʝ-

ʤʘʷ, ʩ ʥʘʩʪʨʘʠʚʘʝʤʦʡ ʩʪʝʧʝʥʴʶ ʜʝʪʘʣʠʟʘʮʠʠ ʟʘʧʠʩʴ/ʥʘʙʦʨ ʟʘʧʠʩʝʡ ʚ ʬʘʡʣ/ɹɼ ʩʦʙʳʪʠʡ, ʧʨʦʠʩ-

ʭʦʜʷʱʠʭ ʩ ʢʘʢʠʤ-ʪʦ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʦʙʲʝʢʪʦʤ (ʠʣʠ ʚ ʨʘʤʢʘʭ ʢʘʢʦʛʦ-ʪʦ ʧʨʦʮʝʩʩʘ) ʀʊʂʉ, ʩ ʫʢʘ-

ʟʘʥʠʝʤ ʝʝ ʠʩʪʦʯʥʠʢʘ, ʜʦʢʫʤʝʥʪʘʣʴʥʦ ʧʦʜʪʚʝʨʞʜʘʶʱʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ, ʩʦʧʨʦʚʦ-

ʞʜʘʶʱʠʭ ʢʦʥʢʨʝʪʥʫʶ ʦʧʝʨʘʮʠʶ, ʧʨʦʮʝʜʫʨʫ, ʨʘʙʦʪʫ ʧʨʦʛʨʘʤʤʳ, ʩʦʙʳʪʠʝ ʠ ʪ.ʧ.  

ɾʈʉ ʚʝʜʫʪʩʷ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʀʊʂʉ, ʆʉ, ʧʨʠʣʦʞʝʥʠʷʤʠ, ʚʩʝʤʠ ʚʠʜʘʤʠ ʧʨʦ-

ʛʨʘʤʤʠʨʫʝʤʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʪ.ʧ. ʅʘʧʨʠʤʝʨ, ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ ʵʪʦ ʟʘʧʠʩʴ ʚ 

ʭʨʦʥʦʣʦʛʠʯʝʩʢʦʤ ʧʦʨʷʜʢʝ ʦʧʝʨʘʮʠʡ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʘ ̫ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʚʦʩʩʦʟʜʘʪʴ ʩʫʱʝʩʪʚʦʚʘʚʰʫʶ ʠʣʠ ʘʣʴʪʝʨʥʘʪʠʚʥʫʶ ʚʝʨʩʠʶ ʢʦʤʧʴʶʪʝʨʥʦʛʦ ʬʘʡʣʘ. ɺ 

ʉʋɹɼ ʵʪʦ ʟʘʧʠʩʠ ʦʙʦ ʚʩʝʭ ʩʦʙʳʪʠʷʭ ʠʟʤʝʥʝʥʠʷ ʜʘʥʥʳʭ ʦʧʨʝʜʝʣʸʥʥʳʤ ʧʨʦʮʝʩʩʦʤ ʧʨʠ ʨʘʙʦʪʝ 

ɹɼ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʩʥʦʚʥʳʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʜʘʥʥʳʭ ʦ ʩʦʙʳʪʠʷʭ ʀɹ ʷʚʣʷʶʪʩʷ ʧʨʦʛʨʘʤʤʥʳʝ ʠ 

ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʠ ʢʦʥʪʨʦʣʷ ʵʢʩʧʣʫʘʪʘʮʠʠ ʧʨʠʤʝʥʷʝʤʳʭ ʤʝʨ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. ʂ ʠʭ ʯʠʩʣʫ ʦʪʥʦʩʷʪʩʷ, ʥʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʝ ʠʩʪʦʯʥʠʢʠ [16, 48]: 

ð ɾʈʉ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ, ʢʦʥʪʨʦʣʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ; 

ð ɾʈʉ (ʩʠʩʪʝʤʥʳʝ ʞʫʨʥʘʣʳ) ʆʉ ʠ ʉʋɹɼ; 

ð ɾʈʉ ʇʆ, ʘʢʪʠʚʥʦʛʦ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʧʨʠʤʝʥʷʝʤʳʭ ʉɿʀ, ʚ ʪʦʤ ʯʠʩʣʝ ʇʆ 

ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʬʘʡʣʦʚ, ʉɿʀ ʦʪ ʅʉɼ, ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʦʪ ʚʦʟʜʝʡʩʪʚʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ, 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ ʪʠʧʘ ʄʕ, ʉʆɺ/ʉʇɺ, ʉɸɿ, SIEM-ʩʠʩʪʝʤ ʠ ʧʨ.; 

ð ʠʥʬʦʨʤʘʮʠʶ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʢʦʥʪʨʦʣʷ ʬʠʟʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʪʝʣʝʚʠʟʠʦʥʥʳʭ ʩʠʩʪʝʤ ʦʭʨʘʥʥʦʛʦ ʥʘʙʣʶʜʝʥʠʷ, ʩʠʩʪʝʤ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʠ 

ʦʭʨʘʥʥʦʡ ʩʠʛʥʘʣʠʟʘʮʠʠ. 

ɾʈʉ ʬʠʢʩʠʨʫʶʪ ʪʘʢʫʶ ʚʘʞʥʫʶ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠʥʬʦʨʤʘʮʠʶ ʢʘʢ: 
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ð ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ID) ʧʦʣʴʟʦʚʘʪʝʣʷ; 

ð ʜʘʪʳ, ʚʨʝʤʝʥʘ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ ʩʫʙʲʝʢʪʦʚ ʜʦʩʪʫʧʘ ʠ ʧʦʜʨʦʙʥʦʩʪʠ ʢʣʶʯʝʚʳʭ ʩʦʙʳʪʠʡ; 

ð ʠʤʷ ʭʦʩʪʘ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʛʦ ʧʦʜʣʝʞʘʱʝʝ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʝ, ʠ/ʠʣʠ ʝʛʦ ʤʝʩʪʦʧʦ-

ʣʦʞʝʥʠʝ; 

ð ʟʘʧʠʩʠ ʫʩʧʝʰʥʳʭ ʠ ʦʪʢʣʦʥʝʥʥʳʭ ʧʦʧʳʪʦʢ ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ ʜʦʩʪʫʧʘ; 

ð ʠʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ; 

ð ʠʟʤʝʥʝʥʠʷ ʩʧʠʩʢʦʚ ʩʫʙʲʝʢʪʦʚ ʠ ʦʙʲʝʢʪʦʚ ʜʦʩʪʫʧʘ; 

ð ʠʟʤʝʥʝʥʠʷ ʧʦʣʥʦʤʦʯʠʡ ʩʫʙʲʝʢʪʦʚ ʜʦʩʪʫʧʘ ʠ ʩʪʘʪʫʩʘ ʦʙʲʝʢʪʦʚ ʜʦʩʪʫʧʘ (ʟʘʱʠʱʘʝʤʳʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ); 

ð ʚʩʝ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʚʠʟʦʨʘ, ʟʘʧʫʩʢ 

ʠ ʦʩʪʘʥʦʚ ʩʠʩʪʝʤʳ, ʧʦʜʩʦʝʜʠʥʝʥʠʝ/ʦʪʩʦʝʜʠʥʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ/ʚʳʚʦʜʘ); 

ð ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ ʠ ʧʨʦʮʝʩʩʦʚ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʜʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʳʤ ʠʥʬʦʨʤʘʮʠ-

ʦʥʥʳʤ ʨʝʩʫʨʩʘʤ; 

ð ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʩʪʝʤʥʳʭ ʫʪʠʣʠʪ ʠ ʧʨʠʣʦʞʝʥʠʡ; 

ð ʚʩʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʩʝʩʩʠʠ; 

ð ʬʘʡʣʳ, ʢ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʣʩʷ ʜʦʩʪʫʧ, ʠ ʪʠʧ ʜʦʩʪʫʧʘ; 

ð ʩʝʪʝʚʳʝ ʘʜʨʝʩʘ ʠ ʧʨʦʪʦʢʦʣʳ; 

ð ʠʟʤʝʥʝʥʠʷ ʚ ʠʥʪʝʥʩʠʚʥʦʩʪʠ ʠ ʦʙʲʝʤʘʭ ʚʭʦʜʷʱʝʛʦ/ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ (ʚʢʣʶʯʘʷ ʠʥ-

ʪʝʨʥʝʪ-ʪʨʘʬʠʢ); 

ð ʧʝʯʘʪʴ ʤʘʪʝʨʠʘʣʦʚ, ʩʦʜʝʨʞʘʱʠʭ ʩʚʝʜʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʛʦ ʭʘʨʘʢʪʝʨʘ; 

ð ʦʙʨʘʱʝʥʠʷ ʢ ʢʨʠʪʠʯʥʳʤ ʩʠʩʪʝʤʘʤ ʠ ʩʝʨʚʠʩʘʤ (ʥʘʧʨʠʤʝʨ, ʚʝʙ-ʩʝʨʚʝʨʫ, ʩʝʨʚʝʨʘʤ ɹɼ, 

ʧʦʯʪʦʚʦʤʫ ʩʝʨʚʝʨʫ, ʩʝʨʚʠʩʘʤ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʠ ʪ.ʧ.); 

ð ʩʠʩʪʝʤʥʳʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʩʙʦʠ; 

ð ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ ʉʆɺ/ʉʇɺ;  

ð ʠʟʤʝʥʝʥʠʷ ʠʣʠ ʧʦʧʳʪʢʠ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʠ ʩʨʝʜʩʪʚ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʪʦʡ ʩʠʩʪʝʤ; 

ð ʘʢʪʠʚʘʮʠʷ ʠ ʜʝʟʘʢʪʠʚʘʮʠʷ ʉɿʀ, ʪʘʢʠʭ ʢʘʢ ʉɸɺɿ, ʄʕ ʠ ʉʆɺ/Cʇɺ; 

ð ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʫʩʪʨʦʡʩʪʚ ʩ ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʜʦʩʪʫʧʦʤ (ʪʦʯʢʠ ʙʝʩʧʨʦʚʦʜʥʦʛʦ 

ʜʦʩʪʫʧʘ, ʧʦʜʢʣʶʯʝʥʥʳʝ USB-ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʨ.) ʠ ʪ.ʧ. 

ʇʦʜʨʦʙʥʝʝ ʜʘʥʥʳʡ ʚʦʧʨʦʩ ʨʘʩʩʤʦʪʨʝʥ ʚ ʧʨʦʝʢʪʝ ɻʆʉʊ ʈ, ʧʦʩʚʷʱʝʥʥʦʛʦ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦ-

ʙʳʪʠʡ ʀɹ [16]. 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʚʳʰʝ, ʤʦʥʠʪʦʨʠʥʛ ʀɹ ʜʦʣʞʝʥ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʵʣʝʤʝʥʪʦʚ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ï ʀʉ, ʇʆ ʠ ʝʛʦ ʮʝʣʦʩʪʥʦʩʪʠ, ʫʩʪʨʦʡʩʪʚ ʠ ʠʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘ-

ʩʪʨʦʝʢ, ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʧʦʜʢʣʶʯʝʥʠʡ ʢ ʠʥʪʝʨʥʝʪʫ ʠ ʩʝʪʷʤ ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʦʚ, 

ʧʘʨʦʣʴʥʦʡ ʟʘʱʠʪʳ ʠ ʪ.ʧ. ʊʘʢ, ʥʘʧʨʠʤʝʨ, ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʜʫʨ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ ʩ ʨʘʟʣʠʯʥʦʡ 

ʩʪʝʧʝʥʴʶ ʧʝʨʠʦʜʠʯʥʦʩʪʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʦʪʚʝʪʩʪʚʝʥʥʳʤʠ ʣʠʮʘʤʠ (ʥʘʧʨʠʤʝʨ, ʩʠʩʪʝʤ-
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ʥʳʤ/ʩʝʪʝʚʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʠ ʦʧʝʨʘʪʦʨʦʤ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʎʀʋʉɹ) ʦʙʷʟʘʪʝʣʴʥʦ ʚʳʧʦʣ-

ʥʷʶʪʩʷ, ʥʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1) ʝʞʝʜʥʝʚʥʦ: 

ð ʘʥʘʣʠʟ ɾʈʉ ʉɿʀ ʠ ʩʣʫʞʝʙʥʳʭ ʧʨʦʛʨʘʤʤ; 

ð ʚʳʷʚʣʝʥʠʝ ʧʦʧʳʪʦʢ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ; 

ð ʘʥʘʣʠʟ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ; 

2) ʦʜʠʥ ʨʘʟ ʚ ʥʝʜʝʣʶ: 

ð ʧʨʦʚʝʨʢʘ ʨʘʙʦʪʳ ʩʝʨʚʠʩʦʚ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʧʦʣʴʟʦʚʘʪʝʣʷʤ; 

ð ʧʨʦʚʝʨʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ; 

ð ʧʨʦʬʠʣʘʢʪʠʢʘ ɹɼ; 

ð ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʬʠʣʘʢʪʠʢʘ ʩʝʨʚʝʨʦʚ; 

ð ʧʨʦʚʝʨʢʘ ʚʨʝʤʝʥʠ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ; 

ð ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʦʙʥʦʚʣʝʥʠʡ ʆʉ ʠ ʩʝʨʚʝʨʥʳʭ ʧʨʠʣʦʞʝʥʠʡ; 

3) ʦʜʠʥ ʨʘʟ ʚ ʜʚʝ ʥʝʜʝʣʠ (ʚ ʯʘʩʳ ʦʪʩʫʪʩʪʚʠʷ ʨʘʙʦʪʥʠʢʦʚ ʠʣʠ ʥʘʠʤʝʥʴʰʝʡ ʟʘʛʨʫʟʢʠ): 

ð ʧʨʠʥʫʜʠʪʝʣʴʥʘʷ ʧʨʦʚʝʨʢʘ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʠ ʩʠʩʪʝʤ; 

ð ʧʨʦʬʠʣʘʢʪʠʢʘ ʜʠʩʢʦʚʦʡ ʠ ʬʘʡʣʦʚʦʡ ʧʦʜʩʠʩʪʝʤ ʥʘ ʩʝʨʚʝʨʘʭ; 

ð ʧʨʦʬʠʣʘʢʪʠʯʝʩʢʘʷ ʦʩʪʘʥʦʚʢʘ ʩʝʨʚʝʨʦʚ; 

ð ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʆʉ; 

4) ʦʜʠʥ ʨʘʟ ʚ ʤʝʩʷʮ: 

ð ʩʦʩʪʘʚʣʝʥʠʝ ʦʪʯʝʪʘ ʜʦʩʪʫʧʘ ʢ ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʘʤ; 

5) ʧʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ: 

ð ʧʨʦʚʝʨʢʘ ʦʙʥʦʚʣʝʥʠʷ ʢʣʠʝʥʪʩʢʠʭ ʧʨʠʣʦʞʝʥʠʡ; 

ð ʫʜʘʣʝʥʠʝ ʚʨʝʤʝʥʥʳʭ ʠ ʫʩʪʘʨʝʚʰʠʭ ʢʦʧʠʡ ʬʘʡʣʦʚ ʠ ʪ.ʧ. 

ɺ ʧʨʦʮʝʩʩʝ ʤʦʥʠʪʦʨʠʥʛʘ ʚʩʝ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʝ ʜʣʷ ʀʊʂʉ ʜʘʥʥʳʝ ʦʙ ʦʪʢʘʟʘʭ ʠ ʩʦʙʳʪʠʷʭ 

ʀɹ ʜʦʣʞʥʳ ʧʦʜʚʝʨʛʘʪʴʩʷ ʧʦʩʪʦʷʥʥʦʤʫ ʜʝʪʘʣʴʥʦʤʫ ʠ ʨʝʛʫʣʷʨʥʦʤʫ ʘʥʘʣʠʟʫ, ʯʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʩʚʦʝʚʨʝʤʝʥʥʦʝ ʚʳʷʚʣʝʥʠʝ ʠ ʧʦʥʠʤʘʥʠʝ ʚʳʷʚʣʝʥʥʳʭ ʦʪʢʘʟʦʚ, ʩʦʩʪʦʷʚʰʠʭʩʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ 

ʠ ʚʦʟʥʠʢʘʶʱʠʭ ʫʛʨʦʟ ʀɹ, ʢʦʪʦʨʳʤ ʧʦʜʚʝʨʞʝʥ rʵʣʝʤʝʥʪʳ ʀʊʂʉ, ʠ ʧʨʠʯʠʥ ʠʭ ʚʦʟʥʠʢʥʦʚʝʥʠʷ. 

ʅʘ ʵʪʦʡ ʦʩʥʦʚʝ ʜʘʣʝʝ ʜʝʣʘʝʪʩʷ ʚʳʚʦʜ ʦ ʷʚʥʦʤ ʥʘʣʠʯʠʠ, ʦʪʩʫʪʩʪʚʠʠ ʠʣʠ ʚʦʟʤʦʞʥʦʩʪʠ ʥʘʩʪʫʧʣʝ-

ʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʀʊʂʉ. ʅʦ ʚʦ ʤʥʦʛʦʤ ʨʝʟʫʣʴʪʘʪʳ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

ʙʫʜʫʪ ʟʘʚʠʩʝʪʴ ʦʪ ʢʘʯʝʩʪʚʘ ʠ ʧʦʣʥʦʪʳ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʉɿʀ ʧʦ ʨʝʛʠʩʪʨʘʮʠʠ 

ʩʦʙʳʪʠʡ ʀɹ ʠ ʥʘ ʵʪʦʡ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʚʣʠʷʝʪ ʥʘ ʜʘʣʴ-

ʥʝʡʰʫʶ ʦʙʨʘʙʦʪʢʫ ʨʠʩʢʦʚ ʀɹ ʀʊʂʉ. 

ʇʦʩʢʦʣʴʢʫ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ɾʈʉ ʦʯʝʥʴ ʚʝʣʠʢ, ʮʝʣʝʩʦʦʙʨʘʟʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʚʪʦʤʘʪʠʟʠ-

ʨʦʚʘʥʥʳʝ ʩʨʝʜʩʪʚʘ ʜʣʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʦʪʙʦʨʘ, ʘʥʘʣʠʟʘ ʠ ʢʦʨʨʝʣʷʮʠʠ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʨʘʟ-

ʥʦʨʦʜʥʳʭ ʜʘʥʥʳʭ [181].  
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ʇʦʣʫʯʝʥʥʳʝ ʚʦ ʚʨʝʤʷ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʨʝʟʫʣʴʪʘʪʳ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʚ ʩʦʦʪ-

ʚʝʪʩʪʚʫʶʱʠʭ ʦʪʯʝʪʘʭ, ʠ ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʟʘʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʜʝʡʩʪʚʠʷ, ʥʘʧʨʘʚʣʝʥ-

ʥʳʝ ʥʘ ʫʩʪʨʘʥʝʥʠʝ ʚʳʷʚʣʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʦʪʢʘʟʦʚ, ʧʨʝʨʳʚʘʥʠʝ ʥʝʜʦʧʫʩʪʠʤʳʭ ʚʠʜʦʚ ʩʦʙʳ-

ʪʠʡ ʠ ʪ.ʧ.  

ɽʱʝ ʨʘʟ ʧʦʜʯʝʨʢʠʚʘʷ ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ ʬʫʥʢʮʠʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ, ʤʦʞʥʦ ʦʪʤʝ-

ʪʠʪʴ, ʯʪʦ ʪʝʭʥʠʯʝʩʢʦʡ ʨʝʘʣʠʟʘʮʠʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʩʚʦʡʩʪʚʝʥʥʘ ʠʝʨʘʨʭʠʯʥʦʩʪʴ, ʧʨʝʜʧʦʣʘʛʘʶ-

ʱʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʢʦʥʪʨʦʣʠʨʫʶʱʠʭ ʤʝʨ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ ʢʦʥʪʨʦʣʷ ï ʬʠʟʠʯʝʩʢʦʤ, ʩʝʪʝʚʦʤ, 

ʆʉ, ʉʋɹɼ, ʧʨʠʢʣʘʜʥʦʤ. 

 

3.3.2. ɺʟʘʠʤʦʩʚʷʟʴ ʧʨʦʮʝʩʩʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʫʜʠʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ-

ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʇʦʥʷʪʠʝ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʪʝʩʥʦ ʩʚʷʟʘʥʦ ʩ ʧʦʥʷʪʠʝʤ ʘʫʜʠʪʘ ʀɹ (ʨʠʩ. 29) (ʥʘ ʦʩʥʦʚʝ 

[170]). ʇʨʦʮʝʩʩ ʤʦʥʠʪʦʨʠʥʛ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʣʞʝʥ ʚ ʦʙʷʟʘʪʝʣʴʥʦʤ ʧʦʨʷʜʢʝ ʧʨʝʜ-

ʰʝʩʪʚʦʚʘʪʴ ʵʪʘʧʫ ʦʙʨʘʙʦʪʢʠ ʨʠʩʢʦʚ ʀɹ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʜʣʷ ʥʝʛʦ ʠʩʭʦʜʥʳʝ ʜʘʥʥʳʝ ʟʘ ʩʯʝʪ ʚʳʷʚ-

ʣʝʥʠʷ ʦʪʢʣʦʥʝʥʠʡ ʦʪ ʟʘʜʘʥʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʧʨʝʜʧʠʩʘʥʥʳʭ ʨʝʛʣʘʤʝʥʪʦʚ ï ʰʪʘʪʥʦʛʦ ʨʝʞʠʤʘ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚʩʝʡ ʀʊʂʉ ʠ ʝʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʠ ʧʝʨʝʜʘʚʘʷ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʫʞʝ 

ʩʚʝʨʰʠʚʰʠʤʩʷ ʠʥʮʠʜʝʥʪʘʤ ʀɹ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʦʟʤʦʞʥʳʤ ʥʘʨʫʰʝʥʠʷʤ ʀɹ ʀʊʂʉ. ʄʦʥʠʪʦ-

ʨʠʥʛ ʀɹ ʀʊʂʉ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ, ʘʜʝʢʚʘʪʥʳ ʣʠ ʨʠʩʢʘʤ ʀɹ ʠʩʧʦʣʴʟʫʝʤʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ ʠ ʜʦʣʞʥʳʤ ʣʠ ʦʙʨʘʟʦʤ ʨʝʰʘʶʪʩʷ ʟʘʜʘʯʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠ ʁ ʀɹ ʀʊʂʉ ʚ ɽʀʇ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʚʦʟʣʦʞʝʥʥʳʝ ʥʘ ʦʪʜʝʣʴʥʳʭ ʨʘʙʦʪʥʠʢʦʚ ʠʣʠ ʵʢʩʧʣʫʘʪʠʨʫʝʤʳʝ ʀʊ, ʠ ʚʝʨʥʦ 

ʩʧʣʘʥʠʨʦʚʘʪʴ ʢʦʨʨʝʢʪʠʨʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʀʊʂʉ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʥʘʠʙʦʣʝʝ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤʠ ʚ ʜʘʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ. 

ɺ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʣʞʥʳ ʙʳʪʴ ʨʘʟʨʘʙʦʪʘʥʳ ʠ ʜʦʢʫʤʝʥʪʘʣʴʥʦ ʦʬʦʨʤʣʝʥʳ ʧʨʦʮʝʜʫʨʳ 

ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʀʊʂʉ, ʚʢʣʶʯʘʷ ʢʦʥʪʨʦʣʴ ʧʘʨʘʤʝʪʨʦʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʥʘʩʪʨʦʝʢ ʚʩʝʭ ʉɿʀ ʠ 

ʧʨʦʮʝʜʫʨʳ ʘʥʘʣʠʟʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ, ʧʨʝʜʧʨʠʥʷʪʳʭ ʜʝʡʩʪʚʠʡ ʠ ʦʧʝʨʘʮʠʡ. ɺʩʝ ʵʪʠ 

ʧʨʦʮʝʜʫʨʳ ʜʦʣʞʥʳ ʙʳʪʴ ʦʩʥʦʚʘʥʳ ʥʘ ʜʦʢʫʤʝʥʪʘʣʴʥʦ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʢʨʠʪʝʨʠʷʭ ʚʳʷʚʣʝʥʠʷ 

ʥʝʧʨʘʚʦʤʝʨʥʳʭ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ, ʪʨʘʥʟʘʢʮʠʡ, ʩʦʙʳʪʠʡ ʠ ʪ.ʧ. ʋʢʘʟʘʥʥʳʝ ʧʨʦʮʝʜʫ-

ʨʳ ʚʳʧʦʣʥʷʶʪʩʷ ʧʝʨʩʦʥʘʣʦʤ ʆʈɻɸʅʀɿɸʎʀʀ, ʦʪʚʝʪʩʪʚʝʥʥʳʤ ʟʘ ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ ʀʊʂʉ, ʥʘ 

ʨʝʛʫʣʷʨʥʦʡ ʦʩʥʦʚʝ ʠ ʜʦʣʞʥʳ ʦʭʚʘʪʳʚʘʪʴ ʚʩʝ ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʠ ʵʢʩʧʣʫʘʪʠʨʫʝʤʳʝ ʤʝʨʳ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʀɹ, ʚʭʦʜʷʱʠʝ ʚ ʉʆʀɹ ʀʊʂʉ ʢʘʢ ʯʘʩʪʠ ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ. ʊʘʢʞʝ ʜʦʢʫʤʝʥʪʘʣʴʥʦ 

ʦʧʨʝʜʝʣʷʶʪʩʷ, ʘ ʟʘʪʝʤ ʚʳʧʦʣʥʷʶʪʩʷ ʧʨʦʮʝʜʫʨʳ ʩʙʦʨʘ ʠ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʝʡʩʪʚʠʷʭ ʨʘ-

ʙʦʪʥʠʢʦʚ ʆʈɻɸʅʀɿɸʎʀʀ, ʩʦʙʳʪʠʷʭ ʠ ʧʘʨʘʤʝʪʨʘʭ, ʠʤʝʶʱʠʭ ʦʪʥʦʰʝʥʠʝ ʢ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʶ 

ʩʘʤʠʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ.  

 



168 

 

 

 

ʈʠʩʫʥʦʢ 29 ï ɺʟʘʠʤʦʩʚʷʟʴ ʧʨʦʮʝʩʩʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʠ ʘʫʜʠʪʘ ʀɹ ʜʣʷ ʀʊʂʉ  

 

ʈʘʥʝʝ ʚ ʨʘʟʜʝʣʝ 1.2 ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ [99] ʫʞʝ ʧʦʜʯʝʨʢʠʚʘʣʦʩʴ, ʯʪʦ ʦʙʱʠʝ ʠ ʙʦʣʝʝ ʩʧʝ-

ʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʉɿʀ ʤʦʛʫʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʪʝʯʝʥʠʝ ʦʜʥʦʛʦ ʜʥʷ 

ʤʠʣʣʠʦʥʳ ʩʦʙʳʪʠʡ ʀɹ ʨʘʟʣʠʯʥʦʛʦ ʧʨʦʠʩʭʦʞʜʝʥʠʷ ʠ ʩ ʨʘʟʥʳʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ. ʆʙʲʝʤ ʨʘʙʦʪʳ, 

ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʩʦʙʳʪʠʡ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʚʘʞʥʳʭ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʀɹ ʜʘʥʥʳʭ ʠ ʧʦ-

ʣʫʯʝʥʠʷ ʥʘ ʦʩʥʦʚʝ ʠʭ ʘʥʘʣʠʟʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʀɹ ʤʦʞʝʪ ʙʳʪʴ ʦʛʨʦʤʝʥ. ʂ ʩʦʞʘʣʝ-

ʥʠʶ, ʵʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʯʘʩʪʦ ʜʦ ʩʠʭ ʧʦʨ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʵʢʩʧʝʨʪʘʤʠ ʠ ʘʥʘʣʠʪʠʢʘʤʠ ʚʨʫʯʥʫʶ (ʩ 

ʮʝʣʴʶ ʢʦʨʨʝʣʷʮʠʠ ʩ ʧʝʨʚʦʛʦ ʚʟʛʣʷʜʘ ʥʝ ʩʚʷʟʘʥʥʳʭ ʤʝʞʜʫ ʩʦʙʦʡ ʩʦʙʳʪʠʡ) ʠ ʦʪʥʠʤʘʝʪ ʤʥʦʛʦ 

ʚʨʝʤʝʥʠ ʜʘʞʝ ʫ ʦʧʳʪʥʳʭ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ï ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʀɹ. ʉʚʦʝʚʨʝʤʝʥʥʦʝ ʠ ʧʦʩʪʦʷʥʥʦʝ 

ʥʘʙʣʶʜʝʥʠʝ, ʩʙʦʨ, ʩʣʦʞʥʳʡ ʢʦʨʨʝʣʷʮʠʦʥʥʳʡ ʘʥʘʣʠʟ ʠ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʢʦʥ-

ʪʝʢʩʪʝ ʩ ʫʯʝʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʤʝʨʦʧʨʠʷʪʠʡ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʩʪʘʚʣʝʥʥʳʤʠ ʮʝʣʷʤʠ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʫʧʦʣʥʦʤʦ-

ʯʝʥʥʳʤ ʣʠʮʘʤ ʧʦʣʥʦʡ, ʩʚʦʝʚʨʝʤʝʥʥʦʡ ʠ ʜʦʩʪʦʚʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʧʨʠʥʷʪʠʷ ʦʙʦʩʥʦʚʘʥʥʳʭ 

ʨʝʰʝʥʠʡ ʚ ʩʬʝʨʝ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʥʳʤʠ ʟʘʜʘʯʘʤʠ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ. 

 

3.3.3. ɺʟʘʠʤʦʩʚʷʟʴ ʧʨʦʮʝʩʩʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

 

ʀʟ ʚʳʰʝ ʦʧʠʩʘʥʥʳʭ ʬʫʥʢʮʠʡ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʧʨʦʮʝʩʩʳ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ 

ʪʘʢʞʝ ʪʝʩʥʦ ʚʟʘʠʤʦʩʚʷʟʘʥʳ ʩ ʧʨʦʮʝʩʩʘʤʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʀʊʂʉ (ʨʠʩ. 30) (ʥʘ ʦʩ-

ʥʦʚʝ [170]).  
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ʈʠʩʫʥʦʢ 30 ï ɺʟʘʠʤʦʩʚʷʟʴ ʧʨʦʮʝʩʩʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʀɹ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

ʇʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʧʨʦʮʝʜʫʨʳ ʧʝʨʝʩʤʦʪʨʘ 

ʠ ʫʣʫʯʰʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʢʘʢ ʥʘ ʨʝʛʫʣʷʨʥʦʡ ʦʩʥʦʚʝ (ʩʠʩʪʝʤʘʪʠʯʝ-

ʩʢʠ), ʪʘʢ ʠ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʦʙʨʘʙʦʪʢʠ ʣʶʙʦʛʦ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. ʌʠʥʘʣʴ-

ʥʳʡ ʦʪʯʝʪ ʧʦ ʢʘʞʜʦʤʫ ʠʥʮʠʜʝʥʪʫ ʀɹ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ɹɼ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ ʠ ʚʢʣʶʯʘʝʪ ʠʭ 

ʷʚʥʳʝ ʧʨʠʟʥʘʢʠ ʠ ʧʨʝʜʚʝʩʪʥʠʢʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʙʫʜʫʱʝʤ ʧʨʠ ʧʨʦʛʥʦʟʠʨʦ-

ʚʘʥʠʠ ʠ ʦʙʨʘʙʦʪʢʝ ʧʦʜʦʙʥʳʭ ʠʥʮʠʜʝʥʪʦʚ. ʇʨʝʜʣʦʞʝʥʠʷ ʧʦ ʫʣʫʯʰʝʥʠʶ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʢʘʩʘʶʪʩʷ ʚʦʧʨʦʩʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠʣʠ ʨʝʩʫʨ-

ʩʦʚ, ʦʙʫʯʝʥʠʷ ʧʝʨʩʦʥʘʣʘ ʠ ʪ.ʧ., ʪʦ ʝʩʪʴ ʚʩʝʛʦ, ʯʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ, ʥʘʧʨʘʚ-

ʣʝʥʥʳʭ ʥʘ ʚʳʙʦʨ ʠ ʨʝʘʣʠʟʘʮʠʶ ʤʝʨ ʧʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ 

ʀɹ, ʦʮʝʥʢʫ ʨʠʩʢʦʚ ʀɹ ʠ ʠʥʠʮʠʠʨʦʚʘʥʠʝ ʫʣʫʯʰʝʥʠʡ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʦʙʥʦʚʣʝʥʠʝ ʠ/ʠʣʠ ʨʝʘʣʠ-

ʟʘʮʠʶ ʥʦʚʳʭ ʤʝʨ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʠ, ʚ ʠʪʦʛʝ, ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʉʋʀɹ ʀʊʂʉ. ʀʟʤʝʥʝʥʠʝ ʤʝʨ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʨʝʛʣʘʤʝʥʪʦʚ ʠ ʨʦʣʝʡ ʧʝʨʩʦʥʘʣʘ ʪʘʢʞʝ ʥʝʠʟʙʝʞʥʦ ʦʪʨʘʞʘʝʪʩʷ ʥʘ ʧʨʦʮʝʩʩʘʭ 

ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ. ɽʩʣʠ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʧʝʨʝʩʤʦʪʨʝ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʧʦʷʚʠʣʘʩʴ ʨʝʢʦ-

ʤʝʥʜʘʮʠʷ ʧʦ ʚʢʣʶʯʝʥʠʶ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʥʠʪʦʨʠʥʛʘ ʥʘ ʩʝʨʚʝʨʝ ʀʊʂʉ, ʪʦ ʵʪʦʪ 

ʚʦʧʨʦʩ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʥʝʣʴʟʷ ʨʝʰʠʪʴ ʪʦʣʴʢʦ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, 
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ʧʦʩʢʦʣʴʢʫ ʧʦʪʨʝʙʫʝʪʩʷ ʝʱʝ ʚʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʉɿʀ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ 

ʨʝʛʣʘʤʝʥʪʘʤʠ ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ. 

 

3.4. ʈʘʟʨʘʙʦʪʢʘ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʝʪʠ 

3.4.1. ɿʘʜʘʯʠ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʅʠ ʦʜʥʘ ʩʘʤʘʷ ʩʦʚʝʨʰʝʥʥʘʷ ʤʝʨʘ ʧʦ ʩʥʠʞʝʥʠʶ ʨʠʩʢʦʚ ʀɹ, ʙʫʜʴ ʪʦ ʜʦʩʢʦʥʘʣʴʥʦ ʧʨʦʨʘ-

ʙʦʪʘʥʥʘʷ ʇʦʣʠʪʠʢʘ ʀɹ ʠʣʠ ʩʘʤʳʡ ʩʦʚʨʝʤʝʥʥʳʡ ʄʕ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ, ʥʝ ʤʦʞʝʪ ʧʦʣʥʦʩʪʴʶ 

ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʙʳʪʠʡ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʩʫʱʠʭ ʫʛʨʦ-

ʟʫ ʀɹ ʝʝ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʉʣʦʞʥʦʩʪʴ ʠ ʨʘʟʥʦʦʙʨʘʟʠʝ ʩʧʦʩʦʙʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠ ̫ʀʊʂʉ ʧʨʝʜʦʧʨʝʜʝ-

ʣʷʶʪ ʥʘʣʠʯʠʝ ʦʩʪʘʪʦʯʥʳʭ ʨʠʩʢʦʚ ʀɹ, ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʘʯʝʩʪʚʘ ʧʦʜʛʦʪʦʚʢʠ ʠ ʚʥʝʜʨʝʥʠʷ ʤʝʨ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ. ʂʨʦʤʝ ʪʦʛʦ, ʚʩʝʛʜʘ ʩʫʱʝʩʪʚʫʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʥʦʚʳʭ, ʥʝ ʠʟʚʝʩʪʥʳʭ 

ʜʦ ʥʘʩʪʦʷʱʝʛʦ ʚʨʝʤʝʥʠ, ʘʪʘʢ çʥʫʣʝʚʦʛʦ ʜʥʷè [142]. ʇʦʵʪʦʤʫ ʣʶʙʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ 

ʨʝʘʣʠʟʦʚʘʪʴ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʜʣʷ ʨʝʰʝʥʠʷ ʩʣʝʜʫʶʱʠʭ ʟʘʜʘʯ: 

ð ʙʳʩʪʨʦʝ ʦʙʥʘʨʫʞʝʥʠʝ, ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʠʣʠ ʦʧʨʦʚʝʨʞʝʥʠʝ ʬʘʢʪʘ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ ʠ/ʠʣʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʧʦʜʦʙʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʀʊʂʉ ʚ ʙʫʜʫʱʝʤ;  

ð ʫʯʝʪ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʫʨʦʢʦʚ ʠ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʦ ʥʠʭ ʚʩʝʭ 

ʧʨʠʯʘʩʪʥʳʭ ʩʪʦʨʦʥ; 

ð ʢʦʦʨʜʠʥʘʮʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʩʦʛʣʘʩʥʦ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʨʠʦʨʠʪʝʪʘʤ ʜʝʡʩʪʚʠʡ ʠ ʜʘʣʴ-

ʥʝʡʰʝʛʦ ʘʥʘʣʠʟʘ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʚʢʣʶʯʘʷ ʦʧʨʝʜʝʣʝʥʠʝ ʩʮʝʥʘʨʠʝʚ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʩʧʦʩʦʙʦʚ ʨʝʘ-

ʣʠʟʘʮʠʡ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʘ ʪʘʢʞʝ ʧʨʠʯʘʩʪʥʳʭ ʢ ʵʪʦʤʫ ʩʫʙʲʝʢʪʦʚ; 

ð ʤʠʥʠʤʠʟʘʮʠʷ ʧʦʩʣʝʜʩʪʚʠʡ ʧʦʚʨʝʞʜʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʥʘʨʫʰʝʥʠʷ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʚ ʢʨʘʪʯʘʡʰʠʝ ʩʨʦʢʠ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʜʝʷ-

ʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ ʧʨʠ ʝʝ ʥʘʨʫʰʝʥʠʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ð ʩʙʦʨ ʧʦʣʥʳʭ ʠ ʜʦʩʪʦʚʝʨʥʳʭ ʩʚʝʜʝʥʠʡ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʧʦʩʪ-ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʧʨʦʠʟʦʰʝʜʰʠʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ ʚʦʟʙʫʞʜʝʥʠʷ ʛʨʘʞʜʘʥʩʢʦʛʦ ʠʣʠ ʫʛʦʣʦʚʥʦʛʦ ʜʝʣʘ ʧʨʦʪʠʚ 

ʥʘʨʫʰʠʪʝʣʝʡ ʀɹ; 

ð ʦʙʝʩʧʝʯʝʥʠʝ ʩʦʭʨʘʥʥʦʩʪʠ ʠ ʮʝʣʦʩʪʥʦʩʪʠ ʩʚʠʜʝʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʠʥʮʠʜʝʥʪ ʀɹ ʠʤʝʣ 

ʤʝʩʪʦ, ʥʘʢʦʧʣʝʥʠʝ ʠ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʚ ʮʠʬʨʦʚʦʡ ʬʦʨʤʝ ʦʙ ʠʤʝʚʰʠʭ ʤʝʩʪʦ ʠʥʮʠʜʝʥʪʘʭ ʀɹ; 

ð ʦʙʫʯʝʥʠʝ ʧʝʨʩʦʥʘʣʘ ʆʈɻɸʅʀɿɸʎʀʀ ʜʝʡʩʪʚʠʷʤ ʧʦ ʦʙʥʘʨʫʞʝʥʠʶ, ʫʩʪʨʘʥʝʥʠʶ ʧʦ-

ʩʣʝʜʩʪʚʠʡ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ, ʚ ʢʦʥʝʯʥʦʤ ʩʯʝʪʝ, ʫʣʫʯʰʝʥʠʁ ʚʩʝʛʦ ʧʨʦʮʝʩʩʘ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. 

ʈʝʰʝʥʠʝ ʚʩʝʭ ʵʪʠʭ ʟʘʜʘʯ ʥʘʠʙʦʣʝʝ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ ʦʙʨʘʟʦʤ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʥʘ ʦʩʥʦʚʝ 

ʨʘʟʨʘʙʦʪʢʠ ʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ (ʇʋʀʀɹ) (ʜʘʣʝʝ ʧʦʜ ʇʋʀʀɹ 
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ʙʫʜʫʪ ʦʙʦʙʱʝʥʥʦ ʧʦʥʠʤʘʪʴʩʷ ʚʩʝ ʚʭʦʜʷʱʠʝ ʚ ʥʝʛʦ ʧʨʦʮʝʩʩʳ) ʢʘʢ ʚʘʞʥʝʡʰʝʡ ʯʘʩʪʠ ʦʙʱʝʡ 

ʉʆʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʦʩʥʦʚʳ ʜʝʷʪʝʣʴʥʦʩʪʠ ʎʀʋʉɹ ʆʈɻɸʅʀɿɸʎʀʀ. ɼʘʥʥʳʝ, ʘʢʢʫʤʫʣʠ-

ʨʫʝʤʳʝ ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʧʨʦʮʝʩʩʘ, ʷʚʣʷʶʪʩʷ ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʨʘʙʦʪʳ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ 

ʜʨʫʛʠʭ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʧʨʦʚʝʜʝʥʠʷ ʘʥʘʣʠʟʘ ʨʠʩʢʦʚ ʀɹ 

ʠʣʠ ʜʣʷ ʦʮʝʥʢʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʩʫʱʝʩʪʚʫʶʱʠʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ ʠ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚ-

ʣʝʥʠʷ ʝʶ (ʢʘʢ ʵʪʦ ʙʳʣʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 30).  

 

3.4.2. ʅʦʨʤʘʪʠʚʥʘʷ ʙʘʟʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʫʱʝʩʪʚʫʝʪ ʨʷʜ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʠ ʨʦʩʩʠʡʩʢʠʭ ʜʦʢʫʤʝʥʪʦʚ, ʨʝʛʣʘʤʝʥ-

ʪʠʨʫʶʱʠʭ ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʠ, ʢʘʢ ʧʨʘʚʠʣʦ, ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʨʘʩʩʤʘʪʨʠʚʘʶʱʠʭ ʚʩʝ 

ʵʪʘʧʳ ʇʋʀʀɹ: ʦʪ ʧʣʘʥʠʨʦʚʘʥʠʷ ʜʦ ʫʣʫʯʰʝʥʠʷ ʧʦʩʣʝ ʘʥʘʣʠʟʘ ʨʝʟʫʣʴʪʘʪʦʚ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ. ʂ 

ʪʘʢʠʤ ʜʦʢʫʤʝʥʪʘʤ ʦʪʥʦʩʷʪʩʷ, ʥʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʝ (ʜʦʢʫʤʝʥʪʳ ʧʝʨʝʯʠʩʣʝʥʳ ʚ ʭʨʦʥʦʣʦʛʠʯʝ-

ʩʢʦʤ ʧʦʨʷʜʢʝ ʠʭ ʦʧʫʙʣʠʢʦʚʘʥʠʷ): 

ð ʪʝʭʥʠʯʝʩʢʠʡ ʦʪʯʝʪ CMU/SEI-2004-TR-015, ʢʦʪʦʨʳʡ ʦʧʠʩʳʚʘʝʪ ʤʝʪʦʜʠʢʫ ʧʣʘʥʠʨʦʚʘ-

ʥʠʷ, ʚʥʝʜʨʝʥʠʷ, ʦʮʝʥʢʠ ʠ ʫʣʫʯʰʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʫʜʝʣʷʷ ʦʩʥʦʚʥʦʝ 

ʚʥʠʤʘʥʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʙʦʪʳ ɻʨʫʧʧʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦ-

ʩʪʠ, ʘ ʪʘʢʞʝ ʚʚʦʜʠʪ ʨʷʜ ʢʨʠʪʝʨʠʝʚ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʦʪʦʨʳʭ ʦʨʛʘʥʠʟʘʮʠʷ ʤʦʞʝʪ ʦʮʝʥʠʚʘʪʴ ʨʝʟʫʣʴ-

ʪʘʪʠʚʥʦʩʪʴ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ, ʦʙʨʘʙʦʪʢʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ [167]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27001-2006, ʢʦʪʦʨʳʡ ʬʦʨʤʫʣʠʨʫʝʪ ʨʷʜ ʦʙʱʠʭ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʧʦ-

ʩʪʨʦʝʥʠʶ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʳʭ ʚʭʦʜʠʪ ʠ ʇʋʀʀɹ, ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʦ-

ʚʘʥʠʝ ʮʠʢʣʠʯʝʩʢʦʡ ʤʦʜʝʣʠ PDCA, ʥʘʜʣʝʞʘʱʝʝ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʧʨʦʮʝʩʩʦʚ ʠ ʧʨʦʮʝʜʫʨ, ʧʦʜ-

ʜʝʨʞʢʘ ʩʦ ʩʪʦʨʦʥʳ ʨʫʢʦʚʦʜʩʪʚʘ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʝʧʨʝʨʳʚʥʳʡ ʘʥʘʣʠʟ ʠ ʫʣʫʯʰʝʥʠʷ [105]; 

ð ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ ʊʆ 18044-2007, ʢʦʪʦʨʳʡ ʦʧʨʝʜʝʣʷʝʪ ʬʦʨʤʘʣʴʥʫʶ ʤʦʜʝʣʴ ʇʋʀʀɹ, 

ʦʧʠʩʳʚʘʝʪ ʩʘʤ ʧʨʦʮʝʩʩ ʥʘ ʦʩʥʦʚʝ PDCA, ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʚʦʧʨʦʩʳ ʧʦʜʛʦʪʦʚʢʠ ʜʣʷ ʧʨʦʮʝʩʩʘ ʥʦʨ-

ʤʘʪʠʚʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ ʠ ʜʘʝʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʥʝʦʙʭʦʜʠʤʳʤ ʧʨʦʮʝʜʫʨʘʤ ʠ ʨʝʩʫʨʩʘʤ [161]; 

ð ʩʧʝʮʠʘʣʴʥʘʷ ʧʫʙʣʠʢʘʮʠʷ NIST SP 800-61 (2012 ʛ.), ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʙʦʨ-

ʥʠʢ çʣʫʯʰʠʭ ʧʨʘʢʪʠʢè ʧʦ ʧʦʩʪʨʦʝʥʠʶ ʧʨʦʮʝʩʩʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʢʦʥʢʨʝʪʥʳʤʠ ʧʨʠʤʝʨʘʤʠ (DoS-ʘʪʘʢʘ, ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʅʉɼ, ʥʝʚʝʨʥʦʝ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʝ ʠ ʤʥʦʛʦʢʦʤʧʦʥʝʥʪʥʳʡ ʠʥʮʠʜʝʥʪ), ʠʤʝʷ ʚ ʚʠʜʫ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʧʦʥʷʪʠʝ ʠʥʮʠʜʝʥʪʘ [131]; 

ð ʜʚʝ ʯʘʩʪʠ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ISO/IEC 27035 (2016 ʛ.), ʢʦʪʦʨʳʝ ʧʦʩʚʷʱʝʥʳ 

ʧʨʠʥʮʠʧʘʤ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ [68] ʠ ʨʫʢʦʚʦʜʷʱʠʤ ʧʨʠʥʮʠʧʘʤ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʧʦʜ-

ʛʦʪʦʚʢʠ ʢ ʨʝʘʛʠʨʦʚʘʥʠ ʁʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ [127] ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʠ ʘʥʘʣʦʛʠʯʥʳʝ ʠʤ ʛʦʩʫʜʘʨʩʪ-

ʚʝʥʥʳʝ ʩʪʘʥʜʘʨʪʳ ʈʝʩʧʫʙʣʠʢʠ ʋʟʙʝʢʠʩʪʘʥ [165, 166]; 

ð ʈʉ ɹʈ ʀɹɹʉ-2.5-2014, ʢʘʢ ʠ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27001-2006, ʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʫʪʁ 
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ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ, ʵʢʩʧʣʫʘʪʘʮʠʠ, ʢʦʥʪʨʦʣʷ ʠ ʧʦʜʜʝʨʞʘʥʠʷ ʥʘ ʜʦʣʞʥʦʤ ʫʨʦʚʥʝ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠ-

ʜʝʥʪʘʤʠ ʀɹ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʩʛʨʫʧʧʠʨʦʚʘʥʥʳʝ ʚ ʚʠʜʝ ʤʦʜʝʣʠ PDCA ʧʨʦʮʝʩʩʳ, ʜʣʷ ʢʦʪʦʨʳʭ ʜʘʥʳ 

ʜʝʪʘʣʴʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʚʢʣʶʯʘʷ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ, ʚʳʙʦʨ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʧʦ ʦʙʥʘʨʫ-

ʞʝʥʠʶ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ, ʦʧʨʝʜʝʣʝʥʠʝ ʨʦʣʝʡ ʧʨʦʮʝʩʩʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠ-

ʜʝʥʪʳ ʀɹ ʠ ʪ.ʧ. [163]; 

ð ʉʊʆ ɹʈ ʀɹɹʉ-1.3-2016, ʢʦʪʦʨʳʡ ʠʤʝʝʪ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʫʶ ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ ʥʘ ʩʙʦʨ 

ʠ ʘʥʘʣʠʟ ʪʝʭʥʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʧʨʠ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʧʝʨʝʚʦ-

ʜʦʚ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ, ʥʦ ʧʨʠ ʵʪʦʤ ʩʦʜʝʨʞʠʪ ʠ ʤʥʦʛʦ ʧʦʣʝʟʥʳʭ ʩʚʝʜʝʥʠʡ ʦʙ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ, 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʧʦʜʭʦʜʘʭ ʚ ʨʘʤʢʘʭ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʚʳʷʚʣʝʥʠʶ ʙʦʣʝʝ ʦʙʱʠʭ 

ʪʠʧʦʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʥʠʭ [164]. 

 

3.4.3. ɼʝʷʪʝʣʴʥʦʩʪʴ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ-

ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʇʋʀʀɹ ʚ ʜʘʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʨʘʩʩʤʘʪ-

ʨʠʚʘʝʪʩʷ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʦʮʝʩʩʥʦʛʦ ʧʦʜʭʦʜʘ ʠ ʮʠʢʣʠʯʝʩʢʦʡ ʤʦʜʝʣʠ PDCA. ʂʨʘʪʢʦ ʩʦʜʝʨʞʘʥʠʝ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʵʪʦʡ ʤʦʜʝʣʴʶ 

ʧʨʠʚʝʜʝʥʦ ʚ ʪʘʙʣ. 7. 

ɺ ʩʘʤʦʤ ʦʙʱʝʤ ʩʣʫʯʘʝ ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʣʞʥʦ 

ʚʢʣʶʯʘʪʴ ʩʣʝʜʫʶʱʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ (ʨʠʩ. 31). 

ð ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʛʠʩʪʨʘʮʠʷ/ʬʠʢʩʘʮʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʩʠʩʪʝʤʝ (ɹɼ) ʧʨʦʠʟʦʰʝʜ-

ʰʠʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ï ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ɾʈʉ, ʩʠʩʪʝʤ ʤʦʥʠʪʦʨʠʥʛʘ ʜʦʩʪʫʧʥʦʩʪʠ 

ʀʊ-ʫʩʣʫʛ ʠ ʦʙʨʘʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ð ʆʮʝʥʢʘ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠ ʧʨʠʦʨʠʪʝʟʘʮʠʷ ʦʙʨʘʙʦʪʢʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ï ʧʨʦʠʟʚʦʜʠʪʩʷ 

ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʠʩʪʦʯʥʠʢʦʚ ʠ ʧʨʠʯʠʥ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʟʘʪʨʦʥʫʪʳʭ ʘʢʪʠʚʦʚ ʠ ʩʦ-

ʦʪʚʝʪʩʪʚʫʶʱʠʭ ʜʝʡʩʪʚʠʡ ʜʣʷ ʝʛʦ ʨʘʟʨʝʰʝʥʠʷ, ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʨʠʪʠʯʥʦʩʪʴ ʠʥʮʠʜʝʥʪʘ ʀɹ 

ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ. 

ð ʉʦʭʨʘʥʝʥʠʝ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ ʚ ɹɼ ʠ ʩʙʦʨ ʩʚʠʜʝʪʝʣʴʩʪʚ ʝʛʦ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ, ʚʢʣʶʯʘʷ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ, ʨʘʟʚʠʪʠʝ ʩʦʙʳʪʠʡ ʠ ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦʜʭʦʜ. 

ð ɺʩʝʩʪʦʨʦʥʥʝʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʀʊ-ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʧʘʨʪʥʝ-

ʨʦʚ ʠ ʧʝʨʩʦʥʘʣʘ ʆʈɻɸʅʀɿɸʎʀʀ, ʘ ʪʘʢʞʝ ʩʧʝʮʠʘʣʠʩʪʦʚ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʩʙʦʨʦʤ ʩʚʠʜʝʪʝʣʴʩʪʚ 

ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ð ʈʘʟʨʝʰʝʥʠʝ ʠ ʟʘʢʨʳʪʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ï ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʚʦʝʚʨʝʤʝʥʥʘʷ ʦʙʨʘʙʦʪʢʘ ʠ 

ʨʘʟʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʟʘʪʨʦʥʫʪʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʠ ʧʦʚʨʝʞʜʝʥʥʳʭ ʀʊ-

ʫʩʣʫʛ ʟʘ ʩʯʝʪ ʨʝʢʦʥʬʠʛʫʨʘʮʠʠ, ʧʝʨʝʫʩʪʘʥʦʚʢʠ ʠʣʠ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ ʉɿʀ, ʩʠʩʪʝʤ, ʩʝʨ-
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ʚʠʩʦʚ ʠ ʪ.ʧ. 

ð ʀʟʚʣʝʯʝʥʠʝ ʫʨʦʢʦʚ ʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ï ʩ ʧʦʜʨʦʙʥʳʤ ʦʧʠʩʘʥʠʝ ʧʨʦʠʟʦʰʝʜʰʝʛʦ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ, ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝʤ ʚʳʷʚʣʝʥʥʳʭ ʩʦʙʳʪʠʡ ʀɹ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʝʤ ʦʪʯʝʪʦʚ ʨʫʢʦʚʦʜʩʪʚʫ, 

ʘʥʘʣʠʟʦʤ ʧʦʣʫʯʝʥʥʳʭ ʫʨʦʢʦʚ, ʢʦʥʪʨʦʣʝʤ ʢʘʯʝʩʪʚʘ ʨʘʟʨʝʰʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝ-

ʥʠʷ ʥʝʩʦʦʪʚʝʪʩʪʚʠʡ ʠ ʨʘʟʨʘʙʦʪʢʠ ʧʣʘʥʘ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʠ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʫʧʨʘʚʣʝʥʠʶ 

ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ. 

ð ʇʦʜʛʦʪʦʚʢʘ ʢ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʇʋʀʀɹ, ʚʢʣʶʯʘʶʱʘʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ, ʧʦʚʳʰʝ-

ʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ, ʦʙʫʯʝʥʠʝ, ʩʦʟʜʘʥʠʝ ɻʈʀʀɹ, ʨʘʟʨʘʙʦʪʢʫ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʠʪʠʢ ʠ 

ʧʨʦʮʝʜʫʨ ʠ ʚʳʙʦʨ ʩʨʝʜʩʪʚ. 

 

ʊʘʙʣʠʮʘ 7 ï ʉʦʜʝʨʞʘʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

ʇʣʘʥʠʨʦʚʘʥʠʝ 

ʠ ʧʦʜʛʦʪʦʚʢʘ 

ʧʨʦʮʝʩʩʦʚ  

ʆʧʨʝʜʝʣʝʥʠʝ ʮʝʣʝʡ, ʧʨʦʮʝʩʩʦʚ ʠ ʧʨʦʮʝʜʫʨ, ʟʥʘʯʠʤʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠ-

ʜʝʥʪʘʤʠ ʀɹ ʠ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʀɹ ʀʊʂʉ, ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʨʝʟʫʣʴʪʘ-

ʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʦʙʱʠʤ ʧʦʣʠʪʠʢʘʤ ʠ ʮʝʣʷʤ ʆʈɻɸʅʀɿɸʎʀʀ ï ʨʘʟʨʘ-

ʙʘʪʳʚʘʶʪʩʷ ʜʦʢʫʤʝʥʪʳ (ʇʦʣʠʪʠʢʠ ʠ ʇʣʘʥʳ), ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʝ ʧʨʦʮʝʩʩ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ, ʩʦʟʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʦʨʛʘʥʠʟʘʮʠʦʥ-

ʥʘʷ ʩʪʨʫʢʪʫʨʘ (ɻʨʫʧʧʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ɻʈʀʀɹ), ʘ ʪʘʢʞʝ 

ʚʳʜʝʣʷʶʪʩʷ ʣʶʜʩʢʠʝ ʠ ʤʘʪʝʨʠʘʣʴʥʳʝ ʨʝʩʫʨʩʳ, ʠ ʧʨʦʚʦʜʠʪʩʷ ʦʙʫʯʝʥʠʝ ʧʝʨ-

ʩʦʥʘʣʘ. 

ʈʝʘʣʠʟʘʮʠʷ 

ʧʨʦʮʝʩʩʦʚ (ʚr-

ʷʚʣʝʥʠʝ ʠʥʮʠ-

ʜʝʥʪʦʚ ʠ ʦʪ-

ʯʝʪʥʦʩʪʴ) 

ʈʝʘʣʠʟʘʮʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʮʝʩʩʦʚ, ʧʨʦʮʝʜʫʨ ʠ ʩʨʝʜʩʪʚ ʫʧʨʘʚʣʝʥʠʷ, ʚ 

ʨʘʤʢʘʭ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʀʊʂʉ ï ʧʨʦʠʩʭʦʜʠʪ ʤʦʥʠʪʦʨʠʥʛ ʀɹ, 

ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʦʧʦʚʝʱʝʥʠʝ ʦ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʩʦʙʳʪʠʷ ʀɹ, ʩʙʦʨ ʠʥʬʦʨʤʘ-

ʮʠʠ ʦ ʥʝʤ ʠ ʝʛʦ ʦʮʝʥʢʘ, ʦʧʨʝʜʝʣʝʥʠʝ ʷʚʣʷʝʪʩʷ ʣʠ ʜʘʥʥʦʝ ʩʦʙʳʪʠʝ ʠʥʮʠʜʝʥ-

ʪʦʤ ʀɹ, ʩʦʩʪʘʚʣʝʥʠʝ ʦʪʯʝʪʦʚ ʧʦ ʩʦʙʳʪʠʷʤ ʀɹ, ʘ ʪʘʢʞʝ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥ-

ʮʠʜʝʥʪ ʀɹ, ʦʧʨʝʜʝʣʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʚʝʜʝʥʠʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ. 

ʇʨʦʚʝʨʢʘ (ʤʦ-

ʥʠʪʦʨʠʥʛ ʠ 

ʘʥʘʣʠʟ) ʧʨʦ-

ʮʝʩʩʦʚ 

ʆʮʝʥʢʘ ʠ, ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʨʝʥʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʧʨʦʮʝʩʩʦʚ ʜʣʷ ʧʨʦʚʝʨ-

ʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʮʝʣʷʤ ʠ ʧʨʘʢʪʠʯʝʩʢʦʤʫ ʦʧʳʪʫ, ʘ ʪʘʢʞʝ ʧʝʨʝʜʘʯʘ ʫʧʨʘʚʣʝʥ-

ʯʝʩʢʦʤʫ ʧʝʨʩʦʥʘʣʫ ʨʝʟʫʣʴʪʘʪʦʚ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʘʥʘʣʠʟʘ ï ʧʨʦʚʦʜʠʪʩʷ 

ʘʥʘʣʠʟ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ, ʥʘ ʦʩʥʦʚʝ ʯʝʛʦ ʜʝʣʘʶʪʩʷ ʚʳʚʦʜʳ ʠ ʩʦ-

ʩʪʘʚʣʷʶʪʩʷ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʣʫʯʰʝʥʠʶ ʧʨʦʮʝʩʩʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ ʮʝʣʦʤ 

ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʯʘʩʪʥʦʩʪʠ. 

ʉʦʚʝʨʰʝʥʩʪ-

ʚʦʚʘʥʠʝ (ʩʦ-

ʧʨʦʚʦʞʜʝʥʠʝ ʠ 

ʫʣʫʯʰʝʥʠʝ) 

ʧʨʦʮʝʩʩʦʚ 

ʇʨʠʥʷʪʠʝ ʢʦʨʨʝʢʪʠʨʫʶʱʠʭ ʠ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʭ ʤʝʨ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʦʮʝʥ-

ʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʘʥʘʣʠʟʘ ʇʋʀʀɹ, ʚʳʧʦʣʥʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʯʝʩʢʠʤ ʧʝʨ-

ʩʦʥʘʣʦʤ, ʘ ʪʘʢʞʝ ʥʘ ʦʩʥʦʚʝ ʜʨʫʛʦʡ ʟʥʘʯʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʩ ʮʝʣʴʶ ʧʦʩʪʦ-

ʷʥʥʦʛʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ï ʨʝʘʣʠʟʫʶʪʩʷ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʚʳʨʘʙʦʪʘʥʥʳʝ ʥʘ 

ʵʪʘʧʝ ʘʥʘʣʠʟʘ, ʠ ʠʟ ʇʋʀʀɹ ʠʟʚʣʝʢʘʶʪʩʷ ʧʦʣʫʯʝʥʥʳʝ ʫʨʦʢʠ. 

 



174 

 

 

 
ʈʠʩʫʥʦʢ 31 ï ɼʝʷʪʝʣʴʥʦʩʪʴ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ  

 

ʇʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʩʜʝʣʘʪʴ ʟʘʤʝʯʘʥʠʝ ʦ ʰʢʘʣʝ ʧʨʠʦʨʠʪʝʪʦʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʭʦʪʷ 

ʢʦʥʝʯʥʳʡ ʝʝ ʚʘʨʠʘʥʪ ʙʫʜʝʪ ʟʘʚʠʩʝʪʴ ʦʪ ʩʘʤʦʡ ʆʈɻɸʅʀɿɸʎʀʀ ʠ ʟʘʢʦʥʦʚ, ʧʦʜʟʘʢʦʥʥʳʭ ʘʢʪʦʚ ʠ 

ʜʦʛʦʚʦʨʥʳʭ ʦʙʷʟʘʪʝʣʴʩʪʚ. ʉʣʝʜʫʶʱʠʡ ʧʦʭʦʜ ʢ ʩʦʩʪʘʚʣʝʥʠʶ ʰʢʘʣʳ ʤʦʞʝʪ ʧʦʩʣʫʞʠʪʴ ʦʪʧʨʘʚ-

ʥʦʡ ʪʦʯʢʦʡ ʧʨʠ ʚʳʨʘʙʦʪʢʝ ʠʝʨʘʨʭʠʠ ʦʪʚʝʪʥʳʭ ʤʝʨ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʀʊʂʉ. 

ʇʝʨʚʳʡ ʧʨʠʦʨʠʪʝʪ ð ʟʘʱʠʪʠʪʴ ʞʠʟʥʴ ʠ ʟʜʦʨʦʚʴʝ ʣʶʜʝʡ; ʧʨʠ ʚʩʝʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ ʟʘ-

ʱʠʪʘ ʯʝʣʦʚʝʯʝʩʢʠʭ ʞʠʟʥʝʡ ʜʦʣʞʥʘ ʩʪʦʷʪʴ ʥʘ ʧʝʨʚʦʤ ʤʝʩʪʝ.  

ɺʪʦʨʦʡ ʧʨʠʦʨʠʪʝʪ ð ʟʘʱʠʪʠʪʴ ʢʨʠʪʠʯʝʩʢʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ ʠ ʚʘʞʥʳʝ ʜʘʥʥʳʝ (ʚ ʩʦʦʪ-

ʚʝʪʩʪʚʠʠ ʩ ʧʨʠʤʝʥʠʤʦʡ ʧʨʘʚʦʚʦʡ ʠ ʥʦʨʤʘʪʠʚʥʦʡ ʙʘʟʦʡ).  

ʊʨʝʪʠʡ ʧʨʠʦʨʠʪʝʪ ð ʟʘʱʠʪʠʪʴ ʧʨʦʯʠʝ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ ʠ ʜʘʥʥʳʝ, ʚʢʣʶʯʘʷ ʯʘʩʪʥʫʶ, 

ʫʧʨʘʚʣʝʥʯʝʩʢʫʶ ʠ ʜʨʫʛʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʧʦʩʢʦʣʴʢʫ ʧʦʪʝʨʷ ʜʘʥʥʳʭ ʜʦʨʦʛʘ ʠ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʨʝ-

ʩʫʨʩʦʚ, ʟʘʪʨʘʯʝʥʥʳʭ ʥʘ ʠʭ ʥʘʢʦʧʣʝʥʠʝ.  

ʏʝʪʚʝʨʪʳʡ ʧʨʠʦʨʠʪʝʪ ð ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʚʨʝʞʜʝʥʠʝ ʀʉ ʠ ʀʊ-ʫʩʣʫʛ ʀʊʂʉ (ʧʦʪʝʨʶ ʠ 

ʠʟʤʝʥʝʥʠʝ ʩʠʩʪʝʤʥʳʭ ʬʘʡʣʦʚ, ʧʦʚʨʝʞʜʝʥʠʝ ʜʠʩʢʦʚʦʜʦʚ ʠ ʪ.ʧ.), ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʜʦʨʦʛʦʩʪʦʷʱʠʭ 

ʧʨʦʩʪʦʝʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʡ.  

ʇʷʪʳʡ ʧʨʠʦʨʠʪʝʪ ð ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʫʨʦʥ, ʥʘʥʝʩʝʥʥʳʡ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʩʠʩʪʝ-

ʤʘʤ ʀʊʂʉ; ʚʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʣʫʯʰʝ ʚʳʢʣʶʯʠʪʴ ʩʠʩʪʝʤʫ ʠʣʠ ʦʪʩʦʝʜʠʥʠʪʴ ʝʝ ʦʪ ʀʊʂʉ, ʯʝʤ 

ʧʦʜʚʝʨʛʘʪʴ ʨʠʩʢʫ ʠʥʬʦʨʤʘʮʠʶ, ʇʆ ʠʣʠ ʦʙʦʨʫʜʦʚʘʥʠʝ. 

ʇʦʩʢʦʣʴʢʫ ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʧʨʝʜʧʦʣʘʛʘʝʪ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ 

ʠʭ ʨʘʩʩʣʝʜʦʚʘʥʠʶ, ʪʦ ʥʝʦʙʭʦʜʠʤ ʩʙʦʨ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʮʠʬʨʦʚʦʡ 

ʬʦʨʤʝ, ʠ ʠʭ ʩʦʭʨʘʥʝʥʠʝ (ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜɹ  ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ) ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠ ʩʫʜʝʙʥʦʤ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʝ. ɼʘʥʥʳʝ ʘʩʧʝʢʪʳ ʜʦʩʪʘʪʦʯʥʦ ʧʦʜʨʦʙʥʦ ʠʟʣʦʞʝʥʳ 

ʚ ʩʣʝʜʫʶʱʠʭ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʪʘʥʜʘʨʪʘʭ ʩʝʨʠʠ ISO 27000, ʯʪʦ ʧʦʣʥʦʩʪʴʶ 
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ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʦ ʧʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ: 

ð ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʩʪʘʥʜʘʨʪ ISO/IEC 27037:2012 [182] ʠ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27037-2014 

[183], ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʜʝʪʘʣʴʥʳʝ ʨʫʢʦʚʦʜʷʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʩʙʦʨʫ ʠ/ʠʣʠ ʧʦ-

ʣʫʯʝʥʠʶ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʧʦʤʝʪʢʝ, ʭʨʘʥʝʥʠʶ, ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʝ ʠ ʩʦʭʨʘʥʝʥʠʶ ʩʚʠʜʝ-

ʪʝʣʴʩʪʚ ʚ ʮʠʬʨʦʚʦʡ ʬʦʨʤʝ; 

ð ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʩʪʘʥʜʘʨʪ ISO/IEC 27041:2015 [128], ʢʦʪʦʨʳʡ ʬʦʨʤʫʣʠʨʫʝʪ ʨʫʢʦʚʦ-

ʜ̫ ʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʪʦʛʦ, ʯʪʦʙʳ ʤʝʪʦʜʳ ʠ ʧʨʦʮʝʩʩʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʠ ʨʘʩʩʣʝʜʦ-

ʚʘʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʠ ʦʧʨʝʜʝʣʝʥʥʦʡ ʜʣʷ ʥʠʭ ʮʝʣʠ; 

ð ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʩʪʘʥʜʘʨʪ ISO/IEC 27042:2015 [129], ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʨʫʢʦʚʦ-

ʜ̫ ʱʠʝ ʫʢʘʟʘʥʠʷ ʧʦ ʘʥʘʣʠʟʫ ʠ ʠʥʪʝʨʧʨʝʪʘʮʠʠ ʩʚʠʜʝʪʝʣʴʩʪʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʮʠʬʨʦʚʦʡ ʬʦʨʤʝ, 

ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʧʨʝʨʳʚʥʦʩʪʠ, ʜʦʩʪʦʚʝʨʥʦʩʪʠ, ʚʦʩʧʨʦʠʟʚʦʜʠʤʦʩʪʠ ʠ ʧʦʚʪʦʨʷʝʤʦʩʪʠ ʨʝʟʫʣʴ-

ʪʘʪʦʚ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ; 

ð ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʩʪʘʥʜʘʨʪ ISO/IEC 27043:2015 [130], ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʨʫʢʦʚʦʜʷʱʠʝ 

ʧʨʠʥʮʠʧʳ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʠʜʝʘʣʠʟʠʨʦʚʘʥʥʳʭ ʤʦʜʝʣʷʭ ʜʣʷ ʦʙʱʠʭ ʧʨʦʮʝʩʩʦʚ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʨʘʟ-

ʣʠʯʥʳʭ ʩʮʝʥʘʨʠʝʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʚʠʜʝʪʝʣʴʩʪʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʮʠʬʨʦʚʦʡ 

ʬʦʨʤʝ. 

ʇʝʨʝʯʠʩʣʝʥʥʳʝ ʩʪʘʥʜʘʨʪʳ ʦʧʨʝʜʝʣʷʶʪ ʮʝʣʠ ʧʨʦʚʝʜʝʥʠʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, 

ʢʦʪʦʨʳʝ ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʧʦʣʫʯʝʥʠʠ ʠ ʩʦʭʨʘʥʝʥʠʠ ʩʦʙʨʘʥʥʳʭ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʥʝ-

ʧʨʠʢʦʩʥʦʚʝʥʥʦʩʪʠ, ʠʭ ʧʨʦʚʝʨʢʝ ʥʘ ʥʝʦʩʧʦʨʠʤʦʩʪʴ ʠ ʧʦʜʜʝʨʞʢʝ ʮʝʣʦʩʪʥʦʩʪʠ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨ-

ʤʘʮʠʠ ʠ ʩʘʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʯʪʦ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʚ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʦʙʝʩʧʝʯʠʪ ʫʚʝ-

ʨʝʥʥʦʩʪʴ ʚ ʧʨʦʚʝʜʝʥʠʠ ʚʩʝʡ ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʨʘʙʦʪʳ ʩ ʪʦʯʥʳʤʠ ʢʦʧʠʷʤʠ ʠʩʭʦʜʥʳʭ ʜʘʥʥʳʭ.  

ʄʠʨʦʚʦʡ ʦʧʳʪ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʪʠʧʦʚʦʡ ʧʨʦʮʝʩʩ ʧʦʩʪ-ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʚ ʢʦʤʧʴ-

ʶʪʝʨʥʳʭ ʩʝʪʷʭ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʳʧʦʣʥʝʥʠʝ, ʥʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʭ ʚʠʜʦʚ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʦʪʦ-

ʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʚ ʧʦʣʥʦʤ ʦʙʲʝʤʝ ʨʝʘʣʠʟʦʚʘʥʳ ʠ ʚ ʩʣʫʯʘʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ [168]: 

ð ʦʙʝʩʧʝʯʝʥʠʝ ʟʘʱʠʪʳ ʟʘʪʨʦʥʫʪʳʭ ʠʥʮʠʜʝʥʪʦʤ ʀɹ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ ʦʪ ʙʣʦʢʠʨʦʚʢʠ 

ʜʦʩʪʫʧʘ ʢ ʥʠʤ, ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʠʣʠ ʠʥʦʡ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʚʢʣʶʯʘʷ ʚʥʝʩʝʥʠʝ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʚʠʨʫʩʦʚ, ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʦʪʩʫʪʩʪʚʠʷ ʠʣʠ ʤʠʥʠʤʘʣʴʥʦʩʪʠ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʠʭ ʥʦʨʤʘʣʴʥʦʝ ʬʫʥʢ-

ʮʠʦʥʠʨʦʚʘʥʠʝ; 

ð ʥʘʟʥʘʯʝʥʠʝ ʧʨʠʦʨʠʪʝʪʦʚ ʩʙʦʨʘ ʩʚʠʜʝʪʝʣʴʩʪʚ, ʪʦ ʝʩʪʴ ʨʘʩʩʤʦʪʨʝʥʠʝ ʠʭ ʦʪ ʥʘʠʙʦʣʝʝ ʢ 

ʥʘʠʤʝʥʝʝ ʠʟʤʝʥʯʠʚʳʤ (ʯʪʦ ʚ ʟʥʘʯʠʪʝʣʴʥʦ ʩʪʝʧʝʥʠ ʟʘʚʠʩʠʪ ʦʪ ʭʘʨʘʢʪʝʨʘ ʠʥʮʠʜʝʥʪʘ ʀɹ); 

ð ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʚʩʝʭ ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʩʙʦʨʘ ʩʚʝʜʝʥʠʡ (ʥʘʧʨʠʤʝʨ, ʨʘʟʣʠʯʥʳʝ ʬʘʡʣʳ ï 

ʦʙʳʯʥʳʝ; ʢʘʞʫʱʠʝʩʷ ʫʜʘʣʝʥʥʳʤʠ, ʥʦ ʥʝ ʷʚʣʷʶʱʠʝʩʷ ʪʘʢʦʚʳʤʠ; ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ; ʟʘʰʠʬ-

ʨʦʚʘʥʥʳʝ ʠ ʪ.ʧ.); 
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ð ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʢʘʢ ʤʦʞʥʦ ʙʦӢʣɹ ʝhʛʦ ʯʠʩʣʘ ʩʪʝʨʪrʭ ʬʘʡʣʦʚ ʠ ʜʨʫʛʠʭ ʜʘʥʥʳʭ; 

ð ʨʘʩʢʨʳʪʠʝ IP-ʘʜʨʝʩʦʚ, ʠʤʝʥ ʭʦʩʪʦʚ, ʩʝʪʝʚʳʭ ʤʘʨʰʨʫʪʦʚ ʠ ʠʥʬʦʨʤʘʮʠʠ ʚʝʙ-ʩʘʡʪʦʚ; 

ð ʠʟʚʣʝʯʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʩʢʨʳʪʳʭ, ʚʨʝʤʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʬʘʡʣʦʚ ʧʦʜʢʘʯʢʠ, ʠʩʧʦʣʴʟʦ-

ʚʘʥʥʳʭ ʢʘʢ ʇʆ ʆʉ, ʪʘʢ ʠ ʢʘʢ ʧʨʠʢʣʘʜʥʳʤ ʇʆ; 

ð ʜʦʩʪʫʧ ʢ ʩʦʜʝʨʞʠʤʦʤʫ ʇʆ ʟʘʱʠʱʝʥʥʳʭ ʠʣʠ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʬʘʡʣʦʚ (ʝʩʣʠ ʵʪʦ ʥʝ ʟʘ-

ʧʨʝʱʝʥʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ); 

ð ʘʥʘʣʠʟ ʚʩʝʭ ʚʦʟʤʦʞʥʦ ʟʥʘʯʠʤʳʭ ʜʘʥʥʳʭ, ʥʘʡʜʝʥʥʳʭ ʚ ʩʧʝʮʠʘʣʴʥʳʭ (ʦʙʳʯʥʦ, ʥʝʜʦʩ-

ʪʫʧʥʳʭ) ʦʙʣʘʩʪʷʭ ʧʘʤʷʪʠ ʥʘ ʜʠʩʢʘʭ; 

ð ʘʥʘʣʠʟ ʚʨʝʤʝʥ ʩʦʟʜʘʥʠʷ, ʜʦʩʪʫʧʘ ʠ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʘ; 

ð ʘʥʘʣʠʟ ɾʈʉ ʩʠʩʪʝʤ, ʩʝʨʚʠʩʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ; 

ð ʦʧʨʝʜʝʣʝʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ/ʠʣʠ ʧʨʠʣʦʞʝʥʠʡ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʟʘʪʨʦ-

ʥʫʪʳʤ ʵʣʝʤʝʥʪʘʤ ʀʊʂʉ; 

ð ʘʥʘʣʠʟ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ ʥʘʣʠʯʠʝ ʧʦʣʝʟʥʦʡ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʝʝ 

ʩʦʜʝʨʞʘʥʠʷ; 

ð ʧʨʦʚʝʜʝʥʠʝ ʧʨʦʚʝʨʦʢ ʮʝʣʦʩʪʥʦʩʪʠ ʬʘʡʣʦʚ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʬʘʡʣʦʚ, ʩʦʜʝʨʞʘʱʠʭ 

çʪʨʦʷʥʩʢʦʛʦ ʢʦʥʷè, ʠ ʬʘʡʣʦʚ, ʠʟʥʘʯʘʣʴʥʦ ʦʪʩʫʪʩʪʚʦʚʘʚʰʠʭ ʚ ʩʠʩʪʝʤʝ; 

ð ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ, ʘʥʘʣʠʟ ʬʠʟʠʯʝʩʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ (ʥʘʧʨʠʤʝʨ, ʦʪʧʝʯʘʪʢʦʚ ʧʘʣʴʮʝʚ), 

ʨʝʟʫʣʴʪʘʪʦʚ ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʷ, ɾʈʉ ʩʠʩʪʝʤʳ ʩʠʛʥʘʣʠʟʘʮʠʠ ʠ ʜʦʩʪʫʧʘ ʧʦ ʧʨʦʧʫʩʢʘʤ ʠ ʦʧʨʦʩ 

ʩʚʠʜʝʪʝʣʝʡ; 

ð ʦʙʨʘʙʦʪʢʘ ʠ ʭʨʘʥʝʥʠʝ ʩʦʙʨʘʥʥʳʭ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʚʠʜʝʪʝʣʴʩʪʚ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ 

ʠʟʙʝʞʘʪʴ ʠʭ ʧʦʚʨʝʞʜʝʥʠʷ, ʧʨʠʚʝʜʝʥʠʷ ʚ ʥʝʛʦʜʥʦʩʪʴ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʨʦʩʤʦʪʨʘ ʢʦʥʬʠʜʝʥʮʠ-

ʘʣʴʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤʠ ʣʠʮʘʤʠ; 

ð ʧʦʣʫʯʝʥʠʝ ʚʳʚʦʜʦʚ ʦ ʧʨʠʯʠʥʘʭ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʝʡʩʪʚʠʷʭ ʠ ʚʨʝʤʝʥʠ ʠʭ 

ʚʳʧʦʣʥʝʥʠʷ ʩ ʧʨʠʚʝʜʝʥʠʝʤ ʩʚʠʜʝʪʝʣʴʩʪʚ, ʚʢʣʶʯʘʷ ʩʧʠʩʦʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʘʡʣʦʚ, ʧʨʠʢʣʘʜʳ-

ʚʘʝʤʳʭ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʢ ʛʣʘʚʥʦʤʫ ʦʪʯʝʪʫ; 

ð ʦʙʝʩʧʝʯʝʥʠʝ ʵʢʩʧʝʨʪʥʦʡ ʧʦʜʜʝʨʞʢʠ ʜʣʷ ʣʶʙʦʛʦ ʜʠʩʮʠʧʣʠʥʘʨʥʦʛʦ ʠʣʠ ʧʨʘʚʦʚʦʛʦ ʜʝʡ-

ʩʪʚʠʷ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ) ʠ ʪ.ʧ. 

ʂʘʢ ʙʳʣʦ ʦʪʤʝʯʝʥʦ ʚʳʰʝ, ʠʥʬʦʨʤʘʮʠ,̫ ʢʦʪʦʨʫ  ʁʩʦʙʠʨʘʪʁ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʚ ʮʠʬʨʦ-

ʚʦʡ ʬʦʨʤʝ, ʙʳʚʘʝʪ ʜʚʫʭ ʪʠʧʦʚ: ʧʦʩʪʦʷʥʥʘʷ ʠ ʚʨʝʤʝʥʥʘ ̫[184, 185].  

ʇʦʩʪʦʷʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʭʨʘʥʠʪʩʷ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʜʨʫʛʦʤ ʪʠʧʝ ʥʦʩʠ-

ʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ (ʥʘʧʨʠʤʝʨ, USB-ʥʘʢʦʧʠʪʝʣʠ, flash-ʢʘʨʪʳ, CD-ROM, ʚʥʝʰʥʠʝ ʞʝʩʪʢʠʝ ʜʠʩʢʠ) 

ʠ ʥʝ ʪʝʨʷʝʪʩʷ ʚ ʩʣʫʯʘʝ ʝʛʦ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠʣʠ ʚʳʢʣʶʯʝʥʠʷ. ʇʨʠʤʝʨʘʤʠ ʪʘʢʠʭ ʩʚʠʜʝʪʝʣʴʩʪʚ ʷʚʣʷ-

ʶʪʩʷ ʨʘʟʣʠʯʥʳʝ ʜʦʢʫʤʝʥʪʳ, ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʫʜʘʣʝʥʥʳʝ ʬʘʡʣʳ, ʥʘʭʦʜʷʱʠʝʩʷ ʚ 

ʢʦʨʟʠʥʝ. ʕʪʦ ʪʘʢʞʝ ʩʠʩʪʝʤʥʳʝ ʬʘʡʣʳ, ʚʢʣʶʯʘʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʙʘʟʦʚʦʡ ʩʠʩʪʝʤʳ ʚʚʦ-

ʜʘ/ʚʳʚʦʜʘ (BIOS), ʟʘʛʨʫʟʦʯʥʳʝ ʟʘʧʠʩʠ, ɾʈʉ (ʚʢʣʶʯʘʷ ʩʠʩʪʝʤʥʳʝ ʞʫʨʥʘʣʳ), ʩʠʩʪʝʤʥʳʡ ʨʝʝʩʪʨ, 
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ʚʨʝʤʝʥʥʳʝ ʬʘʡʣʳ, ʚʢʣʶʯʘʷ .tmp-ʬʘʡʣʳ ʠ ʩʧʫʣ-ʬʘʡʣʳ, ʩʣʝʜʳ ʚʝʙ-ʘʢʪʠʚʥʦʩʪʠ, ʠʩʪʦʯʥʠʢʘʤʠ ʢʦ-

ʪʦʨʳʭ ʤʦʛʫʪ ʙʳʪʴ ʟʘʢʣʘʜʢʠ, ʩookie-ʬʘʡʣʳ, ʞʫʨʥʘʣ ʧʦʩʝʱʝʥʥʳʭ URL, ʚʨʝʤʝʥʥʳʝ ʠʥʪʝʨʥʝʪ-

ʬʘʡʣʳ ʠ ʜʨʫʛʠʝ ʬʘʡʣʳ, ʥʘʧʨʠʤʝʨ, ʫʜʘʣʝʥʥʳʝ, ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʥʳʝ, ʩʢʨʳʪʳʝ, ʥʝʠʩʧʦʣʴʟʦʚʘʥʥʦʝ 

ʧʨʦʩʪʨʘʥʩʪʚʦ, ʬʘʡʣʳ ʧʦʜʢʘʯʢʠ ʠ ʪ.ʧ. ʀʩʩʣʝʜʦʚʘʥʠʝ ʧʦʩʪʦʷʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʯʘʩʪʦ ʥʝ ʩʣʦʞʥʳʡ 

ʧʨʦʮʝʩʩ ï ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʫʤʝʝʪ ʠʩʢʘʪʴ ʬʘʡʣʳ, ʩʤʦʪʨʝʪʴ, ʢʘʢʠʝ ʩʘʡʪʳ ʚ ʠʥʪʝʨʥʝʪʝ 

ʙʳʣʠ ʧʦʩʝʱʝʥʳ, ʘ ʪʘʢʞʝ ʚʳʷʚʣʷʪʴ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʅʦ ʥʘʭʦʞʜʝʥʠʝ ʩʢʨʳʪʦʡ 

ʧʦʩʪʦʷʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʫʤʝʥʠʝ ʩʦʧʦʩʪʘʚʣʷʪʴ ʩ ʧʝʨʚʦʛʦ ʚʟʛʣʷʜʘ ʥʝ ʠʤʝʶʱʠʝ ʥʠʯʝʛʦ ʦʙʱʝʛʦ 

ʩʦʙʳʪʠʷ, ʟʘʧʠʩʠ, ʬʘʡʣʳ ʪʨʝʙʫʝʪ ʦʧʨʝʜʝʣʝʥʥʳʭ ʥʘʚʳʢʦʚ ʠ ʟʥʘʥʠʡ. 

ɺʨʝʤʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʭʨʘʥʠʪʩʷ ʚ ʩʠʩʪʝʤʥʦʡ ʧʘʤʷʪʠ (ʩʠʩʪʝʤʥʦʤ ʨʝʝʩʪʨʝ, ʦʧʝʨʘʪʠʚʥʦʡ 

ʧʘʤʷʪʠ, ʢʵʰʝ) ʠ ʪʝʨʷʝʪʩʷ ʚ ʩʣʫʯʘʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠʣʠ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ; ʧʦʵʪʦʤʫ ʝʝ ʠʩ-

ʩʣʝʜʫʶʪ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ. ɺʨʝʤʝʥʥʘʷ ʩʝʪʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩʦʜʝʨʞʠʪ ʩʚʝʜʝʥʠʷ ʦ ʪʝʢʫʱʝʡ ʩʝʪʝ-

ʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʠʩʪʝʤʳ, ʚʦʚʣʝʯʝʥʥʦʡ ʚ ʠʥʮʠʜʝʥʪ ʀɹ, ʥʘʧʨʠʤʝʨ, ʦʪʢʨʳʪʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʦʯʝ-

ʨʝʜʴ ʟʘʧʨʦʩʦʚ ʥʘ ʫʩʪʘʥʦʚʣʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ, ʦʪʢʨʳʪʳʝ TCP/UDP-ʧʦʨʪʳ, ʤʘʨʰʨʫʪʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʠ ʝʝ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʪʘʪʫʩ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʠ ʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʷ. ɺʨʝʤʝʥʥʘʷ 

ʩʠʩʪʝʤʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦʢʘʟʳʚʘʝʪ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ, ʚʦ-

ʚʣʝʯʝʥʥʦʡ ʚ ʠʥʮʠʜʝʥʪ ʀɹ. ʇʨʠʤʝʨʳ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ: ʩʠʩʪʝʤʥʳʡ ʧʨʦʬʠʣʴ (ʜʘʝʪ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʪʝʢʫʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʠʩʪʝʤʳ, ʚʦʚʣʝʯʝʥʥʦʡ ʚ ʠʥʮʠʜʝʥʪ ʀɹ), ʪʝʢʫʱʘʷ ʩʠʩʪʝʤʥʘʷ ʜʘʪʘ ʠ ʚʨʝ-

ʤʷ, ʠʩʪʦʨʠʷ ʢʦʤʘʥʜ (ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʧʠʩʦʢ ʥʝʜʘʚʥʦ ʟʘʧʫʱʝʥʥʳʭ ʢʦʤʘʥʜ ʢʘʢ ʣʦʢʘʣʴʥʳʤʠ, ʪʘʢ 

ʠ ʫʜʘʣʝʥʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ), ʚʨʝʤʷ, ʧʨʦʰʝʜʰʝʝ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʧʝʨʝʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ 

(ʫʢʘʞʝʪ ʥʘ ʥʘʣʠʯʠʝ/ʦʪʩʫʪʩʪʚʠʝ ʚʨʝʤʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʩʦʟʜʘʥʥʦʡ ʚʦ ʚʨʝʤʷ ʠʥʮʠʜʝʥʪʘ ʀɹ), ʟʘ-

ʧʫʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ (ʩʨʝʜʠ ʥʠʭ ʤʦʛʫʪ ʥʘʭʦʜʠʪʩʷ ʥʝʪʠʧʠʯʥʳʝ, ʘ, ʚʦʟʤʦʞʥʦ, ʠ ʚʨʝʜʦʥʦʩʥʳʝ), ʦʙ-

ʨʘʟʳ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʜʘʣʝʥʳ ʩ ʥʦʩʠʪʝʣʝʡ, ʥʦ ʚʩʝ ʝʱʝ ʘʢʪʠʚʥʳ ʚ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ, 

ʦʪʢʨʳʪʳʝ ʬʘʡʣʳ, ʠʥʬʦʨʤʘʮʠʷ ʚ ʙʫʬʝʨʝ ʦʙʤʝʥʘ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʧʨʦʛʨʘʤʤʥʳʝ 

ʤʦʜʫʣʠ, ʟʘʛʨʫʞʝʥʥʳʝ ʚ ʦʙʣʘʩʪʠ ʚʠʨʪʫʘʣʴʥʦʡ ʧʘʤʷʪʠ, ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʳʝ ʜʣʷ ʷʜʨʘ ʆʉ, DLL-

ʬʘʡʣʳ ʠʣʠ ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʙʠʙʣʠʦʪʝʢʠ (ʜʣʷ ʠʟʫʯʝʥʠʷ, ʥʘʩʢʦʣʴʢʦ ʟʘʢʦʥʥʦ ʠʭ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʝ) ʠ ʪ.ʧ. 

ʆʩʦʙʦ ʧʦʜʯʝʨʢʥʝʤ, ʯʪʦ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ʣʶʙʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʟʘʪʨʦʥʫʪʳʭ ʠʥʮʠʜʝʥʪʦʤ ʀɹ ʩʠʩʪʝʤ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʠʟʤʝʥʝʥʠʶ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠ ʩʜʝʣʘʝʪ ʵʪʦʪ ʧʨʦʮʝʩʩ ʥʝʨʝʟʫʣʴʪʘʪʠʚʥʳʤ. ɺ ʩʣʫʯʘʝ ʩʙʦʨʘ ʚʨʝʤʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʠʟʤʝʥʠʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʚʨʝʤʷ ʧʦʩʣʝʜʥʝʛʦ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ ʠ ʜʘʞʝ ʧʨʦʠʟʦʡ-

ʪʠ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ ʠ, ʢʘʢ ʩʣʝʜʩʪʚʠʝ, ʧʦʪʝʨʷ ʚʘʞʥʳʭ ʜʘʥʥʳʭ. ʃʶʙʦʝ ʩʨʝʜʩʪʚʦ ʜʣʷ ʩʙʦ-

ʨʘ ʜʘʥʥʳʭ, ʟʘʧʫʱʝʥʥʦʝ ʥʘ ʫʨʦʚʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʷʜʨʘ ʆʉ, ʝʩʪʝʩʪʚʝʥʥʳʤ ʦʙʨʘʟʦʤ ʠʟʤʝʥʷʝʪ 

ʩʦʩʪʦʷʥʠʝ ʠʩʩʣʝʜʫʝʤʦʡ ʩʠʩʪʝʤʳ ï ʩʦʟʜʘʝʪʩʷ ʢʘʢ ʤʠʥʠʤʫʤ ʦʜʠʥ ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ 

ʟʘʧʠʩʘʥ ʚ ʦʙʣʘʩʪʴ, ʛʜʝ ʜʦ ʵʪʦʛʦ ʭʨʘʥʠʣʠʩʴ ʜʘʥʥʳʝ, ʚʦʟʤʦʞʥʦ ʠʤʝʶʱʠʝ ʜʦʢʘʟʘʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʧʨʦʮʝʩʩʘ ʤʝʥʝʜʞʝʨ ʧʘʤʷʪʠ ʆʉ ʨʝʟʝʨʚʠʨʫʝʪ ʜʣʷ ʥʝʛʦ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ. ʇʨʠ 
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ʵʪʦʤ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʠʣʠʩʴ ʚ ʵʪʦʪ ʤʦʤʝʥʪ ʚ ʩʚʦʙʦʜʥʦʡ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ ʠʣʠ ʚ ʦʙʣʘʩʪʠ 

ʧʦʜʢʘʯʢʠ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʟʘʧʠʩʘʥʳ ʜʘʥʥʳʤʠ ʥʦʚʦʛʦ ʧʨʦʮʝʩʩʘ. ʇʦʵʪʦʤʫ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʠʩʩʣʝʜʫʝʤʫʶ ʩʠʩʪʝʤʫ ʧʨʠ ʩʙʦʨʝ ʩʚʠʜʝʪʝʣʴʩʪʚ ʠʥʮʠʜʝʥ-

ʪʘ ʀɹ ï ʵʪʦ ʧʝʨʚʘʷ ʠʟ ʟʘʜʘʯ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʨʝʰʝʥʘ ʩ ʧʦʤʦʱʴʶ ʧʨʠʤʝʥʝʥʠʷ ʨʘʟʣʠʯʥʳʭ 

ʪʝʭʥʠʢ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʭ ʩʨʝʜʩʪʚ. ɺʩʝ ʥʘʟʚʘʥʥʳʝ ʚʦʧʨʦʩʳ ʜʦʩʪʦʡʥʳ ʦʪ-

ʜʝʣʴʥʦʛʦ ʥʘʫʯʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʚʳʭʦʜʷʱʝʛʦ ʟʘ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʚ ʥʘʯʘʣʝ ʛʨʘʥʠʮʳ ʜʘʥʥʦʛʦ ʠʩ-

ʩʣʝʜʦʚʘʥʠʷ. 

ʅʘ ʨʠʩ. 32 ʥʘʛʣʷʜʥʦ ʧʦʢʘʟʘʥʳ ʪʠʧʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʜʦ ʠ ʧʦʩʣʝ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠʥʮʠʜʝʥʪʘ 

ʀɹ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʢʣʘʩʩʦʚ ʧʨʦʮʝʩʩʘ, ʢʘʢ ʦʥʠ ʦʧʠʩʘʥʳ ʚ ISO/IEC 27043:2015 [130], ʠ ʤʝʨʦʧʨʠʷ-

ʪʠʡ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ, ʩʦʛʣʘʩʥʦ ISO/IEC 27035-2:2016 [127], ISO/IEC 

27037:2012 [182] ʠ ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 27037-2014 [183], ISO/IEC 27041:2015 [128] ʠ ISO/IEC 

27042:2015 [129]. ʇʨʠʯʝʤ ʢʣʘʩʩʳ ʠ ʤʝʨʦʧʨʠʷʪʠʷ ʠʟʦʙʨʘʞʝʥʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʙʳʣʘ ʧʦ-

ʥʷʪʥʘ ʠʭ ʚʟʘʠʤʦʩʚʷʟʴ [68], ʯʪʦ ʚʘʞʥʦ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʚʩʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʜʣʷ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ.  

 

 
ʈʠʩʫʥʦʢ 32 ï ɼʝʷʪʝʣʴʥʦʩʪʴ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ ʀʊʂʉ  

 

ɻʦʪʦʚʥʦʩʪʴ ʢ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʜʦʣʞʥʘ ʦʧʠʨʘʪʴʩʷ ʥʘ ʟʘ-

ʨʘʥʝʝ ʧʨʦʜʫʤʘʥʥʳʡ ʧʣʘʥ ʜʝʡʩʪʚʠʡ ʠ ʚʩʝʩʪʦʨʦʥʥʶʶ ʧʦʜʛʦʪʦʚʢʫ ʢ ʵʪʦʤ ʩʦʙʳʪʠʶ. ʇʦʩʣʝ ʠʜʝʥ-

ʪʠʬʠʢʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʀʊʂʉ ʚ ʦʪʚʝʪ ʘʢʪʠʚʠʨʫʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʣʘʥ ʠ ʠʥʠʮʠʘʣʠʟʠ-

ʨʫʝʪʩʷ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʦ ʚʨʝʤʷ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʠʜʝʪ ʘʢʪʠʚʥʳʡ 

ʩʙʦʨ ʚʩʝʭ ʩʚʠʜʝʪʝʣʴʩʪʚ, ʧʨʠʦʙʨʝʪʝʥʠʝ ʚʩʝʭ ʥʝʦʙʭʦʜʠʤʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʜʨʫʛʠʝ ʚʩʧʦʤʦʛʘʪʝʣʴ-

ʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʳʩʪʨʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʩʦʭʨʘʥʝʥʠʝ ʚʩʝʭ ʩʦʙʨʘʥʥʳʭ ʩʚʝ-

ʜʝʥʠʡ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʤʦʛʫʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʩʫʜʝʙʥʦʛʦ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘ. ɽʱʝ 
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ʧʨʠ ʠʭ ʩʙʦʨʝ ʧʨʠʭʦʜʠʪ ʧʦʥʠʤʘʥʠʝ ʩʫʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʧʨʠʯʠʥ ʚʦʟʥʠʢʥʦʚʝʥʠʷ, ʚʦʟʤʦʞʥʳʭ ʥʘ-

ʨʫʰʠʪʝʣʝʡ ʀɹ ʠ ʪ.ʧ., ʯʪʦ ʯʘʩʪʦ ʪʨʝʙʫʝʪ ʩʙʦʨʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʪʦʯʥʷʶʱʠʭ ʩʚʝʜʝʥʠʡ, ʠʩʩʣʝʜʦ-

ʚʘʥʠʷ ʠ, ʚʦʟʤʦʞʥʦ, ʥʦʚʳʭ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʵʪʦʛʦ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʜʦʩʪʠʛʥʫʪʦ ʧʦ-

ʥʠʤʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠ ʦʩʫʱʝʩʪʚʣʝʥʦ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʥʝʛʦ, ʥʝʦʙʭʦʜʠʤʦ ʩʦʩʪʘʚʠʪʴ ʦ ʥʝʤ ʜʝ-

ʪʘʣʴʥʳʝ ʦʪʯʝʪʳ ʠ ʧʨʦʠʟʚʝʩʪʠ ʝʛʦ ʟʘʢʨʳʪʠʝ. 

 

3.4.4. ʊʨʝʙʦʚʘʥʠʷ ʢ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʤʫ ʧʨʦʮʝʩʩʫ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʆʩʥʦʚʥʘʷ ʮʝʣʴ ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʇʋʀʀɹ ʜʣʷ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ ï ʦʙʝʩʧʝʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʠ ʨʘʮʠʦʥʘʣʴʥʦʛʦ ʧʦʜʭʦʜʘ ʢ 

ʫʧʨʘʚʣʝʥʠʶ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʦ ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʧʨʦʙʣʝʤʘʭ ʚ ʦʙʝʩʧʝ-

ʯʝʥʠʠ ʀɹ. ʇʦʵʪʦʤʫ ʨʘʟʨʘʙʘʪʳʚʘʝʤʳʡ ʧʨʦʮʝʩʩ ʜʦʣʞʝʥ ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʩʝʤʠ ʪʨʝʙʦʚʘʥʠʷʤ ʢ ʧʨʦ-

ʮʝʩʩʫ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʚ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ, ʧʨʝʜʲʷʚʣʷʝʤʳʤ ʚ ʧʫʥʢʪʝ ɸ.16 

ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ISO/IEC 27001:2013 [124] (ʘʥʘʣʦʛʠʯʥʳʡ ʛʘʨʤʦʥʠʟʠʨʦʚʘʥʥʳʡ ʨʦʩ-

ʩʠʡʩʢʠʡ ʩʪʘʥʜʘʨʪ ʧʦʢʘ ʥʝ ʧʨʠʥʷʪ ʌʝʜʝʨʘʣʴʥʳʤ ʘʛʝʥʪʩʪʚʦʤ ʧʦ ʪʝʭʥʠʯʝʩʢʦʤʫ ʨʝʛʫʣʠʨʦʚʘʥʠʶ ʠ 

ʤʝʪʨʦʣʦʛʠʠ (ʈʦʩʩʪʘʥʜʘʨʪʦʤ) ʈʦʩʩʠʠ), ʘ ʠʤʝʥʥʦ: 

1) A.16.1.1 çʆʙʷʟʘʥʥʦʩʪʠ ʠ ʧʨʦʮʝʜʫʨʳè ï ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʳʩʪʨʦʛʦ, ʨʝʟʫʣʴʪʘʪʠʚʥʦʛʦ ʠ 

ʫʧʦʨʷʜʦʯʝʥʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʚ ʀʊʂʉ ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʦʙʷʟʘʥʥʦ-

ʩʪʠ ʠ ʧʨʦʮʝʜʫʨʳ ʫʧʨʘʚʣʝʥʠʷ ʚ ʨʘʤʢʘʭ ʉʆʀɹ ʀʊʂʉ ʚ ʮʝʣʦʤ ʠ ʉʋʀɹ ʀʊʂʉ ʚ ʯʘʩʪʥʦʩʪʠ; 

2) A.16.1.2 çʉʦʦʙʱʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ ʀɹè ï ʦ ʩʦʙʳʪʠʷʭ ʀɹ ʚ ʀʊʂʉ ʜʦʣʞʥ rʙʳʪʴ ʢʘʢ 

ʤʦʞʥʦ ʙʳʩʪʨʝʝ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥ r ʚʩʝ ʧʨʠʯʘʩʪʥʳʝ ʩʪʦʨʦʥ r ʧʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʢʘʥʘʣʘʤ    

ʩʚʷʟʠ; 

3) A.16.1.3 çʉʦʦʙʱʝʥʠʝ ʦ ʧʨʦʙʣʝʤʘʭ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʀɹè ï ʩʦʪʨʫʜʥʠʢʠ ʠ ʧʦʜʨʷʜʯʠʢʠ, 

ʠʩʧʦʣʴʟʫʶʱʠʝ ʀʉ ʠ ʀʊ-ʫʩʣʫʛ ʀʊʂʉ, ʜʦʣʞʥʳ ʦʪʤʝʯʘʪʴ ʠ ʩʦʦʙʱʘʪʴ ʦ ʣʶʙʳʭ ʥʘʙʣʶʜʘʝʤʳʭ ʠʣʠ 

ʧʨʝʜʧʦʣʘʛʘʝʤʳʭ ʧʨʦʙʣʝʤʘʭ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʀɹ ʚ ʵʪʠʭ ʩʠʩʪʝʤʘʭ ʠʣʠ ʫʩʣʫʛʘʭ ʀʊʂʉ; 

4) A.16.1.4 çʆʮʝʥʢʘ ʠ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ ʀɹè ï ʢʘʞʜʦʝ ʩʦʙʳʪʠʝ ʀɹ ʚ ʀʊʂʉ 

ʜʦʣʞʥʦ ʙʳʪʴ ʚʩʝʩʪʦʨʦʥʥʝ ʦʮʝʥʝʥʦ ʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʇʦʣʠʪʠʢʦʡ ʀɹ ʆʈɻɸʅʀɿɸʎʀʀ ʜʦʣʞʥʦ 

ʙʳʪʴ ʧʨʠʥʷʪʦ ʨʝʰʝʥʠʝ ʦ ʪʦʤ, ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʣʠ ʜʘʥʥʦʝ ʩʦʙʳʪʠʝ ʀɹ ʢʘʢ ʠʥʮʠʜʝʥʪ ʀɹ               

ʠʣʠ ʥʝʪ; 

5) A.16.1.5 çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè ï ʥʘ ʚʩʝ ʠʥʮʠʜʝʥʪʳ ʀɹ ʚ ʀʊʂʉ ʥʝʦʙʭʦ-

ʜʠʤʦ ʨʝʘʛʠʨʦʚʘʪʴ ʚ ʢʨʫʛʣʦʩʫʪʦʯʥʦʤ ʨʝʞʠʤʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʢʨʠʪʠʯʥʦʩʪʴʶ ʚ ʜʦʧʫʩʪʠʤʳʡ 

ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʚ ʩʪʨʦʛʦʤ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʤʠ ʧʨʦʮʝ-

ʜʫʨʘʤʠ ʆʈɻɸʅʀɿɸʎʀʀ; 

6) A.16.1.6 çʀʟʫʯʝʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹè ï ʟʥʘʥʠʷ, ʧʦʣʫʯʝʥʥʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʥʘʣʠʟʘ ʠ 
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ʨʘʟʨʝʰʝʥʠʷ ʢʘʞʜʦʛʦ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʥʠʞʝʥʠʷ ʚʝʨʦʷʪʥʦʩʪʠ ʠʣʠ ʧʦ-

ʩʣʝʜʩʪʚʠʡ ʠʣʠ ʠ ʪʦʛʦ ʠ ʜʨʫʛʦʛʦ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ ʚ ʦʪʥʦʰʝʥʠʠ ʚʦʟʤʦʞʥʳʭ ʙʫʜʫʱʠʭ ʠʥʮʠʜʝʥʪʦʚ 

ʀɹ ʚ ʀʊʂʉ; 

7) A.16.1.7 çʉʙʦʨ ʩʚʠʜʝʪʝʣʴʩʪʚè ï ʆʈɻɸʅʀɿɸʎʀʗ ʜʦʣʞʥʘ ʦʧʨʝʜʝʣʠʪʴ ʠ ʧʨʠʤʝʥʷʪʴ 

ʧʨʦʮʝʜʫʨʳ ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʩʙʦʨʘ, ʧʦʥʠʤʘʥʠʷ ʠ ʩʦʭʨʘʥʝʥʠʷ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ ʚ ʜʘʣʴ-

ʥʝʡʰʝʤ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʩʚʠʜʝʪʝʣʴʩʪʚʦʤ ʧʨʠ ʩʣʫʞʝʙʥʦʤ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʣʠ ʩʫʜʝʙʥʦʤ ʨʘʟʙʠʨʘ-

ʪʝʣʴʩʪʚʝ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʌ. 

ʆʧʫʩʪʠʚ ʧʝʨʚʦʝ ʪʨʝʙʦʚʘʥʠʝ çʆʙʷʟʘʥʥʦʩʪʠ ʠ ʧʨʦʮʝʜʫʨʳè, ʧʦʣʫʯʠʤ, ʯʪʦ ʚ ʧʦʜʜʝʨʞʢʫ 

ʇʋʀʀɹ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʥʝʦʙʭʦʜʠʤʦ ʨʝʘʣʠʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʩʝʤʴ ʦʩʥʦʚʥʳʭ ʚʟʘʠ-

ʤʦʩʚʷʟʘʥʥʳʭ ʧʨʦʮʝʩʩʦʚ (ʨʠʩ. 31): 

1) ʦʙʥʘʨʫʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʦʙʳʪʠʡ ʀɹ ʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ (ʦʧʨʝʜʝʣʷʝʪ ʧʦʨʷʜʦʢ ʠʭ 

ʚʳʷʚʣʝʥʠʷ; ʚ ʨʘʤʢʘʭ ʨʘʟʨʘʙʘʪrʚʘʝʤʦʛʦ ʧʨʦʮʝʩʩʘ ʦʙʥʘʨʫʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʠ ʤʦʞʝʪ ʨʘʩʩʤʘʪʨʠʚʘ-

ʶʪʩʷ ʢʘʢ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʝ ʩʦʙʳʪʠʝ ʀɹ); 

2) ʦʧʦʚʝʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

A.16.1.2 ʠ ɸ.16.1.3); 

3) ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪ-

ʚʠʠ ʩ A.16.1.4) (ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʦʨʪʠʨʦʚʢʫ, ʦʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʩʦʙʳʪʠʷ, ʦʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʠ 

ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʝʩʣʠ ʩʦʙʳʪʠʝ ʀɹ ʧʨʠʟʥʘʝʪʩʷ ʪʘʢʦʚʳʤ) ʠ ʪ.ʜ.); 

4) ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ A.16.1.5); 

5) ʘʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɸ.16.1.6) (ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʧʨʠʯʠʥ, ʠʩ-

ʪʦʯʥʠʢʦʚ, ʦʮʝʥʢʠ ʫʱʝʨʙʘ ʠ ʪ.ʧ.; ʙʦʣʝʝ ʧʨʦʩʪʦʡ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʨʘʩʩʣʝʜʦʚʘʥʠʝʤ, ʧʦʩʢʦʣʴʢʫ ʥʝ 

ʪʨʝʙʫʝʪ ʩʪʦʣʴ ʜʝʪʘʣʴʥʦʡ ʠ ʩʢʨʫʧʫʣʝʟʥʦʡ ʨʘʙʦʪʳ); 

6) ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ A.16.1.7) (ʪʨʝʙʫʝʪ ʫʯʘʩʪʠʷ ʩʦʪʨʫʜ-

ʥʠʢʦʚ ʦʪʜʝʣʘ ʢʘʜʨʦʚ, ʶʨʠʩʪʦʚ, ʪʝʭʥʠʯʝʩʢʠʭ ʵʢʩʧʝʨʪʦʚ ʀʊ-ʩʠʩʪʝʤ, ʚʥʝʰʥʠʭ ʢʦʥʩʫʣʴʪʘʥʪʦʚ ʧʦ 

ʀɹ, ʙʠʟʥʝʩ-ʤʝʥʝʜʞʝʨʦʚ, ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʀʉ, ʩʦʪʨʫʜʥʠʢʦʚ ʩʣʫʞʙ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜ-

ʜʝʨʞʢʠ, ʩʦʪʨʫʜʥʠʢʦʚ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʨ.); 

7) ʦʧʨʝʜʝʣʝʥʠʝ ʦʧʳʪʘ, ʠʟʚʣʝʯʝʥʥʦʛʦ ʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʘ 

ʪʘʢʞʝ ʨʝʛʫʣʷʨʥʦ ʚʳʧʦʣʥʷʝʤʳʡ ʘʥʘʣʠʟ ʵʬʬʝʢʪʠʚʥʦʩʪʠ (ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʚ 

ʨʘʥʝʝ ʦʧʨʝʜʝʣʝʥʥʦʤ ʩʤʳʩʣʝ) ʇʋʀʀɹ, ʨʝʟʫʣʴʪʘʪʳ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʳ ʧʝʨʝʜʘʚʘʪʴʩʷ ʚ ʧʨʦʮʝʩʩʳ 

çʄʦʥʠʪʦʨʠʥʛ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʉʋʀɹ ʀʊʂʉè, çɸʥʘʣʠʟ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʉʋʀɹ ʀʊʂʉ ʚʳʩʰʠʤ 

ʨʫʢʦʚʦʜʩʪʚʦʤ ʆʈɻɸʅʀɿɸʎʀʀè ʠ çɸʥʘʣʠʟ ʨʠʩʢʦʚ ʀɹ ʀʊʂʉè.  

ʈʠʩ. 33 ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʦʨʛʘʥʠʟʘʮʠʷ ʜʦʣʞʥʘ ʦʧʨʝʜʝʣʷʪʴ ʠ ʫʧʨʘʚʣʷʪʴ 

ʨʘʟʣʠʯʥʳʤʠ ʜʝʡʩʪʚʠʷʤʠ, ʠ ʯʘʩʪʦ ʚʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʦʜʥʦʛʦ ʧʨʦʮʝʩʩʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʨʝʜ-

ʩʪʘʚʣʷʶʪ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʩʣʝʜʫʶʱʝʛʦ ʧʨʦʮʝʩʩʘ [47, 186]. ʅʘʧʨʠʤʝʨ, ʜʘʥʥʳʝ, ʧʦʣʫʯʝʥʥʳʝ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ, ʷʚʣʷʶʪʩʷ ʚʭʦʜʥʳʤʠ ʜʣʷ ʧʨʦʮʝʩʩʦʚ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝ-
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ʜʦʚʘʥʠʷ ʜʘʥʥʦʛʦ ʠʥʮʠʜʝʥʪʘ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʘʢʮʝʥʪʠʨʫʝʪ ʚʥʠʤʘʥʠʝ ʥʘ ʜʦʩʪʠʞʝʥʠʠ ʧʦʩʪʘʚʣʝʥʥʳʭ 

ʮʝʣʝʡ, ʘ ʪʘʢʞʝ ʥʘ ʨʝʩʫʨʩʘʭ, ʟʘʪʨʘʯʝʥʥʳʭ ʥʘ ʜʦʩʪʠʞʝʥʠʷ ʮʝʣʝʡ.  

 

ʈʠʩʫʥʦʢ 33 ï ɺʳʩʦʢʦʫʨʦʚʥʝʚʘʷ ʜʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ ʜʣʷ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ 

 

3.4.5. ʌʦʨʤʘʣʠʟʘʮʠʷ ʨʘʟʨʘʙʦʪʘʥʥʦʛʦ ʧʨʦʮʝʩʩʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʇʨʠ ʨʘʟʨʘʙʦʪʢʝ ʦʪʜʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʨʘʤʢʘʭ ʦʙʦʙɦʝʥʥʦʛʦ ʇʋʀʀɹ ʠʩʧʦʣʴʟʦʚʘʣʩʷ 

ʤʝʪʦʜ ʩʦʩʪʘʚʣʝʥʠʷ ʢʘʨʪ ʧʨʦʮʝʩʩʦʚ [47, 186], ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʥʘʛʣʷʜʥʦ ʫʚʠʜʝʪʴ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ʚʩʝʭ ʜʝʡʩʪʚʠʡ ʠ ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʠ ʤʝʞʜʫ ʥʠʤʠ, ʘ ʪʘʢʞʝ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ (ʚ ʩʤʳʩʣʝ 

ʧʨʠʥʷʪʴ ʨʘʮʠʦʥʘʣʴʥʳʝ ʨʝʰʝʥʠʷ ʦʙ ʫʣʫʯʰʝʥʠʷʭ ʠʣʠ ʠʟʤʝʥʝʥʠʷʭ) ʫʞʝ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʧʨʦʮʝʩʩʳ 

ʧʫʪʝʤ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠʟʙʳʪʦʯʥʳʭ ʜʝʡʩʪʚʠʡ ʠ ʚʳʷʚʣʝʥʠʷ ʨʠʩʢʦʚ ʠʭ ʫʩʧʝʰʥʦʡ ʨʝʘʣʠʟʘʮʠʠ. ʏʘʱʝ 

ʚʩʝʛʦ ʵʪʦʪ ʤʝʪʦʜ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʧʨʦʮʝʩʩʦʚ, ʦʜʥʠʤ ʠʟ ʚʘʞʥʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʢʦʪʦʨʳʭ ʷʚʣʷʝʪʩʷ 

ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ, ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʪʨʝʙʫʝʤʦʡ ʙʳʩʪʨʦʪʦʡ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ, ʠ ʢʦʛʜʘ ʧʨʦʮʝʩʩ ʥʘʜʦ ʠʟʦʙʨʘʟʠʪʴ ʚ ʢʦʦʨʜʠʥʘʪʘʭ ʜʚʫʭ ʝʛʦ ʧʘʨʘʤʝʪʨʦʚ (ʥʘʧʨʠ-

ʤʝʨ, ʠʩʧʦʣʥʠʪʝʣʠ ʠ ʚʨʝʤʷ). ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʧʦʣʝʟʥʦ ʢʘʢ ʧʨʠ 

ʧʦʩʪʨʦʝʥʠʠ ʥʦʚʳʭ, ʪʘʢ ʠ ʧʨʠ ʧʝʨʝʩʤʦʪʨʝ, ʜʦʨʘʙʦʪʢʝ ʠ ʦʮʝʥʢʝ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦ-

ʩʪʠ ʫʞʝ ʵʢʩʧʣʫʘʪʠʨʫʝʤʳʭ ʧʨʦʮʝʩʩʦʚ. ɽʛʦ ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʜʣʷ ʧʦʩʪʨʦʝʥʠ ̫ʣʶʙʳʭ ʧʨʦʮʝʩʩʦʚ 
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ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʀɹ, ʘ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʇʋʀʀɹ. 

ʈʘʟʨʘʙʦʪʘʥʥʳʝ ʢʘʨʪʳ ʧʨʦʮʝʩʩʦʚ ʇʋʀʀɹ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʜʠʘʛʨʘʤʤʫ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦ-

ʮʝʩʩʘ [47, 186]. ʇʨʠ ʵʪʦʤ ʫʢʘʟʳʚʘʝʪʩʷ ʩʣʝʜʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ: ʜʝʡʩʪʚʠʷ (ʦʧʝʨʘʮʠʠ), ʧʨʝʜʧʨʠ-

ʥʠʤʘʝʤʳʝ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ; ʦʩʦʙʳʝ ʫʩʣʦʚʠʷ ʚʳʧʦʣʥʝʥʠʷ (ʝʩʣʠ ʦʥʠ ʝʩʪʴ); ʪʦʯʢʠ ʚʟʘʠʤʦʜʝʡʩʪ-

ʚʠʷ; ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʠ; ʨʦʣʠ, ʦʙʷʟʘʥʥʦʩʪʠ ʠ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ; ʨʝʩʫʨʩʳ (ʤʘʪʝʨʠʘʣʴʥʳʝ, ʪʝʭʥʠ-

ʯʝʩʢʠʝ, ʣʶʜʩʢʠʝ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʠ ʧʨ.); ʜʦʢʫʤʝʥʪʳ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʝ ʪʨʝʙʦʚʘʥʠʷ; ʩʧʦʩʦʙʳ 

ʤʦʥʠʪʦʨʠʥʛʘ; ʩʦʟʜʘʚʘʝʤʘʷ ʦʪʯʝʪʥʦʩʪʴ. 

ɼʠʘʛʨʘʤʤʘ ʦʪʜʝʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʚ ʨʘʤʢʘʭ ʦʙʦʙʱʝʥʥʦʛʦ ʇʋʀʀɹ ʥʘʛʣʷʜʥʦ ʦʪʦʙʨʘʞʘʝʪ 

ʚʝʩʴ ʧʨʦʮʝʩʩ ʚ ʮʝʣʦʤ ʦʪ ʥʘʯʘʣʘ ʜʦ ʟʘʚʝʨʰʝʥʠʷ ʠ ʧʦʣʝʟʥʘ ʜʣʷ ʝʛʦ ʘʥʘʣʠʟʘ. ʇʨʘʚʠʣʘ ʠʥʪʝʨʧʨʝʪʘ-

ʮʠʠ ʜʠʘʛʨʘʤʤ ʪʘʢʦʚʳ: ʠʭ ʯʪʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʣʝʚʘ ʥʘʧʨʘʚʦ; ʣʠʥʠʠ ʠ ʩʪʨʝʣʢʠ ʦʙʦʟʥʘʯʘʶʪ 

ʧʝʨʝʭʦʜ (ʪʦʣʴʢʦ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʩʪʨʝʣʢʠ) ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʜʝʡʩʪʚʠʷʤʠ ʚ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ 

ʜʝʡʩʪʚʠʡ ʠʣʠ ʦʢʦʥʯʘʥʠʝ ʢʘʢʦʡ-ʣʠʙʦ ʠʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʜʝʡʩʪʚʠʡ; ʢʘʞʜʳʡ ʙʣʦʢ ʜʠʘʛʨʘʤ-

ʤʳ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʝʪ ʙʳʪʴ ʜʝʪʘʣʠʟʠʨʦʚʘʥ (ʨʘʟʣʦʞʝʥ ʥʘ ʩʦʩʪʘʚʣʷʶʱʠʝ, ʦʧʠʩʳʚʘʶʱʠʝ 

ʜʝʡʩʪʚʠʝ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦ).  

ʅʘ ʧʦʜʦʙʥʳʭ ʜʠʘʛʨʘʤʤʘʭ, ʢʘʢ ʧʨʘʚʠʣʦ, ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʨʠ ʩʫʱʥʦʩʪʠ: ʨʦʣʠ ï ʫʯʘʩʪʥʠʢʠ 

ʧʨʦʮʝʩʩʘ; ʦʙʷʟʘʥʥʦʩʪʠ ï ʟʘʜʘʥʠʷ, ʟʘ ʢʦʪʦʨʳʝ ʦʪʚʝʪʩʪʚʝʥʥʳ ʫʯʘʩʪʥʠʢʠ ʧʨʦʮʝʩʩʘ; ʤʘʨʰʨʫʪʳ ï 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ ʚ ʨʘʤʢʘʭ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ, ʪʦʯʢʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ, ʪʦʯʢʠ ʚʟʘʠ-

ʤʦʜʝʡʩʪʚʠʷ ʩ ʜʨʫʛʠʤʠ ʧʨʦʮʝʩʩʘʤʠ ʇʋʀʀɹ. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʜʠʘʛʨʘʤʤʳ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʜʦʩʪʘʪʦʯʥʦ ʧʦʣʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʮʝʩʩʘ. ʇʦʵʪʦʤʫ ʙʳʣʦ ʨʝʰʝʥʦ ʨʘʩʰʠʨʠʪʴ ʜʘʥʥʳʡ ʧʦʜʭʦʜ, ʜʦʙʘʚʠʚ ʢ ʥʝʤʫ ʪʘʙ-

ʣʠʮïrʦʧʠʩʘʥʠʷ ʧʨʦʮʝʩʩʦʚ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ ʦ ʢʘʞʜʦʤ ʠʟ ʥʠʭ, 

ʚʢʣʶʯʘʷ ʫʧʨʘʚʣʝʥʠʝ ʠʤ, ʧʨʦʮʝʜʫʨʳ, ʢʦʪʦʨʳʤ ʥʝʦʙʭʦʜʠʤʦ ʩʣʝʜʦʚʘʪʴ, ʪʨʠʛʛʝʨʳ (ʩʦʙʳʪʠʷ ʠʣʠ 

ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʳʭ ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʦʮʝʩʩ), ʢʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʠ ʪ.ʜ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʜʠʘʛʨʘʤʤʳ ʩʦʚʤʝʩʪʥʦ ʩ ʪʘʙʣʠʮʘʤʠ ʩʦʜʝʨʞʘʪ ʟʥʘʯʠʪʝʣʴʥʳʡ ʦʙʲʝʤ ʩʚʝʜʝʥʠʡ ʦ ʧʨʦʮʝʩ-

ʩʘʭ ʇʋʀʀɹ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʥʘʣʠʟʘ ʨʠʩʢʦʚ ʀɹ ʠ ʦʮʝʥʢʠ ʠʭ 

ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ.  

ɼʘʣʝʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʨʠʚʝʜʝʥʳ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʜʠʘʛʨʘʤʤʳ ʠ ʦʧʠʩʘʥʠʷ ʧʨʦʮʝʩʩʘ 

çʆʙʥʘʨʫʞʝʥʠʝ ʠ ʦʧʦʚʝʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè (ʨʠʩ. 34 ʠ ʪʘʙʣ. 

8) [47, 186], ʧʨʦʮʝʩʩʘ çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè 

(ʨʠʩ. 35 ʠ ʪʘʙʣ. 9), ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè (ʦʥ ʢʘʢ ʩʘʤʳʡ çʦʙʲʝʤʥʳʡè ʠʟ 

ʧʨʦʮʝʩʩʦʚ ʇʋʀʀɹ ʙʳʣ ʣʦʛʠʯʝʩʢʠʝ ʨʘʟʜʝʣʝʥ ʜʣʷ ʥʘʛʣʷʜʥʦʩʪʠ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʜʠʘʛʨʘʤʤ ʧʨʦʮʝʩ-

ʩʦʚ ʥʘ ʜʚʝ ʩʦʩʪʘʚʣʷʶʱʠʝ: çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè             

(ʨʠʩ. 36 ʠ ʪʘʙʣ. 10) ʠ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʨʦʜʦʣʞʝʥʠʝè (ʨʠʩ. 37 ʠ ʪʘʙʣ. 11), 

ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʨʠʩ. 38 ʠ ʪʘʙʣ. 12) ʠ ʧʨʦʮʝʩʩʘ çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ 

ʀɹè (ʨʠʩ. 39 ʠ ʪʘʙʣ. 13). 
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ʈʠʩʫʥʦʢ 34 ï ɼʠʘʛʨʘʤʤʘ ʦʙʦʙʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ çʆʙʥʘʨʫʞʝʥʠʝ ʠ ʦʧʦʚʝʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè 

 

ʊʘʙʣʠʮʘ 8 ï ʆʧʠʩʘʥʠʝ ʦʙʦʙʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ çʆʙʥʘʨʫʞʝʥʠʝ, ʦʧʦʚʝʱʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ 

ʠʥʮʠʜʝʥʪʘʭè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ɺʳʷʚʣʷʪʴ ʥʝʪʠʧʠʯʥʳʝ (ʧʦʜʦʟ-

ʨʠʪʝʣʴʥʳʝ) ʩʦʙʳʪʠʷ, ʢʦʪʦʨʳʝ 

ʤʦʛʫʪ ʧʦʚʣʝʯʴ ʥʘʨʫʰʝʥʠʝ ʧʦ-

ʣʠʪʠʢʠ ʀɹ, ʣʠʙʦ ʨʘʥʝʝ ʥʝʠʟ-

ʚʝʩʪʥʳʝ ʩʠʪʫʘʮʠʠ, ʢʦʪʦʨʳʝ 

ʤʦʛʫʪ ʙʳʪʴ ʩʫʱʝʩʪʚʝʥʥʳʤʠ 

ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʦʟʥʠʢʥʦʚʝʥʠʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʣʠʷʶʱʠʭ 

ʥʘ ʀɹ ʩʦʙʳʪʠʡ ʠʣʠ ʥʝʪʠʧʠʯʥʳʭ ʩʠʪʫʘʮʠʡ; 

ʇʦʣʫʯʝʥʠʝ ʩʦʦʙʱʝʥʠʡ ʦʪ ɾʈʉ ʆʉ, ʉʋɹɼ, 

ʉɿʀ, ʩʠʩʪʝʤ ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʷ ʠ ʪ.ʜ.; 

ʇʦʣʫʯʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʥʠʪʦʨʠʥʛʘ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʜʘʣʴʥʝʡʰʠʭ 

ʜʝʡʩʪʚʠʷʭ ʩ ʩʦʙʳʪʠʝʤ (ʥʘʧʨʠʤʝʨ, 

ʧʝʨʝʜʘʪʴ ʝʛʦ ʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʶ); 

ʇʝʨʝʜʘʯʘ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ ʥʘ 

ʚʭʦʜ ʩʣʝʜʫʶʱʝʤʫ ʧʨʦʮʝʩʩʫ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʘʤʷʪʢʘ ʩʦʪʨʫʜʥʠʢʘ ʧʦ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝʱʝ-

ʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ (ʚ ʪ.ʯ. ʇʦ-

ʣʠʪʠʢʘ ʀɹ). 
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ʊʘʙʣʠʮʘ 8 ï ʆʧʠʩʘʥʠʝ ʦʙʦʙʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ çʆʙʥʘʨʫʞʝʥʠʝ, ʦʧʦʚʝʱʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠ-

ʜʝʥʪʘʭè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʠ, ʧʦʪʝʥ-

ʮʠʘʣʴʥʦ ʦʪʥʦʩʷʱʝʤʫʩʷ ʢ ʀɹ. 

ʃʶʙʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʷʭ ʠʣʠ ʩʠʪʫʘʮʠʷʭ, ʢʦʪʦʨʳʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ ʠʤʝʪʴ 

ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ. 

ʃʶʙʘʷ ʬʦʨʤʘ 

ʧʨʝʜʩʪʘʚʣʝʥʠʷ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʤ 

ʩʦʙʳʪʠʠ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʠʤʝʪʴ 

ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ. 

ʃʶʙʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʫʩʣʦʚʠʷʭ , ʙʣʘʛʦʧʨʠʷʪʥʳʭ ʜʣʷ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʩʦʙʳʪʠʡ ʠʣʠ 

ʩʠʪʫʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʝ ʢ ʀɹ. 

ʃʶʙʘʷ ʬʦʨʤʘ 

ʧʨʝʜʩʪʘʚʣʝʥʠʷ. 

ʈʝʟʫʣʴʪʘʪʳ ʤʦʥʠʪʦʨʠʥʛʘ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʧʨʦʮʝʩʩʘ çʋʧʨʘʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠ ʀʊʂʉè. ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ 

ʪʘʢʦʚʦʛʦ ʧʨʦʮʝʩʩʘ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʜʝʥʠʷ ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʆʪʯʝʪ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʩʢʘ-

ʥʠʨʦʚʘʥʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʇʝʨʝʜʘʯʘ ʥʘ ʚʭʦʜ ʧʨʦʮʝʩʩʫ çʆʙ-

ʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦ-

ʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ 

ʀɹè. 

ʉʦʦʙʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠ-

ʜʝʥʪʝ ʀɹ. 

ʀʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ 

ʙʳʪʴ ʧʝʨʝʜʘʥʘ ʥʘ ʚʭʦʜ ʧʨʦʮʝʩʩʫ 

çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟ-

ʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠ-

ʜʝʥʪʘʭ ʀɹè.  

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙ-

ʱʝʥʠʝ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ 

ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ɺʳʷʚʣʝʥʠʝ ʩʦʙʳʪʠʡ ʀɹ 

 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʦʜʨʷʜʯʠʢʠ 

ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʟ ʩʪʦʨʦʥʥʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʤʝʶ-

ʱʠʝ ʜʦʩʪʫʧ ʢ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʫʯʘʩʪʚʫʶʪ ʚ 

ʚʳʷʚʣʝʥʠʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʡ ʠʣʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʪ-

ʥʦʩʷʱʠʭʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʙʳʪʠʡ ʠ ʩʠʪʫʘʮʠʡ. 

ɺʭʦʜʳ: ʇʨʠʟʥʘʢʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʩʦʙʳʪʠʡ ʠ ʩʠ-

ʪʫʘʮʠʡ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʠ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʘʤʷʪʢʘ ʩʦʪʨʫʜʥʠʢʘ ʧʦ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ 

(ʚʢʣʶʯʘʷ ʇʦʣʠʪʠʢʫ ʀɹ). 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠ-

ʟʘʮʠʠ, ʚʢʣʶʯʘʷ ʚʩʝʭ ʩʦ-

ʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʧʦʜʨʷʜʯʠʢʦʚ, ʧʦʣʴʟʦʚʘʪʝ-

ʣʝʡ ʠʟ ʚʥʝʰʥʠʭ ʦʨʛʘʥʠʟʘ-

ʮʠʡ, ʠʤʝʶʱʠʭ ʜʦʩʪʫʧ ʢ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ɺʳʷʚʣʝʥʠʝ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʩʦʙʳʪʠʡ ʀɹ 

 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʦʜʨʷʜʯʠʢʠ 

ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʟ ʩʪʦʨʦʥʥʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʤʝʶ-

ʱʠʝ ʜʦʩʪʫʧ ʢ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʫʯʘʩʪʚʫʶʪ ʚ 

ʚʳʷʚʣʝʥʠʠ ʩʠʪʫʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ 

ʧʨʠʚʝʩʪʠ ʢ ʩʦʙʳʪʠʶ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʫ ʀɹ. 

ɺʭʦʜʳ: ʇʨʠʟʥʘʢʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʦʙʳʪʠʡ ʀɹ.  

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʩʦʙʳʪʠʠ 

ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʘʤʷʪʢʘ ʩʦʪʨʫʜʥʠʢʘ ʧʦ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ 

(ʚʢʣʶʯʘʷ ʇʦʣʠʪʠʢʫ ʀɹ). 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠ-

ʟʘʮʠʠ, ʚʢʣʶʯʘʷ ʚʩʝʭ ʩʦ-

ʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʧʦʜʨʷʜʯʠʢʦʚ, ʧʦʣʴʟʦʚʘʪʝ-

ʣʝʡ ʠʟ ʚʥʝʰʥʠʭ ʦʨʛʘʥʠʟʘ-

ʮʠʡ, ʠʤʝʶʱʠʭ ʜʦʩʪʫʧ ʢ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 
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ʊʘʙʣʠʮʘ 8 ï ʆʧʠʩʘʥʠʝ ʦʙʦʙʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ çʆʙʥʘʨʫʞʝʥʠʝ, ʦʧʦʚʝʱʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠ-

ʜʝʥʪʘʭè (ʦʢʦʥʯʘʥʠʝ) 
ɸʥʘʣʠʟ ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʥʠʪʦʨʠʥʛʘ 

ʫʷʟʚʠʤʦʩʪʝʡ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ (ʩʦʪʨʫʜʥʠʢʠ ʧʦʜʨʘʟʜʝ-

ʣʝʥʠʷ, ʦʪʚʝʪʩʪʚʝʥʥʦʛʦ ʟʘ ʧʦʜʜʝʨʞʘʥʠʝ ʀʊʂʉ) 

ʦʩʫʱʝʩʪʚʣʷʶʪ ʘʥʘʣʠʟ ʨʝʟʫʣʴʪʘʪʦʚ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ 

ʤʦʥʠʪʦʨʠʥʛʘ ʫʷʟʚʠʤʦʩʪʝʡ ʀʊʂʉ (ʘʥʘʣʠʟ ʨʝʟʫʣʴʪʘ-

ʪʦʚ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʊʂʉ) ʠ ʚʳʷʚʣʷʶʪ ʫʟ̫-

ʚʠʤʦʩʪʠ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ɺʭʦʜʳ: ʆʪʯʝʪʳ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʤʦ-

ʥʠʪʦʨʠʥʛʘ ʫʷʟʚʠʤʦʩʪʝʡ. 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʘʤʷʪʢʘ ʩʦʪʨʫʜʥʠʢʘ ʧʦ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ (ʚʢʣʶʯʘʷ 

ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦ ʧʨʦʮʝʩʩʫ 

çʋʧʨʘʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠè). 

ʕʢʩʧʝʨʪʳ. 

ʆʧʦʚʝʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦ-

ʙʳʪʠʷʭ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹ 

 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʦʜʨʷʜʯʠʢʠ 

ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʟ ʩʪʦʨʦʥʥʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʤʝʶ-

ʱʠʝ ʜʦʩʪʫʧ ʢ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ ʩʦʦʙʱʘʶʪ 

ʦʙʦ ʚʩʝʭ ʩʪʘʚʰʠʭ ʠʤ ʠʟʚʝʩʪʥʳʤʠ ʩʦʙʳʪʠʷʭ ʀɹ, 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʀɹ. 

ɺʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʠ ʀɹ. ʀʥʬʦʨʤʘʮʠʷ ʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʩʦʙʳʪʠʠ ʀɹ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʫʷʟ-

ʚʠʤʦʩʪʷʭ. 

ɺʳʭʦʜʳ: ʉʦʦʙʱʝʥʠʝ ʦ ʫʷʟʚʠʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ 

ʠʣʠ ʠʥʮʠʜʝʥʪʝ ʀɹ.  

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʘʤʷʪʢʘ ʩʦʪʨʫʜʥʠʢʘ ʧʦ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ 

(ʚʢʣʶʯʘʷ ʇʦʣʠʪʠʢʫ ʀɹ). 

ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʨʛʘʥʠ-

ʟʘʮʠʠ, ʚʢʣʶʯʘʷ ʚʩʝʭ ʩʦ-

ʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʧʦʜʨʷʜʯʠʢʦʚ, ʧʦʣʴʟʦʚʘʪʝ-

ʣʝʡ ʠʟ ʚʥʝʰʥʠʭ ʦʨʛʘʥʠʟʘ-

ʮʠʡ, ʠʤʝʶʱʠʭ ʜʦʩʪʫʧ ʢ 

ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ. 

ʇʦʣʫʯʝʥʠʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʫʷʟʚʠ-

ʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥ-

ʪʝ ʀɹ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʦʣʫʯʘʶʪ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʩʦʙʳʪʠʷʭ ʀɹ, ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʦʙʳʪʠʷʭ ʀɹ, ʦʙ 

ʠʥʮʠʜʝʥʪʘʭ ʀɹ ʠʣʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ. ɿʘʪʝʤ ʦʥʠ ʜʦ-

ʢʫʤʝʥʪʠʨʫʶʪ (ʣʠʙʦ ʚ ʵʣʝʢʪʨʦʥʥʦʤ, ʣʠʙʦ ʚ ʙʫʤʘʞ-

ʥʦʤ ʚʠʜʝ) ʧʦʣʫʯʝʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʠ ʧʝʨʝʜʘʶʪ ʠʭ ʥʘ 

ʚʭʦʜ ʧʨʦʮʝʩʩʫ çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦ-

ʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè. 

ɺʭʦʜʳ: ʉʦʦʙʱʝʥʠʝ ʦ ʫʷʟʚʠʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ 

ʠʥʮʠʜʝʥʪʝ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦ ʫʷʟʚʠ-

ʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʝ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 
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ʊʘʙʣʠʮʘ 9 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ɸʥʘʣʠʟʠʨʦʚʘʪʴ ʧʦʣʫʯʘʝʤʳʝ ʩʦʦʙʱʝʥʠʷ 

ʦ ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ-

ʩʪʠ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʠʭ ʩʦʦʪʚʝʪʩʪʚʫʶ-

ʱʠʤ ʩʦʪʨʫʜʥʠʢʘʤ ʜʣʷ ʜʘʣʴʥʝʡʰʝʡ ʦʙ-

ʨʘʙʦʪʢʠ. 

ʇʦʣʫʯʝʥʠʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʫʷʟʚʠʤʦʩʪʠ, 

ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʝ ʀɹ. 

ʉʦʙʳʪʠʷ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʥʳ ʠ ʧʝʨʝ-

ʜʘʥʳ ʥʘ ʚʭʦʜ ʜʨʫʛʠʤ ʧʨʦʮʝʩʩʘ (ʥʘ-

ʧʨʠʤʝʨ, ʧʨʦʮʝʩʩʫ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ 

ʠʥʮʠʜʝʥʪʳ ʀɹè). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, 

ʦʧʦʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè;  

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ 

ʨʘʤʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʫʷʟ-

ʚʠʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʝ 

ʀɹ. 

ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʧʨʦʮʝʩʩʘ çʆʙʥʘʨʫʞʝʥʠʝ ʠ ʦʧʦʚʝʱʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦ-

ʙʳʪʠʷʭ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙ-

ʱʝʥʠʝ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ 

ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɽʩʣʠ ʩʦʙʳʪʠʝ ʥʝ ʦʪʥʦʩʠʪʩʷ ʢ ʀɹ ʠ 

ʜʦʣʞʥʦ ʙʳʪʴ ʧʝʨʝʜʘʥʦ ʚ ʜʨʫʛʠʝ ʧʨʦ-

ʮʝʩʩʳ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʜʘʣʴʥʝʡʰʝʡ ʦʙ-

ʨʘʙʦʪʢʠ. 

ʉʦʦʙʱʝʥʠʝ ʦ ʩʦʙʳʪʠʠ, ʥʝ ʦʪʥʦʩʷʱʝʤʩʷ 

ʢ ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʧʝʨʝʜʘʚʘʝʤʦʤ ʚ ʜʨʫʛʦʡ ʧʨʦʮʝʩʩ ʩʦ-

ʙʳʪʠʠ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʙʳʪʠʝ 

ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞ-

ʥʦʤ ʚʠʜʝ. 

ɽʩʣʠ ʩʦʙʳʪʠʝ ʧʨʠʟʥʘʝʪʩʷ ʠʥʮʠʜʝʥʪʦʤ 

ʀɹ ʠ ʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʨʘʙʦʪʳ ʚ 

ʨʘʤʢʘʭ ʇʋʀʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ 

ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ, ʢʦʪʦʨʘʷ ʟʘʪʝʤ ʧʝ-

ʨʝʜʘʝʪʩʷ ʥʘ ʚʭʦʜ ʧʨʦʮʝʩʩʫ çʈʝʘʛʠ-

ʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠ-

ʜʝʥʪ ʀɹ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ 

ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 

ɽʩʣʠ ʩʦʙʳʪʠʝ ʷʚʣʷʝʪʩʷ ʩʦʙʳʪʠʝʤ ʀɹ ʠ 

ʥʝ ʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʨʘʙʦʪʳ ʚ 

ʨʘʤʢʘʭ ʇʋʀʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʙʳʪʠʝ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʟʘʢʨʳʚʘʝʤʦʤ ʩʦʙʳʪʠʠ ʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʙʳʪʠʝ 

ʀɹ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫ-

ʤʘʞʥʦʤ ʚʠʜʝ. 
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ʊʘʙʣʠʮʘ 9 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ɸʥʘʣʠʟ ʧʦʣʫʯʝʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʚʦʜʷʪ ʘʥʘʣʠʟ 

ʧʦʣʫʯʝʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʠ ʦʧʨʝʜʝʣʷʶʪ ʷʚʣʷʝʪ-

ʩʷ ʣʠ ʚʳʷʚʣʝʥʥʦʝ ʩʦʙʳʪʠʝ: ʩʦʙʳʪʠʝʤ ʀɹ; ʩʦ-

ʙʳʪʠʝʤ, ʥʝ ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʀɹ; ʠʣʠ ʠʥʮʠʜʝʥ-

ʪʦʤ ʀɹ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʝʨʝʯʥʝʤ). 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʫʷʟʚʠʤʦʩʪʠ, ʩʦʙʳʪʠʠ ʀɹ ʠʣʠ ʠʥʮʠʜʝʥʪʝ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦ 

ʩʦʙʳʪʠʠ, ʥʝ ʦʪʥʦʩʷʱʝʤʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʃʀ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦ ʩʦʙʳʪʠʠ ʀɹ 

ʀʃʀ ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʠʥʮʠ-

ʜʝʥʪʝ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʝʨʝʯʝʥʴ ʩʦʙʳʪʠʡ ʀɹ, ʧʨʠʟʥʘ-

ʚʘʝʤʳʭ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

ʆʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʚʦʜʷʪ ʘʥʘʣʠʟ 

ʩʦʦʙʱʝʥʠʷ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ ʠ ʦʧʨʝʜʝʣʷʶʪ ʢ 

ʢʘʢʦʤʫ ʠʟ ʪʠʧʦʚ ʠʥʮʠʜʝʥʪʦʚ ʦʪʥʦʩʠʪʩʷ ʜʘʥʥʳʡ 

ʠʥʮʠʜʝʥʪ: ɸʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ, ʇʨʦʛʨʘʤʤʥʦ-

ʪʝʭʥʠʯʝʩʢʠʝ, ʌʠʟʠʯʝʩʢʦʡ ʦʭʨʘʥʳ , ʇʨʦʮʝʩʩʦʚ 

ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʷ ʟʜʘʥʠʷ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʠʥ-

ʮʠʜʝʥʪʝ ʀɹ. ʂʣʘʩʩʠʬʠʢʘʪʦʨ (ʢʘʪʘʣʦʛ ʧʦʜʪʠ-

ʧʦʚ) ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʀɹ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʂʣʘʩʩʠʬʠʢʘʪʦʨ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

ʆʧʨʝʜʝʣʝʥʠʝ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ ʀɹ 

 
 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʚʦʜʷʪ ʘʥʘʣʠʟ 

ʩʦʦʙʱʝʥʠʷ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ ʠ ʦʧʨʝʜʝʣʷʶʪ 

ʩʪʝʧʝʥʴ ʩʝʨʴʝʟʥʦʩʪʠ ʜʘʥʥʦʛʦ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʠʥ-

ʮʠʜʝʥʪʝ ʀɹ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʀɹ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ 

ʠ ʩʪʝʧʝʥʠ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʈʝʝʩʪʨ ʨʠʩʢʦʚ ʀɹ ʜʣʷ ʀʊʂʉè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 
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ʊʘʙʣʠʮʘ 9 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʆʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʩʦʙʳʪʠʷʭ ʀɹ ʠ ʠʥʮʠʜʝʥʪʘʭ ʀɹè (ʦʢʦʥʯʘʥʠʝ) 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʚʦʜʷʪ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʫʩʪʘʥʦʚʣʝʥ-

ʥʦʡ ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʬʦʨʤʝ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʀɹ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʪʠʧʘ ʠʥʮʠ-

ʜʝʥʪʘ ʠ ʩʪʝʧʝʥʠ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ 

ʀɹ.  

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

ʇʦʧʦʣʥʝʥʠʝ ʢʘʪʘʣʦʛʘ ʧʦʜʪʠʧʦʚ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʦʧʦʣʥʷʶʪ ʂʘ-

ʪʘʣʦʛ ʧʦʜʪʠʧʦʚ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʩʣʫʯʘʝ, 

ʝʩʣʠ ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ ʙʳʣ 

ʚʳʷʚʣʝʥ ʥʦʚʳʡ ʧʦʜʪʠʧ ʠʥʮʠʜʝʥʪʘ ʀɹ ʨʘʥʝʝ 

ʥʝʠʟʚʝʩʪʥʳʡ. 

ɺʭʦʜʳ: ɼʘʥʥʳʝ ʦ ʥʦʚʦʤ ʧʦʜʪʠʧʝ ʠʥʮʠʜʝʥʪʘ 

ʀɹ.  

ɺʳʭʦʜʳ: ʆʙʥʦʚʣʝʥʥʳʡ ʂʘʪʘʣʦʛ ʧʦʜʪʠʧʦʚ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʂʣʘʩʩʠʬʠʢʘʪʦʨ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʩʦʙʳʪʠʷ ʀɹ 

 

ʆʪʚʝʪʩʪʚʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʚʦʜʷʪ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʝ ʩʦʙʳʪʠʷ ʀɹ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʡ 

ʚ ʨʘʤʢʘʭ ʇʋʀʀɹ ʬʦʨʤʝ, ʧʦʧʦʣʥʷʷ ɾʈʉ, 

ʢʦʪʦʨʳʡ ʟʘʪʝʤ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʜʘʥ ʚ ʜʨʫ-

ʛʠʝ ʧʨʦʮʝʩʩʳ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʘʥʘʣʠʟʘ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦ 

ʩʦʙʳʪʠʠ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʩʦʙʳʪʠʝ ʀɹ.  

ʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

 

  



 

 

 

190 
 

ʈʠʩʫʥʦʢ 36 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè 

 

ʊʘʙʣʠʮʘ 10 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ʆʩʫʱʝʩʪʚʣʝʥʠʝ ʧʝʨʚʦʥʘʯʘʣʴʥʳʭ 

ʜʝʡʩʪʚʠʡ ʧʦ ʨʘʟʨʝʰʝʥʠʶ ʠʥʮʠʜʝʥ-

ʪʦʚ ʀɹ. 

ʇʦʣʫʯʝʥʠʝ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʭ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ʈʘʟʨʘʙʦʪʢʘ ʇʣʘʥʘ ʤʝʨʦʧʨʠʷʪʠʡ 

ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ 

ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝʱʝʥʠʷ ʠ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ ʦʨʛʘ-

ʥʠʟʘʮʠʠ. 
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ʊʘʙʣʠʮʘ 10 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ ʚ ʪʦʤ ʯʠʩʣʝ ʪʠʧ ʠʥʮʠʜʝʥʪʘ ʠ ʩʪʝ-

ʧʝʥʴ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞ-

ʥʦʤ ʚʠʜʝ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʊʨʝʙʫʝʪʩʷ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠ-

ʜʝʥʪ ʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ 

ʠʥʮʠʜʝʥʪʫ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯ-

ʥʝʥʥʳʝ ʪʠʧ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠ ʩʪʝ-

ʧʝʥʴ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ 

ʀɹ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫ-

ʤʘʞʥʦʤ ʚʠʜʝ. 

ʊʨʝʙʫʝʪʩʷ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠ-

ʜʝʥʪ ʀɹ. 

ʇʣʘʥ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ 

ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴ-

ʥʦʩʪʴ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ 

ʙʳʪʴ ʧʨʝʜʧʨʠʥʷʪʳ ʜʣʷ ʨʘʟʨʝʰʝ-

ʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. ɼʣʷ ʠʥʮʠʜʝʥ-

ʪʦʚ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 1 ʠ 2 

ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʙʦʣʝʝ ʧʦʜʨʦʙ-

ʥʳʡ ʧʣʘʥ ʤʝʨʦʧʨʠʷʪʠʡ. 

ʕʣʝʢʪʨʦʥʥʳʡ ʠʣʠ 

ʙʫʤʘʞʥʳʡ ʚʠʜ. 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ʅʘʟʥʘʯʝʥʠʝ ʆʪʚʝʪʩʪʚʝʥʥʦʛʦ ʟʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʀʩʭʦʜʷ ʠʟ ʪʠʧʘ ʠʥʮʠʜʝʥʪʘ, ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʥʘʟʥʘʯʝʥʠʝ ʦʪʚʝʪʩʪʚʝʥʥʦʛʦ ʟʘ ʨʘʟʨʝʰʝʥʠʝ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ, ʢʦʪʦʨʳʡ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʪʝʧʝʥʠ 

ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʣʠʙʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʦʩʫʱʝʩʪʚʣʷʝʪ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪ, ʣʠʙʦ 

ʨʫʢʦʚʦʜʠʪ ɻʈʀʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ, 

ʟʘʢʨʝʧʣʝʥʥʳʡ ʟʘ ʆʪʚʝʪʩʪʚʝʥʥʳʤ ʟʘ ʨʘʟʨʝʰʝ-

ʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 
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ʊʘʙʣʠʮʘ 10 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʆʧʦʚʝʱʝʥʠʝ ʚʣʘʜʝʣʴʮʝʚ ʘʢʪʠʚʦʚ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʩʪʝʧʝʥʴ ʩʝʨʴʝʟ-

ʥʦʩʪʠ 1 ʠʣʠ 2 (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʚʝʜʝʥʥʦʡ ʚ 

ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʢʣʘʩʩʠʬʠʢʘʮʠʝʡ ʩʪʝʧʝʥʝʡ 

ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʦʚ) ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʧʦ-

ʚʝʱʝʥʠʝ ɺʣʘʜʝʣʴʮʝʚ ʘʢʪʠʚʦʚ, ʚʦʚʣʝʯʝʥʥʳʡ ʚ 

ʜʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ʆʧʦʚʝʱʝʥʠʝ ɺʣʘʜʝʣʴʮʝʚ ʘʢʪʠʚʦʚ, ʚʦʚʣʝʯʝʥ-

ʥʳʡ ʚ ʠʥʮʠʜʝʥʪ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

çʈʝʝʩʪʨ ʘʢʪʠʚʦʚ ʀʊʂʉè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʆʧʦʚʝʱʝʥʠʝ ʚʣʘʜʝʣʴʮʝʚ ʙʠʟʥʝʩ-

ʧʨʦʮʝʩʩʦʚ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʩʪʝʧʝʥʴ ʩʝʨʴʝʟ-

ʥʦʩʪʠ 1 ʠʣʠ 2 (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʚʝʜʝʥʥʦʡ ʚ 

ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʢʣʘʩʩʠʬʠʢʘʮʠʝʡ ʩʪʝʧʝʥʝʡ 

ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʦʚ) ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʧʦ-

ʚʝʱʝʥʠʝ ɺʣʘʜʝʣʴʮʝʚ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʚʦʚʣʝ-

ʯʝʥʥʳʡ ʚ ʜʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ, ʠʣʠ ʙʠʟʥʝʩ-

ʧʨʦʮʝʩʩʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʦʢʘʟʳʚʘʝʪʩʷ ʥʝʛʘʪʠʚʥʦʝ 

ʚʣʠʷʥʠʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ʆʧʦʚʝʱʝʥʠʝ ɺʣʘʜʝʣʴʮʝʚ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

çʈʝʝʩʪʨ ʘʢʪʠʚʦʚ ʀʊʂʉè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʇʦʚʪʦʨʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥ-

ʪʘ ʀɹ (ʦʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ 

ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ) 

 

ʇʦʩʣʝ ʦʧʦʚʝʱʝʥʠʷ ʚʣʘʜʝʣʴʮʝʚ ʘʢʪʠʚʦʚ ʠ ʙʠʟ-

ʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʚʦʚʣʝʯʝʥʥʳʡ ʚ ʠʥʮʠʜʝʥʪ (ʚ 

ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʩʪʝʧʝʥʴ ʩʝʨʴʝʟʥʦ-

ʩʪʠ 1 ʠʣʠ 2) ʠ, ʚʦʟʤʦʞʥʦ, ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠ-

ʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʠʥʮʠʜʝʥʪʫ ï ʦʩʫʱʝʩʪ-

ʚʣʷʝʪʩʷ ʧʦʚʪʦʨʥʘʷ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠʥʮʠʜʝʥʪʘ 

(ʦʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ) ʩ ʮʝʣʴʶ ʫʪʦʯʥʝʥʠʷ ʧʝʨʚʦʥʘʯʘʣʴ-

ʥʦʡ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʥʪʨʦʣʠ-

ʨʫʝʤʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ ʩ 

ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

çʂʣʘʩʩʠʬʠʢʘʪʦʨ ʠʥʮʠʜʝʥʪʦʚ 

ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 
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ʊʘʙʣʠʮʘ 10 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷè (ʦʢʦʥʯʘʥʠʝ) 

ʆʧʨʝʜʝʣʝʥʠʝ ʩʦʩʪʘʚʘ ɻʈʀʀɹ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʚʳʩʦʢʫʶ ʩʪʝ-

ʧʝʥʴ ʩʝʨʴʝʟʥʦʩʪʠ, ʷʚʣʷʝʪʩʷ ʩʣʦʞʥʳʤ ʠʣʠ ʠʤʝ-

ʝʪ ʰʠʨʦʢʠʡ ʤʘʩʰʪʘʙ, ʪʦ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʩʦʟʳʚ ɻʈʀʀɹ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ ʦʧ-

ʨʝʜʝʣʠʪʴ ʩʦʩʪʘʚ ɻʈʀʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ ʩ 

ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ ʩ 

ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʘʚʝ ɻʈʀʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʇʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ 

 

ʅʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. ɼʣʷ ʠʥʮʠʜʝʥ-

ʪʦʚ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 1 ʠ 2 ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ 

ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʡ ʧʣʘʥ ʤʝʨʦʧʨʠʷʪʠʡ. ɼʣʷ ʠʥ-

ʮʠʜʝʥʪʦʚ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 3, ʢʘʢ ʧʨʘʚʠʣʦ, 

ʧʨʠʤʝʥʠʤʳ ʪʠʧʦʚʳʝ ʨʝʰʝʥʠʷ ʧʦ ʨʝʘʛʠʨʦʚʘ-

ʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ ʩ 

ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ. ɺʦʟʤʦʞʥʦ, ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʘʚʝ 

ɻʈʀʀɹ. 

ɺʳʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ ʩ 

ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ. ʇʣʘʥ ʤʝʨʦʧʨʠʷʪʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

 çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 
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195 

ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʨʦʜʦʣʞʝʥʠʝè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ʈʘʟʨʝʰʠʪʴ ʠʥʮʠʜʝʥʪʳ ʀɹ. ʇʦʣʫʯʝʥʠʝ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʭ ʠʥ-

ʮʠʜʝʥʪʦʚ ʀɹ ʠ ʧʣʘʥʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʥʠʭ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ. 

ʋʩʧʝʰʥʦʝ ʟʘʚʝʨʰʝʥʠʝ ʚʩʝʭ ʟʘʧʣʘ-

ʥʠʨʦʚʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘ-

ʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʫʩʪʨʘʥʝʥʠʶ 

ʝʛʦ ʧʦʩʣʝʜʩʪʚʠʡ (ʠʣʠ ʩʚʝʨʭ ʟʘʧʣʘ-

ʥʠʨʦʚʘʥʥʳʭ). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ 

ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, 

ʦʧʦʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ 

ʨʘʤʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯʥʝʥʥʳʝ ʪʠʧ 

ʠʥʮʠʜʝʥʪʘ ʠ ʩʪʝʧʝʥʴ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ ʵʣʝʢ-

ʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 

ʇʣʘʥ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʝʜ-

ʧʨʠʥʷʪʳ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. ɼʣʷ ʠʥʮʠʜʝʥʪʦʚ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦ-

ʩʪʠ 1 ʠ 2 ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʡ ʧʣʘʥ ʤʝʨʦʧʨʠʷʪʠʡ. 

ʕʣʝʢʪʨʦʥʥʳʡ ʠʣʠ ʙʫʤʘʞʥʳʡ 

ʚʠʜ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʇʝʨʝʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ʚ ʧʨʦʮʝʩʩʳ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè 

ʠʣʠ çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹè 

(ʝʩʣʠ ʝʩʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ). 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥ-

ʮʠʜʝʥʪʫ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯʥʝʥ-

ʥʳʝ ʪʠʧ ʠʥʮʠʜʝʥʪʘ ʠ ʩʪʝʧʝʥʴ ʝʛʦ 

ʩʝʨʴʝʟʥʦʩʪʠ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ ʵʣʝʢ-

ʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 

ʇʝʨʝʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ 

ʚ ʧʨʦʮʝʩʩʳ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè 

ʠʣʠ çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹè.  

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ, ʧʨʝʜ-

ʧʨʠʥʷʪʳʝ ʚ ʨʘʤʢʘʭ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʦ ʜʝʡ-

ʩʪʚʠʷʭ, ʧʨʝʜʧʨʠʥʷʪʳʭ ʚ ʨʘʤʢʘʭ ʨʝʘ-

ʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

ʕʣʝʢʪʨʦʥʥʳʡ ʠʣʠ ʙʫʤʘʞʥʳʡ 

ʚʠʜ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʨʘʙʦʪʘ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ʆʪʯʝʪ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥ-

ʮʠʜʝʥʪʫ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯʥʝʥ-

ʥʳʝ ʪʠʧ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠ ʩʪʝʧʝʥʴ ʝʛʦ 

ʩʝʨʴʝʟʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʚʩʝ ʜʘʥʥʳʝ ʦ 

ʜʝʡʩʪʚʠʷʭ, ʧʨʝʜʧʨʠʥʷʪʳʭ ʚ ʨʘʤʢʘʭ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʆʪʯʝʪʘ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʀɹ ʚ ʵʣʝʢʪʨʦʥʥʦʤ 

ʠʣʠ ʙʫʤʘʞʥʦʤ ʚʠʜʝ. 
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ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʨʦʜʦʣʞʝʥʠʝè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʚ ʩʦʦʪ-

ʚʝʪʩʪʚʠʠ ʩ ʇʣʘʥʦʤ ʨʝʘʛʠʨʦʚʘʥʠʷ 

 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠ 

ʩʣʦʞʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚʳʙʠʨʘʝʪʩʷ ʦʜʥʘ 

ʠʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ ʜʝʡʩʪʚʠʡ ʚ ʨʘʤʢʘʭ 

ʜʘʥʥʦʛʦ ʧʨʦʮʝʩʩʘ. ʆʜʥʘʢʦ ʨʝʘʛʠ-ʨʦʚʘʥʠʝ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʘʟʨʘʙʦ-

ʪʘʥʥʳʤ ʇʣʘʥʦʤ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ 

ʀɹ, ʚʢʣʶʯʘʷ ʟʘʧʫʩʢ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʘʥ-

ʪʠʢʨʠʟʠʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ 

ʩ ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ. ʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷʪʳʭ 

ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

çʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ 

ʜʝʡʩʪʚʠʡè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 

ʇʨʝʩʝʯʝʥʠʝ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝ-

ʣʷ/ʣʦʢʘʣʠʟʘʮʠʷ ʠ ʣʠʢʚʠʜʘʮʠʷ ʠʥʮʠʜʝʥ-

ʪʘ ʀɹ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʩʪʝʧʝʥʴ 

ʩʝʨʴʝʟʥʦʩʪʠ 1 ʠʣʠ 2 ʚʦʟʤʦʞʥ rʜʚʘ ʚʘʨʠʘʥʪʘ 

ʨʘʟʚʠʪʠʷ ʩʦʙʳʪʠʡ, ʦʜʠʥ ʠʟ ʢʦʪʦʨʳʭ ï ʇʨʝ-

ʩʝʯʝʥʠʝ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝʣʷ/ʣʦʢʘʣʠʟʘʮʠʷ 

ʠ ʣʠʢʚʠʜʘʮʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʚʢʣʶʯʘʷ, ʥʘ-

ʧʨʠʤʝʨ, ʚʨʝʤʝʥʥʫʶ ʦʩʪʘʥʦʚʢʫ ʨʘʙʦʪʳ ʦʪ-

ʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ) ʩ ʮʝʣʴʶ ʧʨʝ-

ʢʨʘʱʝʥʠʷ ʅʉɼ ʩʦ ʩʪʦʨʦʥʳ ʥʘʨʫʰʠʪʝʣʷ ʠʣʠ 

ʣʠʢʚʠʜʘʮʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʘ ʚʪʦʨʦʡ ï ʚʚʝ-

ʜʝʥʠʝ ʘʥʪʠʢʨʠʟʠʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ 

ʩ ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ. ʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ . ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷ-

ʪʳʭ ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷʪʳʭ 

ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦ-

ʚʝʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹè; 

çʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ 

ʜʝʡʩʪʚʠʡè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤ-

ʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 
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ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʨʦʜʦʣʞʝʥʠʝè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʄʦʥʠʪʦʨʠʥʛ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝ-

ʣʷ/ʭʦʜʘ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʠʤʝʝʪ ʩʪʝʧʝʥʴ 

ʩʝʨʴʝʟʥʦʩʪʠ 1 ʠʣʠ 2 ʚʦʟʤʦʞʥʦ ʜʚʘ ʚʘʨʠʘʥ-

ʪʘ ʨʘʟʚʠʪʠʷ ʩʦʙʳʪʠʡ. ʆʜʠʥ ʠʟ ʢʦʪʦʨʳʭ ï 

ʄʦʥʠʪʦʨʠʥʛ ʜʝʡʩʪʚʠʡ ʥʘʨʫʰʠʪʝʣʷ/ʭʦʜʘ 

ʠʥʮʠʜʝʥʪʘ ʀɹ ʙʝʟ ʧʨʝʨʳʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ 

ʧʦʟʚʦʣʷʝʪ ʩʦʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʜʦʢʘʟʘ-

ʪʝʣʴʩʪʚʘ ʠ ʬʘʢʪʳ ʜʣʷ ʧʨʠʚʣʝʯʝʥʠʷ ʥʘʨʫ-

ʰʠʪʝʣʷ ʢ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ 

ʩ ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ. ʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷ-

ʪʳʭ ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷʪʳʭ 

ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ 

ʜʝʡʩʪʚʠʡè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 

ɿʘʢʨʳʪʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʥʝ ʪʨʝʙʫʝʪʩʷ ɸʥʘ-

ʣʠʟ ʠʣʠ ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ, 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʟʘʢʨʳʪʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʆʩʦʙʝʥʥʦ ʵʪʦ ʘʢʪʫʘʣʴʥʦ ʚ ʩʣʫʯʘʝ ʠʩʧʦʣʴ-

ʟʦʚʘʥʠʷ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ 

ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʀɹ, ʢʦʪʦʨʳʝ ʦʪ-

ʩʣʝʞʠʚʘʶʪ ʩʪʘʪʫʩʳ ʠʥʮʠʜʝʥʪʦʚ ʀɹ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ 

ʩ ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ. ʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷ-

ʪʳʭ ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

ɺʳʭʦʜʳ: ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷʪʳʭ 

ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ 

ʜʝʡʩʪʚʠʡè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 
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ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ï ʇʨʦʜʦʣʞʝʥʠʝè (ʦʢʦʥʯʘʥʠʝ) 

ʈʘʟʨʘʙʦʪʢʘ ʆʪʯʝʪʘ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ 

 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʥʝ ʪʨʝʙʫʝʪʩʷ ɸʥʘ-

ʣʠʟ ʠʣʠ ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ, ʧʦ-

ʩʣʝ ʧʨʦʮʝʜʫʨʳ ʟʘʢʨʳʪʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʨʘʟʨʘʙʦʪʢʘ ʆʪʯʝʪʘ ʦʙ ʠʥ-

ʮʠʜʝʥʪʝ ʀɹ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʬʦʨʤʝ.  

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ 

ʩ ʫʪʦʯʥʝʥʠʝʤ ʪʠʧʘ ʠ ʩʪʝʧʝʥʠ ʩʝʨʴʝʟʥʦʩʪʠ 

ʠʥʮʠʜʝʥʪʘ. ʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʨʠʥʷ-

ʪʳʭ ʜʝʡʩʪʚʠʷʭ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ (ʚʢʣʶʯʘʷ 

ʧʨʠʥʷʪʳʝ ʨʝʰʝʥʠʷ, ʟʘʧʠʩʠ). 

ɺʳʭʦʜʳ: ʆʪʯʝʪ ʦʙ ʠʥʮʠʜʝʥʪʝ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʣʘʥ ʤʝʨ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʠʥʮʠʜʝʥʪ ʀɹ ʠ ʘʥʪʠʢʨʠʟʠʩʥʳʭ 

ʜʝʡʩʪʚʠʡè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ. 
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ʈʠʩʫʥʦʢ 38 ï ɼʠʘʛʨʘʤʤʘ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè  
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ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ɺʳʷʚʠʪʴ ʧʨʠʯʠʥʳ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ 

ʚʳʨʘʙʦʪʘʪʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʣʫʯ-

ʰʝʥʠʶ ʇʋʀʀɹ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ 

ʮʝʣʦʤ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʧʨʦʚʝʜʝʥʠʠ ʘʥʘʣʠʟʘ 

ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʳʷʚʣʝʥʠʝ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ ʀɹ ʠ 

ʚʳʨʘʙʦʪʢʘ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʫʣʫʯ-

ʰʝʥʠʶ ʇʋʀʀɹ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ 

ʮʝʣʦʤ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ 

ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩ-

ʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ 

ʨʘʤʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ (ʚʢʣʶ-

ʯʘʷ ʇʦʣʠʪʠʢʫ ʀɹ). 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯʥʝʥʥʳʝ ʪʠʧ ʠʥ-

ʮʠʜʝʥʪʘ ʀɹ ʠ ʩʪʝʧʝʥʴ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞʥʦʤ 

ʚʠʜʝ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ, 

ʧʨʝʜʧʨʠʥʷʪʳʝ ʚ ʨʘʤʢʘʭ ʨʝʘʛʠʨʦʚʘ-

ʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʦ ʜʝʡʩʪʚʠʷʭ, ʧʨʝʜʧʨʠʥʷʪʳʭ ʚ ʨʘʤʢʘʭ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ, ʧʨʠʥʷʪʳʭ ʨʝʰʝʥʠʷʭ ʠ, ʚʦʟʤʦʞʥʦ, ʨʘʟʨʘʙʦʪʘʥʥʳʭ ʜʦʢʫʤʝʥʪʘʭ 

ʕʣʝʢʪʨʦʥʥʳʡ ʠʣʠ ʙʫʤʘʞʥʳʡ 

ʚʠʜ 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʇʝʨʝʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ ʜʘʥ-

ʥʳʭ ʚ ʧʨʦʮʝʩʩʳ çʆʮʝʥʢʘ ʵʬʬʝʢʪʠʚ-

ʥʦʩʪʠ ʉʋʀɹè, çʂʦʨʨʝʢʪʠʨʫʶʱʠʝ ʠ 

ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʝ ʜʝʡʩʪʚʠʷè ʠ ʜʨ.  

ʆʪʯʝʪ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʠʥʮʠʜʝʥʪʘ 

ʀɹ 

ʆʪʯʝʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ 

ʩʚʝʜʝʥʠʷ: ʦʮʝʥʢʫ ʫʱʝʨʙʘ; ʧʨʠʯʠʥʳ 

ʠʥʮʠʜʝʥʪʘ ʀɹ; ʧʨʝʜʧʨʠʥʷʪʳʝ ʤʝʨʳ 

ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ; ʜʝʡʩʪʚʠʷ ʩʦʪʨʫʜ-

ʥʠʢʦʚ; ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʠʥʮʠʜʝʥʪ 

ʀɹ, ʝʩʣʠ ʵʪʦ ʫʜʘʣʦʩʴ ʚʳʷʩʥʠʪʴ, ʠ 

ʪ.ʜ. 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫ-

ʤʝʥʪʠʨʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʠʣʠ ʙʫʤʘʞʥʦʤ 

ʚʠʜʝ. 
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ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ʉʙʦʨ ʤʘʪʝʨʠʘʣʦʚ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ 

 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ 

ʀɹ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʙʦʨ ʜʘʥʥʳʭ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ: ʧʝʨʝʯʝʥʴ ʚʩʝʭ ʨʝʩʫʨʩʦʚ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʟʘʪʨʦʥʫʪʳʭ ʚ ʠʥʮʠʜʝʥʪʝ ʀɹ; ʫʛʨʦ-

ʟʳ, ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʧʨʦʪʠʚ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ; ʧʨʝʜʧʦʣʘʛʘʝʤʳʝ ʠʩʪʦʯʥʠʢʠ 

ʫʛʨʦʟ ʀɹ; ʜʝʡʩʪʚʠʷ ʠ ʤʦʪʠʚʘʮʠʷ ʥʘʨʫʰʠʪʝʣʷ 

ʀɹ; ʠʩʧʦʣʴʟʫʝʤʳʝ ʉɿʀ. 

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ʆʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. 

ɺʳʭʦʜʳ: ʄʘʪʝʨʠʘʣʳ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ. 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

çʄʦʜʝʣʠ ʫʛʨʦʟ ʠ ʥʘʨʫʰʠʪʝʣʷ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 

ʆʧʨʝʜʝʣʝʥʠʝ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʅʘ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʠʝ ʧʨʠʯʠʥ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ, ʚʢʣʶʯʘʶʱʝʝ: ʘʥʘʣʠʟ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʧʦ ʨʝʘʣʠʟʘʮʠʠ ʜʘʥʥʦʛʦ ʠʥʮʠʜʝʥʪʘ; ʘʥʘʣʠʟ ʠʩ-

ʧʦʣʴʟʫʝʤʳʭ ʩʨʝʜʩʪʚ ʠ ʤʝʪʦʜʦʚ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ 

ʠʥʮʠʜʝʥʪʘ; ʦʮʝʥʢʫ ʘʜʝʢʚʘʪʥʦʩʪʠ ʟʘʱʠʪʳ ʀʊʂʉ 

ʆʈɻɸʅʀɿɸʎʀʀ.  

ɺʭʦʜʳ: ʄʘʪʝʨʠʘʣʳ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ. ɼʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɼʘʥʥʳʝ ʘʥʘʣʠʟʘ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ 

ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 

ʈʘʟʨʘʙʦʪʢʘ ʟʘʢʣʶʯʝʥʠʷ ʦ ʟʘʱʠʱʝʥ-

ʥʦʩʪʠ ʀʊʂʉ ʠ ʧʨʠʯʠʥʘʭ ʚʦʟʥʠʢʥʦ-

ʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 
 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʘʥʘʣʠʟʘ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ ʀɹ 

ʬʦʨʤʠʨʫʝʪʩʷ ʟʘʢʣʶʯʝʥʠʝ ʦ ʟʘʱʠʱʝʥʥʦʩʪʠ ʟʘ-

ʪʨʦʥʫʪʳʭ ʵʣʝʤʝʥʪʦʚ ʀʊʂʉ, ʘ ʪʘʢʞʝ ʦ ʧʨʠʯʠʥʘʭ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʳʭʦʜʳ: ɼʘʥʥʳʝ ʘʥʘʣʠʟʘ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ 

ʀɹ. 

ɺʳʭʦʜʳ: ɿʘʢʣʶʯʝʥʠʝ ʦ ʟʘʱʠʱʝʥʥʦʩʪʠ ʨʝʩʫʨʩʦʚ 

ʠ ʧʨʠʯʠʥʘʭ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ. 
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ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʆʮʝʥʢʘ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ 

ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ 

 

ʅʘ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʮʝʥʢʘ ʧʨʘʚʠʣʴʥʦʩʪʠ ʠ ʵʬ-

ʬʝʢʪʠʚʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥ-

ʮʠʜʝʥʪ ʀɹ, ʚʢʣʶʯʘʶʱʘʷ: ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠ ʧʨʦ-

ʪʦʢʦʣʠʨʦʚʘʥʠʝ ʜʝʡʩʪʚʠʡ ʢʘʞʜʦʛʦ ʯʣʝʥʘ ɻʈʀʀɹ 

ʠ ʧʨʠʚʣʝʢʘʝʤʳʭ ʩʦʪʨʫʜʥʠʢʦʚ; ʘʥʘʣʠʟ ʧʨʘʚʠʣʴ-

ʥʦʩʪʠ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʠ ʨʝʰʝʥʠʡ 

ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ; ʦʮʝʥʢʫ ʵʬ-

ʬʝʢʪʠʚʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥ-

ʮʠʜʝʥʪ ʀɹ ʩ ʫʯʝʪʦʤ ʚʨʝʤʝʥʠ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦ-

ʩʪʠ ʠʥʮʠʜʝʥʪʘ ʠ ʧʦʥʝʩʝʥʥʦʛʦ ʫʱʝʨʙʘ; ʘʥʘʣʠʟ 

ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʧʦʜʦʙʥʳʭ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʙʫʜʫʱʝʤ. 

ɺʭʦʜʳ: ʄʘʪʝʨʠʘʣʳ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ. ɼʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʮʝʥʢʠ ʜʝʡʩʪʚʠʡ ʥʘ ʠʥʮʠ-

ʜʝʥʪ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʏʣʝʥʳ ɻʈʀʀɹ. 

ʈʘʟʨʘʙʦʪʢʘ ʟʘʢʣʶʯʝʥʠʷ ʦʙ ʵʬʬʝʢ-

ʪʠʚʥʦʩʪʠ ʧʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ 

 
 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʮʝʥʢʠ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ 

ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʬʦʨʤʠʨʫʝʪʩʷ ʟʘʢʣʶʯʝʥʠʝ ʦʙ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥ-

ʮʠʜʝʥʪʳ ʀɹ, ʜʘʝʪʩʷ ʦʮʝʥʢʘ ʧʨʘʚʠʣʴʥʦʩʪʠ ʠ 

ʩʚʦʝʚʨʝʤʝʥʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʠ ʨʝʰʝʥʠʡ ɻʈʀʀɹ. 

ɺʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʮʝʥʢʠ ʜʝʡʩʪʚʠʡ ʥʘ ʠʥʮʠ-

ʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɿʘʢʣʶʯʝʥʠʝ ʦʙ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʮʝ-

ʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 
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ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʈʘʟʨʘʙʦʪʢʘ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʩʦʚʝʨ-

ʰʝʥʩʪʚʦʚʘʥʠʶ ʧʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦ-

ʚʘʥʠʷ 

 
 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʮʝʥʢʠ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ 

ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ ʨʘʟʨʘʙʘʪʳʚʘʶʪʩʷ ʨʝʢʦʤʝʥʜʘʮʠʠ 

ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʧʦʜʦʙʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʠ 

ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʧʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳ ʀɹ, ʇʋʀʀɹ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʚ ʮʝ-

ʣʦʤ. 

ɺʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʮʝʥʢʠ ʜʝʡʩʪʚʠʡ ʥʘ ʠʥʮʠ-

ʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ 

ʧʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ɺʣʘʜʝʣʴʮʳ ʙʠʟʥʝʩ-

ʧʨʦʮʝʩʩʦʚ; 

ʕʢʩʧʝʨʪ. 

ʆʮʝʥʢʘ ʫʱʝʨʙʘ 

 

ʅʘ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʮʝʥʢʘ ʫʱʝʨʙʘ, ʥʘʥʝʩʝʥʥʦʛʦ 

ʠʥʮʠʜʝʥʪʦʤ ʀɹ, ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: ʦʧʨʝʜʝʣʝʥʠʝ 

ʫʱʝʨʙʘ ʜʣʷ ʀʊʂʉ ʆʈɻɸʅʀɿɸʎʀʀ; ʦʧʨʝʜʝʣʝ-

ʥʠʝ ʚʦʟʤʦʞʥʳʭ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʦʪʝʨʴ ʜʣʷ ʜʝʷ-

ʪʝʣʴʥʦʩʪʠ ʆʈɻɸʅʀɿɸʎʀʀ (ʬʠʥʘʥʩʦʚʳʭ ʠ 

ʠʤʠʜʞʝʚʳʭ); ʦʮʝʥʢʫ ʫʱʝʨʙʘ ʧʦ ʧʨʝʪʝʥʟʠʷʤ ʦʪ 

ʧʘʨʪʥʝʨʦʚ ʠ ʢʣʠʝʥʪʦʚ. 

ɺʭʦʜʳ: ʄʘʪʝʨʠʘʣʳ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ. ɼʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʮʝʥʢʠ ʫʱʝʨʙʘ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

çʈʝʝʩʪʨ ʨʠʩʢʦʚ ʀɹè; 

çʆʪʯʝʪ ʦ ʨʠʩʢʘʭ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʈʠʩʢ-ʤʝʥʝʜʞʝʨ; 

ʕʢʩʧʝʨʪ. 

ʈʘʟʨʘʙʦʪʢʘ ʟʘʢʣʶʯʝʥʠʷ ʦ ʧʦʥʝʩʝʥ-

ʥʦʤ ʫʱʝʨʙʝ (ʤʘʪʝʨʠʘʣʴʥʦʤ ʠ ʫʱʝʨ-

ʙʝ ʨʝʧʫʪʘʮʠʠ) 

 
 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʮʝʥʢʠ ʫʱʝʨʙʘ ʬʦʨʤʠʨʫʝʪʩʷ ʟʘ-

ʢʣʶʯʝʥʠʝ ʦʙ ʫʱʝʨʙʝ, ʥʘʥʝʩʝʥʥʦʤ ʠʥʮʠʜʝʥʪʦʤ 

ʀɹ, ʚʢʣʶʯʘʷ ʟʘʢʣʶʯʝʥʠʝ ʦ ʤʘʪʝʨʠʘʣʴʥʦʤ ʫʱʝʨ-

ʙʝ, ʫʱʝʨʙʝ ʨʝʧʫʪʘʮʠʠ, ʘ ʪʘʢʞʝ ʦ ʟʘʪʨʘʪʘʭ ʥʘ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʨʝʩʫʨʩʦʚ, 

ʚʦʚʣʝʯʝʥʥʳʭ ʚ ʠʥʮʠʜʝʥʪ, ʚ ʧʦʣʥʦʤ ʦʙʲʝʤʝ. 

ɺʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʮʝʥʢʠ ʫʱʝʨʙʘ. 

ɺʳʭʦʜʳ: ɿʘʢʣʶʯʝʥʠʝ ʦ ʧʦʥʝʩʝʥʥʦʤ ʫʱʝʨʙʝ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

çʈʝʝʩʪʨ ʨʠʩʢʦʚ ʀɹè; 

çʆʪʯʝʪ ʦ ʨʠʩʢʘʭ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʈʠʩʢ-ʤʝʥʝʜʞʝʨ; 

ʕʢʩʧʝʨʪ. 
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ʊʘʙʣʠʮʘ 12 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çɸʥʘʣʠʟ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʦʢʦʥʯʘʥʠʝ) 

ʆʧʨʝʜʝʣʝʥʠʝ ʦʪʚʝʪʩʪʚʝʥʥʳʭ 

 

ʅʘ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʧʦ ʠʥʮʠʜʝʥʪʫ 

ʀɹ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʠʝ ʦʪʚʝʪʩʪʚʝʥʥʳʭ 

ʟʘ ʧʨʦʠʟʦʰʝʜʰʝʝ, ʯʪʦ ʚʢʣʶʯʘʝʪ: ʧʨʦʚʝʨʢʫ ʠ 

ʘʥʘʣʠʟ ʜʝʡʩʪʚʠʡ ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʵʣʝʤʝʥʪʳ 

ʀʊʂʉ, ʠʭ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ, ʦʙʝʩʧʝʯʝʥʠʝ ʀɹ 

ʠ ʪ.ʜ.; ʦʮʝʥʢʫ ʘʜʝʢʚʘʪʥʦʩʪʠ ʟʘʱʠʱʝʥʥʦʩʪʠ ʵʣʝ-

ʤʝʥʪʦʚ ʀʊʂʉ; ʦʮʝʥʢʫ ʘʜʝʢʚʘʪʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʧʦ 

ʧʨʝʢʨʘʱʝʥʠʶ ʠʥʮʠʜʝʥʪʘ ʀɹ; ʦʮʝʥʢʫ ʘʜʝʢʚʘʪʥʦ-

ʩʪʠ ʜʝʡʩʪʚʠʡ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠʥʮʠʜʝʥʪʘ 

ʀɹ. 

ɺʭʦʜʳ: ʄʘʪʝʨʠʘʣʳ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ. ɼʦʢʫʤʝʥ-

ʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʧʨʝʜʝʣʝʥʠʷ ʦʪʚʝʪʩʪʚʝʥ-

ʥʳʭ ʟʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 

ʈʘʟʨʘʙʦʪʢʘ ʟʘʢʣʶʯʝʥʠʷ ʦʙ ʵʬʬʝʢ-

ʪʠʚʥʦʩʪʠ ʠ ʧʨʘʚʠʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ 

ʩʦʪʨʫʜʥʠʢʦʚ 

 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʧʨʝʜʝʣʝʥʠʷ ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʬʦʨ-

ʤʠʨʫʝʪʩʷ ʟʘʢʣʶʯʝʥʠʝ ʦʙ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʧʨʘ-

ʚʠʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʩʦʪʨʫʜʥʠʢʦʚ, ʦʪʚʝʪʩʪʚʝʥ-

ʥʳʭ ʟʘ ʵʣʝʤʝʥʪʳ ʀʊʂʉ, ʟʘ ʠʭ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘ-

ʥʠʝ ʠ ʪ.ʜ., ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʷʝʪʩʷ, ʥʘʩʢʦʣʴʢʦ ʪʦʯ-

ʥʦ ʚʳʧʦʣʥʷʣʠʩʴ ʠʥʩʪʨʫʢʮʠʠ ʠ ʧʨʝʜʧʠʩʘʥʠʷ. 

ɺʭʦʜʳ: ʈʝʟʫʣʴʪʘʪʳ ʦʧʨʝʜʝʣʝʥʠʷ ʦʪʚʝʪʩʪʚʝʥʥʳʭ 

ʟʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʳʭʦʜʳ: ɿʘʢʣʶʯʝʥʠʝ ʦʙ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʧʨʘ-

ʚʠʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʨʘʙʦʪʥʠʢʦʚ 

ʆʈɻɸʅʀɿɸʎʀʀ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʆʪʯʝʪʘ ʧʦ ʨʝʟʫʣʴʪʘ-

ʪʘʤ ʘʥʘʣʠʟʘ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʠʥʮʠʜʝʥʪʘ ʀɹ ʩʦʩʪʘʚʣʷ-

ʝʪʩʷ ʆʪʯʝʪ ʦʙ ʘʥʘʣʠʟʝ ʠʥʮʠʜʝʥʪʘ ʀɹ ʚ ʫʩʪʘʥʦʚ-

ʣʝʥʥʦʡ ʬʦʨʤʝ. 

ɺʭʦʜʳ: ɺʩʝ ʚʳʭʦʜʳ ʧʨʝʜʳʜʫʱʠʭ ʧʦʜʧʨʦʮʝʩʩʦʚ. 

ɺʳʭʦʜʳ: ʆʪʯʝʪ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʠʥʮʠ-

ʜʝʥʪʘ ʀɹ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ɻʈʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟ-

ʨʝʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʏʣʝʥʳ ɻʈʀʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ; 

ʕʢʩʧʝʨʪ. 
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ʊʘʙʣʠʮʘ 13 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʥʘʯʘʣʦ) 

ʎʝʣʠ ʧʨʦʮʝʩʩʘ ʊʨʠʛʛʝʨʳ ʂʨʠʪʝʨʠʠ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ 

ɺʳʷʚʠʪʴ ʧʨʠʯʠʥʳ ʠʥʮʠʜʝʥʪʘ ʀɹ, 

ʚʳʨʘʙʦʪʘʪʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 

ʫʣʫʯʰʝʥʠʶ ʇʋʀʀɹ ʠ ʦʙʝʩʧʝʯʝ-

ʥʠʷ ʀɹ ʚ ʮʝʣʦʤ, ʘ ʪʘʢʞʝ ʚ ʩʣʫʯʘʝ 

ʧʨʦʚʝʜʝʥʠʷ ʫʛʦʣʦʚʥʦʛʦ ʨʘʩʩʣʝʜʦ-

ʚʘʥʠʷ ï ʧʝʨʝʜʘʯʘ ʜʝʣʘ ʚ ʩʫʜ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʧʨʦʚʝʜʝʥʠʠ ʨʘʩ-

ʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʳʷʚʣʝʥʠʝ ʧʨʠʯʠʥ ʠʥʮʠʜʝʥʪʘ ʀɹ 

ʠ ʚʳʨʘʙʦʪʢʘ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ 

ʫʣʫʯʰʝʥʠʶ ʇʋʀʀɹ ʠ ʦʙʝʩʧʝʯʝʥʠʷ 

ʀɹ ʚ ʮʝʣʦʤ, ʘ ʪʘʢʞʝ ʚ ʩʣʫʯʘʝ ʧʨʦ-

ʚʝʜʝʥʠʷ ʫʛʦʣʦʚʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ï ʧʝʨʝʜʘʯʘ ʜʝʣʘ ʚ ʩʫʜ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʩʙʦʨʘ ʜʦʢʘʟʘʪʝʣʴʩʪʚ 

ʠʥʮʠʜʝʥʪʘ ʀɹ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ 

ʩʣʫʞʝʙʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠ-

ʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʧʦ ʠʥʮʠʜʝʥʪʫ ʀɹ ʚ ʪʦʤ ʯʠʩʣʝ ʫʪʦʯʥʝʥʥʳʝ ʪʠʧ 

ʠʥʮʠʜʝʥʪʘ ʠ ʩʪʝʧʝʥʴ ʝʛʦ ʩʝʨʴʝʟʥʦʩʪʠ 

ɿʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ ʜʦʢʫʤʝʥʪʠʨʦ-

ʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʚ ʵʣʝʢʪʨʦʥʥʦʤ 

ʠʣʠ ʙʫʤʘʞʥʦʤ ʚʠʜʝ 

ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ, 

ʧʨʝʜʧʨʠʥʷʪʳʝ ʚ ʨʘʤʢʘʭ ʨʝʘʛʠʨʦʚʘ-

ʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ. 

ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʜʘʥʥʳʝ ʦ ʜʝʡʩʪʚʠʷʭ, ʧʨʝʜʧʨʠʥʷʪʳʭ ʚ ʨʘʤʢʘʭ ʨʝʘʛʠʨʦ-

ʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʀɹ, ʧʨʠʥʷʪʳʭ ʨʝʰʝʥʠʷʭ ʠ, ʚʦʟʤʦʞʥʦ, ʨʘʟʨʘʙʦʪʘʥʥʳʭ 

ʜʦʢʫʤʝʥʪʘʭ 

ʕʣʝʢʪʨʦʥʥʳʡ ʠʣʠ ʙʫʤʘʞʥʳʡ ʚʠʜ 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ɺʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʆʧʠʩʘʥʠʝ ʌʦʨʤʘ 

ʇʝʨʝʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ ʜʘʥ-

ʥʳʭ ʚ ʧʨʦʮʝʩʩʳ çʆʮʝʥʢʘ ʵʬʬʝʢʪʠʚ-

ʥʦʩʪʠ ʉʋʀɹè, çʂʦʨʨʝʢʪʠʨʫʶʱʠʝ ʠ 

ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʝ ʜʝʡʩʪʚʠʷè ʠ ʜʨ.  

ʆʪʯʝʪ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʆʪʯʝʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ 

ʩʚʝʜʝʥʠʷ: ʦʮʝʥʢʫ ʫʱʝʨʙʘ; ʧʨʠʯʠ-

ʥʳ ʠʥʮʠʜʝʥʪʘ ʀɹ; ʧʨʝʜʧʨʠʥʷʪʳʝ 

ʤʝʨʳ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ; ʜʝʡʩʪʚʠʷ 

ʩʦʪʨʫʜʥʠʢʦʚ ʚʦ ʚʨʝʤʷ ʠʥʮʠʜʝʥʪʘ 

ʀɹ; ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʠʥʮʠʜʝʥʪ 

ʀɹ, ʝʩʣʠ ʵʪʦ ʫʜʘʣʦʩʴ ʚʳʷʩʥʠʪʴ, ʠ 

ʪ.ʜ. 

ʇʝʨʝʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʥʳʭ 

ʜʘʥʥʳʭ ʚ ʧʨʦʮʝʩʩʳ çʆʮʝʥʢʘ ʵʬ-

ʬʝʢʪʠʚʥʦʩʪʠ ʉʋʀɹè, çʂʦʨʨʝʢʪʠ-

ʨʫʶʱʠʝ ʠ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʝ ʜʝʡ-

ʩʪʚʠʷè ʠ ʜʨ. 
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ʊʘʙʣʠʮʘ 13 ï ʆʧʠʩʘʥʠʝ ʧʨʦʮʝʩʩʘ çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹè (ʧʨʦʜʦʣʞʝʥʠʝ) 

ʇʦʜʧʨʦʮʝʩʩ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʦʜʧʨʦʮʝʩʩʫ ʇʨʦʮʝʜʫʨʳ ʠ ʧʨʘʚʠʣʘ ʈʦʣʠ 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʧʨʦʚʝʜʝʥʠʠ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ 

 

ʅʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʚʳʩʰʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʨ-

ʛʘʥʠʟʘʮʠʠ ʧʨʠʥʷʣʦ ʨʝʰʝʥʠʝ ʦ ʧʨʦʚʝʜʝʥʠʠ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. ʊʘʢʞʝ ʥʝʦʙʭʦ-

ʜʠʤʦ ʧʨʠʥʷʪʴ ʨʝʰʝʥʠʝ ʦ ʪʠʧʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʠʥʮʠʜʝʥʪʘ ʀɹ: ʩ ʧʨʠʚʣʝʯʝʥʠʝʤ ʧʨʘʚʦʦʭʨʘʥʠ-

ʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ ʠʣʠ ʙʝʟ.  

ɺʭʦʜʳ: ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. 

ʆʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. 

ɺʳʭʦʜʳ: ʈʝʰʝʥʠʝ ʦ ʧʨʦʚʝʜʝʥʠʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ. ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ʆʧʠ-

ʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʳʩʰʝʝ ʨʫʢʦʚʦʜʩʪʚʦ; 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

ʉʦʟʳʚ ʂʦʤʠʩʩʠʠ ʧʦ ʨʘʩʩʣʝʜʦʚʘʥʠʶ 

ʠʥʮʠʜʝʥʪʦʚ ʀɹ 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ ʧʨʦʚʝʜʝʥʠʝ ʩʣʫʞʝʙ-

ʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ (ʙʝʟ ʧʨʠ-

ʚʣʝʯʝʥʠʷ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ) ʜʣʷ 

ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʢʦʦʨʜʠʥʘʮʠʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʠʥʮʠʜʝʥʪʘ ʀɹ ʩʦʟʳʚʘʝʪʩʷ ʂʦʤʠʩʩʠʷ ʧʦ ʨʘʩ-

ʩʣʝʜʦʚʘʥʠʶ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɺʭʦʜʳ: ʈʝʰʝʥʠʝ ʦ ʧʨʦʚʝʜʝʥʠʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ. ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥʮʠʜʝʥʪ ʀɹ. ʆʧʠ-

ʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. 

ɺʳʭʦʜʳ: ʉʦʩʪʘʚ ʂʦʤʠʩʩʠʠ ʧʦ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʶ ʠʥʮʠʜʝʥʪʘ ʀɹ. ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʡ ʠʥ-

ʮʠʜʝʥʪ ʀɹ. ʆʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦ-

ʚʘʥʠʶ. 

çʇʦʣʦʞʝʥʠʝ ʦ ʨʦʣʷʭ ʇʋʀʀɹè; 

çʇʦʣʦʞʝʥʠʝ ʦ ʂʦʤʠʩʩʠʠ ʧʦ ʨʘʩ-

ʩʣʝʜʦʚʘʥʠʶ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʦʙʥʘʨʫʞʝʥʠʷ, ʦʧʦʚʝ-

ʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥ-

ʪʳ ʀɹè; 

çʇʨʦʮʝʜʫʨʘ ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘ-

ʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹè; 

ɼʨʫʛʠʝ ʜʦʢʫʤʝʥʪʳ ʧʦ ʀɹ ʚ ʨʘʤʢʘʭ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʳʩʰʝʝ ʨʫʢʦʚʦʜʩʪʚʦ; 

ʆʪʚʝʪʩʪʚʝʥʥʳʡ ʥʘ ʨʘʟʨʝ-

ʰʝʥʠʝ ʠʥʮʠʜʝʥʪʘ ʀɹ; 

ʄʝʥʝʜʞʝʨ ʉʋʀɹ. 

  


























































































































































































































































































































































































































































































































